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HOME NETWORK ASSOCIATION WIRELESS  SECURITY  SERVICES MANAGEMENT  SOFTWARE — EVENT LOG

Home alil, B
cisco =

Cisco Aironet 1140 Series Access Point

Summary
Easy Setup
- Hostname BGL14.M.18-LAP1142-1 BGL14.M.18-LAP1142-1 uptime is 11 hours, 58 minutes
Network Assistant
Association
Clients: 0 Infrastructure clients: 0

Network Identity

m

IP Address 10.106.122.152
IPvG Address FEB0::CEEF:48FF .FEFA:4426
MAC Address ccef 48fa 4426

Network Interfaces

Interface MAC Address Transmission Rate
1} GigabitEthernet ccef 48fa.4426 100Mbps

¥ Radio0.802 11N2-46Hz 2¢3f.387£.4810 Mes Index 15
uRad\m-EGZ 11NBGHz 2¢31.3871.9c00 Mcs Index 15

TB’IRA > 2—T7 T4 ADBML

[Network] X —1—ICBEL., BB\ BRA > EFZ—TIAARAZIVYIOLT, RIZHBD&LSIZ,
[SETTINGS] &% 7 @ [Enable Radio] IZ#% % [Enable] 2 # REA #BIRLET, IXNTOELE
AVBR—TIARAZBMIZLET,



CIsSCO HOME NETWORK  ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOC

NETWORK & RADIOO-802.11NZ45HZ STATUS |z DETAILED STATUS ): SETTINGS

Hostname BGL14.M.18-LAP1142-1
¥ NETWORK MAP

summary

AGIHERL Nedc Network Interfaces: Radio0-802.11N24GH7 Settings

¥ NETWORK INTERFACE

Summary .
Operating Mode: Mixed
IP Address

bl e g
GigabitEtherneto Enabie Rado: © Enable O Disable

Radio0-802.11N 2.4GHz Current Status (Software/Hardware): Disabled 4 Down ¥

Radiol-802.11N 5GHz

Role in Radio Network: @ Access Point

Access Point (Fallback to Radio Shutdown)
Access Point (Fallback to Repeater)
() Repeater

© Root Bridae

L L VLAN OE

[SECURITY] XZ21—I(Z8B8 L. [SSID Manager] Z3&IRL 3, TN#%, [DefineVLANs] £ 1)
YUFBE, VLAN ZEMTRHOA T IaVNARTENET, TTLES, [APPLY] RE >
Z2O0UYOLET,

HOME NETWORK AS RITY SERVICES MANAGEMENT FTWARE EVENT LOG
Security

Hostname ap

Admin Access

T R e Security: Global $SID Manager

SSID Manager SSID Properties

Dotl1lu Manager Current §SID List

Server Manager I 5sID:

AP Authentication P
VLAN: < NONE > ~  Define VLANS

Intrusion Detection Backup1:

Local RADIUS Server Backup 2:

Advance Security i Backup 3: i
Band-Select: [ Band Select
Universal Admin Mode: "] Universal Admin Mode
Interface: [ RadioD-802 11N24CHz

[/ Radio1-802 11N3GHz
Network ID: . (0-4096)
MNalaa

RICTRFT RS, VLAN 487 HriEMEh, A DERA 2 Z—T I/ ANFBRENTVET,

Z M VLAN A% 41 7 1 7 VLAN O34, [Native VLAN] KY Y RE AV IZTEET,



nosiname DOULIT4.VL10-LAFTI&L-1

Services: VLAN

DULIT4.NLT0-LAF 1144~ UPLIME IS 14 NOUrs,

Global VLAN Properties

Current Native VLAN:  None

Assigned VLANs

Current VLAN List Create VLAN

-

VLAN ID: 487

Define SSIDs

(1-4094)

VLAN Name (optional):

] Native VLAN

= || Delete

] Enable Public Secure Packet Forwarding
¥| Radio0-802.11N24GHz
Radio1-802.11N3GHz

0 Management VLAN (If non-native)

#L L SSID MRS KT VLAN 0 BEE (S (7

[SECURITY] XZ1—(Z®BE L. [SSID Manager] ZiERL £7,

[Current SSID List] A 5 [<NEW>] Z3583R L. SSID OfEEEEL =7,

MADERAVEZ—TIAADRY JAZFIZLET,
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Security
Hostname BGL14.M.18-LAP1142-1

Admin Access
Encryption Manager

SSID Manager §SID Properties

BGL14.M.18-LAP*

Security: Global SSID Manager

Dot11u Manager Current $SID List

Server Manager

o SSID:
AP Authentication VLAN:
Intrusion Detection
Local RADIUS Server
Advance Security =
Band-Select:

Interface:

Network ID: (0-40985)

[Applyl] RR>Z DY OLET,

Universal Admin Mode:

voicelab

< NONE > =  Define VLANs
Backup 1:
Backup 2:
Backup 3:

[C] Band Select
[C] universal Admin Mode

[¥] Radio0-802.11N2 4GHz
[¥| Radio1-802.11N3GHz



Multiple BSSID Beacon Settings

Multiple BSSID Beacon
[[] Set SSID as Guest Mode

[|set DataBeacon Rate (DTIM): DISABLED (1-100)

Cance

Guest Mode/Infrastructure SSID Settings

Radio0-802.11N2-4GHz;

Set Beacon Mode: @ Single BSSID Set Single Guest Mode SSID: < NONE > ~
© Multiple BSSID
Set Infrastructure SSID: < NONE > ~ [] Force Infrastructure Devices to associate only to this SSID

Radio1-802.11N5GHz;

Set Beacon Mode: @ Single BSSID Set Single Guest Mode SSID: < NONE > ~
© Multiple BSSID
Set Infrastructure SSID: < NONE > ~ [ Force Infrastructure Devices to associate only to this SSID
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] || Set DataBeacon Rate (DTIM) DISABLED (1-100)
Security

Admin Access

Encryption Manager Guest Mode/Infrastructure SSID Settings

SSID Manager

Dotllu Manager Radio0-802.11N2-4GHz.
f = —
| S LA Set Beacon Mode: @ Single BSSID  Set Single Guest Mode SSID: voicelab  +
AP Authentication s
' Multiple BSSID
Intrusion Detection
Set Infrastructure SSID: < NONE > ~ [ Force Infrastructure Devices to associate only to this SSID

Local RADIUS Server

Y Adwvance Security
Radio1-802.11N3GHZ:

Set Beacon Mode: @ Single BSSID Set Single Guest Mode SSID: voicelab  ~
) Multiple BSSID
Set Infrastructure SSID: < NONE > ~ [ Force Infrastructure Devices to associate only to this SSID
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.|||.|||. Save Configuration Ping Logout Refresh
CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Home Hostname BGL14.M.18-LAP1142-1 BGL14.M.18-LAP1142-1 uptime is 14 hours, 39 minutes
Summary
EREa=viseiun Association
DG R Clients: 2 Infrastructure clients: 0
View: [Z] Client [/] Infrastructure client
Radio0-802.11N2-46Hz
S5ID voicelab :
Device Type Name IPv4 Address IPvE Address MAC Address State Parent VLAN
il cex-client NONE 10.106.122 153 = 8438 3801 45be Associated self 487
unknown NONE 10106122 154 2 cOee fb53 eb46 Associated self 487
Radio1-802.11N56Hz
! | | | | |
Refresh

Z7>3> :SSID OINAT— REESZE
[SECURITY] Z7IZ#%E) L. [Encryption Manager] Z:&RL £ ¥,
[Encryption Modes] T. [Cipher] Zi#iRL . [AES CCMP] ZZ#IRL £7,

ZTD®E, [APPLY]Z0UYOLET,

CISCO HOME NETWORK  ASSOCIATION  WIRELESS  SECURITY SERVICES  MANA

Security
Hostname BGL14.M.18-LAP1142-1

Security: Encryption Manager

SSID Manager Set Encryption Mode and Keys for VLAN:
Dotl1u Manager

Admin Access

Encryption Manager

Server Manager Encryption Modes

AP Authentication ® None
Intrusion Detection
Local RADIUS Server P ey o
) WEP Encryption Optional ~ ~
Advance Security ) .
Cisco Compliant TKIP Features: [| En:
] En:
@ cipher AES CCMP -

RIZ, [SECURITY] XZ1—/»5, [SSID Manager] Z3&IRL £9,



[Key Management] %Z [Mandatory] & L TE&EL . [Enable WPA] Ry U AZERL T, [WPAV2]
ZERLET,

[WPA Pre-shared Key] T SSID O/NATD—RZRELE T,

TND S, [APPLY]RZ>ZTIUYILET,

Save Configuration

alialn

CiIsco HOME NETWORK  ASSOCIATION WIRELESS  SECURITY  SERVICES MANAGEMENT SOFTWARE  EVENT LOG
Security Priority 2. < NONE > ~ Priority 2: < NONE > ~
Priority 3: < NONE > ~ Priority 3: < NONE > ~

Admin Access

Encryption Manager

SSID M
EIEGE Client Authenticated Key Management

Dotllu Manager
Server Manager Key Management: Mandatory ~ [ cckm ¥| Enable WPA  WPAV2 -

AP Authentication

Intrusion Detection

WPA Pre-shared Key: ssscsssssse @ Ascll © Hexadecimal
Local RADIUS Server
Advance Security 11w Configuration: Disable ~
i 11w Association-comeback: 1000 (1000-20000)
11w Saquery-retry: 100 (100-500)

CUCM ME&E
CUCM #—/XIC 7925 REE&BINT B 5%

CUCM B GUI lI-OY 4 > L. [Device] > [Phone] DIEI-BEL £7,

mm Cisco Unified CM Administration WEWREGSIY Cisco Unified M Administration v i Go
cisco For Cisco Unified Communications Solutions admin Search Documentation About Logou
System ¥ Call Routing ¥ Media Resources ¥  Advanced Features ‘ Device ~ ‘ Application ¥  User b ~  Bulk Administration ¥ Help +
Gatekeeper
‘A The system is operating on demo licenses Gateway )Add this system to a Cisco Prime License Manager and install sufficient
licenses to cover its usage before expiratic - 1e ability to provision users and devices.
Lﬁ WARNING: No backup device is configure Trunk I your system in case of failure.
L_B Smart Call Home is not configured. To con Remote Destination lisable the reminder, please go to Cisco Unified Serviceability > Call
Home or click here. Device Settings »

Cisco Unified CM Administration

System version: 10.5.2.13037-1

[Add New] KR &S Y H L&Y,



alinhi.  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System * Call Routing =+ Media Resources *  Advanced Features * Device *  Application *  User Manag

Find and List Phones
:‘l-.'a Add New

Phone

Find Phone where Device Name * begins with -

-Select item or enter search t.ext -

No active query. Please enter your s

[Phone Type] T [Cisco 7925] ZiZRL ., [Nextt ZV UYL ET (HBEENDTAVL AR T7FIC
ELETEFORATZRBIRTEERT ),

alilin Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System v Call Routing * Media Resources *  Advanced Features ¥ Device v Application

’Ne}d

— Status

@ Status: Ready

~ Select the type of phone you would like to create

Phone Type* cisco 7925 -

[Phone Configuration] R—= T, EFE# D [MAC Address] Z EBML ., RIZRITZTIhEFhoEID
AVICEYBEZEBELE T, TOR, [Save] RX>ZVVUYILET,



almin  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System v Call Routing ¥ Media Resources ¥ Advanced Features ¥ Device ¥  Application ¥  User Management ~  Bulk Administration

Phone Configuration
i ==
Status

@ Status: Ready

rPhone Type

Product Type: Cisco 7925
Device Protocol: SCCP

r Device Information

Device is trusted

MAC Address* 00233341E192

Description SEPO0233341E192

Device Pool* Default ¥ View Details
Common Device Configuration < None > ¥ View Details
Phone Button Template* Standard 7925 SCCP -

Softkey Template < None > x

Common Phone Profile*® Standard Common Phone Profile ¥ View Details

r Protocol Specific Information
Packet Capture Mode* None -
Packet Capture Duration 0
BLF Presence Group*® Standard Presence group hd
Device Security Profile® Cisco 7925 - Standard SCCP Non-Secure Profile -
SUBSCRIBE Calling Search Space < None > v
N ittt s

[AddanewlLinel 22 Y UL, COERFRICEFTESZEELET,



albialn  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System * CallRouting ¥ Media Resources * Advanced Features * Device ¥ Application ¥ User Management ¥ Bl

Phone Configuration

B save x Delete Copy %l Reset # Apply Config q]: Add New
Status

@ Status: Ready

—Association r Phone Type

[ Modify Button Items ] Product Type: Cisco 7925
Device Protocol: SCCP

1 wrm Line [1] - Add a new DN

2wz line [2] - Add a new DN  Real-time Device Status
e
Registration: Unregistered
3 U= Add a new SD L <
IPv4 Address: 10.106.122.155
4 L}@ Add a new SD Active Load ID: None

Download Status: None

5 L@ Add a new SD

[ % Add a new SD Device Information

—a

FEOEFESZIEELLES., [SAVE|REZEVUYILET, TDHE, [Apply Configl, &5
IC [Reset] RRZDV Y ILET,

aliiln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System v Call Routing ¥ Media Resources ¥ Advanced Features v Device v  Application v  User Management v  Bulk Administration «

Directory Number Configuration
o =

r Status

@ Directory Number Configuration has refreshed due to a directory number change. Please click Save button to save the configuration.

r Directory Number Information

Directory Number* 7999 8 Urgent Priority
Route Partition < None > M

|| Description '
Alerting Name

ASCII Alerting Name

External Call Control Profile < MNone > b

Active

 Directory Number Settings

W= 7925 BEEDRRE

[ZO7 7 14ILHA]



[Settings] > [Network Profiles] DJEICBE L £,

CHEEOTO77AILICANET
Mg, EADL, BEMOREZOY VBRLET
CAEEOTO7TAILEEEELRT,

L7 weice

1 Frofila Name

2 Network Corfiguration
3 WLAN Cenfiguration

S -
=

2 Network Profiles

MNew Profile Name:

\T-‘IEEI

XY MND—URRE
[Settings] > [Network Profile] > [Network Configuration] @ JEICEEL £,

[DHCP Enabled] MfE% [YES] ICRREL & T

TFTPIP A" DHCP H—NA ST hiBmWEE, TFTPIP 7 RLAZZCHASFETEMLET

o



10.106.122.182
MAC Addiess
£0223341E192
Host Name

10 DNS Server 2
11 ARernate TFTP
¥ES

SEPD0233341E192
10.106.122.180

13 TFTP Server 2

WLAN &% E
[Settings] > [Network Profile] > [WLAN Config] D JEICBE L £,

L [SSID 7V EAKRA Y N TREL L EIEEL TH S, [Option] £ L, [SAVE] %:&R

LET,
- [Security Mode] % [Auto (AKM)] ICEREL £ 9,
. [Pre-shared Key] 22> 3> T, SSID D/NAT—REZAHDLET ( ZOFRHITRE

voicelab123 & U TERE ) »



Securty Mode
Auto (AKM) 802.11 Mode

UserName Auto-a
Password Call Power Save Mode
Hey Style . U-APsDP5-Pol

TR

EFEHS CUCM ICBEREND E, DAVYLARA 74V OHEEICREE NEEFESHRRENE
o RORICRTKSIC, CUCM EE GUI M [Phone Configuration] R—< (2, EFEHEN EEE
HhDRETHDENRTENET,

WEWGELGLE Cisco Unified CM Administration ¥

admin Search Documentation About Logout

ahali,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Bulk Administration w

System »
— Reated tinks: EATIE ] T
lg save x Delete Copy %I Reset g Apply Config ED= Add New

r Association Information r Phone Type

Call Routing v Media Resources v  Advanced Features v Device v  Application v  User Management v Help »

’ Modify Button Items ] Product Type: Cisco 7925 i
Device Protocol: SCCP Tl

1 e Line [1] - 4002 (no partition)

2 wmsline [2] - 4004 (no partition) r Device Information
5 Registration Registered with Cisco Unified Communications Manager cucm192
3 U5 Add a new SD
i IP Address 10.106.122.161
i 4 u@ Add a new SD Active Load ID Unknown

Download Status  Unknown
Device is Active
& g AddanewSD 4 pevice is

5 U= Add a new SD




NZTN21—-F120T

BEQEZD, CORTEICEITZIHBENDRS TN 1—F 12 0BRBEBY)EEA,



	Cisco Aironet 1142 を設定して CUCM に 7925 Wi-Fi 電話機を登録するための手順
	目次
	概要
	前提条件
	要件
	使用するコンポーネント

	設定
	アクセス ポイントの設定
	アクセス ポイント（AP）へのアクセス方法

	無線インターフェイスの有効化
	新しい VLAN の追加
	新しい SSID の作成および VLAN の関連付け
	SSID をクライアントに表示する方法
	接続されたクライアントを確認する方法

	CUCM の設定
	CUCM サーバに 7925 電話を追加する方法

	物理 7925 電話の設定
	[プロファイル名]
	ネットワーク設定
	WLAN 設定


	確認
	トラブルシューティング


