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- AnyConnect Premium SSL D514 > A
- AnyConnect for Cisco VPN Phone O Z 14 222 A

ASA/N—23aIZiU T, ASA J1)—X 8.0.x Tl& "AnyConnect for Linksys phonety & /=i
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- ASA : 1J1)—Z8.0(4) Ak

- IP Phone ®ET)L : 7942/7962/7945/7965/7975

CBFEM VU —RX91(1) 77 —LATJITZEITT S 8961/9951/9971

. BFF - 1) 1) —R9.0(2)SR1S - Skinny Call Control Protocol(SCCP) AR

. Cisco Unified Communications Manager ( CUCM ) : 1J1J—X 8.0.1.100000-4 LAF&
DREHTEAETND I I—RARF, KOEHYTT,

. ASA : U1J—29.1(1)

- CallManager ') ') —A 8.5.1.10000-26
CUCMN—2 3> THR—RNEIATVREFOELBE—BICOVWTE., XOFIEZEITLTLE
=L\,

1.)R® URL ZF& £ 9, https://<CUCM Server IP
Address>:8443/cucreports/systemReports.do
2. [Unified CM Phone Feature List] > [Generate a new report] > [Feature:Virtual Private
Network] Zi#IRL £7,
CORFIXYNOEREF., BEOFRREBEICHDTNAARICETVWTEREhELE, ZOR
FAIXKNTERATIINTOTNAARG, FIA(F7 2D ) REVREHL SEBLTVERT
o MROXY ND—UNFEBEBPTHIEEICE., EOLKSHBIOANVRICDOVTE, TOHEEN
FEIODVTHEIERL THEKSENFHYNET,
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REFIXDNREBOFBICOVWTR, RO TININTAYTADREFES Z2ZRUTE
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EREBORARE(T

SAOTR, EFEBTAROARERITZ2HEALET,

BETXTAVARN=IENBIHEE (MIC) : MIC EITXTO 7941, 7961, BRTHFHL L
EF)L D Cisco IP Phone ICEENET, MICRE>AONFEIR (CA) ICK>TERE I
2048 EY N F—F[BAETT., MICHHBHFE. O—HITHEMBIAEF (LSC) 21 A
N—ILTBXERFIHYELEA, CUCM T MIC DIIRFEEZEEITZI-HICIE, EHEEFEER
R7IZRIE>TA > AN—)L&E hiz CAFERE CAP-RTP-001, CAP-RTP-002, & &
Cisco_Manufacturing_CA 2L £9,

. [LSCILSClF, RAFLRFBESLOLEHICTFNAAEF I VT4 E—REREL £,
CUCMELEFHOBNIZELRZHREL XTI, LSCld. CUCM OFFLE 7 OF > #EE
( CAPF ) B+ —TEZ & /- Cisco IP Phone DAHEF—EREBLTVET, Chik, &
BENFHTIOETI YL CiscoIP Phone EFACTL 774222 O0—KRL
THRTED LS, HRAXTIT (MICOFEAEFERYET ), X: F2UT10OVUA
INFBE2TVBRLEH, LSCOAAM=ILTMIC FBEMTHEAL, MENICEALEWVC
E'RDATGHREL E9, Transport Layer Security ( TLS ) OFREEE L E T DMBOBEW T
MIC ZfER T2 7=®%I(C Cisco IP Phone ZRET 2 HFHKIEFE. CHEOERICHSVTIT2TL
EEL,


/c/ja_jp/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
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COEVSIVTRER, CORFIANTHHAITIHREZRETDLOICLEZBREZRMLT
WET,

20tV VTHERAESATVSR IV ROFEMERANSIZIE, Command Lookup Tool ( &
FI—HYER ) ZFERALTLEEL,

RE
CORFIAIXNTR, LTOREICODVWTHBALET,

- ASA OF&E

. CallManager &E

. CallManager T® VPN &E

- IP Phone OFEBAED A AK—)L
ASA DEITE

ASA DFEE., AnyConnect DI TA TN IE1I—R%Z ASAICERTIEELEFEALR
UTY, EL, XROFNWEENEHRAEIAET,

cRRILITL=TIC., JIL—7 URLABETT, <D URLIE., VPNT—KRTIA URL
ICHD CM TREETNET,
CIN=TRUD—F, ATVYN RRILCEEFRFEA,
COREF. ASATNAADEFIT IYTYRN LAY (SSL) RZARRA NIRES LT
A2AR=)EhI-ASA (ACBRRERY—RN—T1 )IAEZEALET, FHICOVLT
k., RORFIXNEZZBLTLSEEL,

- TFIURI)EIAENRE
. ASA 8x WebVPN THERTRZH—RN—FT A XA —QIREEFHTA AN —ILTDHE
EHI
.ASA8x: BECOEZIAE%#FAL /= AnyConnect VPN Client & VPN Access 8t D& Efi
D5AT > b
ASA DRETRHRERFIDEBY T,

ip local pool SSL_Pool 10.10.10.1-10.10.10.254 mask 255.255.255.0
group-policy GoupPolicy_SSL interna

group-policy GoupPolicy SSL attributes

split-tunnel -policy tunnel al

vpn-tunnel - protocol ssl-client

tunnel -group SSL type renote-access

tunnel -group SSL general -attributes

addr ess- pool SSL_Pool

def aul t - group-policy G oupPolicy_SSL

tunnel -group SSL webvpn-attributes
authentication certificate

group-url https://asa5520-c. ci sco.conf SSL enabl e

webvpn
enabl e outsi de


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_certs.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/99756-asa8-x-anyconnect-vpn.html
/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/99756-asa8-x-anyconnect-vpn.html

anyconnect image di sk0:/anyconnect-w n-3. 0. 3054- k9. pkg
anyconnect enabl e

ssl trust-point SSL outside

CallManager &%

AEAEZE ASANSIUVAR—KNL, EFE# VPN EEOIIBAE L L T CallManager - C DR E
EAVR—RNTBICE., ROFIEERTLTLLEEV,

1.
2.

CUCM ZEAL TEKE NEEREZZERL KT,
SSLICERAENBAREZTFIVILET,

ASA(confi g) #show run ssl
ssl trust-point SSL outside

RIAEZIVAR—KNLET,

ASA(confi g) #crypto ca export SSL identity-certificate

TZANY—8X—)L (PEM) TI>O—REnz IDEABRFROEHSY T,

----- BEG N CERTI FI CATE- - - - - ZHUxFj AUBgk ghki GOwOBCQ WBOFTQT UL NDAWHNc NMTMAMVITMAMI ML Mz EvMhc NV Mwv
M1 4MTMLMz EWW AmividamCg YDVQQDEWNI ZHUX Fj AUBgk ghki GOWOBCQI WBOFTQTUL

NDAWG Z8WDQYJ KoZI hvc NAQEBBQADg YOAM GJA0GBAMYcr ysj Z+MawKBx8Zk 69SWIAR
FSpV6FPcUL7xsovhwbehsJE/ 2VDgd3pkawc5j cl 5vkcpTkhj bf 2xC4C1lg6ZQuwpahde22sdf 1

wsi dpQWg1DDr JD1We83L/ ogqmhkW O7 f Nr GZhOLv9x OpR7BFpZd1y FyzwAPkoBl 1

----- END CERTI FI CATE- - - - -

RARASZOTFFARNEIE—L, pem 774 ELTHRELE T,
. CallManager IZO%7 14 > L. [Unified OS Administration] > [Security] > [Certificate

Management] > [Upload Certificate] > [Select Phone-VPN-trust] ® M&IC®#IRL, BOFMET
RELEAR7 7N ETYZ7O0—-KLET,

CallManager T® VPN §&3E

1.
2.

3.

[Cisco Unified CM Administration] ICBEIL £9,
XZ1— /N\—=7»5. [Advanced Features] > [VPN] > [VPN Gateway] Z#RL £ J

whalie Cisco Unified CM Administration
CI5c0 For Cisco Unified Communications Solutions

Systern =  Cal Routing = Media Resources = | Advanced Festurez « | Device =  Application = User Management = Bulk Admiristration

Wiice Mail b

SAF b

Cisco Unified CM Adnr s X

System version: 8.5.1.10000-26 Iniescompany Media Servces i
Fallback

PN
Please visit the License Report Page tor more aetalis.

WP Profile

WM Group
YMwrare Installation: 2 w»CPU Intel{R) Xeon{R) CPU E5540 @ ‘E.SBGH:,! W Gateway

PR Feature Contiguration

Last Successful Logon: Feb 5, 2013 5:55:45 PM

[VPN Gateway Configuration] 7 1 > RO T, XOFIEZEITLE T, [VPN Gateway Name]
74—=)RIZ, BEIZAHOLET, ChiF, EABRBICETEET, [VPN Gateway
Description] 7 4 —JL RIZ, BEBAZAHLET (F 7> 32 ), [VPN Gateway URL] 7 1 —
IRICASATEZEENEIIN—TURLZAHILET, <® [Location] 7 1 —I)L RH®D
[VPN Certificates] T, EREARNTASZOBFAICBE TS -HIZLLEIOFET CallManager
7Yy 70— RULAEHEZERLET,



System *  CalReouwting = Media Resources * Advanced Fealuas = Davice = Applicslion = User Marageenenl = Buk Administration = Hep =

VPN Gatewray Configuration

log sove P oote [ ooy o stiiew

rStalus

. Status: Ready

~¥PH Gateway Information

PN Gabteway Marme™ Ash_Phonavwed

VPN Gateway Description

UFN Gabteway URL® 2055200500, oo S 5

~¥PH Gateway Certificates

VPN Certificates in your Truststore | SUBIECT: CH=10,198,18. 136, unstructuredMarne=10,198,15.1 36 155UER: CH=10,193,16.136,unstructurediame= =
SUBJECT! Ch=10,1948,16. 140,unstrusturediarne=10,193,15, 140 1S5UER: CH=10,193,16.140,unstructuredianne=
SUBJECT! Ch=10,198,16. 1405443 ISSUER: CN=10,198,16,140:8443 5/ o702 72:4f

SUBJECT! Ch=ASASEL0-F-17 -PHONE UNstructuradhame=A5A55 10-F cisco.com 1SSUER ! Chl=ASASEL10:F-1P-FHON

L

VPN Certificates in this Location™ : unstructurediame=~4SA5520-C osco.com , CH=ASA5520-C cisco.com [EELUER: DC=com OC=crtac,[C

- | Save | Crelebe | Copy ] [ Add hew |

. XZ1— /)N\—7A5, [Advanced Features] > [VPN] > [VPN Group] Zi&RL £,
System = CallRowting =  Media Resources = | Advanced Features = | Device =  Apglication =  User Management =  Bulk Adminis

i i i r
SAF 3

B Save x Delete Capy cEa Akl i ,

_ Gtatus Intercompany Madia Ssrvices L
Fallack L4
@ Update successful
WP L WP Prodile L
- ¥PM Gateway Information WM Group I
VPN Gateway Name™® AZ8_PhoneVPi WP Gateway
WPM Gateway Description P Feature Configuraticn
YPH Gateway URL x https:/fasaS520-c.cisco. com/SSL

. [All Available VPN Gateways] 7 1 —JL R T, HBEIICEREnlz VPN F'— U T A1 ZFRL
£9, TREZEIDVY UL T, BRLE VPN —KJ IS % [Selected VPN Gateways in
this VPN Group] 7 1 —J)L RICBEBIL ¥,



Swatem «  Call Bouting = Media Rezourcez +  Advanced Features = Device = Applicstion = User Manac

VPN Group Configuration

LB Save x Delete Copy E:} Acdd Mewy

—¥PM Group Information

WPN Group Mame®  asa Phonevpn

WPM Sroup Description

—¥PN Gateway Information

all available WPMN Gatewars a

Move the Gateway dovwmn

vA {'_l}

Selected WPN Gateways in this WPN Group® 4S8 PhoneWYPN -

* <

6. X_1— /\—» 5. [Advanced Features] > [VPN] > [VPN Profile] Zi#iRL £ 9,
System »  CallRouding ~  Media Resources = | Advanced Feslures + | Device *  Application = User Management ~  Bulk Administ

' C
VPN Group Configuration Voice el
SAF 5

LB g2 x Rt ID Sl EB; A EMCC ’
|
- Gtatus Intercompsany Media Services ]
Fallback k
@ Status: Ready
WEN L PN Profie L
- ¥PN Group Information YRN Groug B
VPN Group Name™ ASh_PhoneVPN WEN Gatevay
VPN Group Description WP Festure Configuration
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syatem *  Call Roting = Media Resourcez *  Advanced Feastures = Device +  Application -

VPN Profile Configuration

B Save x Delete Copry ED:I Acdd Meww

—¥PH Profile Information

Marme®  asA PhoneWPN

Description

| Enable Auto Network Detect

—Tunnel Parameters
MTU* 1790

Fail to Connect® 35

DEnaI:nIe Haost ID Checl

—Client Authentication

Client Authentication Method* Certificate -

" lEnable Password Persistence

—[ Save l [ Delete ] [ Copy ] [ add MNew ]

[Enable Auto Network Detect] : 4 Z—7J)LIZL %=3B4&. VPN OEFE#(E TFTP H—/\D
ping ZITVISEN B WEEE, VPN 0EHRZBENICEBR L FF. [Enable Host ID
Check] : 1 X—7IZL =B E, VPN OEF#IE VPN O —K~J I 4 URL O FQDN %,
AFBAE D CN/SAN EEBLET, chsHF—HLEBEVEE, FLERTAZRUVARAY (%) &2
DEDVAINRA—ROEAEN FEAET TV LB AR, BEHEFEEXKLU ET, [Enable
Password Persistence] : —fiC &k 2T VPN OEFHEN XD VPN 275 EDHIZT—
HEENAD—REFYYVII1TBENTEET,

. [Common Phone Profile Configuration] 7 4 > RJ T, [Apply Configl 221 ) Y 2L T, L
WVPNBREZHBERALE T, rStandard Common Phone Profiles ZR 92 h, FhEH
LW7O7 74 EERTEERT,




= B |
Device - | Application + User Management *  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Setting= g Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
=oftkey Template

Phone Services i

SIP Profile

Commen Device Configuration

Commaon Phone Profile

Svatem = Call Routing *  Media Rezourcez *  Advanced Festurez = Device = £

Common Phone Profile Configuration

Q save x Delete Copy % RFezet d;_’ Spply Config E:;h Acdc] ey

¥PHN Information

VPN Group  asa_PhoneWPM v

VPN Profile a5a PhoneWPM v

9. BEMEF/I—HoHmLLWI7O77AILEEKL I23BSE. [Phone Configuration] 7 4 > R™J
ICBE L E 9, [Common Phone Profile] 7 1 —J)L R, [Standard Common Phone Profile]
ZERLET,



wurez v | Device » | Applcafion » User Management + Bulk Adminitration + Help «
- ST B K PSP ERTe Back To Find/List
Galekeeper
Soafio. 0 Gateway I
¥ s
Phone L
MAC ACEG4FSTE113
Trunk b
Desq Rutc 1000
: Remote Destination |
Dewvi Default » View Details
Device Settings LI : ;
Com = Mone = « Yiew Details
Fhone Button Template® Standard 7962G SCCP b
Softkey Template Mialiar Bhoppe -

@n_mnn Phone Profile® Standard Cemmon Phone F‘rl:Tﬁ_l_;} -

10. HILLEREZA U O—RFTBHIC CallManager ICEFEZBUERLET,
REEABRRRL DAY E

SEFRERAZERET DIk, CallManager 8 KT ASA TROFIEERITLTLSEZL,

1. XZ1— /)N\—H» 5. [Advanced Features] > [VPN] > [VPN Profile] ZiZRL £9,
2. [Client Authentication Method] 7 4 — )L R [Certificate] mREE N TWVWD L EZWBLET



Swvaten «  CallRouwting = Media Rezources »  Advanced Features = Dewice «  Application

VPN Profile Configuration

| HSave x Celete Cnpy I{JJ Acdd Mewy

— Status

@ Status: Ready

—¥PM Profile Information

Name®  asa_PhoneWPn

Description

| Enable auto Metwaork Detect

~Tunnel Parameters
MTU* 17490

Fail to Connect® 5

| Enable Host ID Check

—Client Authentication \\
Client Authentication Method*  certificate o
" |Enable Paz i

3. CallManager icOY 1> LET, XZ1— /N—A 5, [Unified OS Administration] >
[Security] > [Certificate Management] > [Find] Z JEIZ#IRL £ 9,

4, IE?RL/T-EIEEEEwu\nlEjﬂ_/f(rujdL/-c.l—.Ebb\iﬂﬂiilaxﬁ NLUERT,
MIC : Cisco_Manufacturing_CA : MIC ZfER L TRRRIE N/ IP

Phone

Fird cerkifizate list wabere  File Nam= w beagnswich o« | Fiad [ iArér Filter |I=_||=']| =']
Catifizatz Hame Cearificate Tvpe .7EM Fla

bomicat cats tomcat.oem
ipoec cart: ipcec.pam
L nsal=le wsl Lrusl= e Ly CUCHES e
|pazc-trust tHUST-CErts CUCMES.pem
CallManager carts CallManagzr.oem
CAPF carts CoaPFpem
TVE oarks NE gmm

|G|:“ml:llldl:||:'r-|.lubl. Lrus ey [ 1] N:IILIrdL".l.I'IIILI [y AT TN
CalManager-trust trust-certs CAP-RTP-001 pem
CalManager-trust THIET- GRS CEce oot CA 2048.perm
CalManaaer-trust trust-certs CAPF-18ci e, nem
2 alIMana ger-trurk truct-certc CAP-PTP-002 pern

LSC:Cisco Certificate Authority Proxy Function ( CAPF ) : LSC Zf#ERA L TRz IP
Phone



Comitificabs Maimes Caibiicabe Typs -*CK Fils

amcat CEmS IDMCAT. =T COIMEET. dear

peic Cane DEsc.cam Ipeac Jar

mmmcal-trust trist-cers CUCHES. pmrr CLOMAS det

pee-trest tnet-cers CLICHES. pam Ol CIES dgr

ZalManager carte CalMasacernien CalMa f% e
I CAPF CERS CAFF.parr CAPF der

™5 cans W, DEM TS dar

ZalManaper-trust trist-cerk Crsro Manutactinna C.oem

5. Cisco_Manufacturing_CA &7zl CAPF QFEEAEZR DT E T, pem 77 M) &2X V> 0O—
RU, txt 77M1ILELTRELET,

6.ASAICHILVW KRS ARNRA Y M EERL., UBIICREFEENLEEAETCORNSTAMRS >
NZERSEELF£ T, Base 64 THE{LE N CARIBHAEN S ALZRENDFE, TV 0O—
REhi pem 77 4)L®O BEGIN TA S END TR TOTFANBRL., BBWUARATET. X
CHlZERLET,

ASA (confi g)#crypto ca trustpoint CM-Manufacturing
ASA(confi g-ca-trustpoi nt) #enrollment terminal

ASA( confi g-ca-trustpoi nt) #exit

ASA(confi g) #crypto ca authenticate CM-Manufacturing
ASA(config)#

<base- 64 encoded CA certificate>

quit

7. 85 2FLNITN—T ORIANERERLICEEET N TVD L ZHRELET,
tunnel -group SSL webvpn-attributes

authentication certificate
group-url https://asab520-c. cisco.conl SSL enabl e

IP Phone ORIEAED A A M=)l

IP Phone & MIC £721d LSC DV TN THEET D CENTEXRTHN. ThEIOIAETREREY
AtAFREZRYERT,

MIC DA AM=)

T7#IKTE, VPN ZHR—RNFTRBINTOEFICE MICATLO—REATVWET, 7960
B LT 7940 BFEHICE MIC FHIHIRES M TVAVES, R2ICER TSI LSC D45
BAVAN—ILFIENLETT,

E:AOTE. LSCOAMZVAR—ILDOAKICMIC ZFEATIEZHRBLET., AOTE,
CUCM & TLS ##iZ7BAL TS LSC ZHR—HKML KT, - MICI—HFIIAERZRRKRICESEH
B2LENHBDDT, TLS OFRAXRLIFTDOMOENT MIC ZEA IO ICEFEKZR E?é&a
EEE, CEBROERLCHSVTIT2>TLKEEY, PAOTE., MICHBRICZSENDZEILE
FzRLWEREA,

LSC DA AN=)

1.CUCM T CAPF H—ERAZBMICLET,

2.CAPF Y —EANTOT 472k 2 7%, CUCM TLSC Z4KT D HICEFEFIEZZY)
‘:H'Ci@“o Cisco Unified CM O EEBAR—2 (2O 14 > L., [Device] > [Phone] ®JEIZEIRL
F9, FELL-EFERERRLET,

3. [Certlflcate Authority Proxy Function (CAPF) Information] £9> 3> T, §XTORENIE
U<, BIENRIROBBEICEREENTVWA L ZBRBLET,



— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Install/Upgrade -
Authentication Mode® By Authentication String -
Authentication String 1234565

’ Generate String ]

Key Size (Bits)* 2048 -

Operation Completes By 2013 3 10 12 (¥¥YY:MM:DD:HH)

Certificate Operation Status: Mone
Mote: Security Profile Contains Addition CAPF Settings.

4. [Authentication Mode] A" X JL A K1) > K =& [Existing Certificate] ICEREE N TVWBHE
e EOMBRMBETEHYEEA,

5. [Authentication Mode] A" X FFIZFREE N TVRES, EFE#OI Y —ILTFHT
[Settings] > [Security Configuration] > [**#] > [LSC] > [Update] ®JEIZiEIRL £ 7,

CIoTH. REFERCHELTVAAESH ERBLET,

ASA C kDR

ASA5520- C(confi g) #show vpn-sessiondb detail anyconnect
Sessi on Type: AnyConnect Detail ed

Usernane : CP-7962G SEPXXXXXXXXXXXX

I ndex : 57

Assigned IP : 10.10.10.2 Public IP : 172.16.250.15

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um AnyConnect for Cisco VPN Phone
Encryption : AnyConnect-Parent: (1)AES128 SSL-Tunnel: (1) AES128
DTLS- Tunnel : (1) AES128

Hashi ng : AnyConnect-Parent: (1)SHA1l SSL-Tunnel: (1)SHA1
DTLS- Tunnel : (1) SHA1Bytes Tx : 305849

Bytes Rx : 270069Pkts Tx : 5645

Pkts Rx : 5650Pkts Tx Drop : O

Pkts Rx Drop : 0Goup Policy :

G oupPolicy_SSL Tunnel Goup : SSL

Login Time : 01:40:44 UTC Tue Feb 5 2013

Duration : 23h: 00m 28s

Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel ID: 57.1

Assigned IP : 10.10.10.2 Public IP : 172.16.250. 15
Encryption : AES128 Hashing : SHAl



Encapsul ation: TLSv1.0 TCP Dst Port : 443

Auth Mdde : Certificate

Idle Tine Qut: 30 Mnutes Idle TO Left : 29 Mnutes

Client Type : AnyConnect Client Ver : Cisco SVC | PPhone Client v1.0 (1.0)
Bytes Tx : 1759 Bytes Rx : 799

Pkts Tx : 2 Pkts Rx : 1

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL- Tunnel :

Tunnel ID: 57.2

Public IP : 172.16.250. 15

Encryption : AES128 Hashing : SHAl

Encapsul ation: TLSv1.0 TCP Src Port : 50529

TCP Dst Port : 443 Auth Mdde : Certificate

Idle Tine Qut: 30 Mnutes Idle TO Left : 29 Mnutes
Client Type : SSL VPN dient

Client Ver : Cisco SVC | PPhone Cient v1.0 (1.0)
Bytes Tx : 835 Bytes Rx : O

Pkts Tx : 1 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : O

DTLS- Tunnel :

Tunnel ID: 57.3

Assigned I P : 10.10.10.2 Public IP : 172.16.250. 15
Encryption : AES128 Hashing : SHAl

Encapsul ation: DTLSv1.0 UDP Src Port : 51096

UDP Dst Port : 443 Auth Mode : Certificate

Idle Tine Qut: 30 Mnutes Idle TO Left : 29 Mnutes
Client Type : DTLS VPN dient

Client Ver : Cisco SVC | PPhone Cient v1.0 (1.0)
Bytes Tx : 303255 Bytes Rx : 269270

Pkts Tx : 5642 Pkts Rx : 5649

Pkts Tx Drop : 0 Pkts Rx Drop : O
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