CACBRTAN—MND—RYU—4A—%=@EHL =
VCSDERE

c®RF 21X BMTR, Cisco Video Communication Server(VCS) T 3 % Smart Card
Readerd & ¥*Common Access Card(CCC)OJ A > Z A 2V AN—I)ILLTHERATHFIEZHAL &
T, chik, 1T, W, FLEBAMBELEEDOVCSIREII2ERFRUMZVLELTDH L THERB
T9,

BIRRA
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CORFIXVNCBEDOEHRBHY KA
FERAITIAVR—FV B
CORFIXDNOERIE, Cisco Expressway Administrator(X14.0.2)ICES3<KE£END T,

CORFIXVNORHRE. REDFARRELCHAZITNARACETVWTERENELEZ, DR
FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REOREASBELTVERT
o BEEPORY ND—IUTR., FEONVRIEL>TRID AN HD2EFEZ +OEIEL T
ZEW,

HRELHA

CACRLUELFRIAZRBETZ LD, "DATL BRELCTIVLATER 1T, 177K
RSOFYDEDED b‘%fiﬂﬁif‘tiea¥ﬂ’3156b"é S LET. BUSHF2ELUERE, &
CETOMOEFITRHRZY ND—OTR, "ZNFETIEAL T "THBZHENN D, £V
SI=IIBEEIhET, OV FHETEFRATERIRIAICKECACHE > TVIENEMSE
ELERICACIH2006FICBBLELEBEANEBROT/NA RAZ2F ODLEEREH V) £ AHIA Ffobs,
id card, donglesT ¥



AX—PD—REE

AN—RNA—RE&E, 94T RRRRE, O F2, BRUOREBEFA—IBEDYTRNIIT
NDHDOY)1—23>%EILT D, Microsoft F¥Windows 7S Y N7 A —AICKEETH I
FRIBDLEF—AVTIFANSZIFYPKY)OEEDVR—FXNTT, AN—MH—REE, &
HE*—fIAECHEEXF—EHRETDIRAINTT, TOBAHRKROESY) TT,

- MEBEBRTTOMOBAABREREITDILEOORETABLEANL—DZREBLET,

cEFAIVFAOVTANIIBHERDY D ITET, COFTEICE, BEE. FORILEBR. &
LUV ARATLADMBOEIE AL SDF—RBAEENET, ChSOBFEHRZHNIVEGFIHY FH
Ao

BB, B, FERABEOOIEI—RET, JLFoIYIILPTOMDOTTAR—NE

WOR—BZEUTF12EMCLET,

AN—BMA—RE, YTOARCD-ROMOEBEAELRFEKIC, AVEI—ZFERICEHNGEHFLUVESE
LOWHEEZRET D0, Windows7TY R 7 A —LADTAIRBBEERZEBZ>TVET, RES
THIPKIA V7 ZARSOF A BVEGRE. BRI ZTOSBENF HVET, cORF2
XRTR, CORETCOO—INZAVARN=ILTEFELCODVTREHEBLIEAD, CDO#

BENEEFEICOVWTIE, XU U%ZSBEL TS EE W, http://technet.microsoft.com/en-

us/library/hh831740.aspx e 7 7 AL T &),

E

COEBTE. LDAPEVCSH T TIMHAENTHY . LDAPYLFY I v LTOY A2 TES ]
—HHF VB EERRELTUET,
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. SRS

AX—RNA—ROEY ST
RERT7L—bhDOFE

BRI -1 NIHEOER
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HBF7OEAH— RADVCSNDEEE
DB ES
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(o))

RDBEBRIEGEA VA RN=ILENizY 7 M T ZFDOWindows 2012R2R X A > H—/\
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- Active Directory

- DNS

. AN — ~H— RAEHE hlzWindows PC

. VSEC:AN—RNH—RZEEITZLHNOCMSKIV—AEBY I RNIIT :


http://technet.microsoft.com/en-us/library/hh831740.aspx
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. VSEC:CMS K2.0 - |0 X
File Go Help

versasec

VvSEC:CMS K-5eries

Gemalto .MNET card (native)

Gemalto PIV

Gemalto SEG {native)

Gemalto 5G (native)

HID 272

Identity Device (Microsoft Generic Profile)
Identity Device (NIST SP 800-73 [FIV])
IDPrime MD 840 (native)

Trer—i__ _ RArs o0 ol _as %

Versa Card ReaderY 7 NJ I 7T
AN—BMNAH—RORY

BE., AN—MAH—RU—AF—1ZF, REBT—TIINOEGEFECETHERITHEATVLE
To CORENDAAN=ILBIZRIZRLUET,

AI=BMA—RU—F—=FNLARFANDL ANV TE

AN—RMA—RBHEV) REFREEh, 1AM =ILENTVWRHEEE. [WindowsOJ F> A
LD CZ|BEHTHIETEERT., TS5TRVWES

1. AXN— R A— R%ZWindows PCOUSBR— M IZEHKLET

2. BEDETRICH>T, FNAARTFANVITINIITZA VAR =ILET, chlllEk, A
N—MD—RFELEFRZSANOEETHAWindowsTREENTWD RSANXF A THIMBE
TY, ANBE, RRIFESOXIVO—RYA DS X—H—ORZANZEALEL =,
WINDOWSZBHEL ZVWTLSEE L\,

3. TFAUNYTDORNAAVEL=R7AA2FIVIYIL, YT XZ1—D[EB V)Y
ILFET,




4, "H—EBRETT7VT—=>3>y J—REEBL., "H—ER, ®BZVVYOLET,
5. AAIORA T, [AN—RMAW—R1ZHIVIVYILET, 7 XZ1—0 "70NFT1.1 %
gUYOLET,
6. [EMNRT T, [RZ—KNTYTRAFIROAYVTEI ) AMD[EE]ZRIRLET, [OK] &
JUYOLET,
7. N\—ROITF7IJ4H—RTERENESEE. NP ZBREBBLET,
RERT>7L—bMORRE

1. [BEEY —)L(Administrative Tools)]h* 5 FBREF/(CAMMCZ B L £,

2.[REAET > 7L—N/—RZIOVY VEEFRRL., [BEE|ZBRLET,

3. /5O UY U9 3H., [Smartcard User Certificate Template] ZiZIRL ., RO &K S (C
[Duplicate] 2 #IRL £,

i Consolel - [Console Root\Certificate Templ (2012DC-AD.jaj: local)] l;lE-

& File Acion View Favorites Window Help IMEIES

| > \'| d =] Hm

[ Comsele Roet Template Display Marfe Schema Version Versi..,  Intended Purposes - || Actions

b Lol Certification Autherity (Lecal) 3 Adeniristrator 1 a1 = -
= Centificate Templates (2012DC-AD jajanson.loc | T Authenticated Session 1 31 Centificate Templates (2012DC-ADjaj.. =

T Basic EFS 1 A MG Aiusni d
T CA Brchange 2 060 Private Key Archival Smartcard User =
E CED Encryption 1 41 PrE— B
3 Cade Signing 1 31
3 Computer 1 5.1
3 Cross Centification Authority 2 050
3 Directory Email Replication 2 150 Directory Service Email Replieation
J Dormain Controller 1 41
2 Domain Controller Authentication 2 10,0 Client Authentication, Server Authentication, Smart Card Legen
1 EFS Recovery Agent &1
3 Enrcliment Agent 41 i
T Enroliment Agent (Carmputer] 51 =
e hange Enrcliment Agent (Offline requ.., 41
3 Exchange Sigrature Only 61
3 Exchange User ™M
Z1Psec 81
1 1PSee (Offline regquest) FAl

3 Kerberas Authenticstion
T Key Recovery Agent

3 0CSP Response Signing

3] RAS and 185 Server

T Reat Certification Authority

0.0 Client Authentication, Server Authentication, Smart Card Legon, KDY
W50 KeyRecovery Agent

1010 OCSP Signing

1010 Client Authentication, Server Authentication

51

& Router (Offline request) 41
3 Senaneard Legon

Smnanil.ke 111

Duplicate Template

- P W R R e om o e om e =

Smamard User VTS5 4 1016 Secure Email ogon
i Subcrdinate Centification Autharity 1 51 All Tasks ¥
E Tirust List Signing 1 31 Properties
& User 1 ER|
- Ty 2 aa Help ol

RXA4>OA NO—FRHAET 7L —H

4. [Compatibility] ® 7 ®[Certification Authority] T, ZIRZRFEL T, YEBICWHUTEELET,



Subject Name lssuance Requirements

Superseded Templates Extensions Security Server

General | Compatibility | Request Handling | Cryptography | Key Attestation

The template options available are based on the eariest operating system
versions set in Compatibility Settings.

[w] Show resulting changes

Compatibility Settings

Certffication Authority
Windows Server 2012 R2

Certificate recipient

Windows 8.1 / Windows Server 2012 R v

These settings may not prevent earier operating systems from using this
template.

0%
5. [General] X 7 CIRDBEZTVET,
a. B E & E L &£ 9 (Smartcard User_VCS% &),
b BB ZEMNDIEICRELE T, [Apply] 20U Y I LET,

AN—RNA—RE#



Subject Name lzzuance Requirements
Superseded Templates Edensions Security Server
General | Compatibilty | Request Handiing | Cryptography | Key Attestation

Template dizplay name:
Smartcard User WVC5

Template name:
Smartcard User WVC5

Validity period: Renewal perod:
yEars &||weeks

[w#] Publish certifficate in Active Directory

[ ] Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

BAZREER DB AR
6. "ERDOWE, BT TR, RETVET,
a.[Purpose] %Z[Signature]# & U [smartcard logon] i BREL £ ¥,
b[BREBICI—Y—ICTOVT M ERRZEIVYILET, [Applyl 2V UYULET,



Subject Name Server lzsuance Requirements

Superseded Templates I Extensions Security

Compatibility | General | Request Handling | Cryptography | Key Attestation

Purpose: Signature and smartcard logon W

[ ]| Delete revolced or expired certificates {do not archive)
[ ] Include symmetric algorthms allowed by the subject
[ ] Archive subject’s encryption private key

[ ] Mllow private key to be exported

[ ] Renew with the same key (%)

] For automatic renewal of smart card cerificates, use the existing key if a
new key cannat be created (7)

Do the following when the subject is enrolled and when the private key
associated with this cerificate is used:

() Enroll subject without requiring any user input

(®) Prompt the user during enrollment

O Prompt the user during enrolimert and require user input when the
private key is used

* Control is disabled due to compatibility settings.

oK Cancel

O} 5::

7. [BB)RT T, BINF—H A4 X%E2048ICRELET,

AI—bFH—RER

a.[Requests must use one the following providers]Z % 1) ¥ & L, [Microsoft Base Smart Card
Crypto Provider] Z:8IRLU £ ¥,

b.

"EAL 2V7)YOLET,



Subject Name Server lzzuance Requirements
Superseded Templates Exdensions I Security
Compatibilty | General | Request Handling | Cryptography | Key Attestation

Fravider Category: Legacy Cryptographic Service Provider

Algonthrm name: Determined by CSP

Minimum key size: 2048

Choose which cryptographic providers can be used for requests
() Reguests can use any provider available on the subject’s computer
(®) Reguests must use one of the following providers:

Prowiders:

Microsoft Base Smart Card Crypto Provider

[ IMicrosoft DH SChannel Cryptographic Provider
[ IMicrosoft Enhanced Cryptographic Provider v1.0
[ IMicrosoft Enhanced D55 and Diffie-Hellman Cryptographic Pr
[ IMicrosoft Enhanced R5A and AES Crnyptographic Provider

L

Request hash: Determined by CSP

[ ] Use atemate signature format

RIS SLERE

8. [EF1VF (2T T, BTVt AEENGETHEX1VT1JI—T%2EBMLET, k&
AZF, IXTOI—HY—ICT7 IV EAEZNNETZIHEEE. [RIEEA 1 - -7 —7%58RL .
ZFOIIN—TICRLU TR RERZBIRLE T,



Compatibilty | General

Request Handling

Cryptography

Key Attestation

Subject Name

Server

lzzuance Requirements

Superseded Templates

Extensions

IEI'I!:IIJIZ:I ar User names:

Security

52, Authenticated Users

& Administrator (Admin@jajanson local)
% Domain Adming (JAJANSONYDomain Admins)

% Ertemprse Admins (JAJANSOMN Enterprze Admins)

Pemissions for Autherticated Users

Full Control
Read
Write
Errall
Autoenroll

Advanced.

For special pemissions or advanced settings, click

1Y54

Fo7L—ktF

9.[OKZoVYyHOLT, BEEZ®EEL, HFILLFTTL—MEERLET, HILLFTTL—bH
HEERE T > 7 L — N (Certificate Templates)|® ') AN IZRRENE T,



@& File Action View Favorites

<] " [ T:

<

m

1

Windaw  Help - |&]%]
| 2m X E = Hm
(] Console Rogt Termplate Display Manfe Schema Version Versi Intended Purpeses
b Ll Cestification Authority (Local) 3 Code Signing 1 EX ]
| Centificate Templates (20120C-AD jajansondoc | 3 Coamputer 1 51

T Cross Certification Autherity 2 1050
3 irectory Email Replication 2 1150 Directary Service Email Replication
' Domain Contraller 1 a1
) Domain Contraller Authentication 2 100 Client Authentication, Server ign, Smart Card Legon
= EFS Recovery Agent 1 61
F Enecliment Agent 1 a1
3 Enroliment Agent (Computer) 1 51
H Exchange Enrellment Agent [Offline requ... 1 a1
3 Exchange Signature Only 1 &1
E Exchange User 1 |
H1psec 1 a1
3 1PSec (Offline request) 1 71
T Kerberos Authentication 2 100 Client Authentication, Server ion, Smart Card Logen, KD
T Key Recovery Agent 2 1050 Key Recovery Agent
= OCSP Responze Signing 3 1010 OCSP Signing
) RAS and 145 Server 2 1018 Chent & ication, Senver
3 Roct Certification Authority 1 51
 Router (Offline request) 1 a1
H semartcard Legen 1 61
3 smartcard User 1 1.1
=] Semarteard User VCS 4 016  Secure Ermail, Client Authentication, Srmart Card Logon
3 subcrdinate Certification Authority 1 51
3 Trust List Signing 1 X}
B vser 1 X}
= user Signature Only 1 a1
Fves_Legin SMART 2 1008 Smart Card Logon, Client Authentication
3 Web Server 1 a1
' Webclientandserver 2 1004 Client Authentication, Server
3 Workstation Authentication H 1010 Client Authentication

36 certificate templates

RXAHETRRENDTTL—b

10. MMCOEBIDO R A > T, [Certification Authority (Local)]Z&B L . [Certification Authority]')

ARNADOCAZERL

£

[Certificate Templates]Z2H 21U Y U L., [New]Z2 1Y U L. [Certificate Template to Issue]Z ¥
DYy OLET, RIZ, HILLKERLVLEAN—RMD—RFUTFL—-—FZERLET,

& File Action View Fovorites Window Help

«= nm 2 8m

[ Censole Ract

b & Certificate Ternpiates

) Certification Authority (Loca)
4 gl jajanson-20120C-AD-CA

New Taskpad View...
Refresh

Export List..

Help

| Narme

3 Exchange Enroliment Agent (Offline r...
2 1PSex (Offline request]
H Webclientandserver

3 Revoked Certificates 3 Exchange Signature Only
) Issued Centificates 3 CEP Encrypt
Bl ferding Represcs T Smartcard User VCS
= Failed Requests. ) Fvcs Login_SMART
* Certificate Ter—'----1 - = '-_ﬂ.gem
imail Replication
= " sntroller Authentication
View b Luthentication
New Window from Here By Agent

antroller
r

et Certification Authority

3 tdministrater

MLOWTOTL—hORT

Intended Purpose

Certificate Request Agent

IP security [KE intermediate.

Client Authentication, Server Authentic.,
Secure Ermail

Cestificate Fequest Agent

Secure Email, Client Authentication, Sm...

Smart Card Logen, Client Authentication
Certificate Request Agent

Directory Senvice Ernail Replication
Client Authentication, Server Authentic...
Client Authentication, Sencer Authentic...
File Recovery

Encrypting File System

Cloent Authentication, Sencer Authentic...
Server Authentication

Client Authentication, Sencer Authentic...

Engrypting File System, Secure Email, CI...

<Al

Microseft Trust List Signing, Encrypling...

MTU7L—rFEREN-&, MMCTEIABEIO—EZE57 )Y VFELEFERL, [TXT
NDREAV1ZVIVYOLT, [W—ERAOEIL]ZIVYOIULET, RIC. CAODZREIZBELFI VY
L, [TRXTORARV1ZVUYOL., [Y—EAOBEBIZIVYIULET,



a Console - [Console Root\Certification Authority (Local)\jajanson-2012DC-AD-CA] (=[O

@& File Action View Favoites Window Help :_I![HI
e nmDcE B » =
1 E:nmle Reot Name Actions
i s son 291206-A0-CA -
4 i jmmee WIIC AR SR P Merte Actions »
Al Tagks * Start Senvice
View »| Stop Service
New Window from Here Submit new request..
New Taskpad View.—. Back up CA...
Fefresh Restore CA...
Export List... Renew CA Certificate...
Properties
Help

Pe—

(Contains actions that can be performed on the item.

ALRAEY—EAZFLLTASHETS
ERI-J 12 MIAENOER

chik, 25472 M2 2(T Administrators Desktop) TS & &2 HEH L F T,

1.MMCZ 28 L. [REBAE]%:&IRL., [BMZEIVYILT, [NA1—FTHI NOERAE
ZOUYOULET,

@ Console1 - [Console Root] =|a] =
|@ File Action View Favorites Window Help [~ ]&]x]
s @ = Bm
| Console Root [ Marne | MActions
These are no items te show in this view, Console Root -
Add or Remove Snap-ins [LI Mere Aictiens *

You can select snap-ins for this console from those avalabie on your computer and configure the sekected set of snap-ns. For
extensible snap-ns, you can configure which extensions are ensbied.

Avalabie snap-ns: Selecied snapans: )
Snagin Vendor - 2 console Root | Edit Extensions... |
i Active Drectory Do...  Mirosoft Cor... = -
B9 Active Drectory Site... Marosoft Cor... | Certificates snap-in [x7
O Active Dirctory Use... MirasoftCor.. |
=1 ActiveX Contral Mirosaft Cor... This snag-n wil shways ertiicats for:
mansge ¢ as
2 nosiEd Meraseft Cor... )
ﬂmmﬁm Manager Mirosoft Cor... ' My veer sccount
] Certificate Templates  Mirosoft Cor... Add () Service account
I Carsficatee Microenft Cor... _) Computer account

LolCartheation Authority  Miroseft Co...
®. Component Services  Merasoft Car...
& Computer Managem... Mirosoft Cor...

N Devvice Manager Migrosoft Cor...

= Disk Management Microsoft and. ..

2 Microsoft Cor,,,
Desscription:

[ The Certificates snag-n alows you ba browse the contents

0

ALEAE MIE N

2. UV F2H. [BA/—RIZBRL, [FXTORAV]IZERL, [¥RAEAEOER]Z
BRLET,



@ File Action View Favorites Window Help - e x
e 2@ ol 6
] Console Root Object Type | Actions
B el LT Pesonal
v S P ' §
b j Tr. . Find Certificates... | Mare Actions 13
b (I Enl  AllTasks , Find Certificates...
| .
: %:‘ View » Request New Certificate...
p 3 Tn .NewWindnwfmm Here .Import..‘
b Ur Mew Taskpad View... Advanced Operations

p = Th

b = Tr Refresh

b 5 C Export List...

p [ Ce Help

p &
4 5] Certification Authority (Loc

b @i jajanson-2012DC-AD-Cs

3 >

Personal store contains 9 certificates.

#UVWIAZEDER

3 VAH—RORA1Z V'Y UL, [Active Directory Enroliment Policy] Zi##RLU £ ¥, XIZ. &

S—E[RIZVVYILET,

@ File Action View

e« nm 0o

] Console Root

b | Intermediate Ce

4 [5) Certificates - Cu Select Certificate Enrollment Policy

b [ Trusted Root Cel Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates.
p [ Enterprice Trust Certificate enrcliment policy may already be configured for you.

p [ Third-Party Roo e

b (] Trusted People
b 1 Client Authentic
b [ Certificate Enroll

4 L5 Certification Authol
I @ jajanson-2012DG

b [ Active Directory Configured by your administrator
b (] Trusted Publishe Active Directory Enrollment Policy

3

Personal store contains 9 ce oTes

Active Directory & #

4. [Enrolliment Agent Certificate]ZBIR L . Z ®H 4 (E[Smartcard User_VCS]ZiRIR L, [Enroll] &

JUYOLET.




i@ File Action View
e 2m O

| Console Root
4 [5) Certificates - Curren Request Certificates
p || Personal
b ] Trusted Root Ce You can request the following types of certificates. Select the certificates you want to request, and then i 4
click Enroll.

b (] Enterprise Trust
p 1 Intermediate Ce

9 Iy
b ] Active Directory _#\ More information is required to enroll for this certificate. Click here to configure settings.
b [ Trusted Publishe
p [ Untrusted Certifi [[] Exchange Signature Only i) STATUS: Available Details v

- A\ More information is required to enroll for this certificate. Click here to configure settings.
p | Trusted People

> & gf:;““‘hE'““‘l‘l Ves i) STATUS: Available
b ificate Enro

b | Smart Card Tru 1) STATUS: Available
4 L5 Certification Author
b @i jajanson-2012D4 [JVCS_Login_SMART 1) STATUS: Available
More information is required to enroll for this certificate. Click here to confi

[]1Show all templates

< m | Enroll | | Cancel

Personal store contains 9 cel

EFAHET -T2~

TEEEDFAYNY THABRAT—2aVELTREERELE, ChiC&Y, OI—HIC
RDO>THLWAY— R HI— REBBTEET,

ORETER....

LD IO ICREBIZAN—MH—RZRETZICR, REXBEZBERL TARAETZERTIHLE
ABYVET, FEABRAY—KRA—REAR—bENET,

- Lrresinl  orewsie Bl b s [ L' dfrearal = o

Mt e of TV b e e =
=g brbrarg retetn o i T e e, PR PO aE R e
ey g e st
Ayt e g < eFe e s b
u iy g e TE
. i
L]

RETEH

1.MMC%Z 28 L. Certificates Module & Managerz 1 > R—KNL, XA 1—YT7HDU > NDOi#A
EZAVR—BMLET,

2B0Uv032A, TEAL > TEHE ZBRLT, "INTORAD, > THMRE) 228
KU, "RETERR EOUYILET,

3.7 14 ¥ — R, [Active Directory Enroliment Policy]Zi#IRL ., [Next]Zo Y I L &I,




@ File Action View Favorites Window Help -|&fx

e 2@ ol 6= @

(] Cansale Reat Iisued To = Essued By Expiration Date  Intended Purposes  Friendly Name Status  Certi | Actions
4 G Cettificates - Current Uses ;) Administrator jajanson-2012DC-AD-CA 1071472019 Certificate Request . <Nane> En

4 ] Persanal 5] Administrater jajanson-2012DC-AD-CA 112200 Microsoft Trust List—.  <Mone> Ad o .
T v] | Request New Costifcate.. rnistrator 20217 File Recavery <Nane> RO Fctions

pET nsan-20120C-AD-CA 1071272009 Cestificate Request . <None> Enra)
b En  View bl |impen. et e Pt g i

BTNt New Window from Here Advanced Operstions Create Custom Request... | R R AR Tk il 158

4 g .:c New Taskpad View. El5cott Lang " [Enrall On Behalf Of... ] Secure Email, Client..,  <None> Sma
’ 3 Elscott Lang Manage Enroliment Policies... 5 Secure Email, Client.. <Nonex Sena
Seia

: g:" x:hl.iﬁ_ FrlSestt Lang mamma]ﬂm—rmb Secure Ermail, Client..  <Nonex
b 2 Tnl
b B o |HeP
b ) Certificate Ensaliment Requests
& ) Semart Card Trusted Roots

b L Certification Authority (Local)

-

REZROFMHRE

- Consalel - [Corsake RaonCemmianss - Cument UsehPersonan Oenifcmes]
‘fﬁ Acson  Wies Fewnbm  Window  Help

e o o &5 B

e ] B2 =) el By [1 Dot Pusoge Faernily e Conl| Aatieas 1
- ﬂ!—ﬂcﬁ-:mu—' £ o wivatie e e 2O 20 AU A Cadfuste Fisperad - +Hisas s
a [ Farmrad T lademin e v T I0C-A0-CA T Ngigos Trgk sl aMpags |

. Larifzrin i Mo Scpea "
o 1 Traded Hopt Cpsificrins Suhoriam T, ;
b ] Emipia Trast =
B o el i Lo ol e Bttt "
B ] et Doty s Ot
b 1 Truntee Bobiiabars g::z Barfoes Yowa Bagin

=1 Urrireried Cartifa

: jmd?:yh:;‘muut- Lt Tea fedpang il byl g2 deges e b smreae b aTEEn
e 1] Truted fecin Feladeb, ] CORENL ERIN HISTIRY, B0 0 O Shlaiiy- iR Els
B Ut Bathemminzatice | mesars
b ] Gt Lrva bt Mg Fefop rppamtng o corrlasty el S Fellnaing
B ] Gt Card Tromtaad Fafotn i e - "
Wetna e d il W 2 B il B vy it el b s, L el il

§
H
E 3

fE]

Barnans o oipog § ol

4. [Certificate Enroliment Policy] Z3#iRL . [Next]Z2 JY JL &Y,



@ Consolel - [Console Root\Certificates - Current User\Personal\Certificates] [=lo] x |
@ Fle Action View Favorites Window Help [-[=]x]
o 2o 0 &=  Bm
[ Consale Root ssued To 5 Issued By Expiration Date | Intended Purposes  Friendly Mame Certi | Actions.
# Lyl Certificates - Cument User o Adrninisteator Jajanson-20120C-AD-CA 101452018 Certificate Request ..  <Mone» Enao)
4 [7] Personal Bl administeater jajansan-20120€-AD-CA 1071272008 Microsaft Trust List... <Mone> Ad 5
] Certificates ol Administr More Actions 3
b 5] Trusted Root Certification Authorities T2l Administr Enrol
1 [ Enterprise Trust Clisjanson-201
b 1 Intermediate Cartifieation Authorities FIRVKey BDA 136
b [ Active Directory User Object TlSestt Lang tms
b Trusted Publishers Tylscott Lang Select Certificate Enroliment Policy Smal
b [ Untrusted Cestificates Tlscott L Sma|
b [ Thisd-Party Reat Cestification Autherities "9 Certificate enrollment policy enables for certs bazed on ifi plates.
b [ Trusted People Certificate enrollment policy may already be confiqured for you.
b [ Client Authentication lssuers
- [2] Cestificate Enroliment Requests Configured by your administrator
b [ Smart Card Trusted Roats Active Directory Enroliment Policy
Configured by you Add New
<] (] >
Personal store containg § cerntificates.

BERDS—

5 ZRMABNERZEZROSNELE. chidk, BEIICERLV-ERIAAETT,

@ Consolel - [Console Root\Certificates - Current User\Personal\Certificates] =[] e

@ File Action View Favorites Window Help .
G EEE

] Consale Roat Issued To & Issued By Expiration Date  Intended Purposes  Friendly Mame Status  Centi | Actions
4 () Cetificates - Current User ¥4l Admimistratar jejansan-2012DC-AD-CA 01472009 Centificate Request .. <Mones Enrg M
4 7 Persomal ) Administrator jeienson-2012DC-AD-CA 101272018 Microsoft Trust <HNomne> Ader i
7 Certificates 3l Administratos S More Actions »
b ) Trusted Root Certification Autharities 5] Aderin [Siien =] Erre
i [ Enterprise Trust jajanson=201 i
b e cosscsensanoais | o S Windoussecuiy |
b ] Active Directory User Object %) 8<ott Lang . Smal
b ) Trusted Publishers Select | Select a Certificate
- ) #ylscatt Lang Sma
B ] Untrusted Certificates 5okt L S
B ) Third-Party Rost Certification Autharities SlScolt Lang You need her users, Click
b ] Trusted People Browse t Administrator
b ) Client Authentication lssuers Issuer: jajanson-20120C-AD-CA
b ) Certificate Enrollment Regquests
b B Smast Card Trusted Rocts o Valid From: 10/14/2017 to 10/142019
Signing |} ) ) )
Llick here to view centificate. Browse ...
B properties

Administrator

Isswer: jajanson-20120C-AD-CA

Valid From: 107122017 to 107122019

o [am
[ Concel |
<[ ] >

Personal store contains § cenificates,

FRAHEDIER

G RDEMET, BERITIAAEEZSHBIDIMXENHVYET, COHITEK., UEIZERLETVT
L — hT& % Smartcard User VCST 9,




@ Consolel - [Console Root\Certificates - Current User\Personal\Certificates) =1 (5
& Fie Action View Favorites Window Help - [&]=]
«s 2@ 0| 6= B

] Consale Root lsued To = lszued By Expiration Date  Intended Purposes Friendly Mame Statws € Actions
Lyl Certificates - Current User ) administrator jajanson-20120C-AD:CA 1071472019 Centificate Request ... <None> Enro
4 [ Personal R Adwinistrator jajansan-2012DC-AD-CA 04127208 Microsoft Trust List..  <Nones Ad 8
"] Certificates _ - Mare Actions 3
PEIT Cenification Authoriti ol
b [ Enterprise Trust
b [ Intesmediate Certification Authorities 136
b [ Active Dirsctary User Object % '
p " Scott Lang & Sma
b [ Trusted Publishers F]5cott Lang Request Certificates Smal
b [ Untrusted Certificates Flscott L on
b (1 Third-Party Root Centification Autharities " Wou can request the following types of cerificates, Select the certficates you want ta request, and then il
b [ Trusted People click Nest.
b [ Client Authentication lssuers
b [ Cestificate Enrollment Requests ) ~
b 1 Smar Card Trusted Roats 0 mg‘ Enollment Agent (Offiine 4, cyaTuS: Availsble Detaile v
Ay More infermation is required to enroll for this cetificate, Click here to configure settings.
) Exchange Signature Only 1) STATUS: &vailable Details
A\ More information is required to enrcll for this certificate. Click here to configure settings.
®) Smartcard User ¥CS 1 STATUS: Available Details v
) User A STATUS: Available Details v L]
5
[[] Shew all templates
<[ " )
Personal store cantains 9 certificates.

VCSAN—hH— RDEFER

7RI, CRD>TERIDI—HE2BRIDMENBYET, (BRIEIUYIL, BRITDR
¥E801—HYEEAHDLET., COHFITIE. Scott Lang 'antman@jajanson.local account' A" F
ThFET,

= Consolel - [Console Root\Certificates - Current User\Personal\Certificates] [=]=] =]
& File Action View Favortes Window Help =]

« #m 0 = Bm

| Console Root lzsiied Te = Isgued By Expirstion Date  Intended Purpases Friendly Mame Statuz  Certi | Actions
a G Certificates - Current User ) ddministrator jejansan-20120C-AD-CA 1001472018 Certificate Request.. <None» Enro
4 [ Personal T administratar jajanzan-20120C-AD-CA 10/12/2008 Microsaft Trust List... <Nones Ad ;
) Cestificates 7 .. Mere Actions ]
L3 Administratod ~- ol x
b [ Trusted Root Certification 1:'] o Enro
b [ Intesmediate Centification Autharities T PiVKey BD9AS 1.3:6]
b [ Active Directory User Object Tlscott Lang | || Selectihis cbect type: sma
b [ Trusted Publishers P
- Scott L User Sm
b [ Untrusted Certficates ‘!_js«m L"“E | | [Ctpect Tipes.. | sm.,
b [ Third-Party Root Certification Authoiities na From this location: n name of that user. For *
b [ Trusted Peaple |mh\:d | | Locations... |
b L Clienit Authentication lisuers i . .
b [ Certificate Enrcllment Requests Enter the object name to select (ommpies) needs to be installed is
b [ Smart Card Teusted Roots : | Check Hames |
oK I Cancel I :l Erowse .
< " »
Perscnsl store containg § cerificates.

d—H &R

8. XNEET, [BR]|ZVJYILTERERITLET, SI<IC, AN—hA—RZV-H—
ICEALET,



&
[@ File Action View Favorites Window Help

oo nm O @z @Bm

Cansole - [Conscle Root\Certificates - Current User\Personal\Certificates]

b ] Third-Party Root Centifieation Autharitiss
b ] Trusted People

b ) Client Authentication lssuers

b ] Cenificate Enroliment Requests

b ] Seart Card Trusted Rosts

To request a certificate on behalf of anather user, enter the formal name or domain name of that user. Far
earnple, Firstname Lastname, username, of domainusemanme,

Before enrclling for a certificate, make sure the device on which the user certificate needs to be installed &
attached.

User name or aliss:

JRJANSON antman

|[CEromse—]

[ Consale Raat Issued To - Isswed By [Expiration Date  Intended Purposes  Friendly Name Status | C Actions
4 G Centificates » Curment User Tl dministeater jajansen-20020C-AD-CA 1001472019 Centificate Request ..  <Monex Enre)
4 ] Persanal ) Administrator jaiansen-2012DC-AD-CA 1001272018 Microsoft Trust List... <Mones> Ad 5
(] Certficates 2, Administrato L d
b ] Trusted Root Certification Authoriti ) ndminis Enro
b ) Enterprise Trust aiansen-201
b ] Intermediste Castification Authorities EJPI:::;:B 136
3 __‘]A«:ﬁv:lﬁwch?lwaOhject Fl5eott Lang Sma)
b ] Trusted Publishers #;l5cott Lang Select a user &na
b (] Untrusted Certificates #l5cott Lang Sirie

Personal store containe 9 certificates.

2

9. AN—KNA—RZEATRE, ROKSICHREEIET,

=/ Cortificate | nnoliment

T e

" ol

Eruoeliena fosd B iy orf LSl e

S i T S SR

AX—RA—ROEA

10. RIZ. AN—MA—ROBEFAES (T7 AL OBIAES ) ZADTIRIICRKROSINKT

o :0000)0




7~ Consolel - [Console Root\Certificates - Current User\Personal\Certificates] ]LIEIL[

W File Action View Faverites Window Help = ]!' |X
om0 @2 Biem
| Console Root Issued By Expiration Date  Intended Purposes Friendly Mame Status  Certi | Actions
4 [g¥ Certificates = Current User Jajancen-202DC-AD-CA 101472019 Certificate Request ... <Nenex Enio) Certificates -
jajansen-20120C-AD-CA 01272018 Microsa ft Trust List... <MNone> i i At
ore Adtions
(== =]

o
n-2012 _.] Certificate Enrollment
q

i n: o
A on=2
b JPIVKey BD9AS 2.6
"
Scott Lang Ama
) )5eoM Lang Reque: Windows Security -I o
b 2,1 5cath Lan 5
p [ Third-Party Root Certification Authorties || g Theend|  Enrolling for the user certificate, "
b [Z Trusted People Please enter your aut hentication PIN.
b [ Client Authentication lssuers Active]
b [ Certificate Enroliment Requests =
b [ Smart Card Trusted Rocts " PIM

Click here for more information

[ ok || cancer |

: Cancel

Parzanal stere contains G certificates,

E>EAALET

11. [Enrollment SuccessfullEIEA RRE NS, COAN—RMAD—RZFEALT. RXA IS
MLTWBH—/N (H— REBHOPINO R EEOVCSHE ) COT AV TEET, E1L.

VCSZEfigL TRIAMERZAN—RIH—RIZUZAL UKL, HB7VEAN—REZFEALTA
N—RhO—RIERTFENRTVEIAN—NH—RIAEZRIAD O ICHEBTEISENF HYVET,

| = o

ERICERIILEL L

HBEF7 UV EAH— RADVCSHEE

[Maintenance] > [Security] > [Trusted CA Certificate] DJEICBE L T, JL— MNCAZVCS®[Trusted
CA Certificate] ) AN CF7 Y 7’O0—RLET,

2I—KRCAICK>TERBENIAEREL AMCRL)ZVCSICTY 7O—RLET,
[Maintenance] > [Security] > [CRL Management]iCcBEBIL £7,

3. LDAPRZRRO—ALNI—HICXIREREICHERATD I - E2AABIL SHEIT I ERRE
ICRUTIZAT7 U NEREZTANLET, ERRBIAAZTO/HBEBEETLET, Child
. UPN, BFA-NUBELBYET, CORBTRE, 94T RIAEOIZAT > NilAE
ERETDEFXA-INEFERALEL I,




# Certificate

General Detais Certification Path

Show: I <All> v
Field Value ~
Signature hash algorithm sha512

Issuer
Valid from
Valid to

)| ) 1 )

Public key
Public key parameters
E]Fnrﬁﬁrnl‘n Temnlate Tnfrarm

it i

jajanson-2012DC-AD-CA, jaja...
Tuesday, October 17, 2017 5:...
Thursday, October 17, 2019 5...

antman@jajanson.local, Scott ...
RSA (1024 Bits)
0500

Temnlate=1 268 141 311 21

E = antman@jajanson.local
CN = Scott Lang

OU = Heroes

DC = jajanson

DC = local

Edit Properties... Copy to File...




4. [Maintenance] > [Security] > [Client Certificate Testing]ic BEBILET. TANKTRO IS AT >
NEERRE ZBIRL . [My lab it was antman.pem] TTFARNRIVFZICTY Z7O—RLET, [(EAEAX
—ADRENEZ—U1202 3> OIAEERETIERARRAIT,. TAMNHROERKRZR/Y)
FHEST, [A1—F—BOER] 71 —ILREEBEELBZEVTLEE,

My Regex: /Subject:.*emailAddress=(?.*)@jajanson.local/m

wltaln
EISE8  Chco TolePresonce Vides Communication Sarver Exprasswany

St Spmem  Comguutsn  Aploson Uk Measss _i
Chient certificase testing o aen e s e i ay e Ciar

[ T ————

Uaty Pate baiings pesates]

VCSTOERRRDT AL



heta sl

TANER

57ANTEHORERNBS D58, [Make these changes permanent]/RX> &2 01 vy UL
TLEZV, Chll&rY, Y—NOIAER—AORBARENERRANSFLEEENE T, EEZ
W29 % (C(F. [Maintenace] > [Security] > [Certificate-based authentication configuration] ® &€
BBLET,

6. [System] > [Administrator| D JEICBEIL ., ROYF7HAIURY VRZV Y VERERFERLT
Client certificate-based security = Client-Based AuthenticationZi®RL., 954 7> MR—AREE
EZAMCLES, COBEEEATIE, I—HRBFBTFIYTVCSH—/AODFQDNZA AL, ¥
SATORTHIORZBRUTHB7 IV EAD—RIZEIVIFTSNIEPINZALTDRSKRSD
ShET, TOR, FAEHNV I —AEh, VCSH—/YDOWeb GUINIRENE T, LELZDIE,
[Administrator] R > &V U Y O F2HBIRTDEFTT, TNE, HKEHT—NCAWVET, 7
< 3 > Client certificate-based security = Client-Based ValidationZi#R U =845, 11—
[Administrator]RX > Z 0 Y VL IGEZRE, BEE/NAT—ROANZBEERDDI XY 2—
INRTENET, B, REGHABICACZFEAL TEKLISELTVWADITTRHY EE
/‘/O



sl
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

System administration

Ephemeral port range end # |49999 i
‘I Services !

Serial port / console on | 1

S5H service On ~| 1

Web interface (owver HTTPS) On | 1

‘I Session limits

Session time out (minutes) # [30 | L
Per-account session limit 2 ||J | i
System session limit # [0 | i

_I System protection

Automated protection service On | i

Automatic dizcovery protection On | i

‘I Web server configuration

Redirect HTTP requests to HTTPS On | i
HTTP Strict Transport Security (HSTS) n

:
Web administrator port 5
I | Not required

Client certificate-bazed security

o] i

Drop down the above box and choose
Client-Based Authentication

Related tasks

Upload a CA cerificate file for HTTPS

Test client cerificates

VAT MR-ADBIAZREMICT S

COFANIOVTIOY T IR

VAT MR-AFEZBMICL T, VCSHASHADEHTIARAEZEERTIDE, EROFE
TWeb GUICOT A TELBLKBY KT, LAL, DATALAILRDFENHDZ2DEL BV

TLEZW, RO RFIXYNIFEZAOOWebH A NZHY, 94T MR—ARiAZII—
R7OEADSEMCTEIHECODVTHALTLVET,

TR
BE. CORECEATE SREIMEESHY Kt A,
NZ7ILZa1—b

RE, COREBICHIDREORNS TN 1—TFT 12 IBREHIEEA,
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