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Filter: ' tcp.port==5062
Mo. Time

4 2017-09-26

6
7 2017-09-26
8 2017-09-26
9 2017-09-26
10 2017-09-26
11 2017-09-26
12 2017-09-26
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14 2017-09-26
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18 2017-09-26
19 2017-09-26
20 2017-09-26
21 2017-09-26
22 2017-09-26
23 2017-09-26
24 2017-09-26
25 2017-09-26
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SIP TCP ports: | 5060
SIP TLS Port: | 5062

Display raw text for SIP message:

CCTRAUF T 7F v &MTHE, NTY K 169 ~ 175 FEBILENTVWBEN DAY ET
o /N7 K 175 I3 Expressway-E SEREERLTHY., NTY RERULAICTHE, BO&K
SITNTOARBORMERTTERT .,

Mo, Time Source Destination Brotocal & Padt ot Legth Info
AGH INUT-09-20 14:2T5LH 2607 146, 20, 19045 172,16, 2,2 TEP ABTI : 74 4B5I0-5067 [SYN] 5e4=0 win=14600 Len=0 M55=17180 SACK_PERM=1 TSval=367 5187117 Toecr=0 ws=128
170 2017:09-20 14:22:13. 293846 172018.2.2 46.20.193.45 TR 5062 74 ~48 Len=0 SACK_PEEM-L 1 Tiecr.

4B TSecr=d44315193

2. Wireshark 7 1 JLZ V) > 5

NTYNFYTFv2oMTREER,. BEODF YT F Y TEHECIhINTY NOENfBKRICK
V), BEZRXVHNB5TT, Wireshark T7 1 )LXNEBZIT>TEHRNORNT 714 Y I DOHERR
TEDELDIL, EQOKDIBRNTTAVD RATHNIREVEBEHEEBRBLUTHBK ENEETT, M
BTISNRIIAVIZETHHMEERZIMEB IS LEOHICKSERATS Wireshark 7 1 )L X &R
ICRLET,

- tcp R— b ==5062
. ssl && tcp.port==5062
- ssl.handshake.certificate && tcp.port==5062

3. Pcaph S MFEFAE O 1 H

B4, SEBHE (Y—/\. =K, FEEFE) 0OJOE—ZREBIT2HEN HIHEENfHYET,
MHEZECTREITNERWVW AN DASBEVEEE., NTYRNFY¥TFyhSEEBETESE
T, HETLS/\ R I A U TIREREND Cisco Webex iIBAZEx#HHE T2 HEOFIEEIRICEH
BALEY,

1. ssl.handshake.certificate && tcp.port==5062 ZERALTNTY N F¥ SF¥yZ 7 1 L ZAE
LET.

2. Webex —/N P RLAZZEFEREL, GEAEN 1B (Info) ] V> avICHAEhTW
DNTYRERODHET,

3. Ny NOEFH T, [Secure Socket Layer] > [TLS Certificate] > [Handshake Protocol] >
[Certificates| ZBBILET., F: FI—20—FT/HREDHHZBEFIL—N CATT,

4. BROIRAEELEIVYOL, ROKSIC[BRULENTY N NM MZEIZOAKR—K
( Export Selected Packet Bytes... ) ] Zi&RL £ 7,



@ Filter Capture @

Selected Packet
Fiiter | sci handshake. certificate B top ports « 5062 = | Expression... Clear doph;  Save
Ne. Time Source Destination Protecol 5 Port O Port Length Info
260 2017-06-13 1B:31:38.719606 108.101.251.5 172.17.31.10 TLSVL.Z 5062 28351 776 Server Wello, certificate, serw @y Exchange, certificate mequest, Server wWello Done
721009 172.17.31.10 198.101.251. 5 TLSVL. 3 28351 5062 2222 certificate
104,239, 149,135 172.17.31.10 TLSV. @ 5062 28352 776 server Wello, cervificate, Server Key Exchange, certificate Request, Server wello Done
172.17,31.10 104,239.149,135  TLsVL.: 28352 5062 2222 Cartificate

TR 7
cervificates Length: 5550
certificates (5550 bytes)

certificate Lengrh: 2338

Eapand Subleess
4 cortificate (id-at-commonnames=HydrantID SSL ICA GIy
cerfficate Length: 1467
u cortificate (id-at-commonname=Guovadis Root CA 2,1d-at-orgaf
Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12}
sngth: 397
oiffie-nellman Server Parass
Ishake Protocol: Certificate Regquest
indshake Type: certificate Request (13)
ngth: 34
srrificate types count: 3
srtificate types (3 types)
gnature Hash algorithss Length: 26

Eport Subetud Pockt Byt |
Edit Pacoet
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5774 )% cerc LTRELET,
BRICARTRDIC, RELETZZ7AILEATIOUY O L TIIHEEZRZET,

Certificate

General | Details | Certification Path

L__n Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

» Proves your identity to a remote computer

* Allows secure communication on the Internet
»2.23.140.1. 2.2

e 1,3.6,1.4 1.8024.0,3,900.0

*Refer to the certification authority's statement for details.

Issued to: |Zsip-cfa-01.dscospark. com

Issued by: HydrantID 55L ICA G2

valid from 11/ 16/ 2016 to 11/ 16/ 2018

|Install Certificate... | | Issuer Statement |

Learn more about certificates

Cox



4. Expressway®OJ LRI\ ZF/ET S

2 200OF Y £ 1—)L%Z Expressway THEATEEXR T, chslE, SEAEZINTHRRIC
Expressway TEDLSBOD Y INERTENTLVBIONICOVTERZRODDICKILBEET

o

- developer.ssl
- developer.zone.zonemg

T7F#ILKTE, ChsnOF>T EZ21—)LIEINFO LRIVICEEENTWET, DEBUG L
RIVCERETDE, RTENBAABOA 2 ARIZ IVIEDVTORHRP., EOV—2 NZ7
1Y INFRIRVEDTENDONNIDABESIIBYET,. ChoOBEEREESSENITUY R
- Y—ERACEEITZENTT,

Cisco Webex O —/NEEBHE D SAN 1 2 ART S 32 & E{TT S Expressway-E O FITT,

2017-09-22T11: 11: 19. 485-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 485"

Modul e="devel oper.ssl" Level ="I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f576cbee700": Detail ="Handshake in progress"
Reason="want read/wite"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1960)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f576chee700": Detail ="Handshake succeeded"
2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1629)"
Met hod=":: TTSSL_retri eveCommonNane" Thread="0x7f576cbee700": Detail="Found common name in peer
certificate" CommonName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper.ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-01l.wbx2.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l-web.wbx2.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="l2sip-cfa-web.wbx2.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway01l tvcs: UTCTi ne="2017-09-22 15:11: 19, 564"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1654)"
Met hod=":: TTSSL_retri eveAl t Nanes" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.call.ciscospark.com"

Expressway-EA"MTLS#:#t % Cisco Webex/\ 1 7)Y RDNSY =X Y E> T 54 :

2017-09-22T11: 11: 19. 564- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-22 15:11: 19, 564"
Modul e="devel oper. zone. zonengr" Level =" DEBUG'
CodelLocat i on="ppcnai ns/ oak/ zones/ ZoneManager . cpp(1226) "



Met hod="ZoneManager : : get DNSZoneByTLSVer i f ySubj ect Name" Thr ead="0x7f577f 0a0700":

t hi s="0x56408ff 81220" getDNSZoneByTLSVerifySubjectName classified subject name
callservice.ciscospark.com into DNS zone Hybrid Call Services DNS

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11:19, 564"

Modul e="devel oper. zone. zonengr" Level =" DEBUG'

CodelLocat i on="ppcnai ns/ oak/ zones/ ZoneManager . cpp(1183) "

Met hod="ZoneManager : : get DNSZoneByTLSVer i f ySubj ect NanmeLi st" Thr ead="0x7f 577f 0a0700" :

t hi s="0x56408ff81220" Detail =" Searched for DNS Zones by Subject Name" Found="True"

Candi dat es="1 2si p-cf a- 01. ci scospar k. com 2si p- cfa- 01. ci scospar k. com 2si p-cf a- 01. wbx2. com 2si p-
cfa-01-web. wbx2. com 2si p- cf a- web. wbx2. contal | servi ce. ci scospar k. conf MatchedZone="Hybrid Call
Services DNS" MatchedIdentity="callservice.ciscospark.com"

2017-09-22T11: 11: 19. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 15:11:19, 564"

Modul e="devel oper. zone. zonengr" Level =" DEBUG'

CodelLocat i on="ppcnai ns/ oak/ zones/ ZoneManager . cpp( 1054) "

Met hod="ZoneManager : : get ZoneByl dentiti es" Thread="0x7f577f 0a0700": thi s="0x56408ff81220"

Det ai | =" get ZoneByl dentiti es, match complete” ldentitites="{CN | 2sip-cfa-01.ciscospark.com Alt-
DNS: | 2si p-cfa-01.ciscospark.com Alt-DNS: |2sip-cfa-01.wbx2.com Al t-DNS: |2sip-cfa-01-

web. wbx2. com Al't-DNS: | 2sip-cfa-web.wbx2.com Alt-DNS: callservice.ciscospark.com Alt-DNS:
callservice.call.ciscospark.com, Alt-DNS: |2sip-a-Wbexcall.ciscospark.com Al t-DNS: |2sip-prod-
11-df w publ i c. wbx2. com Al't-DNS: | 2si p-prod-12-dfw public.wbx2.com Alt-DNS: |2sip-I|2sipprodal-
294-ri ad- public.wbx2.com Al't-DNS: | 2sip-I2sipprodal-817-riad-public.wbx2.com Alt-DNS: | 2sip-

| 2si p- prod- wpsj c-web. ci scospark.com Alt-DNS: | 2sip-I2sip-prod-wpsjc-web. wbx2. com Alt-DNS:

| 2si p- | 2si p- pr od- wpdf w- web. ci scospark.com Al t-DNS: | 2sip-12sip-prod-wodf wweb. wox2. com Alt-
DNS: | 2si p-cfa-02. wbx2. com Al't-DNS: Webexcnr-wpa. ci scospark.com Alt-DNS: Wbexcnr -

wpb. ci scospark.com Alt-DNS: Wbexcnr-wpc. ci scospark. com Alt-DNS: |2sip-wpa-01. wbx2.com Alt-
DNS: | 2si p-wpa-02. wbx2. com Alt-DNS: | 2si p-wpb-01. wbx2. com Alt-DNS: |2sip-wpb-02. wbx2. com Alt-
DNS: | 2si p-wpc-01. wox2.com Alt-DNS: | 2si p-wpc-02. wbx2. con}" MatchMechanism="DNSZoneMatch"
MatchedZone="Hybrid Call Services DNS"

Expressway-E & Cisco Webex B THOHEE TLS OEZICEHEL TI<RETIBEZRIOUARN
ICRULET,

I 1: Expressway-EA"Cisco WebexFIEA B (IC®%E U =B (CA)ZFEEL &LV

Expressway-E & BE#&E{E 9% Cisco Webex —/XD &%, L2SIP H—NEHVDERT, <O
L2SIP#—/%it. Hydant SSLICA G2& WS HBEETHMY—/SCL>TREENET, RICF
TRSIZ, FEY—/VIFQuoVadis Root CA2E VWS HBEE DI —MRBIERIC L >TEREEChET

o

FE:COMEAIEEENZBZENHYET,



Certificate &3 Certificate 3

General | Details | certification Path | General | petais | Certification Path
A Certificate Information R Ce rtificate Information
This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):
» All issuance polices +2.23.140.1.2.1
» All apphcation polces *2,23.140.1.2.2

#1.3.6.1.4.1.8024.0.2.100.1.2
»1,3.6.1.4.1.8024.0.3.900.0
+ All application policies

* Refer to the certification authority’s statement for details.

Issued to: QuoVadis Root CA 2 Issued to: HydrantlD 551 ICA G2
Issued by: QuoVadis Root CA 2 Issued by: QuoVadis Root CA 2
Valid from 11/ 24f 2006 to 11/ 24/ 2031 Valid from 12/ 17/ 2013 to 12/ 17/ 2023
nstal Certficate...| | issuer Staterent instal Certicate... | [ ssuer statement |
Learn more about certificates Learn more about certificates
[ o [ o« ]
Serial: 0509 Serial: 751716 77 83 d0 43 7e b5 56 ¢3 57 94 6e 4563 b8 eb d3 ac

Expressway DM OBERNSORNT 71V 02T, RIOATY 7ELTTCP
Connecting Z#&3% L £7, TCP Connecting Z#&3%& L =5, Dst-port=5062 £ WS EZHRL E T,
AJAT, COEGNETENBEICALEFEHERELLES, TLS/N\ R IAVZFETEN
TEET, chFBE, #TPFON R I(4VZRIOT IORMJICKR2TRENET,

2017- 09- 20T10: 49: 18. 427- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 14:49: 18, 426"

Modul e="devel oper.ssl" Level ="|I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f29ddefa700": Detail ="Handshake in progress"
Reason="want read/wite"

Expressway-E A", Cisco Webex IC&2EBRZDIRAEZFEL TVWAWEEGRK., N R IT(4 D
5E TIEfI(Z Expressway-E NSIBAEZER L TV D WREMN H D EFERTEET, DL,
Expressway-E AF > JICHBX0O7 TN THRETEET,

2017-09- 20T10: 49: 18. 724- 04: 00 aner - expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2" Dst-port="5062"

Detai | =" self signed certificate in certificate chain" Protocol ="TLS" Level ="1" UTCTi ne="2017-09-
20 14:49:18, 724"

2017- 09- 20T10: 49: 18. 724- 04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-20 14:49: 18, 724"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl _openssl.cpp(68)"

Met hod=":: TTSSLError Qut put" Thread="0x7f29ddef a700": TTSSL_conti nueHandshake: Failed to
establish SSL connection i Result="-1" error="1" bServer="true"

| ocal Address="["1Pv4'' TCP' ' 172.16.2.2:5062']" renot eAddress="["'1Pv4' ' TCP' ' 146. 20. 193. 73: 58531"' |
ssl _error_reason="error: 14089086: SSL routines:ssl3_get_client_certificate: certificate verify
failed"

2017- 09- 20T10: 49: 18. 724- 04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-20 14: 49: 18, 724"

Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2"
Dst - port ="5062" Detail ="TCP Connection C osed" Reason="self signed certificate in certificate
chain"

Expressway® TS5 —X v t—2 &, SEAEFI—HNOECERIABREEZSRLTLWSRLEH, ¥
RN BV ET., WiresharkZEA TR E, RPZFLKRDENTEXRT,



Wireshark \TY RF ¥ 7 F Y o2 MOBRN S BB &, WebexSREN TOIIAEZRRL L&,
ExpresswayN#kVJiRY . RICRT RS ICFRALKCALIT —ZECAAETERENTVA &N
HHhVET,

___Selected Packet

18 2017-09-20 14:49:18. 55 3&6
19

o?U 13

.2
14& PO] % 73
16,

m‘:s-_z' =

23 m?-w-qp 14:48:18. !ﬁﬂll J«l! 2&"@ 73
TR T T TR T T B W T

e (584 bits), (ss-v bit .

SEzaf: 11 coo-o -29-53-9r-n} ol :0e a cBiBc:f3 (ed:De:da:cB:Bo:fl) e

4, Srct 1T2.16.2.2 (172.186.2. } “pst: 146.20,193.73 (146.20. 193 ra) k“‘*—x
ocol, 5 c Port: 5062 (5062), Dst porr: 57338 (57 5]ﬂ.’| seq: 3774, ack: 5933, Lem: 7 ..

yer :
war: alert (Level: Faral, oescriprion: Unknown CA) .
er n) .
Expressway-E RSTe Connection

yi)i—>3r

COIRRNZERT BIZIE, Expressway-E A Cisco Webex DFRIEFBEEEIT D LS ICTIHEN
HYVET, ChSDIAHEEEHIC Wireshark D L —AD Sl L T, Expressway ED{EHE
Fh CAREAERARNTICTY7TO—RIDEETEETN, Expressway TlrE 2 EEEE R
ENRBENATOVET,

. Expressway-E (COJ 14> L&Y,
- [Applications] > [Cloud Certificate management]ic BBIL X ¥
-BOKSIZ, [FIEAEZHS ( Get Certificatesoption ) | 7> 3 #ERL £ T,

Status System Configuration Applications Users Maintenance

| Cisco Collaboration Cloud certificate management

e

w1/ VC5 Expressway does not register for any Hybrid Services.: For Call Service Connect, it must have a secure traversal zone to WVC5S Control

1 CA root certificate management

For some hybrid services, the VG5 Expressway needs fo frust the CAs that sign the Collaboration Cloud certificates, and you can install them here.

Get cerificates

DR T, Cisco Webex MFEAE D ERIIF/ A" Expressway-E DEHEFEH CAARNTFICTY 7O
—R&ENET ([AFTF>A (Maintenance ) | > [2F 1) F 14 ( Security ) | > [{E585% & CA i
BHE ( Trusted CA certificate ) ]) o

/8 2 : Expressway-E Cisco Webex /\1 7UY RDNS UY—>D TLS 71U NREEB DA
BIAELLEV

METLS/N\RZ>IAO—FHELT, NA7 VY R I=)l H—ERAELHT TLS BRIANEAHE
nEJ, DFEV . ExpresswayldCisco Webex CAFEFAE ZEH T A LT THEL, EBRENFEH
ENHTOIONEBBSAN 71 —I)LREFIYIL TCHHEZRIL,
callservice.ciscospark.comZ ENEN FETAH L ERBLET., COENFEELEVEBE, &
FA—ILEEXBLET,

CDHEBEDTF ) AT, Cisco Webext —/\H SExpressway-EICFIBAEN IR REhET, EB
ICI&, REBAEICIE 25 DR D SAN HFFEL £, Expressway-EAN callservice.ciscospark.com
SANDIIFAZEZF IV I TBN, BRONPSHBUVBEZRFLET, COFXHNELEhDE, B
WOJHATRORSBIST—ZROFBENTEFRT,



2017-09- 20T11: 17: 42. 701- 04: 00 aner - expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="46049" Dst-ip="172.16.2.2" Dst-port="5062"

Detail ="Peer's TLS certificate identity was unacceptable" Protocol ="TLS" Level ="1"

UTCTi me="2017- 09- 20 15:17: 42, 700"

2017- 09- 20T11: 17: 42. 701- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 15:17: 42, 700"

Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="46049" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connection Cl osed" Reason="Peer's TLS certificate identity was
unacceptable"

Wireshark Z2fEFA L T DIERE/\V RO IA V29 TDE. RDKSIZ, Cisco Webex H'H
BOIAEZRRFLEEBTI<IC, Expressway NiE#Hi%ZE RSTLTWA ZENDAYET,

Selected Packet
1 2017-09-20 15:1 146.20.193.45 TSV, 46049 5062 794 cervificate, client Key Exchange 4
7e 2007-09-20 15: 172.16.2.2 TCP 062 46049 68 5062-46049 nC\} Seqe4746 Ack=3933 win=44416 Len=0 TSval-4478447E7 TSecr-3878716684
73 2017-00-20 15: TLSVL. I 46049 5062 386 cervifi cipher spee, Wells mequest, Hello Request
74 20017-09-20 15: TCP S062 46049 66 50624 Ch=6253 Win=47104 Lon=0 TSval=447644709 TSacr=3878716745

Spec, Encrypted Mandshake Message

75 2017 -09-20 15:
Seq=4797 Ack=6253 Win=4i7104 Len=0 TSval=447644500 TSecr=3678716745

76 2007-09-20 15;

=
B O B-s &

Extension (id-ce-subjectaltmame]) =

Extension 5.20.17 (id-ce-subjectaltnane) ~
Gengraly 5 items ~
GENEra e: dusname (2)

dnEN 125ip-cfa-01. ciscospark, com T

Genera e: dushame (2) e )
ANSH 1251p-cfa-0l. wbx2. com =

Genera w: dwsName (2) .
dns 12sip-cfa-0i-web. whxZ. con Expressway-E RSTs Connection

Genera
dKsNane :
Generalname: oushame ()
dnisn callse @. ciscospark, com
GEner A INABE: dNSN )
dnswame: callservice. call.ciscespark. com

SAN Value

COEOREERIEIDICE, YUI-3aVBICREE Nz Webex /N1 7)Y RDNS V-2
ICBBL £9, Expressway-E O xConfiguration A EEThiE, TV —2FKE ( Zone
configuration ) 1 £V a2V ERUTCTLS KRV TSIV RBHAEDRSIZEREET A ZFAN
B ENTEEXT, xConfiguration Tlk, V=28 TY—2 1, ZRBEICEATVWRZEICEER
TLEEV, FIIROEBYIZHHL BED H B IRED xConfiguration ZRICKRLET,

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "calllservice.ciscospark.com"

COBITRTKSIC, [TLS Verify Subject Name]ld. callservice.ciscospark.comT (&7 <
calllservice.ciscospark.com(CEZEE N TVERT, (B Tl ITFELTLEEW),

Ji—>3ar .
COMBEEMATBICE . TLSKRIAY TP IV NE2EETHIXEN HYET,

. Expressway-E IcO7 1> L&ET,

. [EXZE ( Configuration )] > [V —>/ (Zones ) >[V—> (Zones )] ICBEBIL £7,

- [Webex /\ 1 71Uy R #—E A DNS Y —> ( Webex Hybrid Services DNS Zone ) ] Z3&iR L
£9,

. TLSKEIY T2 T U M &callservice.ciscospark.comlZ s EL £ 9

- [R%E (Save ) | ZBIRL £,

X OFVJOERNBEMECOVTER, Z2RLTKEEV, COIETIE. Expressway
ICRDEEAENDKRIIE Webex N1 7)Y RDNSY—2ADIYETZRLTVET,

X : Expressway1— Rx12.5 Tk, #TL W "Webexy V=AU —RENTVET,
CDWebexV —2 . Webex\NDBFEICXERY—2OREZSMICAHLET, 2FV
L TLSH TP T U MNRIEETE—RETLSKRAY TP IV NBERETHIHVEN BBV ET,
REZBEILTSDICIE, Expressway1— ROx12.50Z2ERTL TWVWBHE . WebexV —
VEFNATRLEHHOLET,



M 3 : Expressway-E & Cisco Webex ([CE£ S IFARF T —>2ZEELEW

HMETLS N\ RITAODO—EE L T, Cisco Webex Ik Expressway-E fIBAEZ 55T D2 HEN
HV)EF, CiscoWebex IZl&, BENFEELTVWAINTUY I CADOEVARNBYET, BF
l&. Expressway-E REFAE A", Cisco Webex A" R— KL TWVWB/NTUY U CAICK>TERE
nNTLVNE, TLSNY R IA VBRI LET, %5T L. Expressway-Eld, /N7 U Y JCAICK
D2TEBRBENTVWBICENADST, TLSN RO IAVHRICOKIIAEZEFELET. FIRE
NREBFI—2 (IL—PFERTHE ) ZEEFEITDICKE. <hSOFLAE ZExpressway-EBED
FEETEDCAMHAERARNTICEMTZIHENHVET,

COERBNFEEENTWEWEE, Cisco Webex I& Expressway-E fIFAEZERLET, <D
BILHATDRRNENT TN 2—T14 203D EE K, Expressway-E OBEIOY & tcpdump
ZFERATEET, Expressway-E OZMOT 20 T2 E. KORSBIZ—HNFREIO2HAVET,

2017-09-19T11: 12: 09. 721- 04: 00 aner - expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="33441" Dst-ip="172.16.2.2" Dst-port="5062"

Det ai | =" ss1lv3 alert certificate unknown" Protocol ="TLS" Level ="1" UTCTi ne="2017-09-19
15:12: 09, 721"

2017-09-19T11: 12: 09. 721- 04: 00 an®er-expressway0l tvcs: UTCTi ne="2017-09-19 15:12: 09, 721"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl _openssl.cpp(68)"
Met hod=":: TTSSLError Qut put" Thread="0x7fc67c6ec700": TTSSL_conti nueHandshake: Failed to
establish SSL connection i Result="0" error="1" bServer="true"

| ocal Address="["1Pv4'' TCP' ' 172.16.2.2: 5062' ]" renot eAddress="["'1Pv4' ' TCP'' 146. 20. 193. 45: 33441' | "
ssl _error_reason="error:14094416: SSL routines: ssl 3_read_bytes: sslv3 alert certificate unknown"
2017-09-19T11: 12: 09. 721- 04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-19 15:12: 09, 721"

Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="33441" Dst-ip="172.16.2.2"
Dst - port="5062" Detail =" TCP Connection Closed" Reason="Got EOF on socket"

Zh % Wireshark DB RN S0 TS &, Expressway-E Y EEDIIAERRRILTVWD LN
HBDAYET, NTYRNERETDE, H—NIHELAEEEATVWEVZENDAVET,
ICRTKRDIC, TN, CiscoWebex EFBABZ CAIZ— XYy E—JTZOTLS /N R T A
VEEBLET,

. Selected Packet

40 2017-09-19 15:12:09. 610053 172.16.2.2 146. 20.193.45 TLSVL. i 5062 33441 2600 Server wello, Certificate, Server xey Exchange, Certificate Reguest, Server Wello Done
42 J017-09-19 15:12:09. 664330 146.20.193.45 172.16.2.2 e 33841 5062 66 33441-5062 [ACK] Seq=201 Ack=1360 Win=17536 Lén=0 TSWal=3701981688 TSeor-360011709

43 2017-09-19 15:12:00. 664651 146. 20.193. 45 172.16.2.2 TR 33441 S062 66 33441=5062 [ACK] Seq=201 Ack=25215 WineZ0480 Len=0 TSval=3701983685 TSecr=360911709

45 2007-09-19 15:12:09. 721427 146,320,193, 45 172.18. TLESVE: § 33441 5062 ale fLavel: Fatal, pescription; certificate unknown)

46 2017-09-19 15:12:00. 1'2151! 146.20.193.45 lTJ 16, 2 2 TR 33441 5062 H !!llldm l:‘m Mﬁ‘] SEq=208 msss BO Len=0" TSval=3701983754 TSecr=360011744

© A7 2017-09-19 15:12:00.721758  172.16.2:2 146, 20.193.45 TR 5062 33441 (66 3062-33441 [FIN, ACK] Seqe2533 =30060. Lore0 TSval=3609E1821 T5ecr=3
48 2017-09-19 15:12:09. 751022 146. 20,193, 45 172.16.2.2 TCP 33341 5062 66 33441-5062 [ACK] 5Seq-209 yj}ﬁ’inhzo 80 Len=0 TSwal=-3791983779 TSecr=360011821

0 2600 b 0500 b 600 ByTes captured (20500 b - SR
= EThernet II, Src: veware 58:97:31 (00:0c:29:58:97:31), Ost: el:0e:daicSifcifl (ediOeida:cBiBcifl)
© Intarnet Protocol versiom 4, Sro: 172.16.2.2 (172.16.2.2), Ost: 146.20,193.45 (146,20.193.45 - g
@ Transsission Contral Pratacal, Src Port: saﬂ((susz}. DSt PorT: 32441 Enui).(su: 1, Ack: 3&1, Len: 2524 Spark Rejects the Handshake “Certificate Unknown" error
= Secura Sockets Layer

3 TL5 1.2 Record Layer: Mandshake protocol: server wello
Livl.2 Record Layer: Handshake Protocel: Certificate
content Type: H.u.u hake (22
version: IL:; 1.2 (0x0303)
Length: 17
Handshake »rowcal cervificate
Handshake Type: Certificate (11)
Length: 1718
<ortificates Length: 1723
Lervificanes (1715 bytes)
certificate Length: 1712
certificate (id-at-comsorwamesamer -expressway0l. ciscotac, net,id-at-organizatfonalunitianesponain Control validated)
¢ signedcertificate -—
@ algorith ifier (sha2SéwithRsaEncryption —— -
Paddiing: 0 & ikl ~— Expressway-E Server Certificate
encrypted: 23238dab29asdo21bod32266e5e2faef0e8s24bfba41297. ..

yi)i—>3z

COFIAOBBEICKNT D HICIE, Expressway-E SEFAENEZICEEEL TVWSH/E CA
EIL—NCAZGEREZE® CARIASARNTICTY 7O—RIBDBENHYET,

ATY 7 1: Expressway-E [COJ4 > L&ET,
ATFY T 2: [XTF A (Maintenance ) 1> [F 1 U F « ( Security ) ] > [{S58;% & CA 58
£ ( Trusted CA certificate ) ] lCBEIL £,

EII_I|



ZAFY73: UQOTFEBIELICHS [FY7O—K (Upload ) ] X=1—T. [77 1 ILEER

( Choose File ) ] Zi#IRL £ 7,

AT Y7 4: Expressway-E DERZICESL - CAIIBERBIRLET,

ATV 7 5: [CASEFAEMEN ( Append CA certificate ) ] ZiZIRL £9,

AT Y7 6: Expressway-E SIFRENEBRICBEAEL I XTO CAFIAE (FE, L—K)IZD
WTFIEZZEVERLET,

ATV 7 7: [CASEEAEMEN ( Append CA certificate ) ] ZiZIRL £ 7,

COFIENTTITBE, Expressway-E H—/NFAENERICESL LAHEOEEBFI—2
NE—RBICEETINDENDHAVYET, Wireshark TNTY N F+¥T7FyZ0oMLEBEOR
/T‘G){’;u;&/AL/be?o

___——Selected Packet
7=09-20 14: J:ll.is(llks 172.16.2.2 4B5X0 1426 Cortificate d—

A7 = 146.20.193.45 5062 66 46520=5062 [ACK] Seq=201 Ack=13 17536 Len=0 I =3875387398 TS rrr-—. -—315 6
146,20,193.45 5062 65 48520-5062 [ACK] Seq=201 ack=27 3875387390 Thecr=4dd315436
146.20.193.45 5062 66 48520-5062 [ACK] Seq=201 Ack=d0 $I87400 Toecrmtd4315436
172.16.2.2 48520 715 server Key Exchange
146.20.193.45 5062 686 48520-5062 rq{ ] Seq=201 Ack-4746 26112 Len=0 TSval=3875387411 TSecr-44431545%
146.20.193.45 062 73 Alert (Leval: Fatal, Das r\p 1on: Certificate urknown)
146,20.193:45 3062 umm [FIN, %K) Seqsz08 ACKeaTAG Wine CLened) TSYA1=387 5387711 THECT ~454 715455
TG 48520 50 5062-45520. [FIN, ACK] Seq=4740 Ack=208 w Lensd TEECr=37SIRTTAL
146.20.193.45 5062 66 48520-5062 [ACK] 56q=209 Ack=4747 Win=20112 Lén=0 TSval=3875387725 TSecr=444715768

EXhernet 1T, Sec: Veware_58:0f:
Internet protocal version d. src: 172, 16

9-35::, 53z w174(2642) -1;(191]

™ varsdshal 3
version: n.s 1.2 (DxUHl)

ergu- 933
Han £ praxe—col rrific

ke Type: LF.‘(IH(A[? [1:]

29

€3 Length: 3826

es (3928 bytes)
:rran.ur nnnn 1712

PR ificate (1d-at-commonsamemamer-gxprassway0l. ciscotac, net, 1d-at-organi zationalunitnasespomain control validated)

e ce tﬂ!1<ale L ,tl 1%

&f — @ Corvificate (id-at-commorsane=Go Daddy Secure Certificate authority - G2,id-at-organizationalunitnases=http:/ /certs.godaddy. com/repositor, id-at-organi zat forsase=Gobaddy. com, Inc. ,1d-at-Tocal ityNames:
_@\p certificate u:m;:r- @
6@6 p @ Cortificate (id-at-commontame-Go Daddy Root Certificate suthority - G2.id-at-organizatiorsame-dobaddy.com, Inc.,id-at-localitydase-Scottsdale. id-at-statedrProvinceName=ir izona, id-at-countrykame-us)
& o
&

BlE4: 774FI9F3—)CL>THETLS N\ R IAOFRTES

ExpresswayV ) 1—2 32 @BE, 77A4T 04— )NEAVR—TIAALET, Z<DHEE
IY)1—=23>0A0TFA4A TPATIA=ILNTRASHDRATOT 7 Ir—>a A4V A
RO2DAVHNERTENET, < NDFE, ExpresswayV ) 1—>3 > Tlk, 77A4F 04— T
T7VT—2a @A VAR AVHNRTEND E, EFELLKBEVERNEBEICRRENE
T cOBEOBBE, EOXSBFEICTFZFATIF—=INOFTTIT—2320 A ART Y
AVICK O TEENRAKRTIDON ZHASHICTDIDICKRIERT,

Expressway MOV ZFEAL T, BITENEHETLS N\ R IAVERIENTEERT
o CONYRIIADEF, BIRDKRSIC, R— K 5062 BFHT TCP #EFEABIUETnI-IT<RICIHT
bhET, CcOZFIATR, 77A4AT0F=)ICK>TEHENIRTIDE, ROIS—HZHK
OJRICRTRENET,

Thr ead="0x7f 6496669700": TTSSL_conti nueHandshake: Failed to establish SSL connection i Result="-
1" error="5" bServer="fal se" |ocal Address="["'IPv4'' TCP'"'172.17.31.10:28351']"
2017-06-13T13: 31: 38. 760-05: 00 vcse tvcs: Event ="oOutbound TLS Negotiation Error" Service="S|P"
Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062" Detail ="No SSL
error available, probably remote disconnect" Protocol ="TLS' Conmon-

nane="cal | servi ce. ci scospark. conf' Level ="1" UTCTi ne="2017-06-13 18: 31: 38, 758"

2017-06-13T13: 31: 38. 760- 05: 00 vcse tvcs: UTCTi me="2017-06-13 18: 31: 38, 758" Modul e="network. tcp"
Level ="DEBUG': Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062"
Det ai | =" TCP Connecti on Cl osed" Reason="Got EOF on socket"

NTYNFYyTFryOBEANSREBE,. Expressway-E A'EEDIEAE % Cisco Webex IZ127R
LTVWBRZENDAYET, RICRTKDIC, TCP RST Ik Cisco Webex D FEASEKTVET

o



e -Selected Packet

28351

ft TSwal=3980564447 TSECr=0 wS=1]
----- menes T AR AR e SRR e MEEANAR EAF BB T T NIRRT

t34:64), Dat: PaloAlto_00:0L:30 L00:1bzE7:00:0L:30

0 (172.17.31.10), Dst: 198.101.251.5 (198.101.251.5) S
28351 (28351, DsST Pert: 5062 (S5062), Seq: 3173, ack: 6087, Lenm: 156 ‘H‘n.\_\_\
#362(2856), #263(2156)] -

n
\0‘2 i‘-oo

—R 9% &, Expressway-E iEFAEBICREN D LSICRAET.,. CcOBEENT IS 1—F
127331, BHICROBVADERZFANDIBEN BV ET,

- Expressway-E A", Cisco Webex FfEETB/NTUY I CAICK 2> TERENTVSE N,
- Expressway-EFEEAE & & 'Expressway-EFIFRE D E R (CBR T B FEEAEF. Cisco Webex
Control Hub(https://admin.ciscospark.com)ic FEITF Y 7O— R&EhF T hH,

CHULERBEDERHETIE. Cisco Webex Control Hub Zf#H L T Expressway-E 2BEB 32 &
FEEREICKEYEBATLE, DXV, Expressway-E SEBAZE %, Cisco Webex N {5832 /V7
JY I CAILK>TBEITHDHLENHYET, Wireshark OF ¥ 7'F v TELAE/N 7T v N Z#R
ITRE(FORESR)., SHAENSNNTUY I CAICKI>TEREN, BL£HBF I —2AH Cisco
Webex ICEEE N EB2BERTEET, LN 2T, BREE Expressway-E SEFEICIEBEEL
TWEEA,

CORFRTESICOBMEMLBEETRERRF. 77A4TIA—INOABA 2 BZ—T T AALSINT
YNFYTFYERMYVBRS ZENTEET, £EFL, BMOJICSSLIZ—HNXFTVWSRCE
BREEBTF—RXRRABNIBYET, sl "HAE 3, A5, Cisco Webex # Expressway-E i
HEEZEHEL TVWEWNEER, BDTMSHADRA 7O SSLIMEBEHRN REINET, CORETE
EFATEBDSSLIZS—EHYEREATLL,

FARICTFZPATIA=INOAELA > EZ—TIAADISNTY N FY T Fry2RBELES
4. Cisco Webex IRIEA SEET D TCPRST 2R TERLLBZYET,

BRR T &

COBENYII—232C20TR, N— M F—FELERESEFRELTEFIVT 1 F—AICHE
BDLENBEBILBYYET, F—ATIE, Expressway YD) 1—>3a > THASHOBEOT )T

—2AVEBA VAR AVEFALTVBWAZRRNBIMEN SV, FALTVIESEEEM
ICTBHENHYET, FVCS Control 3 KT Expressway BAH A Ry @ "4 4, TR, &

BEERNCOBEEATICTR L ZHORIEHRICODVWTHALTVET,

B8 5 : Expressway-E X/N\7V YU CAICK 2 TRBBEThTWAS AN, Cisco Webex Control Hub
ICREEA/BIO—REhTVD

COBEORRE, Z2<NDIBE Expressway YD) 1— 3 2FHBICEAL T, HUIC
Expressway-E SEFAEZ/NT U Y U CAICK 2 TBRLTVWAEWVWEZICELUET, cO>FUF
Tk, HETLS ORI I—2 a2 EEICET TESD KD, Expressway-E H—/\FEAE

( IEBEYICBREZ A ) & Cisco Webex Control Hub I 7Y 7O—RLULET, TNE, REHNIC
Expressway-E SEFAE%Z/N7 1) Y U CAICK 2 TEBRLFETH. Cisco Webex Control Hub A* 5 4


https://admin.ciscospark.com
https://www.cisco.com/c/dam/global/ja_jp/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-9.pdf
https://www.cisco.com/c/dam/global/ja_jp/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-9.pdf

—/\FIRREZHIRTZINDZEENTLEVWE T, FEBAEN Cisco Webex Control Hub IC7 v 70—
Rend&, TORAEE. Expressway N TLS /\ R IA VRICRTRITBIAAES LT F I
— KW EBEENDIOTEELTLSEETL,

Expressway-EZHIOF > T OB RN Sk, COREEE. Cisco WebexH Expressway-EFIFAE %
FELEVSEICRETZHOTDY _? TICBTVD AN HYET. EZERE.
Expressway-EAF I —2 £k ZEEFEL TVEVWESTY, TLS /\ RS T 14 U HI(C Expressway-
EOFJTCTFHENDIABTOHZRICALET,

2017-09- 20T10: 22: 13. 669- 04: 00 aner - expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="48520" Dst-ip="172.16.2.2" Dst-port="5062"

Det ai | =" ss1lv3 alert certificate unknown" Protocol ="TLS" Level ="1" UTCTi ne="2017-09- 20
14:22: 13, 668"

2017- 09- 20T10: 22: 13. 669- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 14:22:13, 668"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl _openssl.cpp(68)"

Met hod=":: TTSSLError Qut put" Thread="0x7f4a2c16f700": TTSSL_conti nueHandshake: Failed to
establish SSL connection i Result="0" error="1" bServer="true"

| ocal Address="["1Pv4' ' TCP' ' 172.16. 2. 2: 5062' ] " renoteAddress="["'1Pv4' ' TCP' ' 146. 20. 193. 45: 48520' ] "
ssl _error_reason="error:14094416: SSL routines:ssl 3_read_bytes: sslv3 alert certificate unknown"
2017- 09- 20T10: 22: 13. 669- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-20 14:22:13, 668"

Modul e="network.tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="48520" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connection Closed' Reason="Got EOF on socket"

Wireshark D8R A S nhE B3 &, Expressway-EN RE175TENIAEZRRLTVWD LD
HDHAYET, BITRORMBICODVWTRE, RIZRT LS, Cisco WebexIRIEANEHEFRHIL S —
THIAEZERLET,

__——Selected Packet

s - 5
TCP 48520 66 485205062 [ack] seq 201 a{.k-i?&g pe17536 Léne0 TSval=3875387308 TSéer=844315436
e 48320 062 66 48520-=5062 [AC 1 =20 2737 Win=20480 Lan=0 TSval=3875387300 TSecr=444315436
17| =09 17 2 TCP 48320 5062 66 485205062 [AC Win=23296 Len=0 TSval=3875387400 TSecr=444315436
179 2087-09- 146, 20, 193. 85 TSVl § 062 48320 Ex
180 2017- 132:13, 266930 172.16.2.2 R 48520 062 =26112 Len=0 TSval=3875387411 TSecr=44431545%
197 2017-09-20 14:22:13. 668592 15-6 20 19! 45 172.16.2.2 TLSVL. 48520 5062 73 Alert (Lmel :au1 peser ilJ'( fficare unknown)
198720174 095200 1473213 668644 ‘146200193745 TIAETE TR EELEn] SOB2 m 85205062 TRIN. &Kl d T8 Wine?E112 Lonel TSvalea3E8YS3ETIIL TSoCradad3l
i Frame 175: 1426 bytes on wire (11408 bfits). 1426 byres captured (11408 birs)
4 EThernet II, Src: veware 58:9f:31 (00:0c:29:58:9f:31), Ost: ed:0e:da:cd:bcif3 (eo:0e:da:cB:sc:f3)
i Interndt Protocol Version 4, Src: 172.16.2.2 (172.16.2.2), Dst: 148.20.153.45 (134.20.153.45) =
il Transsission Control Protocol, Sre Port: 5062 (5062), DSt Porr: 48520 (485200, seq: 2737, Ack: 201, Len: 1360 /
i [2 reassesbled TCP Segments (3938 bytes): #L74(2642), #175(1296)] o
Secure Sockets Layer e
TLivl. 2 Record f@yer; wandshake Protecel: Certificate SP‘“‘( sends a “Certificate Unknown" Error

content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length; 3933
Handshake Protocol: certificate
wandshake Type: certificate {11)
Length: 1929
cervificares Length: 3926
certificates (3926 byves)
ot  certificate Length: 1712
A% _p cervificate (1d-at-commonnasesamer-expr esswayDl, ciscotac. net, id-at-organizationalunitranesoomain contral validated)
a® Certificate Length: 1236
5\"’ » ce tificate (id-at-cosmonnase-Go Daddy Secure certificate Authority - G2,id-at-organfzationalunithase-hrop://certs.godaddy, com/repositor, id-at-organizationnase-Gobaddy. com, Ind. ,id-at-Tocalitys
rtificate Length: 960

\¢\0 00‘ > cz-rnf feate (id-at-commonnases=Go Daddy Root Certiffcate authority - G2, id-aw-organizationnames=GoDaddy.com, Inc.,id-at-localitynasesscottsdale, id-at-statedrProvincesame=arizona, id-at-countryNane

Expressway-E A" EETRRAE/NT Y NEBIRTS &, FIAEOEHRZEBRL TROE %2
NBENTEET,

1. Expressway-E A", Cisco Webex ' E3832/N\T VYU CAICK2TEBERENTWB D,
0“\

2.Expressway-E ', BREICESELELESOREBFI—2ZEZEHTVSD D,

CORRATIEF., ChSEADEKHENBLEENTVWET, DKV, Expressway-E fFBAEICIEE >
E<BEBENBTVCELCEYERT,

fRIRTT %

AT Y7 1: Cisco Webex Control Hub IO 14> LET,



https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://admin.ciscospark.com/#/login

ATVT2: ERIORA>T[H—EX (Services )] ZEIRLET,

ATY 7 3: [NA47JY R I=)L (Hybrid Call ) ] 71— R T [XE ( Settings ) ] ZiBIRL £7,
ATV 7 4 [Od—) Y—ERE#H ( Call Service Connect ) | £V a>EFTAoZO-IL, [
FibE hiz SIP 1—I)LDOFEEAE ( Certificates for Encrypted SIP Calls ) | D F T, XL <& VEE
BHENFNVARENTVRILESHZRANET, EXLLHAVIEHAENF VAN ENATVSREER.
AAEOEICHDHFAETAA VIV ILET,

ATY 7 5: [HIBR (Remove )] Z&IRLE T,

X 2 ZE 1TV, Webex ControlHub IC7 Y 7’O—REhEERAEZFEAL TVWEVWC LR
BAOTHSHIBRTBDCENEETTT,

Cisco Webex Control Hub T® Expressway-E SEBAEDO 7 Y 7O— ROFMAICOV TR, _T/\A
FZUYROA=INEBAHA R OZDEESBLTLSEETV,

98 6 : Expressway & #{S§1—JL % Cisco Webex /\1 7U¥Y RDNS Y—2IEIYETLT
Wy

BETLSNYEJRTLISKRIAY T I UV RNEEEBEL THEL, £558/N(7UY R O—
JJDNS V—2TEREENET, COZF VAT, x12.5& V) BIDExpressway TEEE h =&
ERBICOWTHBALET, x12BE Tk, "Webexy V—2ERENRZDFLWVWY —2FA TN
REENELLE, cOY—2F, Webext DREBICHERINTOREZEFICAILET,
x12.5ZE1TL. Webex/\1 7 Uy RO—-JIZRETIESE. N7V Y RO=-)IHF—EARX
1 > (callservice.webex.com) N BB ICEREETNDKSIC, WebexV—"NDEBEEZFERATZ L
EHEBOLET, COfER. HETLS/\V R I A/ JRICRIRENDWebexit REO Y7214
NCEA(SAN)E —B L. Expressway\DEHREBENONVYE INRINTDEZFILET

o

x125KWBIOI—RN—2a > ZFERALTVREE, £hEWebexV—2ZFEAL TVWEVES
k. XOHBICEAETT. COFBEIE. ExpresswayHF &S I—I)L & Webex/\14 7)Y RDNSY
— X YEVILTVWEVREEZEBAEIL, EET535THHETT,

COBRERFIATYZTOTOLEARICGINET,

1. Expressway-E l&, Cisco Webex SIFAEZZHEL £,
2. Expressway-E & Cisco Webex fEBAEZREL ., KO TLSRIAV TSIV RNBIC—HT S
H7OIONDRBHNBETINESH EBAOHET, callservice.ciscospark.com
3. Expressway-E (&, Cisco Webex /\1 7)Y RDNS V- BB TEEERKEYYEY
JLET,
AN RIIL B WEE Ik, REASORIEN ABMLAECEEEBRLET, A-IUFTFT72FIN VY—
~IZAV), Expressway-E TB2B ZEL TVSEFEE, B2BOFUATRHELERRERIL—IL
CR>TIN—TFT1T&EnFET,

o> FUAERKIC, BMOTENTY N FYTFrOmBZEALTZOEEMORRZEZAN

INTYNFYTFrEFEALTESSHAN RST ZEELTVWR L ZRANDIBEN BV ET,
ATRICEUE N TVDS TCP ELDOHZRICRLET,

2017- 09- 22T10: 09: 56. 471- 04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-22 14:09: 56, 471"


https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_01001.html#reference_48C1397691BF52CE705EA4BDAC105133
https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_01001.html#reference_48C1397691BF52CE705EA4BDAC105133

Modul e="network. tcp" Level ="DEBUG': Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connecting"

2017- 09- 22T10: 09: 56. 471- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-22 14:09: 56, 471"

Modul e="network. tcp" Level ="DEBUG': Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst - port="5062" Detail ="TCP Connection Established"

TCP BHEABUENENT, HBUTTLS \Y RS IV ERTTEET., NV RIS IHH
BUET<HITIS—ARELTUBZENDAYET,

2017- 09- 22T10: 09: 57. 044- 04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-22 14:09: 57, 044"

Modul e="devel oper.ssl" Level ="I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f044e7cc700": Detail ="Handshake in progress"
Reason="want read/wite"

2017-09- 22T10: 09: 57. 123- 04: 00 aner-expressway0l tvcs: Event =" Inbound TLS Negotiation Error"
Service="SIP" Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2" Dst-port="5062"
Detai |l =" Peer's TLS certificate identity was unacceptable" Protocol ="TLS" Level ="1"

UTCTi me="2017-09-22 14:09: 57, 123"

2017- 09- 22T10: 09: 57. 123-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-22 14:09: 57, 123"

Modul e="network.tcp" Level ="DEBUG': Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst-port="5062" Detail =" TCP Connection Closed’ Reason="Peer's TLS certificate identity was
unacceptable"

CDRRZE pcap DERN SRR E, ROZEZFHLBETEEXT,

- N RST ZEELTVS D,

CEERAENELWAESH ZHKTDEOICEDHAEN BEhLSELTWVWBR D,
COBRBEDFYTF YD T5E, Expressway-E A" RST ZEEFEL TVWBD e DAVET,
EEND Cisco Webex REFAEZFANTAD E, BEBFI—2EREBELTVRENfDAYET
o ESIC. BMIOTVNOIZ— XvtE—Ih 5, Eime LT, Expressway-E A Cisco Webex M /Y
TV O CAZBHLTWEVEWSSFTUFEBRATEIENTEET, BRATERZLVOTH
niF., THARFI—>A0BECERIHAR (self signed certificate in certificate chain ) 1 ® &
SBIZ—NFRRFENET, RICRTESIC, NTY NOFHZRANDENTEET,

Mo, Time Lource Destination Protocol S Port DPort Length Info ___—Selected Packet
B0 201/ -Ud-22 14309557, USEb0d 148, b 4. 52 1/2.00.2. ¢ TCR 44205 3002 1444 |TCP SeQment oT a reassen|ec-eo0)
61 2017-09-22 14: 038610 172.16.2.2 148, 62.40. 52 TR 5062 44205 66 506244205 [3CK] Seqwd736 Ack=5673 Wine41l728 Len=0 TSval=100928489 TSe
62 2017-09-22 14: 039488 1448, 62.40, 52 172.16.2.2 TLSVL. @ 44705 5062 294 certificate ®lient Key Exchange
63 2007-09-22 14: QEDILE 172.16.2.2 148.62.40.52 TCP 5062 44205 66 506244205 [ACK] Seqed746 Ack=5901 win=44416 Len=0 TSval=100928531 Tie
64 2017-09-22 122634 148.62.40.52 172.16.2.2 TLsvi. 2 £4205 5062 386 certificate verify, change cipher Spec, mello Reguest, Hello Request
65 2017-00-22 122648 172.18.2.2 148.62.40.52 TCP 5082 44205 66 S062-34205 [ACK] Seqe4746 Ack=-B221 Win=47104 Len=0 TSval=100628573 TSe
66 2017-09-22 7 172.16.2.2 148.62.40. 52 TLSVL. 2 5062 44205 117 change ¢ipher Spec, Encrypted Handshake Message
672007-09-22 123364 ITD6.2.20 148,62, 40.52 TER 5062 44205 65 5062-44205 [FIN, ACK] Seq=4797 Ack=6221 wWin=47104 Lens0 TSval=10092857
68 ’01 =09=22 - 164863 148.62.40, 52 172.16.2.2 TCR 4 5062 66 44205=5062 [ACK] SeqmB2ll Ack=4797 Winm28624 Len=0 TSval=128002473 TSe

172.1 2 TCP & 1434 [TCP 5

f a reassesbled POU]
5T] Sequd7 98 Wins) Lens0

B 2 29 L re (2352 bits), 294 byres capt 352 bits =
- [thrrnﬂ i1, sr: o0 0e:da:cE:8c: } (e¢;¢¢:da;:s:$c:\‘¥) Dst vmware_58:9F: 31 (00:0c:29:58:9F:31)
# Internet Protocol version 4, Srci 148.62.40.52 (148.62.40.52), Dst: 172.16.2.2 (172.16.2.2) \\\
i Transmission control Protocol, Src Port: 44205 (44205), Dst Porr: 5062 (5062), Seq: 5673, ack: 4746, Len: 228 T
@ [5 Reassesbled TCP Segeents (5700 bytes): #54{1368), #56(1368), #35(1368), #60(1268), #62(228)] )
= Secure Sockets Layer =
TLSvl.2 rRecord Layer: Mandshake Protocol : Uu](ip]t‘ Handshake Messages
Content Type: Handshake (22) Expressway-E sends the RST
wersion: TLS 1.2 (0x0303)
wth: 5695

wishake Protocol: certificate
tandshake Type: Certificate (11)
-ength: 5353
rerrificates Length: 5550
tervificates (5550 bytes)
o certificate Length: 2338
37 —mcertificate (id-ar-commonname=12s1p-cfa-01. ciscospark. com, id-at-organizationnaneCisco systems, Inc.,id-at-localityNamessan Jose,id-at-stateorpProvincenamesCa,fd-at-countrynasesus)
&% & certificate Length: 1736
Mo P certificate (id-at- commoniamesHydrantID S50 ICA G2, id-at-orgamizationdameskydrantIn (avalanche Cloud Corporation),id-at-countryNamesus)
certificate Length: 1467
\o\e‘ Q’o"tpczrnh:.ﬂc (id-at-commorname=quovadis Root cA 2, id-at-organizat fonvame-quovadis Limited, id-at-countryname=gm)
% Handshake Protocel: Client Key Exchange

Webext—/N\GEHEZ IV Y VL TREAL, H72 10 MER(dnsName)Z2RR"RTD & T,
callservice.ciscospark.comff )V AREhTVWAH L ZHREBTEEXT,

[Wireshark : |[REBA & ( Certificate ) ] > [#L5R ( Extension ) ] > [—##& ( General Names ) ] >
[GeneralName] > [dNSName : ]Jcallservice.ciscospark.com

T, Webex FIFAZBICREEEN BV ENF TR ICERENET,



SER, TLISRIAV TS IIRNEBHAELVCEZBRBTEET, TTICHALELSIC,
xConfiguration A*& niE, "V —ERTE ( Zone configuration ) 1 29> 3> %KL T TLS BREEY
TOIORBHFEDESICHREET NN EFARND ZEN TEET, xConfiguration Tlk, Y—
AN TY—=21, ZREAICHATVD CEICEFRELTLKEEZV, BIROEBYICHMLUEEEOD
B IRE D xConfiguration ZXICRLET, ASHIC, TLSHRIAV T IV RNBICEFE > E<KBE
EdhVEEA,

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "callservice.ciscospark.com"

RIZEARBD BN B0, TLSRIEBEIYEITITT., Tk, TLS ##i%Z Webex /\ A
TJUYRDNSY—VICELKIYEYILTWRAESHERBELE T, CODMICE
xConfiguration £ R T& £ 9, xConfiguration Tlk, TLS BRIIMETYE> Tk DNS ZIP TLS
Verify InboundClassification £ WS BHIICE 2 TVET, CcOHIThA 2RSS, EEFTIC
REETIhTVET,

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify InboundClassification: "Off"
*c xConfiguration Zones Zone 6 Nane: "Hybrid Call Services DNS"

CDENOFICREENTVBRIHE, VCSHAZOY—UANDOBEFTLSEREIYECILLSET
POEMEERT, A—INEF7HI Y —2IC AV, Expressway-E TBusiness-to-Business A 5%
EEThTVWBHEEE, Business-to-BusinessD> U FICRRBIL—IINICICICHRETTFIVIE O
£9,

fBR T A

chicudaiciE, NA47UY RO—=JLDNSY—>2DTLSKRIBEEN Y E> T &[4 >(0n)]ICF&
ETHIVLENHVYNET, cCNEZTTIBDFIRFIODESY TT,

1. Expressway-E COJ 1> L&Y,

2. [R%%E ( Configuration ) ] > [V —>/ (Zones )] >[V—> (Zones ) | ICBEBL T,
3.[/\47JY R J—)L DNS Y —= ( Hybrid Call DNS Zone ) ] ®#iBIRL £ ¥,

4. [TLS HRIAIBEENYEVJ| T, [ (On) ] ZERLET,

5 [fR1E (Save )| ZiBIRL £,

X OF D ITOR—ASAVEHEICOVTIER, Z2RBLTLKEETV, COETIRE,
Expressway (= X DFFBAE DRI E Webex /N1 7)Y RDNS VY—ADIYYETERL
TVET,

I 7 : Expressway-E TF7 )L NOEHCEBEBMAB/BIEHEATVS

NATVY R O=)I H—ERAERO—FOFHEEA T, Expressway-E SIFAENEZN RIBZ
ENTVWEY, F7AIN B —NIIAEZFEATEDLEVWSERBA H 2= LET, Cisco
Webex Control Hub TlREA AR LDIREZR—FIIICO—RTEZOT ([H—EA

( Services ) ] > [RXZE ( Settings ) ] ([/\1 7Y R O—JL (HybridCall ) ] AI—ROTF )>[Fv 7
A— R (Upload ) ] ( [B&{tE hi=O—)LDILEAE ( Certificates for Encrypted Calls ) ] 71— R®
T)), ESOSLECENTELEEEZASATVET,

[ES{LE iz SIP J—J)LDOEEAE ( Certificates for Encrypted SIP Calls ) ] EWS RRICFB L
ThdeE, ROXSICHPAENTVWET, "AOAATKRL—2320F 72 NEEIARD
SEMENTVSIREZEATSH., FLEBBEOIREZT7Y 7O—RLET, JMEOFEH
EZFERATREEE. RARNBIRIABZAORXA D LIZHBDCEZHABLTLKEEVY, 4 2



TEEROR "TRAMBHFRIBRHZORAS LCHZI L ZRETE. OBSTT.

CORBIZ—HIZBEERNS TN 1—TFT1400FDEEE, ERFI-LOFEICKELT
WBRZEICEHBRLTLKEZY, O=IUNFATLIABEHS SREL TLWBHESEWE. Cisco
Webex 77 DBEEEN RS BVWEFRTEET, £/, Expressway DREBEHNSTI—I)LO
NL—RZHANIE, Expressway-E NOI— AR L TECTELTDENFDAVET,
J—)LA" CiscoWebex 7Z7UASRELTVT, BENFVTLIARICBE>TVESES, 27
LEZAEFHOBEEZTRERYELEA. TS L LEHITIE, Expressway-E & Expressway-C DR ER
BERECEAEREhELA,

COBEDIFIATE., A-ILEFTLIAEFE ML) SHRETNTVET, Expressway-E
DREBREFERATDE, Y—NNOODA—IFRBLECEZRETEET, CORRITR. [
NERELAZHMIDLHICDHOTZARNDENTEET, CODNZERDDICIE,. KA
. TCP E#ENRITENTR—bF 5062 BETHRIULENLEAESH ZHFB L £F, Expressway-E
(DE*)EEﬁEl'j'C FTTCP Connectingy Z#&L. IDst-port=5062; EWS X T NDHZTHEHEEZRRT
LT, BRENMBEIEShTVIDNESH ZYUITEET,

2017- 09- 26T08: 18: 08. 428-04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 426"

Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connecting"

2017- 09- 26T08: 18: 08. 428-04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 426"

Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Established"

TCP EFA UM TVR L ZHALZOT, BERICITONBHEETLS N\ R T(4 0%
MTEET. ROAZRY MDSDHABLIIC, N RIIAVRBFRBL TVWTARAEBF RIS
7% 2 TW&E T ( Detail="sslv3 alert certificate unknown" ) ,

2017- 09- 26T08: 18: 08. 441- 04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 441"

Modul e="devel oper.ssl" Level ="|I NFO' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(1974)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f930adab700": Detail="Handshake in progress"
Reason="want read/write"

2017- 09- 26T08: 18: 08. 455-04: 00 aner - expressway0l tvcs: Event="I|nbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193. 45" Src-port="59720" Dst-ip="172.16.2.2" Dst-port="5062"
Detail ="sslv3 alert certificate unknown" Protocol ="TLS" Level ="1" UTCTi ne="2017-09- 26
12:18: 08, 455"

2017-09- 26T08: 18: 08. 455- 04: 00 aner - expr essway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 455"

Modul e="devel oper. ssl" Level ="DEBUG' CodelLocati on="ppcmai ns/ssl/ttssl/ttssl_openssl.cpp(1997)"
Met hod="::ttssl _conti nueHandshake" Thread="0x7f930adab700": Detail="Handshake Failed"
Reason="want error ssl"

2017-09- 26T08: 18: 08. 455- 04: 00 aner - expr essway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 455"

Modul e="devel oper.ssl" Level ="ERROR' CodelLocati on="ppcnai ns/ssl/ttssl/ttssl_openssl.cpp(68)"
Met hod=":: TTSSLError Qut put" Thread="0x7f 930adab700": TTSSL_continueHandshake: Failed to
establish SSL connection i Result="0" error="1" bServer="true"

| ocal Address="["'1Pv4'' TCP' ' 172.16. 2. 2: 5062' ] " renot eAddress="["'1Pv4' ' TCP' ' 146. 20. 193. 45: 59720' | "
ssl _error_reason="error:14094416: SSL routines: ssl 3_read_bytes: sslv3 alert certificate unknown"

2017- 09- 26T08: 18: 08. 455-04: 00 aner-expressway0l tvcs: UTCTi ne="2017-09-26 12:18: 08, 455"
Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Got EOF on socket"

Expressway-E TRHEENIENTY N F¥ 7 F v ZFL<FAXNTHD E, ROKS(Z, GEAER
BHT S —7H Cisco Webex D EFEASEKEL TVWBDENFDAVYET,



Fiker:  tep porta 5062 =] Bpression.. Cler Apty Save
No. Time Destination Protecel 5 Port 0 Pest Length

3 2017-09-26 12:18:08. 215918 EI'IKH WJI'-Z 71622 TR 397200 062 um - 5eqed Wineld600 Len=0 M55=1380 mmmnwmﬂ
4.2017-09-76 12:18:08, 415841 172,16 - 146,20.193.45 T . 5062 59720 74 5062-59720 [SYN, ACK] - kel Win=2B960 Lensd TSval=9s
5 2007-09-26 12:18:08, 426317 148,20, :qa A5 172.16.2.2 ©E 59720 5062 66 597205062 [ACK] Seq=l Ack=1l Win=l4720 Lerw0 TSvale0l375177 TSecr-95527051%
6 2017-09-26 12:18:08.427715 146.20.193. 45 172.16.2.2 TLSVl.: 59720 082 266 Client H!\'IG
7 2017-09-26 12:18:08.427 2& 172.16.2.2 146, 20.193.45 TCP 5062 59720 66 S062-59720 [ACK] Seg=l Ack=201 win=30080 Len=0 TSval=955270527 TSecr=91375178
g 172.16.2.2 146. 20,193, 45 TLEVL. § 5062 59720 1780 Server Hello, Certificate. Server xw Exchange, Certificate Request, Sorver Hello Do
146.20.193.45 172.16.2.2 TP 59720 S062 66 S9720-5062 [ack] Seqe20d Ack=1365 win=i7536 Len=0 TSval=S1375204 TSecr=355270540

66 59710-5062 lH:K Seqe=201 Ark=171% \In 20352 Len=0 r.\wﬂ-913 S04 TSeor=955270540

146. ZD 191 45

Certificate Unknown
Sourced from Spark

Expressway-E A5 DF7 2 )L N H—/NGEHEZFANTAD ., "H#HEE (Common Name )

TH47< T NDBEIE ( Subject Alternate Names ) 4 (Z THREEF & R X A > ( Verified
Domain ) 1 ( rtp.ciscotac.net ) FEFhTVWAEVWENfDAVET, T, RICRITELDIC,
AN COBENREREOAICOVWTIRABSNET,

B 2017-09-26 12:18:08. 440978 172.16.2.2 146, 20.193.45 TLSVL. 2 5062 59720 1780 Server nello, certificate, Server xey

9 2017-09-26 12:18:08.453269 146.20.193.45 172.16.2.2 TCP 39720 5062 66 59720-5062 [ack] =201 Ack=1369 win=
LT D ERIERE Tl oo 8. e st o e e e S o 8 eV e R e
Selected Packet

¥ TLsvi.2 Record Layer: mandshake Protocol: Server mello
TLEVD. 2 Record Layer: Handihake protocel: Certificate
Content Type: Handshake (22)
wversfon: TLS 1.2 (0x0303)
Length: 1158
5 Handshake Protecol: Certificate
wandshake Type: certificate (11)
wength: 1154
certificates Length: 1151
= cervificates (1151 bytes)
certificate Length: 1148
certificate (id=at= =Rxpr ay0l . id-at-organizationalunithame=Temporary Certificate b3s2ia

- signedcertificate | Devnin vestheation
version: w3 (2) Castificate HACIBCOE Aat
serialnumber: 1 I

# signature (shaZS$éwithasaEncryption) General | Detals | CereScaton Pash Z
+ is?uer: rdnSequence {0) il ST S S
2 validity
© subject: rdnsequence (0) 15 L i
¥ subjectPublickeyInfo
extensions: 6 items Windows docs not have encugh infarmation to werify
— = Extension (id-ce-basicConstraints) this certificate,

Extension Id: 2.5.29.19 {id-ce-basicConstraints)
Basicconstraintssyntax [0 length)
Extension (As_cert_exts.comsent)
Extension Id: 2.16.840.1.113730.1.13 (ns_cert_exts.comment)
Comment: Temporary Certificate
Extension (id-ce-subjectreyIdentifier) i
Extension Id: 2.5.29.14 (id-ce-subjectreyIdentifier)
subjectkeyIdentifier: f236e03c9b2caabzS6cdTdb07 964e099ca510ccE
Extension (id-ce-authoritykeyidentifier)
Extension Id: 2,5.29,35 (id-ce-authoritykeyIdentifier) Isswed by: Temperary CA 0136242202164700-931h-
2 authoritykeyIdentifier 8824058 180T
exrension (id-ce-keyusage)
Extensfion Id: 2.5.29.15 (id-ce-keyusage) valid from 9 26/ 2007 te 9/ 25( 2018
Padding: 5
i Keyusage: e0 (digitalsignature, contentcommitment, keyEncipherment)
Extension (id-ce-extkeyusage}
Extension Id: 2,5.29.37 (id-ce-extkeyUsage) [instal certfcate. .
# KeyPurposeIbs: 2 ftems B —
rithmrdentifier (sha2SewithrRSAEncryption) Leam more about certficates
ing: 0
—  ypted: aaSacfl23856ab22a57f0as8a512b37 5464 33cci5eb0dCL3T. ..
# TLSV1.2 Record Layer: Wandshake Prorocol: Server Key Exchange 3
# TLSvA, 2 Record Layer: Handshake Protocol: Multiple Handshake Messages

Tssued tor amerexpressndy ]

No SAN
A

C BT, Expressway-E H—/NFIBHEZENTUY I CAFLEEAIBCAICEK > TERITHIHE
FHBJEHMLEL =,

BRI &
COBMBEZEMRTDICE. 2 20FT72 a2 BRTEFET,

1. Expressway-E FEBAE A, Cisco Webex A E8ETB/NT VYU CAICK 2 TBREEND &S
CLET,
Expressway ICAT 4> LET, [XTF A (Maintenance ) | > [EF21UFT 4
( Security ) ] > [H—/\EEBAE ( Server certificate ) ] ICBEIL £, [CSR DEMK ( Generate
CSR) | ZBIRLFET, VELMHEEHRZADL, [BEMDBIZ ( Additional alternative
names )] 7 1 —JL RIZ., Webex Control Hub ICU AREN TS [MREEFEH RX 1>
( Verified Domain ) ] F8FENhTWB & ZHFRLUE T, [Generate CSR] 2V Y I LET
o U= RN=F1DONT VYU CAIZBRERAD CSR ZR=RHLET, FRAEICRY., [X>T
F> A (Maintenance ) | > [F 1 1) 5 1 ( Security ) | > [ —/\GEBAE ( Server
certificates ) ] ICBEBILE T, [H—/VREBAE 7 7 1 )L Z#IR ( Select the server certificate
file )] DEEICH S [FL VEEBAE O 7 v 7’0O— R ( Upload New Certificate ) ] 29> 3> T,
[7 7 4 )L Zi8IR ( Choose File ) ] ZiBIRL ., BBZXFADIIHARERIRLUET, [Y—/\FIH



https://collaborationhelp.cisco.com/article/en-us/0q4utq

E7—A2MO7FT Y 70— R ( Upload server certificate data ) ] ZiBIRL E T, (X TFUA
( Maintenance ) ] > [EF 17 4 ( Security ) ] > [{E8F & CA SEBAE ( Trusted CA
certificate ) | ICBEBILEX T, [EFEEH CAREAZENf EFENTVS 77 1)L ZiBIR ( Select
the file containing trusted CA certificates ) ] ®BlC$» % [7Y 77O— K (Upload ) 1 9> 3
T, [77A4)L%&IR (Choose File ) ] ZBIRLET, NTUY I CAILL>TERBHAEID
ITNTDIL—RNBERVHRE CAFEAEZREIRLE T, [CAFIASDIEM ( Append CA
certificate ) ] Zi®IR L £, Expressway-E ZBEELET,
2. Expressway-E SIBAZEA NEB CAICK 2 TERENDLSICL, A CABKY

Expressway-E SEBiE % Cisco Webex Control Hub IC7 Y Z’O0— KL &9,
Expressway ICAJ A LET, [X>TF A (Maintenance ) 1> [EF1 )T 1
( Security ) ] > [H—/\ZEBAE ( Server certificate ) | ICBEIL £, [CSR DEMK ( Generate
CSR) ] ZBIRLE T, MXELIASBFEHREALL., [BEMDEIE ( Additional alternative
names )] 7 1 —JL RIZ., Webex Control Hub IZCU AREN TS [MREEFEH RX 1>
( Verified Domain ) ] "8FE N TWA & 2R LU £ T, [CSR D4R ( Generate CSR ) ]
BOVYILET, Y—RN—=F1ONTUY YU CAICEZAD CSR Z2RHL £, iH
EBIZRY., [A>TF A (Maintenance ) ] > [EF 21T 4 ( Security ) ] > [H—/\FIEAE
( Server certificates ) | (CBEBILE T, [H—/\REBHE 7 7 14 )L Z&IR ( Select the server
certificate file ) ] DBEICH S [FTL WAIBAZE DO 7 Y 7'O— KR ( Upload New Certificate ) ] 2%
>3>7T, [774)L%iEIR (Choose File ) ] ZiBIRL, BEZFADHAELBRIRLET,
[H—/N\EEBREF—Z DT v 7'0— R ( Upload server certificate data ) ] Z38RL E T, [X
T 7> A (Maintenance ) 1 > [F 1) 7 1 ( Security ) ] > [f§38% & CA FEBAE ( Trusted
CA certificate ) | CBEILE T, [(EiFA CATIHEN EENTVWE 7 7 1)L &EIR
( Select the file containing trusted CA certificates ) ] DBl % [77¥Y 7’0— K (Upload ) ]
923> T, [774)%&R (ChooseFile ) ] ZiBIRLET, NTUY U CAICKDTIR
MENDIXTOL—PMEROFE CAGIAEZERLET, [CAFEHENIEN ( Append
CA certificate ) ] Zi#IRL £, Expressway-E ZHEEL £,

2a. P\]"‘B CA & & T Expressway-E SEBIE % Cisco Webex Control Hub IC7 Y Z’O0— R UL &3,

EEHE L L T Cisco Webex Control Hub IcOJ 1> LET,
2. [H—EXR] ZBRLET,
3.[/\A47 Uy R J—)L H—E R ( Hybrid Call Service ) ] 77— R T [ERZE ( Settings ) ] Zi&R
LET,

4. [Certificates for Encrypted SIP Calls]£2<, 3> T, [Upload]Zi#IRULE T,
5. A&B CA & & U Expressway-E fIBAZE#BIRL £,

4> )80 R:CiscoWebex 5 A> 7L T AA

Cisco Webex 5 A 7L S AANOEEEETIE. Lit/ut@"\fd)%/*t_ﬂbrhb‘iﬁiéh
TVWET, FEXEF., "THD® CiscoWebex 77UASHOBBEOT S IICEFEZL THE, E
BOTTI)NEESRIRIN AT LIAEFOEESZTRES KV, 7&&:‘"(“3'0 DT A%
RSTIN>21—F4200F3EHICE,. COBOO-IILTRETDO-)LOo70—-O0YI0
MAELCODVTERLTHLKERIBEET,

£ENEOCY Y 70—

1. Cisco Webex 7 7'V ORERA I—-ILZBHBLE T,

2 BEGRIOT7DEEZIHNRYET,

3. Jd—J)L A" Cisco Webex IREIZ T3 —U&E T,

4. Cisco Webex IRIZE Tk, BEE AN Cisco Webex Control Hub TEREL = SIP BAEICE TV T
DNS Y O T Y THRTITIHEN HVET,


https://admin.ciscospark.com/#/login

5. Cisco Webex IREA". R— K 5062 Zr L T Expressway \NDEHZHAET,
6. Cisco Webex IRIBEN, HE TLS N\ RIS/ IVDETERAKAET,
7. Cisco Webex IR¥#EA", SIP INVITE %& Expressway IZEEL, A 7LIR ASRL—2 3
DIVRERAURNP 7 A ICETEESNED,
8. Cisco Webex £E&#N SIP X2 I -3 ZXETLET,
9. Cisco Webex ESHAXTF A T OEZEFEZEBLET,
d-)70-

KD &kSIZ, [Cisco Webex 7 7°1) ( Cisco Webex app ) ] > [Cisco Webex IRE ( Cisco Webex
environment ) ] > [Expressway-E] > [Expressway-C] > [F 7L A AZKRL—>3 > T2 KRR
14> NP 7 # > ( On-Premises Collaboration Endpoint/IP Phone ) ] ICBEBIL £ T,

o Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

HekClemmplmpan Bob’s endpoint rings; Spark Remote Device

“’“ is triggered.
. park-R
@ o Call is extended to Cisco Collaboration
N RD bob@example.call.ciscospark.com Cloud through remote destination on Spark
g Remote Device; Cloud blocks the loop.

w ‘ Expressway-C Expressway-E

bob@example.com 4

Cisco Unified CM  bob@example.call.ciscospark.com

+14085551235 z
alice@example.com

313106

Alice Bob

Webex S AV TLEZA AT ZARNSZIVFYAOBREI-INTI<SKEShD V< 2HADOEE
ZRICRUET,

M 1 : Cisco Webex #* Expressway-E DNS SRV/7RA M B Z R TE &)

Cisco Webex A 5F V7L ZAAOI—I 7O0—ICD2V\WTEA S EE, Cisco Webex D& D
WENBATYTERDDIE, AT L IAD Expressway NO IR I NFETT, BIRO&K
512, Cisco Webex l& 7> 7L = A Expressway \DiEL x5k B =8, Cisco Webex Control
Hub ® [NA 7Y R J—)L Y—EADEKE (Hybrid Call Service Settings ) ] R—JICJ AR E
NTVBEEEEHKD [SIP FE5E (SIP Destination ) | ICEDWT, SRVIWYITFYTZRITLET

o

Expressway-E ZHOV DBIN S COMRRERNT TN 1—FT120ILEkS5ETFBE, Cisco


https://admin.ciscospark.com
https://admin.ciscospark.com
https://admin.ciscospark.com
https://admin.ciscospark.com

Webex SO KRT T 1Y INE2 <R TEERH A, TCP #Z#: ( TCP Connecting ) Z# &L
&S5 &L TE, Dst-port=5062 ZFEFZTET., TOED MTLS /\> R T4 U % Cisco Webex A
50 SIP Invite £ R TE R A,

<S5 LIERR T, Cisco Webex Control Hub T [SIP 385t ( SIP Destination ) | €DK S IZE&
EENTOVELN EFARDBENHYET, £, NATVY RERETANY—=ILZFRALTHINS
IND1—F42TCRATBEETEET, N\17VY RERETANY—ILE, Bo%
DNS 7 RLANBFEETEH ESH, Cisco Webex A" SRV ILY U T Y T TRE o R— NIEER
TERDNESH., BRY, Cisco Webex FMEHET D EMBIBAEN 7> 7L T AD Expressway
ICFETIHLESHEFIVILET,

1. Cisco Webex Control Hub (CcOJ' 1> L& 9,

2. [H—E R (Services ) | ZiBIRLF T,

3.[/N\1 7y R J—)L (Hybrid Call ) ] h— R T [RXZE ( Settings ) ] V>V &RBIRL £,

4. [d—)l H—E R#EE: ( Call Service Connect ) | 29 3a>T, NTUY S SIP® SRV 7 R
LADEEICEAENSD RX A2 % [SIP 3%k ( SIP Destination ) ] 7 1 —JL RTHRLET

5 LA—RAELKADENTVRHAEK, [TAKN(Test) ] 22Uy o LTLIO—RFENM
NESHZEELOFRT,

6. TORICRT&LSIC, BESAIC, NTUY Y RAAVIZXISET S SIPSRV L I— RABEE
RFFESNTVEVWZEFDAYET,

SIP Destination o

S

0 Your SIP Destination is not configured comectly. VWiew test results

[TARERZRR (Viewtestresults ) ] ZBIRTBDE, HOKSIZ, KBMULERBIZOVTEFHMA
ERTCTEET,

Verify SIP Destination &

DNS Lookup failed. Check that a DNS or SRV record exists for your SIP Destination and that it resolves 1o one or more valid IP addresses.

BlOFEEL T, nslookupZFEALTSRVL I—RZBRRITDEETEET, XRIZ, SIPFEEE
NEETINESDHNZHRITADEHICEITTES AN RERLET,

C:.\ User s\ pst 0j ano>nslookup

> server 8.8.8.8

Defaul t Server: googl e-public-dns-a. googl e.com
Address: 8.8.8.8

> set type=SRV

> sips._tcp.ntls.rtp.ciscotac. net

Server: googl e-public-dns-a. googl e. com
Address: 8.8.8.8

DNS request tined out.

ti meout was 2 seconds.



DNS request tined out.
ti meout was 2 seconds.
*** Request to googl e-public-dns-a.google.comtined-out

COA—R TOYITHOABEDIC, nslookup AN RABBE & T, Y—NHFNTUY D
Google DNS #—/N\T®% % 8.888 ICEREETNTVWE T, FEIC, SRVLI—RZHRETSL ]
—REBATZRELTVET, CORKRT, RETDELBSRVLI—RERITTEET, &
ReLT, BRUICEERNF RALATIORNIBYET,

BRIRTT R

1. ZTNSHNT VYYD RXLVBORAMIMERTSH A MNT, Expressway-E D/NT )Y o
SIPOSRVFV7RLAZFRELET,

2. Expressway-E D/N7 U Y I IP T RLAICHBRENDKRANBERELE T,

BATY T 1 THERLESIPO SRV 7 RLAICFEATERXANZEIJANTEDELSIZ, SIP
BEERELET. Cisco Webex Control Hub IO A4 LET, H—ERADBR[/\1 7
1)y R J—)L (Hybrid Call ) ] 71— RT [EXJE ( Settings ) | V>V &&BRLET, [O—I)L
—E R ##E ( Call Service Connect ) | 223>, NTUY O SIP®O SRV 7 RLAICE
BEhadRXA>%[SIP 3% ( SIP Destination )] 71 =)L RICAHLE T, [RE
(Save )] ZZEIRLFT,

F:FEALEWSIPSRY LIO—RATTICB2B BEICRAETATVRESE. XOLSIC
LT, SPBEZ7RLAELTELHRXAL>OHT RX A% Cisco Webex Control Hub T
BEL, BRELTNTIUYOIDNSSRYLIO—RICTRCEEZHEHLET,

H—EAXE&Z7' ORI ( Service and protocol ) : _sips._tcp.mtls.example.com
Priority:1

BEE 10

R— KNFES ( Port number ) : 5062

Target:us-expe1.example.com

Chs OHEREIE TCisco Webex /N1 7)Y REEETHA Ry A SEESIALEENDTT,

REE

SIPSRV LO—RZH>TVWAEV (ERTBFENf V) BERE, RDYICHT71vIR%E ™
50621 & 9% Expressway N7 U YO IPFRLAZEJVARNTEERT, ChiZ&kl), WebexIRE
ESRVILY U7 v 7 =ETET. %Expressway_Pub_IP%:5062 - EL 38 L % 9 (4l

: 64.102.241.236:5062 )

1. SIPM 58 % % %Expressway_Pub_IP%:5062fRICEREL £ (4 - 64.102.241.236:5062)

Cisco Webex Control Hub IcOJ' 4 > LET, H—EZRDER[/\(4 7Y R J—)L ( Hybrid

Call ) ] 71— RT [XE ( Settings ) | V>V ZBRLET, [O—)L —E A& ( Call

Service Connect ) ] 29> 32T, [SIP 3% ( SIP Destination )] 74 —JLRIZ T

%Expressway_Pub_IP%:5062; EAHNLET., [fRTF (Save)] ZERL XY,
BREESEETDSIPIEET RLAX® SRV LO—ROFMICOV T, FCisco Webex /\1 7
)y R Q=)L H—ERBAHA Ry O_THBTNATVY R A-) H—ERERZEMICTS
J DIE, Fld "Cisco Webex N1 7)Y REGETFHA Ry BSBL TS EEL,

BE2: VY5 v MNESE : R— b 5062 T Expressway \OEKEHF7OYIV&Eh>

DNS f#RD5E T #. Cisco Webex :RIElE, DNS LY VT Y THIZIRENIZIP 7 RL ANDKR—


https://admin.ciscospark.com
https://www.cisco.com/c/ja_jp/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
https://admin.ciscospark.com
https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html#task_67E3DD9B30843F3A802A0E548877CD55
https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html#task_67E3DD9B30843F3A802A0E548877CD55
https://www.cisco.com/c/ja_jp/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

N 5062 Z2H D TCP ##HZMILLSELET, COIPFRLAN, AVTLIZIAD
Expressway-E /N7 1) Y o IP 7 RLAIZKEVY) ET, Cisco Webex IREN 0 TCP E &L
TEBRVEE, BEOAVTLIZAANOEFEI-IIRGBERBRLET, COBEVRRATIE. BOEF
FFTNXTD Cisco Webex BEI—IILEBELRUTHD, AT LIAEFHROBEEINESK
Wi EVWSERFBNET,

Expressway ZMOJ ZEAL T OBEZ NS /N1 —FT 42T LTE, Cisco Webex ' 5
DR TAYVIRE2ELKBRETEEETA, TCP & ( TCP Connecting) ZBELELS&ELT
£, Dst-port=5062 DEHHAITEZERETET., TOEO MTLS /\> R T4 U % Cisco Webex A
S5O SIP Invite ERETE XL A, CDRRTIE Expressway-E BEIO T N &ICIL =B WS,
W< DOHADOFETHRIEZITVET,

1.7F7ATDF=)IOABA 2 BR—T IAADNSNTYNF¥TFryZRBLET,

22 R—KNFIVv O A—TFT14VT12FALET,

BNATUY REHGTANY =)L ZEALET,
NA Ty REFHET AN Y —)LIE Cisco Webex Control Hub ([C#&AENTWLWBED T, Cisco
Webex IRIEN S F > 7L T AD Expressway \DELHHAITESZAL—KNLET, TOLESH., K
EEENBRIEFZELUTHEATEERT, HABNO TCPEREZTANTBICE, XROBEZTV
9,

1. Cisco Webex Control Hub IcOJ 14> LE 9,

2. [—E R (Services ) | Zi&RLE T,

3.[/N\14 7y R J—)L (Hybrid Call ) ] h1— R T [RXZE ( Settings ) ] V>V &BIRL £,

4. [Od—)L ¥ —E A$E#: ( Call Service Connect ) ] 292> 3> T, [SIP 5% ( SIP
Destination ) ] ICABDUEZEAELWVC EZHERLET,

5 IICRTERSIC, [TARM(Test)]Z0UYOLET,

SIP Destination @

64.102.241.236:5062 ‘

Q Your SIP Destination is not configured correctly. View test results

6.TARNNKEBLIELED, [TANERORRIV V)Y OLT, BRI LS ICHFMZHE
M CEXRTY,



Verify SIP Destination &

IP address lookup
P
64.102.241.236

Test for 64.102.241.236:5062

Tests Result Details
Connecting to IP Successful
Socket test Falled TCP Connection failure: Check network connectivity, connection

speed, and/or firewall configuration.
S5L Handshake

Ping

BIORICTRTESIC, 64.102.241.236:5062 \DEFLZR AL EZICVYTY N TANKBL =
CENDAV)ET, Expressway BT /pcap AT ZODF—REFEHRTERL TV EVL
ERS, T7ATT#F—=)LO ACLINAT/IIL—FT 1 I DHREEXFARND T o BBANBEShELLE

BRIRTT %

COBEDEBEICDOVTIE, CiscoWebex REBEX AV TLIANOIITSRHRL— 3 0N RER
TREBEWVWES, 774703 —I)LOREICEEITIXEN HYET, /1 X—TIAAEBDT
FATIOF—=IORAT2FRTRZERFHTLETERVED, FNAAICELVIEYEDH
HERODDUBENFHVET, BEN. 77A4T774—)LO ACL, NAT, £E@FIL—F 1 IHRE
DIAICBEEL TWVWSAEEMEN BV E T,

BE3: Y7 v NESE : Expressway-E f7/R— N 5062 )Y A LTWEW

COBEORRIZOVTIE, ELLEBEINFENTVEBEWT—ANEZ<REsnET, Z<NEHEE,

R—KNB062BEADKRS74YvIONTOVYIENTVRERELT, 7747 74N ZTOR
HERGZENET, COBEORRENT TN 1—FT 142093321, BIIRD "Expressway

ADERFETR—KN 5062 A7OY0&END OFUATHBALEFEEERATEET, N17
)y REHGT AN Y=L, R—NEHROBBIEATZMBOY—ILEEARLET, BADIRH
ELTEASNDDE, "77ATFIA—INNZT714v0%27OYOLTVSE, T, FEA
ED AN, Expressway-E OBMOT ZFANT, TCPEKZEILEISELTVERILESHZH
MLET, Ok ZO T, RICRITLRSBOJTEEZRLET,

2017-09-19T14: 01: 46. 462- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 18: 01: 46, 461"
Modul e="network. tcp" Level ="DEBUG': Src-ip="146.20.193.73" Src-port="40342" Dst-ip="172.16.2.2"
Dst-port="5062" Detail =" TCP Connecting"

CORRTRE, AIRODRSBRENOOYT IVNIBFELREA, TOLYH, Z<DANERL
DHELT, 77AT7 04— RELEERELET,

NTYRNFY+TFAARMOTE—RBILEENTVONE, 774704 —IIFERTHEVCEE
BEETEET, RICRIT DI, Expressway-E #7R— b 5062 BHTU Y AL TWVWEWS FUF
THERULENTYNFYTFYyOHTT, COFF¥TFriE, RICRTEDIC, BAZ71IILRE
L T tep.port==5062 Z AL T7 1 I)ILZNBLEENDTT,



. Filter Capture Spark TCP SYN packet received

S0
17
14
17

# Frame 55: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) //
# Ethernet II, src: eQ:Oe:da:c8:8c:f3 (e0:0e:da:cB:8c:f3), Dst: vmware_58:9f:31 (00:0c:29:58:9f:31) A

i Internet Protocol version 4, Src: 146.20.193.73 (146.20.193.73), Dst: 172.16.2.2 (172.16.2.2) -

+ Transmission control Protocol, Src Port: 34351 (34351), Dst Port: 5062 (5062), Seq: 0, Len: O /

Immediate RST sent from the Expressway

Expressway-E A SEBLENTY RN F+¥T7F v HASHABLSIC, tecp R—b 5062 BEHDO KNS
TAVIRTFZPATIA=NILE2TTAOYIENTHE ST, ZERICEELTVET, T Y R
S 56 Tlk, m¥DO TCPSYN/NT Y MRAEBEL IZE&IC. Expressway-E 'S RST AEFEE
NTVBENDALYVET, CSULEBHRSLS. NTY hZ2ZEL TWS Expressway-E (220
TREEENSOHTDIENTE, BEE Expressway-E NERNS KT TN —FT142097F
PUEBENHDEEMAITRDCENTEET, BSNLRUZFIRE L T, &t Expressway-E A
NTYNERSTTR0DH, %mﬁﬂa@ﬁﬁ&%z‘(&im COBENRERELTRD2DO0
AN EZSNET,

1. Expressway-ElCld, hZ 74 v 027AOYILTVRAREMDHD, HDBEDTTFAT I+ —
LMIL=IIABEENTVET

2. Expressway-EAHHETLSRZ 714 v 0& VY AL TWERY, EEEFR—K5062ZNLERNS
74V 0%7)YALTVWEL,

Expressway-E O 7 7 4 70 #—)L#EEIE. [ AT L ( System )] > [#RE ( Protection ) |>[7 7
A7 #—)L )L—)L ( Firewall rules ) ] > [EQE ( Configuration ) ] IH V) ETF, CHIRETIDCZ
EZBRUERRATR, 7747 04— I)ORERFFELFREATL L,

WL DA DFHET, Expressway-E A'7/R— K 5062 BHDMEE TLS RS 714V 0% UYAVLT
WBHNESHERRTEETRT, COERIZE, Web M RX—T I/ AZFERTBH. CLI &IL—
NI-—HELTHERATEET,

Expressway @ J)L— KN A S, netstat-an | grep :5062'2E1TT D&, ROKDIBHANRRENE
ED

~ # netstat -an | grep ':5062'

tcp 0 0 172.16.2.2:5062 0.0.0.0:* LISTEN <-- Outside
Interface

tcp 0 0 192.168.1.6:5062 0.0.0.0:* LISTEN <-- Inside Interface
tcp 0 0 127.0.0.1: 5062 0.0.0.0:* LI STEN

tcp 0 0 ::1:5062 A LI STEN

NS DIEHIE Expressway-E D Web 1 VB —T7 I/ RAEZFEALTF Y T F Yy IBDEETER
T, chSOBFERZENETSICIE. ROFIEZSHEL TS EEL,

1. Expressway-ElcOJ 14> L&ET
2. "XOFTFVR V=1 >TR—NOFERAL > TO—HIBER—b) CBBLET
3.ZATSIPELVIPR—KN5062ZRELET (RICTT RS ICHKTHART ) -



Local inbound ports

BEINERNBENI DA 2EOT, BENORBELRTEE T, CLI OB SN S, netstat-an | grep
"5062'DHBIFRDKISICEYET,

~ # netstat -an | grep ':5062

tcp 0 0 127.0.0.1:5062 0.0.0.0: * LI STEN
tcp 0 0 ::1:5062 o LI STEN
~ #

ESIC, Web Ul TRO—HILDBEFR—BMOTICHE TLS R— KM AFRRENFEE A,

Local inbound ports

TLS pent s 1728622 5061

HOULETF—2HS, Expressway-E AHEHETLS RS 714V 072U Y AL TWEVEHIKTE
9,

BRIRTT %

COBMEBEZHRRTBDICE. HETLS E— RABMEBE>TWSD 2 & &, Expressway-E THE
TLS K— R 5062 CSBRE NT WA C &2 RRBT HBEF BV E T,

1. Expressway-E (COJ 4> L&Y,
2. [R%%E ( Configuration ) 1> [7'0 M JL ( Protocols ) ] > [SIP] ICBEL £ 9,
3METLS E—RA (A (On) ] CREThTVD L ERALET,
4. tHE TLS AR— R A" [5062] ICRREES N TVB & ZHIRBLET,
5 RICRTELSIC, R7F (Save )| 209V YILET,
SiP

Configuration

SIP mode

Mutual TLS mode

Mutual TLS port

I 4 : Expressway-E /=& CHA7UO—KREX SIP)L—N AYH—ZHR—-FLTLEW



NAT DY R O=) H—EREHETE., J=ILOIL—FT1 2T EI—NAYHA—=ICESTVTHT
bPhnET, L—MAYE—EF, YV1—23200—)L H—EAFRE (Expressway XTI X

) 85 A S Cisco Webex ICEEE NBBERICEDVWTEREETNET, Expressway JRKI X KRR

N (& Unified CM 2L T, =)L U —EANFrEMCHE>TVBR I #HLZIITIL, Th
SOI1—Y0F4LIBM) URIE, 1—H® Unified CM7R—AL VDT AZDUV T AR FQDN O
FzazHEHULET, LERE, Alice & Bob ZFAL EXROBIZSREL TS EEV,

F4LUMJUUR  EEIL—bAYHT—
bob@example.com emea-cucm.example.com
alice@example.com us-cucm.example.com

Alice £lFE Bob A=) ET5E, I-ILREESOATLIZAD UnifiedCM ICIL—FT 125
ThET, TOLEYD., BEAOI—YIZIL—FT 129 FTBHIZES O Cisco WebexRD CEET
BENTEET,

Alice A" Bob ICO—J)L U I=3/B4&. J—JLI& Alice @ Unified CM 7k—4L 2 Z X XD FQDN ( us-
cucm.example.com ) ICJL—7 14> J& 1F T, Cisco Webex A" Expressway-E NDEE IZEE
FBDSIPINVITEZDTDE, SPAYREA—OHRTROBHRNARONVYET,

)2 T AN URI sip:bob@example.com
JL— B A Y A — sip:us-cucm.example.com;Ir

ExpresswayD&E RN SRE3E, REIL—ILEF. EXRURITRAELSIL—IAY HA(us-
cucm.example.com) - ZFAL TI—LZL—TFT 1V IFTRDRSCREBENE T, COFEERE
Alice®Unified CMIR— LDV Z AR T,

S UIEEARNZIFEERN S, Expressway HER2TEREES N, BIROOD Y U MEL 5<%
NSTND1—FAVTORNEERTDENTEET, M®ﬁtht¢«r®FEA47U
YyRIO=I H—EEHEOI—-IL Y NTYTBREERUKLSIC, IO L ZREFHMTEEE
AFESHEVEVSERNIBRIhET,

Expressway CREMIOJ Z0 M TB8IIC. COOA—IILZHBETIHEICODVTEATAHAEL LD

o

1.SIP ER URI &, &ERIOFT 4L Y MU URI ( Directory URI) (Z%&F) £ T,
2. [SIP FROM]7 1 —)JL R{&, [First Name Last Name]
<sip:WebexDisplayName@subdomain.call.ciscospark.com>& R " & WD [REFEI|TT #—<
Y REIhET
chsnBEHReEAL T, BEAOTFALI MY URI, REAOFER, FiBFREMO Cisco
Webex SIP 7 RLATRHMOJZRETEET, COBFHRNIEVEEEF. TINVITESIP:, &1
RL T, Expressway TEITENTWVWBIXNTOSIPI—IILEZBRETEET, HEI—/ILD SIP
INVITE ABEE NS, SPO-)LIDZRLTIAE—TEEXT, cOEN DA 2S5, &IF]
—J)LIDICESVIBHOVZRETZETT, COO-IIL LY JICEETRZIITNTOXY £—
JERRTCEET,

Fh, AN LEEVBLKETOERRZRNDEEIN—TA T OBEOLBHIZKUS
£9, AIRICRL =15 Z Expressway-C THREL TAHT, A=A EIHASIL—TFT12T&Eh
FEDONESHZRANRND CENTEET, J—J)LH Expressway-C H#SI—FT 12 TdEhTWD
BER. TCHASHABEZRODIAREMENS<BEYNET,

D> F 1) F Tk, Expressway-C A" Expressway-E 'S INVITE ZZ2EL I EFDAYET,



2017-09-19T14: 16: 15. 836-04: 00 rtpl2-t pdne-118-VCSC tvcs: UTCTi me="2017-09-19 18:16: 15, 830"
Modul e="networ k. si p" Level ="DEBUG': Action="Received" Local-ip="192.168.1.5" Local -port="26847"
Src-ip="192.168.1.6" Src-port="7003" Msg-Hash="11449260850208794722"

SI PMBG

| NVI TE sip:jorobb@rtp.ciscotac.net S|P/ 2.0

Via: SIP/2.0/TLS 192. 168. 1. 6: 7003; egr ess-

zone=Hybri dCal | Servi ceTraver sal ; branch=z9h&4bKc81c6c4dddef 7ed6be5bdce9868f b019913; pr oxy-cal | -

i d=a82052ef - 6f d7- 4506- 8173- e73af 6655b5d; r port

Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bKb0eba6d700df df 761a8ad97f f f 3c240124; x- ci sco-

| ocal -service=nettle;recei ved=192. 168. 1. 6; r port =43119; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK6f e399bae58f b0d70c9d69b8e37e13e5912. 4248943487bf f 4af 6f 649b586¢c769
6bb; proxy-cal | -i d=f 2d15853- c81f - 462f - b3e5- c08124f 344a3; recei ved=172. 16. 2. 2; r port =25016

Via: SIP/2.0/TLS

192. 168. 5. 66: 5062; br anch=z9hG4bKO0f 455ca79cf 1b0af 5637333aa5286436; r ecei ved=146. 20. 193. 45; r port =35
464; i ngr ess- zone=Hybri dCal | Ser vi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1:5070; branch=z9hG4bK- 383039-

8f 0d64025c04d23b6d5e1d5142db46ec; r port =52706

Call -1 D 9062bca7ecaafe71b4a225048ed5101@127.0.0.1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>;call-type=squared

From "pstojano test"

; tag=872524918
To: <sip:jorobb@tp.ciscotac. net>
Max- Forwar ds: 15
Rout e:

Recor d- Rout e: <si p: proxy-cal | -i d=a82052ef - 6f d7- 4506- 8173-
e73af 6655b5d@92. 168. 1. 6: 7003; transport=tls;lr>
Recor d- Rout e: <si p: proxy-cal | -i d=a82052ef - 6f d7- 4506- 8173-
e73af 6655b5d@92. 168. 1. 6: 5061; transport=tls;lr>

CCTEERBDR, =M AYA—(OTAZFQDN ) FELETNDERETHHLTT, L
IL—h AYA—(UZAX FQDN ) cucm.rip.ciscotac.net ICESWTRTeh TV BREOD
YORBYWEBA, TOSTREL, XvE—IHF<IZ 404 Not Found THEBE N TVET,

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event="Call Attempted" Service="S|P"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-
test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Cal | -seri al - nunber =" a3e44231-f 62a- 4e95- a70e- 253701a89515" Tag="73c276e2-3917- 4a0c- 9f c5-
ddde83b49f dO" Protocol ="TLS" Aut h="NO' Level ="1" UTCTi ne="2017-09-19 18: 16: 15, 832"
2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event =" Search Attempted" Servi ce="S|P"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com' Dst-alias-type="SIP"
Dst-alias="sip:jorobb@rtp.ciscotac.net" Call -seri al - nunber ="a3e44231-f 62a- 4e95- a70e-
253701a89515" Tag="73c276e2-3917-4a0c- 9f c5- ddde83b49f d0" Detail ="searchtype: | NVI TE" Level ="1"
UTCTi ne="2017-09-19 18: 16: 15, 834"

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event =" Search Completed’ Reason="Not
Found" Service="SIP" Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com"
Dst-alias-type="SIP' Dst-alias="sip:jorobb@rtp.ciscotac.net" Call-seri al - nunber="a3e44231-f 62a-
4e95- a70e- 253701a89515" Tag="73c276e2-3917- 4a0c- 9f c5- ddde83b49f d0" Detail="found:false,
searchtype: INVITE, Info:Policy Response" Level ="1" UTCTi ne="2017-09-19 18:16: 15, 835"
2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event="Call Rejected" Service="SI|P"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-



test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Cal | -seri al - nunber =" a3e44231-f 62a- 4e95- a70e- 253701a89515" Tag="73c276e2-3917- 4a0c- 9f c5-
ddde83b49f d0" Detail="Not Found" Protocol ="TLS" Response-code="404" Level ="1" UTCTi ne="2017-09-
19 18:16: 15, 835"

2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-19 18: 16: 15, 830"
Modul e="net wor k. si p* Level ="I NFO': Action="Recei ved" Local -i p="192.168.1.5" Local - port="26847"
Src-ip="192.168.1.6" Src-port="7003" Detail ="Receive Request Method=I NVI TE, CSeq=1, Request-
URI=sip:jorobb@rtp.ciscotac.net, Call-|D=9062bca7eca2afe71b4a225048ed5101@27.0.0.1, From
Tag=872524918, To- Tag=, Msg- Hash=11449260850208794722, Local -

Sessi onl D=daf 7¢278732bb5a557f b57925df f cbf 7, Renpt e- Sessi onl D=00000000000000000000000000000000"
2017-09-19T14: 16: 15. 836-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-19 18: 16: 15, 836"
Modul e="net wor k. si p" Level ="I NFO': Action="Sent" Local -i p="192. 168. 1. 5" Local - port="26847" Dst -
i p="192. 168. 1. 6" Dst-port="7003" Detail =" Sending Response Code=404, Method=INVI TE, CSeqg=1,
To=sip:jorobb@rtp.ciscotac.net, Call-|1D=9062bca7eca2af e71b4a225048ed5101@27.0.0.1, From
Tag=872524918, To- Tag=96b9aleaf 669a590, Msg- Hash=254718822158415175, Local -

Sessi onl D=00000000000000000000000000000000, RenDt e- Sessi onl D=daf 7¢278732bb5a557f b57925df f cbf 7"

2017- 09-19T14: 16: 15. 836-04: 00 rtpl2-t pdne-118-VCSC tvcs: UTCTi me="2017-09-19 18:16: 15, 836"

Modul e="net wor k. si p* Level ="DEBUG': Action="Sent" Local -ip="192.168.1.5" Local -port="26847" Dst -
i p="192.168. 1. 6" Dst-port="7003" Msg-Hash="254718822158415175"

SI PMBG

| SIP/2.0 404 Not Found

Via: SIP/2.0/TLS 192. 168. 1. 6: 7003; egr ess-

zone=Hybri dCal | Servi ceTraver sal ; branch=z9h&bKc81c6c4dddef 7ed6be5bdce9868f b019913; pr oxy-cal | -

i d=a82052ef - 6f d7- 4506- 8173- e73af 6655b5d; r ecei ved=192. 168. 1. 6; r port =7003; i ngr ess-
zone=Hybri dCal | Servi ceTraver sa

Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bKb0eba6d700df df 761a8ad97f f f 3c240124; x- ci sco-

| ocal -service=nettle;recei ved=192. 168. 1. 6; r port =43119; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK6f e399bae58f b0d70c9d69b8e37e13e5912. 4248943487bf f 4af 6f 649b586¢c769
6bb; proxy-cal | -i d=f 2d15853- c81f - 462f - b3e5- c08124f 344a3; recei ved=172. 16. 2. 2; r port =25016

Via: SIP/2.0/TLS

192. 168. 5. 66: 5062; br anch=z9hG4bKO0f 455ca79cf 1b0af 5637333aa5286436; r ecei ved=146. 20. 193. 45; r port =35
464; i ngr ess- zone=Hybri dCal | Ser vi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1:5070; branch=z9hG4bK- 383039-

8f 0d64025c04d23b6d5e1d5142db46ec; r port =52706

Call -1 D 9062bca7ecaafe71b4a225048ed5101@127.0.0.1

CSeq: 1 INVITE

From "pstojano test"

; 1ag=872524918
To: <sip:jorobb@tp.ciscotac. net>;tag=96b9aleaf 669a590
Server: TANDBERG 4135 (X8.10. 2)
War ni ng: 399 192.168. 1.5:5061 "Policy Response”
Sessi on-1D: 00000000000000000000000000000000; r enpt e=daf 7c278732bb5a557f b57925df f cbf 7
Content-Length: O

£ FVFERBLTHRD E, XS FUATRERBREOAD Y INFN—ZDAYE— (VT AR
FQDN ) CETVWTRTFEhTVWBZEN DAY ET,

2017-09-22T13: 56: 02. 215-04: 00 rtpl2-tpdne-118-VCSC tvcs: Event =" Search Attempted" Service="S|P"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP"
Dst-alias="sip:jorobb@rtp.ciscotac.net" Call -seri al - nunber="17aa8dc7-422c- 42ef - bdd9-

b9750f bdOedf " Tag="8bd936da- f 2ab- 4412- 96df - d64558f 7597b" Det ai | ="sear chtype: | NVI TE" Level ="1"
UTCTi me="2017-09-22 17:56: 02, 215"

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 217"
Modul e="networ k. cpl " Level ="DEBUG': Renote-ip="192.168.1.6" Renote-port="7003" Detail ="CPL:



<routed> "

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="networ k. cpl " Level ="DEBUG': Renote-ip="192.168.1.6" Renote-port="7003" Detail ="CPL:

<l ocation clear="yes" url="sip:cucmrtp.ciscotac.net;lr" diversion="" dest-url-for-
nessage="si p:j orobb@tp. ci scotac. net" sip-route-set="" dest-service=""> added
sip:cucmrtp.ciscotac.net;lr to |location set "

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="networ k. cpl " Level ="DEBUG': Renote-ip="192.168.1.6" Renpte-port="7003" Detail ="CPL:
<proxy stop-on-busy="no" tineout="0"/>"

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'Inbound M5 to CVM5' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'nultiway' did not match destination
alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'WbEx Search Rule' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'ISDN | nbound' ignored due to source
filtering"

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'recalls into CM5 did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule ' CEtcp-rtpl2-tpdne-118-ucnpub’ did
not match destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 218"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rul e ' Conference Factory' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule 'Inbound B2B Calling'" did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09-22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Search rule '"Calls to C sco Wbex' did not match
destination alias 'cucmrtp.ciscotac.net;lr""

2017-09- 22T13: 56: 02. 218-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"
Modul e="net wor k. search" Level ="DEBUG': Detail ="Consi dering search rule 'as is local' towards
target 'Local Zone' at priority '"1" with alias 'cucmrtp.ciscotac.net;lr""
2017-09- 22T13: 56: 02. 219-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 219"
Modul e="net wor k. search" Level ="DEBUG': Detail="Considering search rule 'Hybrid Call Service
Inbound Routing' towards target 'CUCM1ll' at priority '2' with alias 'cucm.rtp.ciscotac.net;lr'"

T D#. Expressway-C #"1—)JL%& Unified CM ( 192.168.1.21 ) ICIEEL<KEEL TWVWB &b
PYET,

2017-09-22T13: 56: 02. 232-04: 00 rtpl2-tpdne-118-VCSC tvcs: UTCTi ne="2017-09-22 17:56: 02, 232"

Modul e="net wor k. si p* Level ="DEBUG': Action="Sent" Local -ip="192.168.1.5" Local -port="25606" Dst -
i p="192.168. 1. 21" Dst-port="5065" Msg- Hash="866788495063340574"

SI PMSG

| INVITE sip:jorobb@rtp.ciscotac.net S|P/ 2.0

Via: SIP/2.0/ TCP 192. 168. 1. 5: 5060; egress-

zone=CUCM11; br anch=z9h&4bK251d6daf 044e635607cc13d244b9ea45138220. 69ccb8de20a0e853¢c1313782077f 77b
5; proxy-cal | -i d=17aa8dc7-422c- 42ef - bdd9- b9750f bdOedf ; r port

Via: SIP/2.0/TLS 192. 168. 1. 6: 7003; egress-
zone=HybridCallServiceTraversal; br anch=29h&4bKba323da436b2bc288200d56d11f 02d4d272; pr oxy-cal | -

i d=32c76cef - e73c-4911- 98d0- e2d2bb6f ec77; recei ved=192. 168. 1. 6; r port =7003; ingress-
zone=HybridCallServiceTraversal

Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bK06cde3f 662d53a210b5b4b11b85500c19; x- ci sco-| ocal -
servi ce=nettl e;recei ved=192. 168. 1. 6; r por t =42533; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK297799f 31d0785f f 7449e1d7dbe3595b271. 2ed90cbed5b79c6cf f ad9ecd84cc8
337; proxy-cal | -i d=3be87d96- d2e6- 4489- b936- 8f 9cb5ccaabf ; recei ved=172. 16. 2. 2; r por t =25005



Via: SIP/2.0/TLS

192. 168. 4. 146: 5062; br anch=z29hG4bK043ca6360f 253c6abed9b23f bef f 9819; r ecei ved=148. 62. 40. 64; r port =36
149; i ngress- zone=Hybri dCal | Servi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1: 5070; br anch=z9h&4bK- 353038-

8c648a16c2c5d7b85f a5¢c759d59aa190; r port =47732

Cal |l -1 D. daala6f a546ce76591f c464f 0a50ee32@27.0.0.1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>;call-type=squared

From "pstojano test" <sip:pstojano-test@nzlab.call.ciscospark.conm;tag=567490631
To: <sip:jorobb@tp.ciscotac. net>

Max- For war ds: 14

Route:

Recor d- Rout e: <si p: proxy-cal |l -i d=17aa8dc7-422c- 42ef - bdd9-

b9750f bdOedf @92. 168. 1. 5: 5060; transport=tcp;lr>

Recor d- Rout e: <si p: proxy-cal |l -i d=17aa8dc7-422c- 42ef - bdd9-

b9750f bdOedf @92. 168. 1. 5: 5061; transport=tls;lr>

Recor d- Rout e: <si p: proxy-cal |l -i d=32c76cef-e73c-4911-98d0-
e2d2bb6fec77@92. 168. 1. 6: 7003; transport=tls;lr>

Recor d- Rout e: <sip: proxy-call -i d=32c76cef-e73c-4911-98d0-
e2d2bb6fec77@92. 168. 1. 6: 5061; transport=tls;lr>

Al l ow. | NVI TE, ACK, BYE, CANCEL, | NFO, OPTI ONS, REFER, SUBSCRI BE, NOTI FY
User - Agent: TANDBERG 4352 ( X8.10. 2-b2bua-1.0)

MO Z 5L . BE% Expressway-C E4SENDI T — (404 Not Found ) ICOBEL 12D T,
COEOEEZSIZEECLUTVRRERAORAICERTDCENTEERT, XDEIEDVWTERE
TRRENHYET,

1. =)Lk, BEIL—IL%ZNL T Expressway DYV —2ZRAHLTVET,
2. Expressway Tld, "Z7U0—REZEX SIPI)IL—ROHR—K1 EFFNZODY IONFFERE
NET, COODY IR, L—FOAYE—NFEENATVS SIPINVITE ERZLEBLET
o _MfE%, Expressway-C & Expressway-E OfBE D [V —> (Zones )] ( NZN—H)L
H—NN. RSIN—HYI IFATUR, JAN—)THAVEERATICTRZENTEET
— T xConfiguration ZfEfH L T, Expressway-E 8 Z/N\—H )L H—/\ Y —2 & Expressway-C
DZAFNVY=20OBAT, BICNAT VY R O-IIL H—ERBEGRAICREENATVIED
ICDOVTREZRTRCEERET, V—2VOREICMAT, cOO-IILZY—2ETBBITDLS5K
EENTVIREIN-INEDNIDENTEET, £, Expressway-E #*' S Expressway-C
ICO—=INEEhECEEDA2TVWEDOT, RIN—BILH—NV—-"OFRENEL VHEE
NEECESKEYWET,

BRRICIE, "D xConfig TREZDY—HANATDY R O=)L Y—ER NSN—H)L

( Hybrid Call Service Traversal ) E VS BRI TH D ENDHVY ET, ZhiE TraversalServer
EVWSY—=2 BALTTE, CcOY—2k, SIPTCP 7R— bk 7003 % &M L T Expressway-C N D
BEZITVET,

NATVY R O=) Y—ERATEELZNEF., 77VO—REXSIP)IL—hOHR—KNZEFICL
TVRDRBENHDETT, Expressway D Webf >V Z—T7 I 4 ATk, COEERTVO—RFEF
& SIP JL—bM ®OHYR— KN ( Preloaded SIP routes support ) EMFENTWE T, xConfiguration
T SIP PreloadedSipRoutes Accept ERTFRENE T,

Expressway-E
*c xConfiguration Zones Zone 7 Name: "Hybrid Call Service Traversal"



Traversal Server Authentication Mde: "DoNotCheckCredenti al s"
Traversal Server Authentication UserNane: "hybridauth"
Traversal Server Col | aboration Edge: "Of"

Traversal Server H323 H46019 Denul ti pl exi ng Mode: "OFf"
Traversal Server H323 Port: "6007"

Traversal Server H323 Protocol: "Assent"

Traversal Server Registrations: "All ow

Traversal Server SIP Media AesGecm Support: "OFf"

Traversal Server SIP Media Encryption Mde: "Auto"

Traversal Server SIP Media | CE Support: "OFf"

Traversal Server SIP Multistream Mbde: "On"

Traversal Server S|P ParaneterPreservati on Mde: "On"
Traversal Server S|P Poi son Mde: "Of"

TraversalServer SIP Port: "7003"

TraversalServer SIP PreloadedSipRoutes Accept: "On"
Traversal Server SIP Protocol: "Assent"

Traversal Server SIP TLS Verify Mde: "On"

Traversal Server SIP TLS Verify Subject Name: "rtpl2-tpdne-118-

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
VCSC. rtp. ci scotac. net”

*c xConfiguration Zones Zone

NN NN NN NN NNNNNNNN NN

7 Traversal Server SIP Transport: "TLS"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server TCPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server UDPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Type: "TraversalServer"

T, COVU—2ICERREIL—I 3 (Webex N1 T VY RYHFRFFHFSAhTWDRZEEHMT
EFET, EXRNICE, BRIL—ILINATVY R O=)I H—ERAODNS V- % ZHAL TEE
T2 TFgXTO; IAVTFTAZZEEFEL, siIROYV—2 TNATUY R =)L H—EAR RSN —
B ICELTVWET, FEREhI-ESHBY), Expressway-E DBREIL—ILE NS N—HIL H—N
V—EEULLKEREESNTVET,

Aut henti cation: "No"
Description: "Calls to VCS-C'
Mode: "AnyAlias"

Name: "Webex Hybrid"
Pattern Behavior: "Strip"
Pattern Repl ace:

Pattern String:

Pattern Type: "Prefix"
Priority: "15"

Progress: "Stop"
Protocol: "SIP"
SIPTrafficType: "Any"
Source Mode: "Named"

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule Source Name: "Hybrid Call Services DNS"
State: "Enabled"

Syst enGener at ed: " No"

Target Name: "Hybrid Call Service Traversal"
Target SIPVariant: "Any"

*c xConfiguration Zones Policy SearchRules Rule Target Type: "Zone"

Expressway-C @ xConfiguration (3B U iB& . &HIC Webex /N1 7Y ROKNZ/N—H)L
DZAT RN V2RI CENTEET, BHREICRDTDHED 1 D& L T, Expressway-E

0 xConfiguration A 5 A > 1= R— NEE (SIP K—b :"7003" ) THRELET, ChEFAL
T. xConfiguration TEELWY -2 ZF<ICHRT CEANTEET,

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule

W W Wwwwwwwwwwowwowowwwowuw

FERROERSIZ, [Y—2FB (ZoneName )] ELT TNA 7V Y R O=)IL H—EAX RF/N—
)L ( Hybrid Call Service Traversal ) , [FA4 7 (Type )1 &ELT TRSN—BI V54T b



( Traversal Client ) 5 . & KT SIP PreloadedSipRoutes Accept DERERBA DAV ET, <D
xConfiguration /5, COERAZICREENTVWBEAN DAY ET, FCisco Webex /N1 7
Dy RO=)I H—ERBEAHNA Ry C&NEF, COERFVICRETIHXEN HYVET,

TSI, TUO—RFEXSIPIL—RNOYR—NDEBBEFANTHDE, COEEFTICHREL,
BENDINVITEILIL—KAYE—HNFEENTVWSBEEEF. HSHIZ, Expressway-C XY+
—%k T"IH I3 VET, TCOAYA—HFEENTLVS SIPINVITE EREY —
VTHERITDESICTRICE, [FVA—KRFEH® SIPIL—bMOHAR—B (Preloaded SIP routes
support )] & [A7 (Off )] IV EXET, .

Expressway-C

*c xConfiguration Zones Zone 6 Name: "Hybrid Call Service Traversal"

*c xConfiguration Zones Zone 6 Traversal Cient Accept Del egated Credential Checks: "Of"
*c xConfiguration Zones Zone 6 Traversal Client Authentication Mde: "DoNotCheckCredential s”
*c xConfiguration Zones Zone 6 Traversal Client Authentication Password:

"{ci pher}qeh8eq+f uvY1GH&GRLder/ 11 YDd76Q 6Kr HGA7g8bJs="

*c xConfiguration Zones Zone 6 Traversal Cient Authentication UserName: "hybridauth”
*c xConfiguration Zones Zone Traversal Client Collaboration Edge: "Of"

*c xConfiguration Zones Zone Traversal Cient H323 Port: "1719"

*c xConfiguration Zones Zone Traversal Cient H323 Protocol: "Assent"

*c xConfiguration Zones Zone Traversal Client Peer 1 Address: "amer-expressway01l.ciscotac. net"”
*c xConfiguration Zones Zone Traversal Client Peer 2 Address:

*c xConfiguration Zones Zone Traversal Client Peer 3 Address:

*c xConfiguration Zones Zone Traversal Client Peer 4 Address:

*c xConfiguration Zones Zone Traversal Client Peer 5 Address:

*c xConfiguration Zones Zone Traversal Client Peer 6 Address:

*c xConfiguration Zones Zone Traversal Client Registrations: "All ow

*c xConfiguration Zones Zone Traversal Client Retrylnterval: "120"

*c xConfiguration Zones Zone Traversal Client SIP Media AesGecm Support: "OFf"

*c xConfiguration Zones Zone Traversal Cient SIP Media Encryption Mde: "Auto"

*c xConfiguration Zones Zone Traversal Client SIP Media | CE Support: "OFf"

*c xConfiguration Zones Zone TraversalClient SIP Miultistream Mbde: "On"

*c xConfiguration Zones Zone Traversal Cient SIP ParaneterPreservati on Mde: "On"

*c xConfiguration Zones Zone Traversal Client SIP Poison Mde: "Of"

*c xConfiguration Zones Zone TraversalClient SIP Port: "7003"

TraversalClient SIP PreloadedSipRoutes Accept: "Off"
Traversal Client SIP Protocol: "Assent”

TraversalClient SIP TLS Verify Mde: "On"

Traversal dient SIP TURN Server Address:

*c xConfiguration Zones Zone Traversal Client SIP TURN Server Port:

*c xConfiguration Zones Zone TraversalClient SIP Transport: "TLS"

*c xConfiguration Zones Zone 6 Type: "TraversalClient"

COBRFRT, BEN Expressway-C DRNTN—HI VAT RN V—2VOREIAANEDEE
Flk, [FVO—RFEH SIP)L—BMDOHR—K ( Preloaded SIP routes support ) | & [7>
(ON)JICHINEBABRENf HYVET,

IR TT %

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

DO O OO OO0 OO OO,

700—REHKSIPIL—ROYR—RZELKHRETRICE. ROBREZITVET,

1. Expressway-C (O 14> LE T,

2. [&7E ( Configuration )] >[Y —>/ (Zones )] >[Y —2 (Zones ) | ICBEIL F T,

B.INATVY RO=INH—EAX NSZN=HI 954 F> K J—2 (Hybrid Call Service
Traversal clientzone ) ] ZBIRULET ( BRIFTREEBFHRIEICERYET ),

4. [7)0O—KFEH SIP JL— bk OHR— K ( Preloaded SIP routes support )] & [#F> (On )]
ICRRELET,



5.[fR%F (Save )] ZEIRL £ 7,

X 20> F ) AE Expressway-C TOEREEHZRL TVETAH, Webex N1 7)Y R ]
=)L NSN=HILH—=NV—=2T[7VO—REHK SIP )L—KDHR—K ( Preloaded SIP
routes support ) ] A [#F7 (Off ) ] I 2 TWA1HE &, Expressway-E TERLUBZHIOY
IZ—HNRIONBDAEEN HYET., TOFERE. O—I)LA Expressway-C ICEIETD &
ERU THERENT ., Expressway-E A" 1—JLIERSH KU 404 Not Found ZEE T 5% E %
HoTWhEZEILRYET,

B 5: CiscoWebex 77V T2 20 —)Li@H ( P—ABM) EZFELTWVS

COBENEEK., J-IIoROYZEESHEVEBEI-ILOZFIAFATOH, BRHEICKEL
F9, COBBETR, A—)ILZZELTLVHA(BEA)FI-ILERELEA(RERA) /5
2 ONBEH ( M—ABN ) %Z CiscoWebex 77U TEEFELTVET, 1 DB NDBEAIF Cisco Webex
DASERENTVT, 22BOBHRIEF AV TLIZA AV TZARTIFYASERETNATVET
o ROKE, BELE2 DOEHOHTT,

1 i B

Jonathan Robb

—
(i}
LA
L
P}

L3
o
[

. - & X

jorobb-CSC Test Phone

1 DBOBHA ( h—AKM ) &, Cisco Webex fllAS5I—)LZBKBRLTWVWDAY (HEM ) TI.
COPITIE, HEEFDE, TOO-IIZRAKBLTVWSAI1I—HDOXRTRA ( Display Name ) T, 2
2EHOBH ( h—AN) K, AVTLIZADOCTIAS, EEEFEI-ILEZRELTVWAI—HIZE
V) H TSN CiscoWebexRD A SEFEENTVET, —RBI2E, COBEFEFTEARICEDA
£¥9, LHAL, CiscoWebex /N1 7Y R J=HRFHA ROBEI-INORERTHDE, K
ICRTESIC, BEICODVTERERDDENTEET,



° Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

bob@example.com Bob’s endpoint rings; Spark Remote Device

\\‘“ is triggered.
’ park-R . ) )
o Call is extended to Cisco Collaboration
= RrD /bob@example.call.ciscospark.com Cloud through remote destination on Spark
;“!o Remote Device; Cloud blocks the loop.

I\, JH ‘ Expressway-C Expressway-E

Cisco Unified CM  bob@example.call.ciscospark.com

22

+14085551235
alice@example.com

313106

Alice Bob

CORN S, Alice l& B9 ® Cisco Webex 7 7UA S Bob Z1—J)LLTWT, O—=INF>TL
SRETTA—DVENTVWBRZENDAYET, cOD—)LIE, Bob DEFHICEI HTSNT
W37 1L 2 KU URI (Directory URI ) E—BLFET, BMEEBDIDIEFE. CORRFTTETILY
N1 URI A" Bob ® CTIRD FE /(& Cisco Webex RD ICEE) H TSN TWBETT, LEN
2T, J—J)LA CTI-RD £7 & Cisco Webex RD ICIRRE & &, TDOI—)LIE Cisco Webex
ICEVRENET, Chik. /N1 ADJE— %% ( Remote Destination ) A
bob@example.call.ciscospark.com AICEREENTWVWALEHTT, cORAICHLTD o,
Cisco Webex EBEFENI—IL Ly T ZzF*+ I LFT,

=)L Ly JZEEICF ¥ TS, Cisco Webex FHRHIZSIPAYHA—IZ/NTX—2R
ERETIHLENHYELEDN, ALY T EF YO EITHIENTSIPAYA—RRT
C&lZixV) ET, Cisco Webex A" SIP INVITE IZEEAT3/VT X—AR & call-type=squared & R
hBENT, COEHFIARIUB (Contact ) AYA—CADEIhET, COEBHIAYE—DHS
REL 5BE., CiscoWebex F1—ILZFx Y LI TH2HEERBTEEFL A,

COULEBHRL S, BICRLESF VA ZBUOSRIBDCENTEEFT, IO FUFTRE,
Cisco Webex 1—H'® Jonathan Robb A J—J)LZREFEL & &IZ, 1—H® Cisco Webex 77
JT22008HA( FN—ARN)ZZELTVELE, COBOREE NSNS 1—F12T0F%
IZlk. ®IZ Expressway-C & Expressway-E A SBHOT 2 RETIHEN HYET, £7.
Expressway-E ®OJ ZFAXT, SIPINVITE ICEVWTHRIAICA /NI RNiEEE I i Cisco
Webex INVITE DA RZU N AY X —IZ, EERIC call-type=squared DEN FET D L EBH
HBICENTEXRS, CNICKY, TJ7AT I A=A E—2"F2>E<BELTVLEVCS
ENRAOSNET, RIZRTDRE. SOZF ) FICE TS Expressway-E NDESE INVITE ©
AZRY NOITT,



2017- 09-19T14: 01: 48. 140- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 18: 01: 48, 140"
Modul e="networ k. si p" Level ="DEBUG': Action="Received" Local -ip="172.16.2.2" Local -port="5062"
Src-ip="146.20.193. 73" Src-port="40342" Msg- Hash="11658696457333185909"

S| PMSG

| INVITE sip:pstojano-test@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192. 168.5. 164: 5062; branch=z9hG4bK564cd36d87f 3417513¢c9b559dc666f 71, SI P/ 2. O/ TLS
127. 0. 0. 1: 5070; br anch=z9hG4bK- 3237- 5¢5060d07ecc546a0bb861ef 52a5f 507; r por t =43306

Call -1 D: 6bc0OcaB8210c0b48df 69f 38057ecle48b@27.0.0. 1

CSeq: 1 INVITE

Contact: "I 2sip-UA" <sip:l2sip-UA@ 2si p-cfa-01. wbx2. com 5062; transport=t| s>; call-type=squared
<-- Webex inserted value

From: "Jonathan Robb"

; 1ag=540300020
To:

VRO N AY A —I(C call-type=squared DEHFBFEELET, cOFLTEE., I-ILT
Expressway ZN L EIL—FT 1 T RITSMENHY)., JI—)L% Webex N1 7Y R KZ/\—
I =NV DHDSEETEIHLEN BV ET, Expressway-E OO &##&EL T, JI—ILAH
Expressway-E A S ED RS ICEFENEOA ERARNDENTEET, TOR/REL S,
Expressway-E A"AIS A D FHET INVITE ZBELTVRAES A ZHRILE T,

2017- 09-19T14: 01: 48. 468- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 18: 01: 48, 468"

Modul e="network. si p" Level ="DEBUG': Action="Sent" Local -i p="192.168.1.6" Local - port="7003" Dst -
i p="192.168. 1. 5" Dst-port="26686" Msg-Hash="1847271284712495612"

SI PMBG

INVITE sip:pstojano-test@rtp.ciscotac.net S|P/ 2.0

Via: SIP/2.0/TLS 192. 168. 1. 6: 7003; egress-
zone=HybridCallServiceTraversal; br anch=29h&4bKec916b02b6d469abad0a30b93753f 4b0859; pr oxy-cal | -

i d=d7372034- 85d1- 41f 8- af 84- df f ed6d1a9a9; r port

Via: SIP/2.0/TLS 192.168.1.6:5073; branch=z9h&bKd91699370129b4c10d09e269525de00c2; x- ci sco-| ocal -
servi ce=nettl e;received=192. 168. 1. 6; r port =43119; i ngr ess- zone=Def aul t Zone

Via: SIP/2.0/TLS 64.102. 241. 236: 5061; egr ess-

zone=Def aul t Zone; br anch=z9h&bK52aac9a181192566e01b98ae0280bdf f 858. 0e65cdf e078cabb269eecb6bcel32
8be; proxy-cal | -i d=ec51e8da- ela3-4210- 95¢c9- 494d12debcd8; recei ved=172. 16. 2. 2; r port =25016

Via: SIP/2.0/TLS

192. 168. 5. 164: 5062; br anch=z9hG4bK564cd36d87f 3417513c9b559dc666f 71; r ecei ved=146. 20. 193. 73; rport =4
0342; i ngress-zone=Hybri dCal | Servi cesDNS

Via: SIP/2.0/TLS 127.0.0. 1: 5070; branch=z9h&4bK- 3237- 5¢5060d07ecc546a0bb861ef 52a5f 507; r por t =43306
Call-1D: 6bc0ca8210c0b48df 69f 38057ecle48b@27.0.0. 1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls> <-- Webex inserted value is now missing

From: "Jonathan Robb"

; 1ag=540300020
To:



Max- Forwar ds: 15
Rout e: <sip:cucmrtp.ciscotac.net;lr>

Expressway-E A5 Expressway-C ICIEEENTWAH O SIPINVITE ZFAXTH2 &, AR Y
N AY & —IZ call-type=squared ' ZW\ DAY ET, £, TEHBE4Z2R2E, HAHV—
> ( egress-zone ) A" HybridCallServiceTraversal ICEL < B2 TWVWBEEDOLAYET, ML
LT, &4 VILESIC CiscoWebex 77UN 2 DEHOBEHM ( F—AN ) ZZELTLVR DI,
Expressway-E ICEWT SIPINVITE DRI N AY A —H 5 call-type=squared X F X%&EL
TUVRHLSIEEYMTEET, DFV)., COAYA—DOXEEBIERILTVAFERERE LS
BPRENFHYVET,

O—JLi&, Expressway TEY RPYFULENAT VY R =)L Y—ER NRSN—HILEZZHL
TWN—FAVITRRENHYET, TOLEYD, TIHNSHABLZRHZION BT,
xConfiguration "H2FBEE, CcOV—UHFEDRSICBREENLZOHN ZHEBTEET,
xConfiguration TY—ZBET DIk, OJICHIET IS ViafTICEBREn B Z2FALE
9. BIDHITIE egress-zone=HybridCallServiceTraversal EWVS BHIICHZ 2 TWEL I, DA
HA SIPAYA—0O ViafTICHIEhD EERF, AR—ANHIBRE E T, xConfiguration D &R
RASREEBOV—2FBICEK, AR—=ZANFHY., NA7UYy R O=)L H—ERA NSN—H)
T7#—X Y MFBREETIATVET,

Traversal Server Authentication Mde: "DoNotCheckCredenti al s"
Traversal Server Authentication UserNane: "hybridauth"
Traversal Server Col | aboration Edge: "Of"

Traversal Server H323 H46019 Denul ti pl exi ng Mode: "OFf"
Traversal Server H323 Port: "6007"

Traversal Server H323 Protocol: "Assent"

Traversal Server Registrations: "All ow

Traversal Server SIP Media AesGecm Support: "OFf"

Traversal Server SIP Media Encryption Mde: "Auto"
Traversal Server SIP Media | CE Support: "OFf"

Traversal Server SIP Multistream Mbde: "On"
TraversalServer SIP ParameterPreservation Mode: "Off" <--

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

NN NN NN NN NN NN

Possible Suspect Value

*c xConfiguration Zones Zone 7 Traversal Server SIP Poison Mde: "Of"

*c xConfiguration Zones Zone 7 Traversal Server SIP Port: "7003"

*c xConfiguration Zones Zone 7 TraversalServer SIP PreloadedSipRoutes Accept: "On" <=--
Possible Suspect Value

*c xConfiguration Zones Zone 7 Traversal Server SIP Protocol: "Assent”

*c xConfiguration Zones Zone 7 Traversal Server SIP TLS Verify Mde: "On"

*c xConfiguration Zones Zone 7 Traversal Server SIP TLS Verify Subject Name: "rtpl2-tpdne-118-
VCSC. rt p. ci scotac. net”

*c xConfiguration Zones Zone 7 Traversal Server SIP Transport: "TLS"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server TCPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server TCPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe KeepAlivelnterval: "20"
*c xConfiguration Zones Zone 7 Traversal Server UDPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 Traversal Server UDPProbe Retrylnterval: "2"

*c xConfiguration Zones Zone 7 Name: "Hybrid Call Service Traversal"

REANATVYRDA=IINHB—ERXARSIN—HILOEDTHBDENASHICBE2LDOT, K
DESBRUEREDRBERICENTERT,

. SIP PreloadedSIPRoutes Accept : 7>
. SIP ParameterPreservatoin Mode : &7

EE D Expressway ® Web 1 R —7 I A AZFEAL T, ChSDEOEREBHEOABZHER
TEET,



Z77U0O—KR%EH SIP JL— M ®OY7R— B ( Preloaded SIP routes support )

L=KhAYR—HNFEENTVBSIPINVITEERZECOYV - TREBETEDRSIZTRICE, [7
JO— K&k SIP L— R DOH7R— K ( Preloaded SIP routes support ) ] & [Z> (On ) ] I8V &
AEY,

COANYA—NEENTVS SIPINVITEERZY -2 THERITDLSICTRICE, [FUVO—R
B SIP JL— R DOHR— K ( Preloaded SIP routes support ) ] Z [F7 (Off ) ] ICHIWEAE T,

SIP N5 X—Z ORI ( SIP parameter preservation )

Expressway ® B2BUA A C DV —2Z N L TIL—TFT 120Nk SIPERAONTX—2 2R
Byah, EEEIHNZRELET,

[ZF>(On)]: 2OY—2EB2BUADETIL—T A2 TENDERD SIPER URINT X—&
EOVERINNIFA—BREZREBELET,

[F7 (Off)]: COY—2E B2BUADETIL—TFT 12 TENBDERD SIP ER URI/NTF X—&
EOAVRIOMNNFA—2%Z B2BUAFREBICHUTREETCLEHILET,

_h5NEZE., xConfiguration DERE, & &V call-type=squared DEA SIP INVITED T &
DRI AYEA—ECREBEThTVWAZEDNS, NATVYRIO=ILH—ER NSN=HI V=2
TSIPNTA—RORBEEZTT (Off) ICLTVBRZEN ZTDIEOREATHY, TOEHIC
CiscoWebex P7U T2 DOEEBEEAZZFEL VA ELBRAIBDENTEET,

IR TT %

SIPINVITE >R~ AY X —T call-type=squared DIEZRD =& (Zlk. Expressway (&
WT, =)L OABICBETZINXNTOYV—ICOVWTSIPNZX—Z0REEYR—NT I
ENFHYET,

1. Expressway-E ICOJ 1> LET,

2. [E%%E ( Configuration ) ]> [V —> (Zones )] >[V—> (Zones ) | ICBEBL £,

BNAT VYR KNSN=HI B—NIFERAEhTVRY -2 %BRLET,

4. [SIP NT X—RDO{R$F ( SIP parameter preservation ) | DfE%Z [#A> (On )] ICFRELET

5. REZREFELET,
AR A A A R AR R A AR R AR R AR
DI FUFOEITIE, Expressway-E @ Webex /N1 71Uy R NSN—=HI)L =N Y=
DERENBR2>TVEL . Webex NATUY R RSN—=HI 547> NEE CUCM RA4 N
—V—=2IEBVTE, SIPNFX—RXORFOENFFT7ICEREENTVR AU +2ICHD
EIWFEBELTLKEETV, ZNFE, Expressway-EN 5 Expressway-Clc Xt L T call-
type=squaredfHEF i EFEE N T, Expressway-CHh SHIRE D A FREIhET,

FIORNNDY R:AVTLIAD S Cisco Webex A

FTLIZANS Cisco Webex NDREEETIH, FEAEITRNTOFEICEALUERF FEES L
TVWET, EEAWEF., TUnified CM ICERL B OEFE#A S, J—J)L H—EREHZETHIIC
BOTVWBMOI—HICERFEN DL, HFOAVTLIRAEFERTEIEESZTHIES N, HF
M Cisco Webex 77U TRHRBEEEZIHNFBS KV, BRETT, cOPFIVFAENT TN 1—FT4

VOB EHICE. COBENDO-IINTRETH OA-I)LO70—-O0>2YIO0MmABIC ODVWTERZL
THBLLENEETT,

£&ENEOSY Y 70—



AW

o N O O

9.

A—YANBSOAVTLIABERALAS, I-YBOFALIK) URIICEREZLATE

EE

A—HBOAVTLIAEFEME CTIRD/Webex RD AA— )22 HRHFET,
A—YBOFAVTLIABETEGENBUBHET,
.1—%" B ® CTI-RD/Webex-RD IC&k 2T, cOO—)LA"

UserB@example.call.ciscospark.com EWSBEIZT #—U & hFE T,

. Unified CM A" Z ® 1—)L%& Expressway-C [CEL £,

. Expressway-C #* 1—JL % Expressway-E I(CEELE T,

. Expressway-El&. callservice.ciscospark.com R X4 > TDNSILY O F Y T HZR{TLET
. Expressway-E A", 7R— K 5062 Z#XH L /= Cisco Webex IREADEFEHEHA AT T,

Expressway-E & Cisco Webex IRIBOBETHE/\> R T4 VN RBENET,

10. Cisco Webex I:REA", 11— B OEATAAE Cisco Webex 7 Z7°UICI—ILEZELE T,
1. 1—HY B A EHTE S CiscoWebex 77 TEEZHNFBVWIEBHET,
d-=-)L708-—

HOLSIC, [A—B OF 7L ZRAEFE ( User B on-prem phone ) ] > [Unified CM] > [CTI-
RD/Webex-RD] > [Expressway-C] > [Expressway-E] > [Cisco Webex ¥R#E ( Cisco Webex
environment ) ] > [Cisco Webex 7 7°1) ( Cisco Webex apps ) ] ICBEIL £,

Cisco
Unified CM

/
ﬁ +14085551234 %

+14085551235 Bob
alice@example.com

o Alice calls Bob using her endpoint.

+14085551234
bob@example.com o Bob’s endpoint rings.

Call extended to the Cisco Collaboration
Cloud through remote destination on
Spark Remote Device; Bob answers on
Spark.

I_.f"' bob@example.call.ciscospark.com

9 Dial bob@example.com or ~ ﬁ" '

313105

3£ : K&k _TCisco Webex N1 7)Y REEEHHA Ra S DOE¥MTT,

AJgmoe> b

Cisco Webex NN 7 # =V E N EREI—INFKBLTVWBIMRRENTTIN>21—F120T0FB
#£41&. Unified CM, Expressway-C, Expressway-E O &OJZ2NELET, Chsn—ENO
JEBRBCET, A-IIHFEDRSICLTREZBBLTVDOAN ZHRFETEETT, -


https://www.cisco.com/c/ja_jp/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

FUTLIARBERNTEDSSVOEHASELTVION ZEFE<SEMIDBOFEELT,
Expressway ® "HRZEBE, Z#FEHTEET, Expressway DBREBE T, Cisco Webex 38T
D7 A—o&Eniz0—)LH Expressway-C £12F EISELTVBRAESHZERHICAND L
NFTEZET,

REBEEZEATIICE, ROBREEZTVET,

1. Expressway-E (COJ 4> L&Y,

TAMN O-ILERELET,
[AT—& A (Status ) > [#R % ER ( Search history ) | CBEIL &7,
A—I%Z2ZF2DBENH S Webex SIPURI DEHLT KL A
( user@example.call.ciscospark.com ) A" 1—JLICEET I AL ESH ZBAOET,
Expressway-E [OZEL TWA - FBREBEICKRTE N VB S, Expressway-C (D
WTZOFIEZZEVIRLET,

Expressway CREMIOT Z 0 T2HIIC. COO—ILEBEITBIHEICODVTEATAHEELLS

o

1. SIP E3R URI I&, Cisco Webex 1—H® SIP 7 RL AIC&V) £,
2. [SIP FROM]7 1 —)JL K&, [Calling Party]A[First Name Last Name] <sip:Alias@Domain>&
LTUARENBRSICTF—X Y RNEIET

chsoEHRzeEAL T, REAOTFALIN) URL REAOBEH, £LEEFRIO Cisco
Webex SIP 7 RLATEZMOVZRETEERT. COFEHENEVESE. TINVITESIP:y TH
RKEITV, Expressway CEITENTVBDIXNTOSIPO-IILERETEET, KEI—ILD SIP
INVITE A8 E&ch=5, SIPI—)LID(Cal-D) #ELTIAE—T&£F, COEADH DI
5, BEOA—I)IDICESVWTIBHAOVZREITSDLETT, cOOA=II LY TICEETEIINT
DAY E—DERRTEEXT,

LUTTE, =) Y—EREGTEMIB > TWVWAI—HICEFEEN T EZIZ, Unified CM (2
BEJENEEFEN S Cisco Webex READRHE I - TLI<RKETIEAEFEZVS OMBENLET

o

RIR&1: ExpresswayZFcallservice.ciscospark.com? RL A& R TZ &x )

Expressway DNS V—2 OZENREFIEE L T, ERURIOFRICKRTEND RXAVICED
WTDNSIWYOTYTRERITLET, COCEEHATIEDHIZ, IEEZZTHELELS,
DNSY — > A" ERURI A pstojano-test@dmzlab.call.ciscospark.com® 1— )L 2 ZET 2 HEE. —
%8 7% Expressway DNSY — 2 [&. E3RURID £ T & % dmzlab.call.ciscospark.com ©DNS
SRVILYOTFTY7O2Y U %RETLET, Expressway N DREBEITS EThiE, XDILY D
TYTERBNIRETDEFHRTEET,

_sips._tcp.dnel ab. cal | . ci scospark. com
Response: 5 10 5061 | 2si p-cfa-01. wbx2. com
| 2si p-cfa-01. wbx2. com

Response: 146. 20. 193. 64

FHL<AXTHDE, SRVLO-ROBELS, ¥—/NXOT RLAE, R—h 5062 TREAEL R
— b 5061 AREE A TVDZENFDAVYET,

D2FV, R—N5062 BHATRETDIHETLS /\ RIS INERITENT . Expressway &
Cisco Webex BN T F U JIZBIOR— NN EREhET, CCTREERDDIE. TCisco
Webex /\4 77Uy K I—=)l H—EXBAH 1 Ry TEAR—N 5061 OFERZBEBICERLTV



BVWCETT, chlk, —HORETB2B BENFAENATVEVEDHTT,

Expressway ICHTD S ULEBEDDNS V-2 SRV IILYOFTY 7 Oy o ZERI S HEL
LT, BELEEBICESVTHTRHICKRET DK SIC Expressway ZFREL T,

COBENI-NZEaMIBDRE. (REBEZFEALT)I-INZCETELTVS & XM
L7=DT, Expressway-E ICEBTBHENTEET, £, Expressway-E ICEFLTWVWS 1D
B®O SIPINVITE ZRANXNT, EQV—"ZRZBALTEBLEDD, EORRIL—IINIFEAENT
WB0h, EQOV—AS5T—IFEHLTVWEON, TLT, DNSY—2VICELLKEEENT
WBBEBICENDKDIBEDNSIILYOTY T OSY INFRELTVEIOHLNZHSHICLET,

2017-09-19T13: 18: 50. 562- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 556"
Modul e="net wor k. si p" Level ="DEBUG': Action="Recei ved" Local -i p="192.168. 1. 6" Local - port="7003"
Src-ip="192.168.1.5" Src-port="26686" Mg-Hash="4341754241544006348"

S| PMSG

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SI P/ 2.0

Via: SIP/2.0/TLS 192.168. 1. 5: 5061; egress-
zone=HybridCallServiceTraversal; branch=z9hG4bK6d734eaf 7a6d733bd1e79705b7445ebb46175. 1d33be65c99c
56898f 85df 813f 1db3a7; pr oxy- cal | -i d=47454¢92- 2b30- 414a- b7f e- af f 531296bcf ; r port

Via: SIP/2.0/TCP 192. 168. 1. 21: 5065; br anch=z9h&4bK13187594dd412; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: 991f7e80-9cl1517a-130ac-1501a8c0@192. 168. 1. 21

CSeq: 101 INVITE

Cal | -1 nfo: <urn:x-cisco-renotecc: callinfo>; x-cisco-video-traffic-cl ass=DESKTOP

Renot e- Party-1D: "Jonat han Robb"
<si p: 5010@t p. ci scot ac. net >; party=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip:5010@92. 168. 1. 21: 5065; t ransport =t cp>; vi deo; audi o

From: "Jonathan Robb"

; tag=332677~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106860
To:

Max- Forwar ds: 15
Recor d- Rout e: <si p: proxy-call-i d=47454¢c92- 2b30- 414a- b7f e-
af f 531296bcf @92. 168. 1. 5: 5061; transport=tls;lr>
Recor d- Rout e: <si p: proxy-call-i d=47454¢c92- 2b30- 414a- b7f e-
af f 531296bcf @92. 168. 1. 5: 5060; transport=tcp; |l r>
Al low. | NVITE, OPTI ONS, | NFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
User-Agent: Cisco-CUCM11l.5
Expires: 180
Date: Tue, 19 Sep 2017 17:18:50 GVI
Supported: tinmer,resource-priority,replaces, X-cisco-srtp-fallback, X-cisco-original-called
Sessi on- Expi res: 1800
M n- SE: 1800
Al |l ow Events: presence
X- TAATag: 2272025a- ce36-49d0- 8d93- cbh6a5e90f f el
Session-1 D 75957d4f b66a13e835c10737aa332675; r ennot e=00000000000000000000000000000000
Cisco-Qui d: 2568978048- 0000065536- 0000000148- 0352430272
Cont ent - Type: application/sdp
Content - Length: 714



<SDP Om tted>

— MDSIP INVITETIE., E3RURI(pstojano-test@dmzlab.call.ciscospark.com), Call-ID(991f7e80-
9c¢11517a-130ac-1501a8c0), From("Jonathan Rob " <sip:5010@rtp.ciscotac.net>),
To(sip:pstojano-test@dmzlab.call.ciscospark.com), & & UfUser-Agent(Cisco-CUCM11.5), < ®
INVITE O Z{E#®. Expressway kO Y VZRELT, A=LZROYV—2ICI—FT14 2T TE
DHESHZYHMTEIHLENBH ') ET, Expressway EBRZEIL—ILICETVTZOHRTZERTL
7,

2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-19T13: 18: 50. 564- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T13: 18: 50. 564- 04: 00 an®er - expressway0l tvcs: UTCTi ne="2017-09-19 17:18: 50, 564"

Modul e="net wor k. search" Level ="DEBUG': Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"

BROOY AZRY MH S, Expressway-E l& 4 DOBRZEIL—IINZFEFALTHEAZET2LEEOD
. 1 2 (Webex Hybrid - to Webex Cloud ) LAZEL B 2 = EADAET, BREIL—ILIC
i 90 DEEIELA BY, NATVY ROA—=) B—EADNS V—2IZEBZBHRELTL
Flhk, O=IADNS Y—2IZEEENTVS DT, Expressway-E TH4EL TLWS DNS SRV
WY OFY TE#HETEEXT,

2017-09-19T13: 18: 50. 565- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 17:18: 50, 565"
Mbdul e="net wor k. dns" Level ="DEBUG': Detail ="Sendi ng DNS query"
Name="dnzl ab. cal | . ci scospar k. coni’ Type="NAPTR (I Pv4 and | Pv6)"
2017-09-19T13: 18: 50. 718- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 17:18: 50, 718"
Modul e="net wor k. dns" Level ="DEBUG': Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com" Type="SRV (| Pv4 and | Pv6)"
2017-09-19T13: 18: 50. 795- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 17:18: 50, 795"
Modul e="net wor k. dns" Level ="DEBUG': Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.64:5061'] (A/ AAAA) Hostname:'l2sip-cfa-01l.wbx2.com' Port:'5061'
Priority:'5' TTL:' 300" Weight:'10" (SRV) Nunber of relevant records retrieved: 2"

EEEDAZARY NTlk, Expressway-EA ERURI(_sips._tcp.dmzlab.call.ciscospark.com)® 4 fl
CETVWTSRVILY V7Y 7T HEITL, I2cfa-01.wbx2.com&R— N5061IZRENTVET,
7R A N & 12sip-cfa-01.wbx2.comid 146.20.193 .64\ R ENET, COBEHEFEAL T,
ExpresswayN' RT3 2 X DHRENEFIEIE, TCP SYN/NT Y N%146.20.193.64(C3 25, O—
IOEY NTYT%#RTITBHETT, Expressway-E DOTHS, cOENRBETVWRIHLE
SHEWRTEET,

2017-09-19T13: 18: 51. 145- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:18:51, 145"

Modul e="network.tcp" Level ="DEBUG': Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst-port="5061" Detail="TCP Connecting"

2017-09-19T13: 19: 01. 295- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 17:19: 01, 289"

Modul e="network.tcp" Level ="ERROR': Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst-port="5061" Detail="TCP Connection Failed"

HIIR M Expressway-E OFZMOT AZARY NTlk, Expressway-E [F#[IC TCP /R— K~ 5061 #ZH
THRENIZ IP 146.20.193.64 \DEHREHAXTVETH, COBERETLICEABLTVSR L.
FhhWEd, B, RELENTY N FYTFYASERRBTEET,



Expressway-E attempts TCP Connection

The Expressway-E doesn't receive a $YN-ACK
50 it refries the SYN packet again 3 times

CNSDBERNS., R—HK 5061 BHORNZ 74V UKL TVWEWVWCERBASHTY, £
L. N7 Uy RO—)L Y—ERE#EE TCP R— b 5061 TRrRELKR—K 5062 DFEA%ZER
LTWELE, LEA ST, Expressway-E #7R— K 5062 ZiR9 SRV L J— RZFRL TLA&
WEBHICOWTZAZHENHYNET, TOBAZR DTS 1-%. Expressway-E ® Webex /\ 1
JUYRDNSY—2TRIYSDERENEEEZFARNDENTEXT,

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

Name: "Hybrid Call Services DNS"

DNS SI P Aut hentication Trust Mde: "Of"

DNS SI P Default Transport: "TLS"

DNS SIP DnsOverride Name: "ciscospark.com"
DNS SIP DnsOverride Override: "Off"

DNS SI P Media AesGecm Support: "OFf"

DNS SI P Media Encryption Mde: "On"

DNS SI P Media I CE Support: "OFf"

SI P Par anet er Preservati on Mde: "O f"

DNS Sl P Poi son Mode: "OFf"

DNS Sl P Prel oadedSi pRout es Accept: "On"

DNS SI P Record Route Address Type: "IP"

DNS Sl P Sear chAut oResponse: "OFf"

DNS SI P TLS Verify | nboundd assification: "On"
DNS SIP TLS Verify Mde: "On"

DNS SI P TLS Verify Subject Nane: "call service. ciscospark. cont
*c xConfiguration Zones Zone DNS SI P UDP BFCP Filter Mde: "Of"

*c xConfiguration Zones Zone SIP UDP I X Filter Myde: "Of"

Expressway-E ® xConfiguration (Zl&, DNS LY o7 v 7 IZBE T B{EL L T, DNSOverride
Name & DNSOverride Override £\ 5 2 DDOFE INEEHAH V) F£F, < D xConfiguration (Z
& % &, DNSOverride Override &7 7 ICEREE N TH Y, L 2A > T DNSOverride Name &8
MIIBE2TVERBA, CNSOEOEEICOVTEREZRDSD =8, Expressway Web Ul ZEH
LTEOEEEZRANDENTEET,

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone

D OO0 6 OO 6

;

DNS ERDOZEFE ( Modify DNS request ) ( xConfig ® DnsOverride Override Z5xtiS )

COV—=DE5NRESIPIA=INEZAVILLERBENDO RXA > TREL, FHTEELE
SIP RXANZN—F 42T LET, CcOAT7>3a>iEk, E£IC Cisco Webex H—EATHOER%E
BHE L TVWET, www.cisco.com/go/hybrid-services 2B L T & L\,

¥%& 9% RXA > ( Domain to search for ) ( xConfig @ DnsOverride Name (=55 )

FHESIPURIICDOVWT RXAM > ERERTBADY)IC DNS THRETS FRDN ZEA DL ET, T
SIPURI ICIFFELEH A,

LEOEELS., CNSOERELLKEBREENTWVWAFEICDNSIILYOTY T O Y JICE
ICHEHETHEEBHASHATT, <nZCisco Webex/\47 )y ROA=)LH—ERBAHA ROX
LHEAEDE S L, [Modify DNS Request]Z[On]IZ5%E L. [Domain to search]%
[callservice.ciscospark.com]icERET D HREN H V) i?o chsDEZZEELTELWVERZERE
FThiF, DNSSRVILYIOTY 7 O YV RE2LEKEBDEDICHKVY)ET, Expressway-E 2
WOJOBEINSFRTEDAIRY RERIZRLET,


http://www.cisco.com/go/hybrid-services

2017- 09- 19T10: 18: 35. 048- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 048"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (| Pv4 and | Pv6)"

2017-09-19T10: 18: 35. 126- 04: 00 aner - expressway0l1 tvcs: UTCTi me="2017-09-19 14:18: 35, 126"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4''TCP''146.20.193.64:5062'] (A/AAAA)
Hostname: 'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)

Hostname: 'l2sip-cfa-01l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Nunber of
rel evant records retrieved: 4"

fRIRTT %

. Expressway EICAJA42LET,

. [EX%E ( Configuration )]1>[Y —2/ ( Zones )1>[V—> (Zones )] ICBEBILET,
CEREE A D Webex N1 7)Y RDNS VY—2%BRLULET,

.[DNS ERNDZEE ( Modify DNS request ) ] Z [F> (On) ] ICERELF T,
MEZBRERT S R XA > Zcallservice.ciscospark.comIlCFREL £ 7

3 : Expressway THEAENTWA DNS V=201 2LAKWVWESIK., BlO DNS V—>
BENATVYRIODO-INY—EATHEATRZELDOICHEL T, ChoNEZFATEZ LD
ICTRIHBENHYET,

o Ok WN -

R 2 : 7R— D 5062 T Cisco Webex ADREHATOY V& hdD

CiscoWebex NN 7 #—UEnNREI-INOEEICEITZEELEER. V7547 NTEE
EFBSBEVICEN P DS TERRBO Cisco Webex 77U T[S0 (Join ) ] REVARREND
CETT, BIIROIFIUAERZRIC, COBMBETERLUY IO 2FEAL TEEODFEREF
ENRICERIDAIMNEN BYVET, I-JILOBEOSHXOTOSMICETIE MIO2VWTE
EHIERLTVRCORBEOEZSRBL TS EET,

[ZM (Join ) | REVHFRRENATVWEDR

Lo
#& Cisco Spar

pstojano test

A a1 5 paimnbac = e
ACTNE Lo MINUTes ago

PT

.-H".
1 ¥ P
& Al ~ @

’ test was unavailable.

™

REI—IOBE1 EEKIC. Expressway-E OZMIAT THOMZHBOBD ENTEET, Ch
l&. Expressway THREBEZMFEAL T, J—IIFfETEXTELTVDEHMLAELDHTT, 8l
E@HKIC. Expressway-Ch' SExpressway-EICEETARADINVITELA SHIRLET, BRETS
ARERXDODEBY T,




1. Expressway-E #" INVITE ZZEL TWB A ESH,

2BEBEN-INLODY VLK >TOA=NUNFNATIY RDNS Y- Z2BBLTVWRHLESH

3.DNSY—HFDNSILYOTYTZRTLTVWRAHLESH, ELVWRXASTEFITLTVS
hrESH

4. DATALIZEK2TR—=BN5E5062 D TCP N\ RO IAONFRITENELLKBIEhEAES
b\

5 METLS N\ R TAONFEILIZDLESH

2017-09-19T10: 18: 35. 023- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 14:18: 35, 017"

Mbdul e="networ k. si p" Level ="DEBUG': Action="Received" Local -i p="192.168.1.6" Local - port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg- Hash="3732376649380137405"

SI PMSG

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/ 2.0

Via: SIP/2.0/TLS 192.168.1.5:5061; egress-
zone=HybridCallServiceTraversal; br anch=z29hG4bK57d8d5c823824bcddf d62f 6f f 7e09f 9939482. 899441b6d60cC
444e4ed58951d07b5224; pr oxy- cal | -i d=696f 6f 1c- 9abe- 47f 3- 96a4- e26f 649f b76f ; r port

Via: SIP/2.0/ TCP 192. 168. 1. 21: 5065; br anch=z9h&G4bK12d4b77c97a64; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: 6a48de80-9c¢11273a-12d08-1501a8c0@92. 168. 1. 21

CSeq: 101 INVITE

Cal | -1 nfo: <urn:x-cisco-renotecc:callinfo>; x-cisco-video-traffic-class=DESKTOP
Renot e- Party-1D: "Jonat han Robb"
<si p: 5010@t p. ci scot ac. net >; party=cal | i ng; scr een=yes; pri vacy=of f

Contact: <sip:5010@l92. 168. 1. 21: 5065; t r anspor t =t cp>; vi deo; audi o

From: "Jonathan Robb"

; tag=328867~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106829

Max- Forwards: 15

Recor d- Rout e: <si p: proxy-cal | -i d=696f 6f 1c- 9abe- 47f 3- 96a4-
e26f 649f b76f @92. 168. 1. 5: 5061; transport=tls;Ir>

Recor d- Rout e: <si p: proxy-cal | -i d=696f 6f 1c- 9abe- 47f 3- 96a4-
e26f 649f b76f @92. 168. 1. 5: 5060; transport=tcp; | r>

Al l ow. [ NVITE, OPTI ONS, | NFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
User-Agent: Cisco-CUCM11l.5

Expires: 180

Date: Tue, 19 Sep 2017 14:18:34 GVI

Supported: tiner,resource-priority,replaces, X-cisco-srtp-fallback, X-ci sco-original-called
Sessi on- Expires: 1800

M n- SE: 1800

Al | ow- Events: presence

X- TAATag: b2967a3b- 93f b- 4ca4- b0d7- 131f 75335684

Session-1D: 75957d4f h66a13e835¢c10737aa328865; r endbt e=00000000000000000000000000000000
Cisco-Quid: 1783160448-0000065536- 0000000126- 0352430272

Cont ent - Type: application/sdp

Content-Length: 714
<SDP Onmitted>

BID INVITE ThAS LS, INITEREEICZEENATVERT, chik "EfEL OBETHY)
. Expressway-C D IP 7 RLAASESNTETVET, RIC, BRIL—IL OPYIZRTHE
L&D,



2017-09-19T10: 18: 35. 023- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search"” Level ="DEBUG': Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T10: 18: 35. 023- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Webex Hybrid' ignored due to source
filtering™"

2017-09-19T10: 18: 35. 023- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Search rule 'Calls to Webex' did not match

destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T10: 18: 35. 023- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 022"

Modul e="net wor k. search" Level ="DEBUG': Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"

LEEOOTAZRY RA S, Expressway-Ed4D2DBRZBIL—IILEERHLTEMLELEN, 1D
FIABITENTVDENDHLYET (Webex/\ 17Uy K-WebexP T R\ ) NEEBEh
ERBIL-ILOTSA AT 10T, Nr7 Uy RI=IHY—EIADNSY —>.1—)LH" DNS
V—=IZEEENTVS DT, Expressway-E THRELTWS DNSSRVILY V7Y S HERT
BFET, UERFIAXNT, BELICEETT, VT, DNS I Y OF7Yy 7 O YOICFEBELTAE
L&,

2017- 09- 19T10: 18: 35. 048- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 048"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (| Pv4 and | Pv6)"

2017- 09- 19T10: 18: 35. 126- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-19 14:18: 35, 126"

Modul e="net wor k. dns" Level ="DEBUG': Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4''TCP''146.20.193.64:5062'] (A/AAAA)
Hostname: 'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)

Hostname: 'l2sip-cfa-0l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Number of
relevant records retrieved: 4"

ZDHITIE, callservice.ciscospark.com SRVL 1— RABRENT VDR DAV ET, TD
WEEAODOEBZEMELI—RTHY ., IXNTHR—N5062 Z2FALTVWET., ChiFiE
EREETT, COBAT, RICRKBIRXETCP N\ R IAVEDPHTEET, CORFIXY
RTITICHBALELSIC, PHOY T TTCP ##: ( TCP Connecting ) J Z#3%&L ., Dst-
port="5062" A" U ARENTVWBRTEEEZRICENTEERT, CcOZFTUATHSHICKDNR
BOFERCRUET,

2017-09-19T10: 18: 35. 474- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 14:18: 35, 474"

Mbdul e="network.tcp" Level ="DEBUG': Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193. 70"
Dst - port ="5062" Detail ="TCP Connecti ng"

2017-09-19T10: 28: 35. 295- 04: 00 aner - expr essway01 tvcs: UTCTi me="2017-09-19 14: 28: 35, 289"

Mbdul e="network.tcp" Level ="ERROR': Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193. 70"
Dst - port ="5062" Detail ="TCP Connection Fail ed"

Fh, RHIZRTRSIC, 2WOT N RILICEEFN TV tepdump ZFERAL T, TCP/\> RS
IOV TOFMABEREVK OABRIIEETEERT,

Expressway-E attempts TCP Connection twice

Filter: | tcp.port==5062 L Expression... Clear A N“
Ne. Time Source Diestin. otocol S Port D Port Length fo

~ 7% 25027-3062 [SYN] Sedep Win-29200 Len-0|

T

The Expressway-E doesn’t receive a SYN-ACK
so it attempts to retransmit.




COIFRT, Expressway-E A" A—J)LZELKIL—TFT 12T LTVBREHMTEXRT, DT
ATREBEEBEDDIE., Webex IRIET TCP EHRZMIUTERZWVWIETT, TOREEL T,
Webex IRIBEN TCP SYN/NT Y RCREL TWEWZ ENZAShETH ., EHEZLEBLTVWS
H—N\HNFEBOBERATHREENTVR CLZERTHE, TOAEMBENEVEERZSIET
o cOIFVATHHEMENEVERELTEASNDNE, ASHDRATOREFTINAIA (7
FAT 72—, IPSBE)TRENZ 714V INFFAEATVEVZETT,

BRIRTT %

BEZDHMLIZOT, COTF—RXEZHEEHROIRY ND—VEBECREBEIZIHEN BYET. &
o, BEENFKYELVERZEXEZELTWSREEE. ESICAIRZENSTA LEHIC, ITvD F
NAARTTAT IO A4— )L0)$’i~“54/9—7147\75‘5=\=177°?17EH&%@“%C&/)‘“T“%%@“O

Expressway DB RN S REBE, COBBRZOTFNARAICEFELEVES, ChlEMKE

BEEFHVEEA,

S8 3 : Expressway-E DBRFZEI—IHFELKEREETHATLEW

BREIL—INDOFREDRRY) &, Expressway DFREICEETE —HFARZLBEED 1 OTT, REI
—LOBREOEBERENAEICEDAEENF HVET, chiF, BEEIA—ILOBRRIL—IHIBET
HY., REI-INORRBEIL—IHFVEENSTT, COBEZRANTL &, Expressway Tl
FRRBOBEN KRS RBELETH, ThoM BT LERRIL—IINOBBEORRAE EEFRS &V
CENDAYET, CCTREFIC, KBRLTVWAEREI-INICODVWTHLLLHBALET, 10T
RTOTA—DEEREI-LOSFUAEREC. BREBLTT,

. BE1—1® Cisco Webex 77U IZ [0 (Join ) | REAVARRENE
- REMOBEICEEENF EVREATVE
CEEILI—YOAVTLIAEFERTREREGSEN BTV

. BE1—Y® Cisco Webex 77U TCRRBEEZNIBSHEA 2L

fOTXNTOIF)AEBHKIZ, Expressway-C 8LV E OBHOS IZMA T CUCMSDL ML
—AZFATRIEETEET, AEEKIC, REBROFERAOE NP, BWHOJTI-I%
BEITDEHOOE N ESBLTLKEETV, BlEB#HKIC, Expressway-E OBREBEZFRAL &
R, COO-LEZTIASKRELTVWTERRLTVWR LHEhEL I, /AL?J'_\?O)(; il
BUDEDTT, <DE2ICDLT, Expressway-C 'S Expressway-E [CESNTWVWB RN
SIPINVITE ZAXD CENTEET,

2017-09- 25T11: 26: 02. 959- 04: 00 aner - expressway01 tvcs: UTCTi me="2017-09-25 15: 26: 02, 959"
Modul e="net wor k. si p" Level ="DEBUG': Action="Received" Local -ip="192.168.1.6" Local - port="7003"
Src-ip="192.168.1.5" Src-port="25675" Msg- Hash="1536984498381728689"

SI PMSG:

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SI P/ 2.0

Via: SIP/2.0/TLS 192.168.1.5:5061; egress-
zone=HybridCallServiceTraversal; br anch=z9h&4bKlc7bf 93f f 08014ca5e00bb0b5f 80184b272412. a81f 2992e38
63ac202a000a3dd599763; proxy-cal | -i d=f 79b8631- 947b- 46d4- a888- 911bf 0150bf e; r port

Via: SIP/2.0/ TCP 192. 168. 1. 21: 5065; br anch=z9h&G4bK1c8c419938648; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: d58£2680-9¢91200a-1c7ba-1501a8c0@92. 168. 1. 21

CSeq: 101 INVITE

Call -Info: <urn:x-cisco-renotecc: callinfo>; x-cisco-video-traffic-cl ass=DESKTCOP

Renote- Party-1 D "Jonat han Robb"
<si p: 5010@t p. ci scot ac. net >; party=cal | i ng; screen=yes; pri vacy=of f

Contact: <sip:5010@092. 168. 1. 21: 5065; t ransport =t cp>; vi deo; audi o

From: "Jonathan Robb"



t ag=505817~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106972
To:

Max- Forwar ds: 15
Recor d- Rout e: <si p: proxy-call-id=f79b8631-947b- 46d4- a888-
911bf 0150bf e@92. 168. 1. 5: 5061; transport=tls;lr>
Recor d- Rout e: <si p: proxy-call-id=f79b8631-947b- 46d4- a888-
911bf 0150bf e@92. 168. 1. 5: 5060; transport=tcp;lr>
Al low. | NVITE, OPTI ONS, | NFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRI BE, NOTI FY
User-Agent: Cisco-CUCM11l.5
Expires: 180
Date: Mon, 25 Sep 2017 15:26:02 GVI
Supported: tinmer,resource-priority,replaces, X-cisco-srtp-fallback, X-cisco-original-called
Sessi on- Expi res: 1800
M n- SE: 1800
Al l ow Events: presence
X- TAATag: 8e8c014d-5d01-4581-8108-5¢ch096778f c5
Session-1 D 75957d4f b66a13e835c10737aa505813; r ennot e=00000000000000000000000000000000
Ci sco-GQui d: 3582928512- 0000065536- 0000000240- 0352430272
Cont ent - Type: application/sdp
Content - Length: 714

<SDP Om tted>

SIPA Y &' —@ 1—)LID(d58f2680-9c91200a-1¢c7ba-1501a8c0) 2 T2 &, cDFAA 7O I
BETRZINTOXYE—TDZITRER<KRETERT, I-/ILIDOOJTI>2EBOEY NEFRT
#RTHDE., Expressway-E » S HIEEIC 404 Not Found # Expressway-C I if§&hTWB C
EHFDOHVET,

2017- 09- 25T11: 26: 13. 286- 04: 00 aner - expressway0l tvcs: UTCTi ne="2017-09-25 15: 26: 13, 286"
Modul e="net wor k. si p" Level ="DEBUG': Action="Sent" Local -i p="192.168.1.6" Local -port="7003" Dst-
i p="192.168. 1. 5" Dst-port="25675" Msg- Hash="12372154521012287279"

S| PMSG:

|SIP/2.0 404 Not Found

Via: SIP/2.0/TLS 192.168. 1. 5: 5061; egr ess-
zone=Hybri dCal | Servi ceTraver sal ; branch=z9hG4bK1c7bf 93f f 08014ca5e00bb0b5f 80184b272412. a81f 2992e38
63ac202a000a3dd599763; proxy-cal | -i d=f 79b8631- 947b- 46d4- a888-
911bf 0150bf e; recei ved=192. 168. 1. 5; r port =25675; i ngr ess- zone=Hybri dCal | Servi ceTraver sal

Via: SIP/2.0/ TCP 192. 168. 1. 21: 5065; branch=z9h&G4bK1¢c8c419938648; r ecei ved=192. 168. 1. 21; i ngr ess-
zone=CUCML1

Call-ID: d58£2680-9¢91200a-1c7ba-1501a8c0@92. 168. 1. 21

CSeq: 101 INVITE

From: "Jonathan Robb"

; tag=505817~c9cc7ddc- 9592- 49e8- al3c- 79e26f 48eebc- 30106972
To:

Server: TANDBERG/4135 (X8.10.2) Warning: 399 192.168.1.6:7003 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa505813 Content-
Length: 0



CHDTF—=ZEDE2I2DCEFDHIYNET,
1. Expressway-E & Cisco Webex A® INVITE DEFEF > E<HITLTLEL,
2. Expressway-E ., 404 Not Found T2 —TO—/)LZERTHLEHOOD Y IV ZRETH K
FEE>TVWELE,

EH, 404 Not Found TZ—I&, Expressway XA RLAZROWHDCENTERVWC L ZE
kU £F . Expressway l&, Expressway AT OMT, SXRTBORKICI—-INZIL—FT1TTF
PEHCBRRIN-INEFEALET., TOLY, BHIC Expressway-E ® xConfiguration (Z3XHE L
£¥. O xConfiguration DT, Webex /N1 7)Y KDNS V= ICO—)LZETRRIL—IL
BRI ENTEEXT, Expressway TREE N TWSBRRIL—IL % xConfiguration DEKRHD S
®I(CF, TxConfiguration Zones Policy SearchRules Rules ZBRLE¥T. T &L,
Expressway CERE N ERBI—INLZECKRBIL-ILBEDIVARNFBSNET. "I—I.
NHBRILRTENDIESE, BICERENAERRL-IAFMELTI—VEhTWVWBRIHLESHICE
TVTEMLET. BREBIL-IFREI2DSBVBER. L<EAZNTVS "Webexs BEDR
HOEZFEATIE, RELN-NZRODFRPI<BZYET., LI EZRBRETDES1OD0OFER.

M *@."\.ciscospark\.coms ICEREEhTVWAINE—2VNFIEZRODTDCETEXRYT, HES
NEREOABLCE>TVEY, (NE—2XFIAHFELSBEEATVIERE )., CO>F
1) 7 ® xConfiguration ZRANT & &, ¥EJL—)l 6 & Cisco Webex icJ—)LZEIIEL VIL—
LTHBIEHFDHYET,

*c xConfiguration Zones Policy SearchRules Rule 6 Authentication: "No"

*c xConfiguration Zones Policy SearchRules Rule 6 Description: "Outbound calls to Webex"
*c xConfiguration Zones Policy SearchRules Rule 6 Mode: "AliasPatternMatch"

*c xConfiguration Zones Policy SearchRules Rule 6 Name: "Webex Hybrid - to Webex Cloud”

*c xConfiguration Zones Policy SearchRules Rule 6 Pattern Behavior: "Leave"

*c xConfiguration Zones Policy SearchRules Rule Pattern Replace:

*c xConfiguration Zones Policy SearchRules Rule Pattern String: ".*@.*\.ciscospark\.com"
*c xConfiguration Zones Policy SearchRules Rule Pattern Type: "Regex"

*c xConfiguration Zones Policy SearchRules Rule Priority: "101"

*c xConfiguration Zones Policy SearchRules Rule Progress: "Stop"

*c xConfiguration Zones Policy SearchRules Rule Protocol: "SIP"

*c xConfiguration Zones Policy SearchRules Rule SIPTrafficType: "Any"

*c xConfiguration Zones Policy SearchRules Rule Source Mode: "Named"

*c xConfiguration Zones Policy SearchRules Rule Source Name: "Hybrid Call Service Traversal"
*c xConfiguration Zones Policy SearchRules Rule State: "Enabled"

*c xConfiguration Zones Policy SearchRules Rule 6 SystemGenerated: "No"

*c xConfiguration Zones Policy SearchRules Rule 6 Target Name: "Hybrid Call Services DNS"
*c xConfiguration Zones Policy SearchRules Rule 6 Target SIPVariant: "Any"

*c xConfiguration Zones Policy SearchRules Rule 6 Target Type: "Zone"

CONBR—2ZTAMNTRCR, "TNE—20OWRRE, BEZFEALET, CCTEEZORK, X
NEEREITDETT. [XVFTF>A (Maintenance ) 1> [V —JL ( Tools ) ] > [/NZ—> DO
#2 ( Check pattern ) ]

- IAVT R %RAD INVITE (CHBER URI% ( #I : pstojano-

test@dmazlab.call.ciscospark.com ) ZRETEE T,

. INB—> 247 (Patterntype ) : ERRE

- NB—=2XF3, *@.*\.ciscospark\.com

. IN&—>B)E ( Pattern behavior ) : fRiE
LI=ILOERRBEEELSRETDE, O "NE—2OWE I FRILEEVSERIFRRE
nNEY, COBRFERORICRLET,

6
6
6
6
6
6
6
6
6
6



Check pattern

Alias

Alias # | pstojano-test@dmzlab.call ciscospark.com |
Pattern
Pattern type Regex ¥ | 1
Pattern string # | 5@ " ciscosparkicom i
Pattern behavior Leave v I

Check paiiem

Result Succeeded

Deetails Aliaz matched pattern

Alias pstojano-test@dmzlab. call.ciscospark.com

BREL—IAFEELTELLREBENTVWS L EHERTE DT, Expressway #R{TLTWL
2BRODY U %EFL<SHAXT, 404 Not Found ZAfF L TV S Expressway-E IC R EEEXT
WRAHAESHEHMTEE T, Expressway FRITLTVWERKRIL—IIL ODY V0OHERICRL
x£7,

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search"” Level="DEBUG": Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search"” Level="DEBUG": Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-25T11:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search"” Level="DEBUG": Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.967-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,967"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'to DNS' towards target
'DNS' at priority '100' with alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T11:26:02.968-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,968"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query" Name="dmzlab.call.ciscospark.com"
Type="NAPTR (IPv4 and IPv6)"

2017-09-25T11:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Could not resolve hostname”
2017-09-25T11:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com™ Type="SRV (IPv4d and IPv6)"

cOBITE. Expressway ik 4 DORFBIL—IINZRBLECEFDHVET, BID 3 O2FEE

TEBERTEBENATVERATLUEN, 4 D HEREZEEBENATVELE, COF—X TRIKR

WOk, EEOERIC Expressway FE#EDNS LY o7y 7Oy O LBBLTVWSLTT

o XConfiguration THREBLECLEEZXTHDE, Webex N1 7V Y RAICHREEhEBRRE/L—
)L TWebex Hybrid - to Webex Clouds E WS BRITTH, BIROBRFEIL—ILTEEBTSEh
TWEBATLE, TCT, EREhERFEIL—I (toDNS ) AFEDRSCREEhTWEDD
ZRAXNNE, Webex N1 7V Y RBRRIL—LOEACERESEATVIHLESHICOVWTERE
RODCENTEET, TOREHIC, SERFHSH T xConfig Z/X, ToDNSL EVWSEF DK
RL—-LEZRLZET,

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule

Authentication: "No"

Description:

Mode: "AliasPatternMatch”

Name: "to DNS"

Pattern Behavior: "Leave"

Pattern Replace:

Pattern String: "(?!.*@%localdomains%.*§) .*"
Pattern Type: "Regex"

PRrRRPRERRRRR



*c xConfiguration Zones Policy SearchRules Rule 1 Priority: "100"

*¢ xConfiguration Zones Policy SearchRules Rule 1 Progress: "Stop"

*c xConfiguration Zones Policy SearchRules Rule 1 Protocol: "Any"

*c xConfiguration Zones Policy SearchRules Rule 1 SIPTrafficType: "Any"

*c xConfiguration Zones Policy SearchRules Rule 1 Source Mode: "Any"

*c xConfiguration Zones Policy SearchRules Rule 1 Source Name: "Please Select"
*c xConfiguration Zones Policy SearchRules Rule 1 State: "Enabled"

*c xConfiguration Zones Policy SearchRules Rule 1 SystemGenerated: "No"

*c xConfiguration Zones Policy SearchRules Rule 1 Target Name: "DNS"

*c xConfiguration Zones Policy SearchRules Rule 1 Target SIPVariant: "Any"
*c xConfiguration Zones Policy SearchRules Rule 1 Target Type: "Zone"

COBRBIL—NERANERZR, ROELS CRMATDEHNTEERT,

- NB—2XZF3& Cisco Webex ER URI ICY Y FFRDEEASND

- BEER 100 CREENATVS

CETRR (NEZ—2BE) & TEIE (Stop) 1 KRBT TV
S ULIEERD, S, A=IEhTWAHID Cisco Webex ER URI G ZDIL—=ILIEYYFTD L
EZzsh, L=ILHFIYFLEOTHNE Expressway FEOBRRIL—ILOBREK (EZR ) Z2ELL
FTHRIELEZASKET, ULOEZEEDNS, I-ILOBEENFEEZERICEY) £T, Expressway
CBT2RBIN-INOBEEOLEATE, BREOEBEEON—IIFBACRATERET, RIC
BlERLUET, BFEIL—) : Local/N X —> Ei4E ( Pattern behavior ) : [Continue[#BEE 18RI
=) : X4 )S—/\Z2—>B)E ( Pattern behavior ) : [Continue]priority 10#%&JL—JL : DNS/\ & —
> B)4E ( Pattern behavior ) : stop@%EE 50 DHITE, Local (1) EVWSBRRIL—ILFBANICR
TEh, XYFHFRI2D>BEE T/NX—2BE ( Pattern behavior ) 4 & T#&fT
( Continue ) 1 IKRREE N TVADOTHRFEI—IL Neighbor (10 ) ICEAETT. BRIL—I
Neighbor ICY Y FLAD 2 EBETE, ST THRREIL—ILDNS (50) Ik, REBICEBEh
£9. BRIL—IDNS FIYYFLEBEE, 50 &) BVBAEZR D2BOBRRIL—INFEET
B2HESHICHEREL, T/VR—>2HE4E ( Pattern behavior ) 1 #* "1t (Stop) 4 KEREEHLT
WRLEORBRFELELEY., ULEOCELZREEXT, "toDNS, JL—I)L& "TWebex Hybrid - to
Webex Clouds DETRRBIL—-NOBEBERAXND LN TEXT,

*c xConfiguration Zones Policy SearchRules Rule 1 Name: "to DNS"
*c xConfiguration Zones Policy SearchRules Rule 1 Priority: "100"
*¢ xConfiguration Zones Policy SearchRules Rule 1 Progress: "Stop"

*c xConfiguration Zones Policy SearchRules Rule 6 Name: "Webex Hybrid - to Webex Cloud”
*c xConfiguration Zones Policy SearchRules Rule 6 Priority: "101"
*c xConfiguration Zones Policy SearchRules Rule 6 Progress: "Stop"

Z T, ToDNS,L IL—=)LDOEEEN "Webex Hybrid - to Webex Clouds JL—=)L& V) EEW T
EHFPDYNET, LEF>T, ToDNS, L—LFBACRATENET. "NZ—28BE (ET
KM ) ( Pattern behavior ( Progress ) ) 1 &F "1k (Stop ) 1 KRBT hTWAETHhE,
Expressway-E ¥ Webex Hybrid - to Webex Cloud L—)LZZB¥ D & BFRLTEL, J—-IL&
BROCKBLET., BREENATVY R =) H—ERAEGTRCOEOMBENF Z< &
TETVET, VU123 8AOBKC, BEEOEWIL—)LZERL T Cisco Webex DR
CEATAIEHFIZ<BOTVET, 2<OFE, COLSSCLTHERENEL-IILERTHE
hEFtir. BHE, BEEOEVEFOIL—ILFVYFLTIHERNICKRBRTEIHNSTT. COM
. CiscoWebex CRITDA /NI R A=NEFINNNI R I-IOBETRELET
o CNEMRTBICEK, ROFIFEERTIIXENFHYVET,
1. Expressway-E (COJ 1> L& T,
2. [’ ( Configuration ) ] >[4 ¥ JL 7°5 >/ ( Dial Plan ) ] > [#3%&JL—JL ( Searchrules ) ] {=
BELET,
3.Webex N1 7V Y ROBRIL—ILERLTIOUYOLET (Bl : [Name] : Webex Hybrid -
to Webex Cloud ) .
4. [BEE] DEIC, MOBRRIL—ILIVEBVEZREL T, HORKRIL-—IICKBEERS
WRSIZULET (4 : Priority:99 ) »



BEIL-INORAELT, NE—2XFIFEANBZEORE, RRI-INOBEE) ANTE
WEBEELCLET, B, DNSY—2TRETATVWAINE—XFHTE, O—H) RXA
DTRVEDHFIRNTIIYVFLTLAVE—RY NCEBEIAET, TOLD, RRIL-ILOEA
T7ERBAELCRELT, RBLCHUCHE WD RS CTHL28BOLET. BAE4S:
Expressway ® CPL A IEL < BEEh TV VW Expressway VY U 1—> 3> Tk, Y—/\THEH
T 8E%% Call Processing Language (CPL) WA Y YV &ERATH LT, BERAESOFTEZRR
T&ET. BB O Expressway VY1) 1—3a>ff, CiscoWebex \17 VY Kk J—)L #—E
ARE, ENMLBELTVE—N PO AEADOBER, CPLORVD —EI)—)IZBRHCLTRE
KI5 LEARSHRLET., Expressway T CPL % Cisco Webex /N1 77U Y RAICKRETS
CERFRICMETTN, RoLREZTILERZICI-NORBTHIBTSNEDBTILIHYE
T ATOSFVUATE, RO ZFEALTCPL OREORY EZRETHHELCHODVWTHBAL
T, OIRTOT7 A=V nEREI-INO>FUFERREC, EREBUTY.
. M{E1—H ® Cisco Webex 77U IC [&I0 (Join ) | REAVHFRREhI
 REAORECREF R EEhTVE
- BEI-YOFVTLIABREMTEIREZT I R>TWE
- MEIL—YVOFTITEREZTFIRSBZDL 21
HOIXTOIFVUALBEHIC. Expressway-C HLTE ORMOYICiNX T CUCMSDL ML
—AZFAIBICEETEET, TEBARIC, [MREMEE(Search History)]&, RO <Ta—I)
ZHRBITHI OO NEFEALET, BTEBIKIC, Expressway-E ORZBEZFEAL LER
 cDO-IBZFCEBBLTVTARLTVWA LY hELE, RERTORSITORLID
B2 TF. CcOTBAICDOWVWT, Expressway-C H' S Expressway-E ICiESh TV 2 BED SIP
INVITE ZRAXND CENTEET,
2017-09-25T16:54:43.722-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,722"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26404" Msg-Hash="17204952472509519266"
SIPMSG:
| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0
via: SIP/2.0/TLS 192.168.1.5:5061;egress~-
zone=HybridCallServiceTraversal;branch=z9hG4bK781al30d234ed%9aaec86834368739430283256.34216c32a0d
e36e16590bae36d4£388b6;proxy-call-id=3bbbf94a-082e-4088-8£5a~-5ea7e82f8aac; rport
Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1lc£f344a8bll7e;received=192.168.1.21;ingress-
zone=CUCM11
Call-ID: c030£100-9¢916d413-1cdcb-1501a8c0@192.168.1.21
CSeq: 101 INVITE
Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<8ip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off
Contact: <sip:5010@192.168.1.21:5065; transport=tcp>;video;audio
From: "Jonathan Robb"

stag=512579~c9cc7ddc=-9592-49e8-al3c-79e26£48eebc=-30107000
To:

Max-Forwards: 15

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5061; transport=tls;lr>

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5060; transport=tcp;lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM1l.5

Expires: 180



Date: Mon, 25 Sep 2017 20:54:43 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: 4fffefed-0512-4067-ac8c-35828£0a1150

Session-ID: 75957d4fb66al3e835¢c10737aa512577 ;remote=00000000000000000000000000000000
Cisco-Guid: 3224432896-0000065536-0000000264-0352430272

Content-Type: application/sdp

Content-Length: 714

<SDP Omitted>
SIPAYA—HAS®OI—)L ID ( c030f100-9c916d13-1cdcb-1501a8c0 ) Z2FEAHL T, cOFA T
OJCHETZIINTOXY 22— ZRFBLTRYALZENFTEEXRT, J-)LIDOAJT3
2BOEY MEFRZERTH S L, Expressway-E » S BIEEIC 403 Forbidden 7 Expressway-C -
REEEhTVBCEHFDHLYET,
2017-09-25T16:54:43.727-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,727"
Module="network.sip"™ Level="DEBUG": Action="Sent" Local-ip="192.168.1.6" Local-port="7003" Dst-
ip="192.168.1.5" Dst-port="26404" Msg-Hash="9195436101110134622"

SIPMSG:

|SIP/2.0 403 Forbidden

via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bK781a1304234ed%aaec86834368739430283256.34216c32a0d
e36e16590bae36d£f388b6;proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac;received=192.168.1.5;rport=26404; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1cf344a8bll7e;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: c030£100-9¢916d13-1cdcb-1501a8c0@192.168.1.21

CSeq@: 101 INVITE

From: "Jonathan Robb"

;tag=512579~c9cc7ddc-9592-49e8-al3c-79e26£48eebc-30107000
To:

jtag=64fe7f9eab37029d
Server: TANDBERG/4135 (xX8.10.2)
Warning: 399 192.168.1.6:7003 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa512577
Content-Length: 0

Expressway-EXf C O 1—)L 23 &AL, Expressway-Clc403 Forbidden LS —%XEL LEBHEE
893 (Clk, Expresswayb- AU 7403 Forbidden& st MSIP INVITEOBEOOJ I MU Z 94T
LET. BRIL-IAHFE2E<K<HTFHEhTH ST, Call Process Language (CPL ) oA Y U
FRCHZATVWACEICEFEBLTLKEEZV, TOAIRY MNERICRLET,

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:



2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

n
ROOTOLMA S, CPLAI-ILEZEBLTVHEHMTEET,
2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: Event="Search Completed"
Reason="Forbidden" Service="SIP" Src-alias-type="SIP" Src-alias="5010@rtp.ciscotac.net" Dst-
alias-type="SIP" Dst-alias="sip:pstojano-test@dmzlab.call.ciscospark.com" Call-serial-
number="48c80582-ec79-4d89-82e2-e5546£35703¢c" Tag="4fffefed-0512-4067-ac8c-35828£0al1150"
Detail="found:false, searchtype:INVITE, Info:Policy Response" Level="1" UTCTime="2017-09-25
20:54:43,726"
2017-09-25T16:54:43.725-04:00 amer-expresswayOl tvcs: Event="Call Rejected" Service="SIP" Src-
ip="192.168.1.5" Src-port="26404" Src-alias-type="SIP"

X CORATEBREN—INOFTH L BEEEhFEA. ZEXS, CPL, FindMe, HLTFA
SR A= X=2IFHFINTRENL—NELVEICABEHATVBILSTYT. BEALDEE
. Expressway @ xConfig ZRIFAL TRRZFU<BMRTEET, LEL, CPL DBS, EW/E
HFDN=LBERI—HFBRHCE>TVWIBEICULHIRTITEEE A RICTRT xConfig O —EP
2Tk, Expressway-E A O0—AHJI CPLODY V&RFEALTVWDCENFDHYET,

*¢ xConfiguration Policy AdministratorPolicy Mode: "LocalCPL"

L= BEERR<SERIZCE, ROKSIC, Expressway-E icOJ 1L, [BRE

( Configuration ) ] > [—JL 7R\ <,— ( Call Policy ) ]>[JL—J)L (Rules ) ] c BB TZ2AXEN H V)
3 I

Call Policy rules

COREBERAXNTHDE, ROEDHFBBENATVDENFDHYVET, XEBx: *EBE:
*@dmzlab\.call\.ciscospark\.com.*Action:[Reject]_"Cisco Webex /\17VJ ¥ kK J—)L ¥—EX#
AHL Ky ODRBEEXTHD E, EET (Source ) £ ( Destination ) ¥ FEICEREE h
TWBCENFDHIYET,

Field Setting

Source Type From address

Rule applies to Unauthenticated callers

Source pattern J@examplel.call\.ciscospark\.com.”, where example is your

company's subdomain.

W

Destination pattern
Action Reject

BRAEECOBEEMRTSICE, CPLIL—IOREEZELBIEL, [Source]H
*@%Webex_subdomain%\.call\.ciscospark\.com.*Ic ¢ E & 11, [Destination Pattern]A", *
1. Expressway-E cAJ 4> L&Y,
2. [RR7E ( Configuration )] >[d—JL 7R < — ( Call Policy ) ] > [JL—JL (Rules ) ] CBEBIL £
L
3. Cisco Webex N/ 7V Y R =)L H—ERRALCHREEhiZ)L—ILZBRLET,


https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html
https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html

4. V) —ANZ—> % *@%Webex_subdomain%\.call\.ciscospark\.com.*& A U £ 3 (Hl :
*@dmzlab\.call\.ciscospark\.com.*)

5. [Destination Pattern]ic o *; EABLET,

6.[fR1F (Save ) | ZBIRL T,

Webex /\1 7V Y RICH 1S CPL DERDFEMIZ DV T, TCisco Webex /\1 71 v KRt
Ha Ks EBREL TS EE 1, M5ME : CiscoWebex P SFVTLIAA, TG F
Y7LIZANS CiscoWebex N\ Bl 1: IP 7#>/A5KL—>3> IV RBRAVRT
G.711, G.722, ik AAC-LD A DA —F 14 A—Fv UV EZRHELTVWA/NIT VY R O—
L H—ERERHRZ. G711, G.722, AAC-LD D 3 DDELDF—F 174 A—F Y YV &EHR—H
LTWET, CiscoWebex BIETI—IIFERICHRIEThDIESIC, BFhsoF—F1474 1
—FYIOOVThHAZFEALTLKEE W, V7L IARRRZLLORATOF—F 1474 I—F
VORBRATIESICHRETEETYN, ARICThSEFIRIDIELISCRETHICEETEET
o cDBREE. UnifiedCM ODHARARLD)—J3A>REBRERT7AILNOV—a2REEZEART
BCLETEENICTATETYN, BRETCADNBICLEHYET, CcOREOEHEICOVTR
L AFITONR—=2FD-LOFREIICE>TREZFEESHN B, Unified CM X REFT 7 —

( Early Offer) Z#AH T3 LS ICREBET W TWEDEBES 7 7 — ( Delayed Offer ) Z#EH T3 &
SEREENTVEDNCE>TERBYNET, UTTR., COBETEUD TR ETRRROH
ZVLSIOARLET,

1. Cisco Webex ##&{S INVITE Z35fEL ., BRI G.711, G.722, £/ AAC-LD ZR#tT3
SDP #X{EL £9, Expressway-C DX Y t— % Unified CM ICEEL T4,
Unified CM B DJ—=)LICDOVWT G729 DHEHF T TALS CREEIATVWET, LN
2T, FATELI-FYIOHFZEVEY UnifedCMEI—J)LZERLET,

2. Unified CM A Cisco Webex NDREI—IN % ERAF 7 7— (EarlyOffer ) £E L THITL F
Y. DF), Expressway-C (CIXEEhDBYD INVITE ICIE, G729 F—T 12 "Dk
EHYR—NTDSDPAEFNET, RIC, Cisco WebexiEG.729%F HR—KNLTVWEWE®
. EFEZHE0O(C9 5200 OK/SDP(m=audio 0 RTP/SAVP)%&3A{E L £ 9, Expressway-CH
DINVITEZ Unified CMIC BN EATRENF B VWS, J—IIFZETLET..

3. Unified CM A& Cisco Webex \DREI— I ZBE A7 7 — ( Delayed Offer ) & U THTTL
£9, DF), Expressway-C ICiXfEE hDRAD INVITE ICId SDP AEFNFEEA. RIC
. Cisco Webex I 200 OK Z%fEL, R, Cisco Webex A R—NTDTXTOF—
FA4FA A—FTY V% EL SDP #EFELET . Expressway-C & = d 200 OK % Unified CM
ICEBLETH, Unified CMB ZOD—=)ICOVWT G729 DA EFTTHRSICULRE
ThTVWERA, LEN>T, EATEZI—TY V5 Z VY Unified CM EO—)L &8
BLEY,

Z OFEEIC —39 B Hybrid Call Service Connect1—/)LEE 2K E T 5BA . Unified CM
SDLML—RAICIA T, ExpresswaydJ ZHMBITHIREN HYET. ROOTAZARY DI
. Unified CMAREI—I)L EEarly Offer& L TEL TRITL TVWARARIC—HLET. O—)
(& Cisco Webex ICEEEL TWA & FDH>TWVWSH 8, Expressway-E A SOT DD ERSD
9. Cisco Webex\DEBFIDINVITEO AZRY NERICRELET., BT hdF—F 14 01—
FYIO G729 (RA1A—K18) EEEhTWVWA DAY ET. 101 & DTMF THY),
COBENDIFVATRHREEEHY EEA.

2017-09-19T10:46:10.488-04:00 amer-expresswayO0l tvcs: UTCTime="2017-09-19 14:46:10,488"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="172.16.2.2" Local-port="25034" Dst-
ip="146.20.193.64" Dst-port="5062" Msg-Hash="4309505007645007056"

SIPMSG:

INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6bl15ad0cbbf409751£67848136falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea256d42; rport

via: SIP/2.0/TLS 172.16.2.2:5073;branch=z9hG4bK350703fed6645f0acddef05b35adc5¢c157 ;x~-cisco-local-
service=nettle;received=172.16.2.2;rport=41511; ingress-zone=DefaultZone

via: SIP/2.0/TLS 192.168.1.6:5061;egress-



https://www.cisco.com/c/ja_jp/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
https://www.cisco.com/c/ja_jp/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

zone=DefaultZone;branch=z9hG4bKf71£f2bf47233d6ca52b579364594ac6cl114.a402e3£f25603£f5a77b60bl7ea47d
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6c-14872e007efb; received=192.168.1.6;rport=25025

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-

zone=HybridCallServiceTraversal ;branch=z9hG4bKfcf4cfd09d213a88bd2331cef0bc82b540559.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-
c60a8bl7a8bd;received=192.168.1.5;rport=26513; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK12dd82194c4£f7;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21

CSeq: 101 INVITE

Remote-Party-ID: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;privacy=off;screen=no;party=calling
Contact: <s8ip:172.16.2.2:5073; transport=tls>;video;audio

From: "Jonathan Robb"

Max-Forwards: 14

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d2@64.102.241.236:5062; transport=tls;lr>

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d42@172.16.2.2:5061;transport=tls;1lr>

Allow: INVITE,ACK,BYE,CANCEL, INFO,OPTIONS, REFER, SUBSCRIBE, NOTIFY
User-Agent: TANDBERG/4352 (X8.10.2-b2bua-1.0)

Supported: X-cisco-srtp-fallback,replaces,timer

Session-Expires: 1800;refresher=uac

Min-SE: 500

X-TAATag: 14a0bd87-1825-4ecf-9f3d-4a23cfa69725

Session-ID: 75957d4fb66al3e835c10737aa329445;remote=00000000000000000000000000000000
Content-Type: application/sdp

Content-Length: 1407

v=0

o=tandberg 0 1 IN IP4 64.102.241.236

8=-

c=IN IP4 64.102.241.236

b=AsS:384

t=0 0

m=audio 52668 RTP/SAVP 18 101 <-- CUCM is only supporting G.729 for this call
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccocscsccscscscscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccoscscsccscsccscccscscssssssscscs
UNENCRYPTED_ SRTCP

a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..cccccccecccccccccccocscsccscsccscccsoscssssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inlines..cccccccccccccccccccoscscscscscsccscccsoscssssssscscs
UNENCRYPTED_ SRTCP

a=sendrecv

a=rtcp:52669 IN IP4 64.102.241.236

m=video 52670 RTP/SAVP 126 97

b=TIAS:384000

a=rtpmap:126 H264/90000

a=fmtp:126 profile-level-id=42801le;packetization-mode=1;level-asymmetry-allowed=1
a=rtpmap:97 H264/90000

a=fmtp:97 profile-level-id=4280le;packetization-mode=0;level-asymmetry-allowed=1
a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccocscsccscscscscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccoscscsccscsccscccscscssssssscscs
UNENCRYPTED_ SRTCP

a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..ccccccccccccccccccccoscscsccscsccscccsoscssssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inline:s..cccccccccccccccccccecscsccscscscscccsoscssssssscscs



UNENCRYPTED_ SRTCP

a=sendrecv

a=content:main

a=label:11

a=rtcp:52671 IN IP4 64.102.241.236

OB INVITE ICx L T, Cisco Webex & 200 0K XY E—I TRHRELTVWET, cOXY
t—IZBL<AXTHDE, F—F4F A—FYIVFEOTEDSNECEFDLYET. F
—TAF R—RFEANETSATWEFAE, J=ILFETOAN)—LZZXISI—NTERZV
£, COCELBRBABERYNET,

2017-09-19T10:46:27.073-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:27,072"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="172.16.2.2" Local-port="25034"
Src-ip="146.20.193.64" Src-port="5062" Msg-Hash="5236578200712291002"

SIPMSG:

SIP/2.0 200 OK

Via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6b15ad0cbbf409751£67848136falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea256d42; rport=38245; received=192.168.5.26,SIP/2.0/TLS
172.16.2.2:5073 ;branch=z9hG4bK350703fe46645f0acddef05b35adc5¢c157 ; x-cisco-local-
service=nettle;received=172.16.2.2;rport=41511; ingress-zone=DefaultZone, SIP/2.0/TLS
192.168.1.6:5061;egress-
zone=DefaultZone;branch=z9hG4bKf71£f2bf47233d6ca52b579364594ac6cl114.a402e3£f25603£f5a77b60bl7ea47d
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6¢c-

14872e007efb;received=192.168.1.6; rport=25025,SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bKfcf4cfd09d213a88bd2331cef0bc82b540559.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-
c60a8bl7a8bd;received=192.168.1.5;rport=26513; ingress-
zone=HybridCallServiceTraversal, SIP/2.0/TCP

192.168.1.21:5065;branch=z9hG4bK12dd82194c4£f7; received=192.168.1.21;ingress-zone=CUCM11

Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21

CSeq: 101 INVITE

Contact: "l1l2sip-UA" <sip:12sip-UA@l2sip-cfa-0l1l.wbx2.com:5062;transport=tls>

From: "Jonathan Robb"

Record-Route: <sip:12sip-cfa-0l.wbx2.com:5062;transport=tls;lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@64.102.241.236:5062; transport=tls;lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@172.16.2.2:5061; transport=tls;1lr>

Allow: INVITE,ACK,CANCEL, BYE, REFER, INFO,OPTIONS, NOTIFY, SUBSCRIBE

User-Agent: Cisco-L2SIP

Supported: replaces

Accept: application/sdp

Allow-Events: kpml

Session-ID: ed35426ed3ade6fdc3b058792333df2b;remote=75957d4fb66al3e835c10737aa329445

Locus: 4711a33f-9449-11e7-9bf6-deal2d0£2127

Locus-Type: CALL

Content-Type: application/sdp

Content-Length: 503

v=0

o=linus 0 1 IN IP4 146.20.193.109
8=-

c=IN IP4 146.20.193.109
b=TIAS:384000

t=0 0

m=audio 0 RTP/SAVP * <-- Webex is zeroing this port out
m=video 33512 RTP/SAVP 108

c=IN IP4 146.20.193.109
b=TIAS:384000

a=content:main

a=sendrecv



a=rtpmap:108 H264/90000

a=fmtp:108 profile-level-id=42001E;packetization-mode=1;max-mbps=40500;max-£fs=1620;max-
fps=3000;max-br=10000;max-dpb=3037; level-asymmetry-allowed=1

a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:..cccccccececccccccccccscscscscscscccscsccccsss
a=label:200

CZ T, TranslatorX ZEAL THAFTOTORY OB ZRMXTHEL &S5, A4 F7O7 a4%F
ACKTRETLTWVWAEH DIV ET, AEE, XAPOJNFETLUEERC, RCRTELSIC
. Expressway-CO 5 EHD SKBIBYENFETDETT,

— — — — — —_—
Expressway-C Expressway-E Inside Expressway-E Outside Spark
192.168.1.5 192 '."8'1'6 146.20.193.64
14:46:00.835 INVITE w/ SDP (101 INVITE)
14:46:09.839 100 Trying (101 INVITE}
4:46:09.979 C) INVITE w/ SDP (101 INVITE)
14:46:09.985 (::) 100 Trying (101 INVITE)
14:46:09.998 C ™y INVITE wy SDP (sendrecv) (101 INVITE)
14:46:10.002 C:) 100 Trying (101 INVITE)
14:46:10.488 INVITE wy SDP (sendrecy) (101 INVITE)
14:46:10.755 100 Trying (101 INVITE)

180 Ringing (101 INVITE)
(:) 180 Ringing (101 INVITE)

(:") 180 Ringing (101 INVITE)
180 Ringing (101 INVITE)

200 OK w/ SDP (sendrecy) (101 INVITE)
A6:27, C:ﬂwmwm%mmﬁummma
14:46:27,078 (D ACK (101 ACK)
14:46:27.080 ACK (101 ACK)
14:46:27.101 ] 200 OK w/ SDP (sendrecy) (101INVITE)
14:46:27.105 200 OK w/ SDP (sendrecv) (101 INVITE)
14:46:27.133 ACK (101 ACK)
—_ [ ACK (101 ACK)
BYE (102 BYE)
TLD BYE(1028YD) | > BYE from
(:) 200 OK (102 BYE) C U CM

[ 200 OK (102 BYE)
14:46:27.183 (| BYE (102 BYE)

BYEXY =S OB MAHZERICRLET, BSHIC, I—H I—2 1> M Cisco-CUCM11.5
TY. 2FY, XvE—2 @ Unified CM ICK 2 TERENTVD CENDHYVET, BIOKTE
BIXER, REJ— KA cause=47ICRREBENTLVH EVSZETT . CHOJFEO— RN BZEIR
(& No resource available T ¥,

2017-09-19T10:46:27.175-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:27,175"
Module="network.sip™ Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg-Hash="237943800593485079"

SIPMSG:

BYE 8ip:192.168.1.6:5071;transport=tls SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK90a666b3461356£8cd605cec91ed4538240575.494a140082bd
66357134b9%eed43354£8;proxy-call-id=d4d4e950-babc-4545-ad4a7-c60a8bl7a8bd; rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK12d4dd10269d39;received=192.168.1.21;ingress-
zone=CUCM11l

Call-ID: 44bdd400-9c¢112dbl1-12d95-1501a8c0@192.168.1.21

CSeq: 102 BYE

From: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;tag=329447~c9cc7ddc-9592-49e8-al3c-
79e26£48eebc-30106833

To: <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=£3734601fb0eb541

Max-Forwards: 69

Route: <sip:proxy-call-id=bel7ad470-0bca-4ad5-8a6c-

14872e007e£fb@192.168.1.6:7003; transport=tls;lr>,<sip:proxy-call-id=bel7a470-0bca-4ad5-8a6c-




14872e007e£fb@192.168.1.6:5061; transport=tls;lr>

User-Agent: Cisco-CUCM11.5

Date: Tue, 19 Sep 2017 14:46:09 GMT

X-TAATag: 14a0bd87-1825-4ecf-9f3d-4a23cfa69725

Reason: Q.850 ;cause=47

Session-ID: 75957d4fb66al3e835c10737aa329445; remote=ed35426ed3ade6£dc3b058792333d£f2b
Content-Length: 0

Cisco WebexdA R—ZXV KN, COO—=IY>7ILN0F—F4FD—Fy ozEOCLELYD
IRORICEREZYTIBENHY ET, a.Cisco Webex [CIEEE n=H|ED INVITEb.R— K%
COTEHZOICEAE I Cisco Webex DAY VBAIOINVITECBEL TAFBEEZOD &
BTHELES, GT0HHFEEFNATVET. CORICDWVWTE, FCisco Webex/\1 7Y
RIA=INH—ERABAHA Ky 28RBL, "N17VYy RO-IY—EREGOHREZEDTT
12923 0ATYT5EBRUTKEEZV, ROKSEBRBAN BV £F. Cisco Webex kX
DNDA—FY I BYR—PMLTVET,

FA=FT1F G711, G.722, AAC-LD

- EFF : H.264
7 : Opusk, Cisco Webex/\1 7'V Y RIA=NDI—=INDA>FTLZXL v I TlrEREhEE
Ao LEDZED S, Unified CM A Y R—REhTVWBEWA—F4F J—FY IV EEEL TV
T, ThHFRET Cisco Webex Y R— R N EEOTEHOTVWDEYMTEET, YV1—->3a>
 CORBEORRICHLTDICE, FTLIZATI—-INETF>H—L TLSCisco Webex
RD&Expressway-COSIPRZ> OV OMO)—2 aVREERRBIDIZVEN HHDBENFHYVET,
BRBIBLCR, ChSO220ERNfHDTNAART—LERELET. FNA A T=ILILCREY
—asADIVEIITHFEENTVWET, Expressway-C D SIP RS IVDFNNA R T—=I) %
FAXDICE, ROBREEZTVET,

1. Unified CMICOJ 14> LE T,

2. [Device] > [Trunk]ic BB L £ 7,

3. RNFUUOBERRITDD, BRRI1EVIYILET,

4. Expressway-ChZ > V&2 BIRULET,

5. FINA A7 = OB &2RRKLET,
O—)L%&F>Hh—U CTI-RDE /= & Cisco Webex-RDDF /N A A7 — L 2RI ICE. XROF
JEICREWET,

1. [Device] > [Phone] DIEICBEIL £ T,

2. B3REFIC, [Device Type contains Webex] = 7= (& [CTI Remote Device] ( B F B A= FERL

TLBHICRHBLUT) ZBIRTEEXT,

3. FNAARAT=INDBERFRLET,
ETFNAAT=LCEREATVWHIV—-a > 2BBLET,

1. [> AT A(System)] > [F7/N 4 A7 —)L(Device Pool)|ICBEIL £7

2. Expressway-C SIPNZ 2 O CERTA2TFNA AT =L ZBRELET,

3.FNAAT—=NEVVYILET,

4. AEBERBLET,

5. Webex-RDE = CTI-RDICEATEITFNA AT —ILEZRRLET,

6. FINAAT—IN&EOVVYILET,

7. AEBERRLET,
B R DIRE :

1. [ AT A(System)] > [ —2 3 21 (Region information)] > [J —2 3 >/ (Region)]ic BE L

7,

2. BEShEBOVThHIZERRLET,
3.C7292MALTVAHEAOU—a B —2a BRI ESHERRBLET.
CORRT, G729 2FALTVSBHRERBEL =BE . Cisco Webex AR T2 HHR— &
ROA—F 1A I—FY IFHR— P EhD&SCTORRERBT S, FEETORKEY



R=KLTVWBRV—=D3VERKF O BOTFNAA TN ZBERITIBENFfGVET. RO TV
FTR, ROKXS5ZYM%ELEL =, Expressway-C RS>0 U—T3>

: ReservingBandwidthWebex RD @) —< 32/ : RTP-DevicesRICRT LS, RTPF/N1 A&
ReservingBandwidthiR B N BRZRRLE T,

nnnnnnnnnnnnnnnnnnn

~Region

G.729 Not Supported by Spark

Expressway-C RSV IONFFELTWETFNA AT 2EETHE, V—IJa> 0RKRNSFEE
ThET, FLLFNL AR T=ILDOV— 3>k RTP-Infrastructure ICREEhTWET, Lk
> T, Cisco Webex-RD & Expressway-C RZ >V MOFH L W — 3 > Bk RTP-Devices
& RTP-Infrastructure IC%& Y EL . BICRT LS IC. CDOBFKIECisco WebexTHR— K& h
TVWABF—FA4AI—FYIDIDOTHBIAACLDEHR—MLTWVWA S, J-ILBFELLRERE
ThEYT, BE2: UnifiedCM DBABEEXAY 22— Y/ XEBATVWSERNTOETFHD
EREFEE>TVSLEY, SDPHFEFEATVWE SIP XY E—I0H A XK I E) KELSBEDT
ETVET, choOAY—DZABIRI Y-/, XREBZNTYRMEZTAND LS CHRE
TRIVENFHYNET, BFEHBEY—N0OZ<BZEFT7 4 METHRETEE T, Cisco Unified
Communications Manager ( Unified CM ) Tlk, BEDO VUV —ALBWVWT, SDP FEELTVS
KEBHAZXDSIPAYE—SR0BITHDEHOTT7 3 MEFFEELERATL =, Unified
CMOFLWU U —ATR, SIPXY - ERUTRHFAENBEY A XFBBMLTVETH,
DEEFRAAMN—ILTORBEEN, PYTIL—RTREBEEATVWERA, ChT,
Hybrid Call Service ConnectZ % R—KF2 & CIHY ) —ADUnified CMEF Y 7JL—RKRL T
WA BERE. Unified CMOBABEF/AY E—SH A AN PETEDERBREZITHTHEMS S
WET, CORMBIE—HIZINATVY R I-IL H—EREROI-ILREEZBELID>ETD
BEk, Unified CM @ SDL RL—AE I} T& <, Expressway DOJTEMREBICHZYET, MEE
BETICR., ETAFfERCID), RCMENRETZSFITORATEERLUET, AHFE
cANHEVSHERBICEASICE, Unified CMAFRKETEDSIPAYE—D&RETHE, TCPY
v NEBUSE(TT, Expressway-CICIBE LBV CELERITIIMBENF GV ET, £EEL, ¥
BSLORRAXPFRICR >TSS UERRNIBCHDTREMSI BY ET,

1. Cisco Webex #, Y4 AH K& F&S&HE INVITE & SDP £XFLET. Expressway-C
& h#%& Unified CM ICEEL £ 34, Unified CM ik TCP VY hZBL, TOESIPA A
FOIJHFBRALALTINCEYET,

2. Unified CM & Webex NDRFEI—IZEF7 7— (Early Offer ) ELTREfTLET. D
%), Expressway-C ICEEEh2HRHMD INVITE (Ll SDP FEFEnET, XIC, Cisco
Webex Ik 200 OK & SDP ZiAfE L TIHE L £ 4, Expressway-C A5 Unified CM ([C &
NiEEZED 200 OK BERB YA AN KEFTEERT, UnifiedCMEE TCP VY Y NEBL, ¥
DESIPAATOATFRALTINCBYET,

3. Unified CM A Webex NDRFEI—IL ZBEFT 7 — ( Delayed Offer ) ELTRITLE T,
D%V, Expressway-C ICIXEEh2BH#O INVITE IClk SDP FE2FEhELA. RIC,
Cisco Webex Ik 200 OK & SDP Z3iA5f§ L £ ¥/, Expressway-C 'S Unified CM I EE h
EEED 200K A7 7—RB YA AN KEFTEET, UnifiedCM & TCP Vv NEEAL,
TOBRSIPAATFTOATNRALALTINCEYET,

Expressway-C DO T DB ENDRRERL THD E, XAV E—2 JO—ZBELPTLEY)
£Y, TranslatorXBENT OV S LZERA T HBAE . Expressway-CH Cisco Webex 200 OK&
SDP%Unified CMIZEL TWA DA WET, CCTHRELCEDOR, RERTELSIEC,


http://translatorx.org/

Unified CM & SIP ACK TRL TREZEEBEVWCETT,

— — — —
CuUcM Expressway-C Expressway-E
14:05:01.183 INVITE (101 INVITE)
14:05:01.190 100 Trying (101 INVITE)
14:05:01.216 | INVITE (101 INVITE)
14:05:01.226 S 100 Trying (101 INVITE)
14:05:04.021 " 180 Ringing (101 INVITE)
14:05:04.025 o 180 Ringing (101 INVITE)
14:05:19.737 200 OK w/ SDP (sendrecv) (101 INVITE)
e 200 OK w/ SDP (sendrecv) (101 INVITE)

CANCEL (101 CANCEL)

14.06:22.829 < 481 Call Leg/Transaction IDne—s Not Exist (101 EANCEL}:

L J

No SIP ACK

BEZLEVOE Unified CM ORETH D =8, SDL ML —AZEFAXT Unified CM & Z ORR
ZEOEISICREBLTVEIDOHDN ZERASHICTRACEICEERFIDYYET, COFUATER,
Unified CMIZExpressway-CH S D KEBZ XY E—IZB/RULUET, cOLSIBOTFAEHEBN
HRlzhxd,

CUCM Traces
53138762.000 |09:05:19.762 |AppInfo |SIPSocketProtocol(5,100,14,707326)::handleReadComplete
send SdlReadRsp: size 5000

53138763.000 |09:05:19.762 |sdlsig | Sd1ReadRsp |wait
| SIPTep (5,100,71,1) | sd1TCcPConnection(5,100,14,707326)
|5,100,14,707326.4410.36.100.1404* | *TraceFlagOverrode

53138763.001 |09:05:19.762 |AppInfo |SIPTcp - SdlRead bufferLen=5000

53138763.002 |09:05:19.762 |AppInfo |//SIP/Stack/Error/0x0/httpish cache_header_val: DROPPING
unregistered header Locus: c904ecbl-d286-11le6-bfdf-b60ed914549d4

53138763.003 [09:05:19.762 |AppInfo |//SIP/Stack/Info/0x0/httpish msg process_network_msg:
Content Length 4068, Bytes Remaining 3804

53138763.004 |09:05:19.762 |AppInfo |//SIP/Stack/Info/0x0/ccsip_process_network message:
process_network _msg: not complete

53138763.005 |09:05:19.762 |AppInfo |SIPTcp - Ignoring large message from %Expressway-
C_IP%:[5060]. Only allow up to 5000 bytes. Resetting connection.

SIPAALTFTOATHRALLFINTBDE, CiscoWebexiEOJH > TILICRRMENTVAKRSIC, &
{&SIP 603 DeclineX ¥ 2—= & Expressway-ElCiXEL £ T,

Expressway-E Traces

2017-01-04T09:05:40.645-05:00 vcs-expressway tvcs: UTCTime="2017-01-04 14:05:40,645"
Module="network.sip"™ Level="DEBUG": Action="Received" Local-ip="%Exp-E%" Local-port="25150" Src-
ip="%Webex_IP%" Src-port="5062" Msg-Hash="2483073756671246315" SIPMSG: SIP/2.0 603 Decline

BRLIELSIC, COBMEEZRBTESRSFTUFRIDIHNET. AP I<TI D, cOR
TR IBEORRIC—HLAEOTDOHIZERLTVWET. CDBS, Cisco Webex NOREFEI—IL
HFiBHEA T 7 — ( Delayed Offer ) ELTEShELE, YUI—S32

1. Unifed CMICAJ A LE T,

2. [System] > [Service Parameters] (CBEL 7,



3. Call Managery—EAZRITLTWVWAH—NEBIRLET,
4. H—EANEBREZRHDTOV T MFRRE NS, Cisco Call Managert —E R &#IRL
7,
5.[FMF 73 EeBRLET,
6.[VFAZLEIRENTAXA—R (FIN14 A -8SIP) ( Clusterwide Parameters ( Device -
SIP) )] DRET, [SIP DBAZEFEXY —I 04 X ( SIP Max Incoming Message
Size )] & 18000 (CEEL £ Y,
7.[Save] ZBIRLE T,
8. Cisco Call Manager H—EAZR{ITLTWAHFTXTO Unified CM /—RT, COFEZ#H
VIELUETY,
F: P72, AZRL—232 IV RRAUN, SIP RN OBETCORELZFATHIZD
CEEERFRELCENET., REANORBRERPRIEHAD D, ChsoF/N1 RAZEGBIC
HEBTEXY, CUCMLOIXTOTFNA RZVEY NTBZ LR, ERHICHFBATEDIENT

mOVBRYBITE L, FBRExpressway RS TNY 1—F 12T Y—Liig—>0
BB 1—7T 1 T 1Expresswaylclk, NE2—2HFBEDIAUTFAC—BITIHNESHETAD
FTAIRCRYODNZ—2FIVOI—TFTA4VTA4HHY), BFESY CERENET, cO1—
T4 1)7 1, Expressway O [X>FTF > A ( Maintenance )] >[Y—JL (Tools ) ] > [/\&—>
DR (Checkpattern ) ] X =1 —F7>2aVCHYET, BE, chik, RRIL-ILOERE
BANE—NFHINCRIDIANVTFARAEELL —BIIHDESHETANL, 7232 TX
FINOEETREEZRTIIBELCHEATHET, N\N17UY R - Y—EREHROBSE.
Unified CM ¥ 5 A& FQDN #, Unified CM 73 A& FQDN TREL ENZ—2XFHICI Y F
FTEINESIHETANTDCEETEXRT, CcOI—T1VT1ZEATIEE, X URI TR
BIN—b AYHA—=CURANE I Unified CM V5 AZ FQDN N X =R ICESVWTO-LN
N=TFTA2TENBECFEFRBLTLEETV, EEAEF, XD INVITE & Expressway &5 L
=BE ., jorobb@rtp.ciscotac.net Tk < cucm.rtp.ciscotac.net I L TNZR—2 O #MEE
ZTANLUET,

SIPMSG:

| INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKcac6d495278590991a2b516c£57e75827371;proxy-call-
id=abcba873-eaae-4d64-83b4d-c4541d4e620c; rport

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bK837b03£f2cd91b6bl9bedfc58edb251bf12;x~-cisco-
local-service=nettle;received=192.168.1.6;rport=41913; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK524£89592d00££c45b7b53000271676c370.88b5177ac4d7cfcaeleb8f8be78da
055;proxy-call-id=2db939b2-a49b-4307-8d496-23716a2c090b; received=172.16.2.2;rport=25010

via: SIP/2.0/TLS
192.168.4.150:5062;branch=z9hG4bK92f9e£952712e6610c3e6b72770c1230; received=148.62.40.63; rport=39
986; ingress-zone=HybridCallServicesDNS

via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-313634~
3d27a6f914badee6420287903c9c6ad5; rport=45939

Call-ID: 3e613afbl85751cdf019b056285eb574@127.0.0.1

CSeq: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>

From: "pstojano test" <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=145765215

To: <sip:jorobb@rtp.ciscotac.net>

Max-Forwards: 15

Route:

Check patternZ £ L T, Hybrid Call Service Connect Route(HCCAA Y X —#&RIL—ILIL—F
AT BTANTDICR,. ROFHEEERTLET.



1L.XATFUR]>[YV=L]>[NEF—2OBE|CBELET,
2. T4 JUFAEL T, Unified CM Cluster FRDNZ A DL F T,
B [INE—=BRAT71&[TL7 1Y VICRELET,

4. N2 —> X F 5% [Unified CM Cluster FQDN]JICEREL £,
5. NZ—>EEZLeavelc BREL £,

6. [NR—> DR ZBIRLET,

Expressway DRI —IHFEULKEEE N TONE, [ER (Results )] I [FRZh
(Succeeded ) ] DX Y E—THFBENET, BICRTLSIC, EHZXCheck pattern test® il %

RULET,

Check pattern
Alias

Alias ¥ |cucm.rtp.ciscotac.nst

Prefic. ¥ |1 d
# |cucm.rip.ciscotac.net

Leave v i

ch R L BHRE, 0T 11T A(cucm.rtp.ciscotac.net)(cucm.rtp.ciscotac.net)d 7L 7
AYIDANBR=2NFHINE—BITDEHTT, chSOBRCEIVWTOA=-IUFIL—TFT12T0&
N3EZEEBEBISICE, HPAThTVSExpresswayd s — RN 1—T 1 UT 1 2FEALEXT, B
RI1—7T 47T 1Expressway BRI1I—T 1 UT 1k, BEL =BIBCET VT Expressway A
d=LEREOY—2EN—TA I TEBINESHETANTIBELENTT. TAMNET
XNT, ERCIO-NEREBLITICRITTEET, BRRI—T 1T 1k, Expressway O [X>T
+> A (Maintenance ) ] > [V —JL (Tools ) ] > [#%& (Locate ) | XZ1—ICHYWET,
Expressway-COBRRMeEZFEAL T, Y—/SHFSIPIL—BMA YA —TR DD 2 JUnified CMY 5
AZOFQDNICESTVWTOA=ILEN—T 1 I TER I ESHEHMT I HEEBRBLET,

1L AVTFUA]> Y=L > [BRR]|CBBLET,
2. [Alias] 7 ¢ — )L K= Unified CMZ S A X DFQDNEA B LE T,
3.70RJILELTSIPERBIRLET,
4. Y —AMCisco Webex Hybrid TraversalV A4 P> N =2 ZBIRLF T,
5.[BRRI1EBRLET,
AVE=TILAADTHILRRBERIFRREIAET, RLCRTELSIC, " BREREFEALTRT
EhEYTINTAMNOBZRICRLUET,



Locate
Locate
Alias # |cucm.rp.ciscotac.nst
5 !
Protocol SR ARE !
Source Hybrid Call Service Traversal ¥ | i

ez ¥ 1

[Locate] DIERZRICARLET . KFRFBEMIETY. ROBERFIRREIhET,
CRIBAIN—TFT A TENETEES HHEWVWSESRE (True)
CAERER(V—BIZAT)

- BAER(NL—TFT12TEhTVBEH)

CRYFLTWABRBRRIL—IL (NATVY R D= Y—EAREIL—F 1 > % ( Hybrid Call
Service Inbound Routing ) )

- d=)LDEF LY —>(CUCM11)

Search (1)

State: Completed

Found: True

Type: SIP (OPTIONS)

SIPVariant: Standards-based
CallRouted: True

CallSerial Number: ae73£fb64-c305-457a-b7b3-59ea9688c630
Tag: 473a5bl9-9a37-40bf-bbee-6£7bc94e7¢c77
Source (1)

Authenticated: True

Aliases (1)

Alias (1)

Type: Url

Origin: Unknown

Value: xcom-locate

Zone (1)

Name: Hybrid Call Service Traversal
Type: TraversalClient

Path (1)

Hop (1)

Address: 127.0.0.1

Destination (1)

Alias (1)

Type: Url

Origin: Unknown

Value: sip:cucm.rtp.ciscotac.net
StartTime: 2017-09-24 09:51:18
Duration: 0.01

SubSearch (1)

Type: Transforms

Action: Not Transformed
ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubSearch (1)

Type: Admin Policy

Action: Proxy

ResultAlias (1)



Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubsSearch (1)

Type: FindMe

Action: Proxy

ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubsSearch (1)

Type: Search Rules

SearchRule (1)

Name: as is local

Zone (1)

Name: LocalZone

Type: Local

Protocol: SIP

Found: False

Reason: Not Found

StartTime: 2017-09-24 09:51:18
Duration: 0

Gatekeeper (1)

Address: 192.168.1.5:0

Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
Zone (2)

Name: LocalZone

Type: Local

Protocol: H323

Found: False

Reason: Not Found

StartTime: 2017-09-24 09:51:18
Duration: 0

Gatekeeper (1)

Address: 192.168.1.5:0

Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SearchRule (2)

Name: Hybrid Call Service Inbound Routing
Zone (1)

Name: CUCM11

Type: Neighbor

Protocol: SIP

Found: True

StartTime: 2017-09-24 09:51:18
Duration: 0

Gatekeeper (1)

Address: 192.168.1.21:5065
Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
YMOX> JExpressway Y 1— 322 BRBTDA-NEO2VT, O-LEEBAFATO
MEZENS7IN21—FT14207 328008, XTLHOT2EATIRENfGYVET, I
T & Z M Expressway #aEZRAL T, J—)LOFZ(1EL K Expressway X Z (13 FXTOO
SV ILEDREEHRLCOVT, BE<OFMEBER/RICLITEERT, SIPXYE—0FE
FRTZERTRTEDRED, Expressway TOI—)LDZ(TEL X Expressway Ic kD XTF A4 F F



YXRILOREORRERRBTERT, 2O CE, OJEZERTH IV 2N DEBZDIED 1—
LEBYET. O LRI ZRABL T, "BHdWEI>— (FATAL) .., "I5—
(ERROR). ., "®& (WARN)., ., ™EHR(INFO)s, "#NvYJ (DEBUG)., THhL
—A(TRACE) 1 ZRIRTEEY., 72 PMTR, IXTHINFOILREE N, BEOREIC
PBEBFEAEIRTEXFYTFYLET, BECKR2>TR, AFBETVHIOL) EFHL <EMR
FTHREHIC, BEOED 10005 LRILE TEH (INFO) 4 £S5 T5/tv 5 (DEBUG ) .
CHETIBENFHYET, ROFMETE., developerssl EZ1—=)LOOFX>J LRI ZRET
BDHEERLTVET, COED1-IG (HE)TLSN\V R IAV0EREREHETIRE %
RELZET,
1. Expressway—/SICOJ 4 > U &9 ( Expressway-E & Expressway-COM G CTERITTHIHE
FHYVET ),
2. [X > T3> A(Maintenance)] > [ Mi(Diagnostics)] > [FF# 8% E(Advanced)] > [HR—hO Y
M ERE (Support Log configuration)]ic BEL £
. HAEITRZRTEI1—) (<OBITE developer.ssl ) ECAVO—ILTED21—-LZEIVIY Y
LET,
4. Level N\TXA—Z2DHRICHDIA_1—HSDEBUGZRIRLXT,
5.[Save] 2V )YOJLET,
CORKT, BHIOJEZXF Y 7FrI2EMITEELL,
1. Expresswayy—/NICOJ 4 > L E ¥ ( Expressway-E & Expressway-COM 5 TRITTHHLE
FHYVEYT).
2. [ X TF A > [ > (MO CBBLET,
3. [Start New Log]Z 2 ) Y U LE T (tcpdumpA 7> a B84 FTAICLET),
4. BEZBHIELEXT.
5.[A70ELE)1ZEVVYILET,
6.[AJ DA I O—RIZVVYILET,
Expressway N2 M0/ Tl&, Expressway-C & Expressway-E DA AN SHETLTOX>J %6
BIBDELCEFBLTLSEZTV, B, Expressway-EQOOF¥ T &#B L. Expressway-Cl-
BELTHARBRLEYT, TORKTHEEZBRTEE T, X : BHE. Expressway/VCSEMO T /Y
> RIICK, Expresswayt—/NEIERMELFEETCESCAUANCHRITDIEFRISEATVE
BAh. COBEFrRIDEBDLDNZT—ANH2BEE., "COFERE KT—RETFERYFL

T<rExw, BEIER
. _FCiscoWebex N\ 1 7UY R =)L Y—EREAHA Ry
. _FCisco Webex /\1 7U Y REEEtH A Ry
. _FCisco Expressway Administrator Guide
cTOZAIN HR—BbE RFI XD - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCvc70955
https://www.cisco.com/go/hybrid-services-call
https://www.cisco.com/c/ja_jp/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
https://www.cisco.com/c/ja_jp/support/unified-communications/expressway-series/products-maintenance-guides-list.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



