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AT Y 7' 1:Expressway ECXMPP7Z T FL—> 3> &2 BHMICTS

Expressway T O XMPPE&E D fEER

Expressway C#& & O'Expressway ECOXMPPZ T FL—>3> oSN a1 —FT429
ATVT2  BAVYINY DI —DL Y NO’RE

AANXYNINY IS —OL Y NDOHER

ATV 73 . FI1 VT 1 E—ROEFE

tXIVFAE—ROS TN Ia—F142T

— A% B 75 S R

ER1: —FREOXYE—T2T, AFANDA 2 Z—FY MFBEELFEFEA, IMGBPAT—Z AN

FoT47
FER2: 7IFL—>3 A KEBU, CUPOXCPL—ZANTY hENDZALTWS

TR
KZ7)La—b
BEE 15 R

B

< RFI1XNTIE, Expressway T DExtensible Messaging and Presence Protocol(XMPP)~7
IFL—Y3 OREFIEICOVTHBALET,

BIRRA
4

CORFIXNIBEOERHREHY EFEBA,

FEHTHIAR—F2B
CORFIAIXNOBERHRIEF, ROV TRNIITEN—RIITON=23AVICETVTVWET,
. Cisco Expressway X8.2 A [%

. Unified Call Manager(CM)f > AR M XY =20 J(IMB R TLEV A —EXR
9.1.1LAB#



CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR
FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REOREASBELTVET
o BEEBHRORY ND—UTR., FEONVRIEL>TRIDAREMI HD2EEZ +OEIEL T
ZEW,

HREH

RORF, SEZBEZRLTVLERT,

: XMPP Server
= &’ e ﬂ 5268 4 b.com
§ | /
3 m a > - UC IM&P_
m I + IBM Sametime.
bob@a.com m' =t‘ 5269 + Cisco Webex
HrTP e | + GoogleTalk
5222 * Cther XMPP...

528,
.
® =7 5222
7400 SRV DNS
lookup
Xop Misld

xcpl e SIP proxy ‘ SIP proy IL; .

mike@b.com

CIM&P § Conf Mngr XMPF Engine
Expressway-C Expressway-E .

Expressway CXMPP7 I FL—> 3> a2EBMICTDE, FUOT 1755 —)\H5H—/Y(S29)H
Cisco Unified Presence(CUP)A* S Expressway Edge(Expressway E)ICBBILET, <O R—
ZVRE, 7IFL—TFTY RRXAMVEOITXNTOXMPPEEFEZEELET,

- S2SIFR—K5269ZFEALTT7IFL—TY RRXAEBBELET

- ExpresswayE, C. 8 KRUV'CUPOXCPIL—RBOATFXMPPRZ 7 1 v Uik, R—K7400T
BELET

. Expressway EA' S OXMPP7'OES 3 Z2 JE#HIE, R—K2222MOSSHR R ZNL T
Expressway CICIEEE hET

- Expressway Cl&, AXLR— 8443 N L THELBI—FT 1 VT EHRTCUPEEFHLET

BRE
AT Y 71:Expressway ECXMPP7 T FL—>3a> 28T

[Configuration] > [Unified Communication] > XMPP7 T FL—> 3> HR—N>F>



wfnen]n,
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Unified Communications

_| Configuration

Unified Communications mode Mobile and remote access ;| |

| XMPP federation

I XMPP federation support [On =] (i I

Configure static routes for federated XMPF domains

Use static routes off : |
Dialback secret I p— i
Sacurity mode Mo TLS 5 i

Privacy mode | Off =]

XMPP7 I FL—23>ZBMICTRE, ROKSICRRENET,

1. Expressway-EldO—HILEREZEFHL . < DFE ZExpressway Core(Expressway C) TERL
£9,

Expressway EOOJICIERD KRS ICRTRENET, "Detail="xconfiguration xcpConfiguration
is_federation_enabled - changed from: : 0 ~1"

2. Expressway-Cld. Expressway E S2SAVR—X RO LI ATCUPTF—EXR—AD "
xmpp2snodes) T—7 I EEHLET,

Expressway COOJIZIFRD XS IZRRENE T, "Module="network.ax!" Level="INFO"
Action="Send" URL="https://cups.ciscotac.net:8443/ax|/" Function="executeSQLQuery"

BNT VY UDNSH, 7IFL—23aUHFBEBRINTO RIS OXMPPH—/YSRVL J— R
TEMENTVBR I EZRELET,

_xmpp-server._tcp.domain.com ( /R— 85269 )

Expressway T D XMPPEE DR

AT Y 71:CUP Command Line Interface (CLI ; AN RSA VAV E—TIA A )DL SKXDY
TUZEGFTLT, F—ER—ADEENIMIPH—NTEEICZTFTANSAIENESH ZRBLE
C

admin:run sql select * from xmpp2snodes
pkid cp_id

055¢13d9-943d-459d-a3c6-af1d1176936d cm-2_s2scp-1.eft-xwye-a-coluc-com
admin:

ATY T2IMEPH—=/NTXMPP7 T FL—>3UAF 7 ICB>TVBD ZE ZRABLET,


https://cups.ciscotac.net:8443/axl/

[ZLEVAR]I>[RXAVBE7ITFL—>32]>[XMPP7 T FL—>3 2] > [BRE] > [XMPP7 T
FL—=23> /—RAT—RA]>[F7]

Expressway C# &K UExpressway ECOXMPP7 T FL—>3a> O N7V a—F129

ATV 1 FNvITLRI)ILoOTZEMCLET,
Expressway-E:

[Maintenance] > [Diagnostics] > [Advanced] > [Support Log configuration] >
developer.clusterdb.restapi

Expressway-C:

[Maintenance] > [Diagnostics] > [Advanced] > [Support Log configuration] >
developer.clusterdb.restapi

[Maintenance] > [Diagnostics] > [Advanced] > [Network Log configuration] > [network.axl]

AT Y 72:Expressway-C# & O'Expressway-ETCEHMIOJ ETCPA > 7 Z#RBLET,

XY RND—UDORBENEDNDEEE. CLIASIMAPRITNTY RF+7F v ZERITLET,
Futils network capture ethO file axl_inject.pcap count 1000000 size all

AT Y 7' 3:Expressway-ETCXMPP7 T FL—>3a > BMCTS

30MEFE>TH S, TExpressway COXMPPERENHEEE ) THATHFIEEZRITLET
ATYT2: LYWy O>—OL Y NORE

[Configuration] > [Unified Communication] > [Dialback Secret]



afrafn,
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance 7 Help o« Logout
Unified Communications “You are here: Configuration + Unified Communications * Configuration

‘ L/ Success: Saved

‘I Configuration

Unified Communications mode | Mobile and remote access  + | 1

4 XMPP federation

XMPP federation support [on 3] i)

Use stafic routes Com_:] (iy Configure static routes for federated XMPP domains

Dialback secret e | G I
Security mode [(NeTLS 3] (i)

Privacy mode [fom %) i)

SIP registrations and provisioning on Unified CM Configured (See Unified Communications status)

IM and Presence services on Unified CM Configured (See Unified Communications status)
XMPP federation Configured (See Unified Communications status)
Related tasks

View XMPP federation activity in the event log

FAALVINY VB EDRSICHEELET A

Initiating Server Receiving Server Authoritative Server

Send dialback key
>

Send verify request
>

Send verify responds

A
]

Report dialback result

-

DOMAIN1 DOMAINZ DOMAIN1

ATFY 71 REAY—NE, TOXAVILNY VBRFIBEENES—ILY NMCEDVWTEHE
L. SEAY—NICEELET,

ATV 72 ZEAT—NGE, BABTRXAOEROHZDT—NTOBRERIALET,



AT Y73 ERY—NFRAULAVILNY IS —ILy NERETE 0, RREZRTTEST

o

ATV 74  BiIEhaE, SEAY—NEEBT—NHSOXMPPEZ ITANET,

AT Y75 BRY— /A" _xmpp-server._tcp.<target domain>lIC LTI Y O F v T&2ETL, Z
EY—NE2ROHET

AT Y76 : ZEROH—/\H_xmpp-server._tcp.<orginning domain>C L TILY O F v &R
7L, ROBHA Y —NZEODHET

ATY T ERY—NE, BHBRY—NERUICTDENTEXT
AALYILIXYV>—ULY FNORER
Expressway A BRI —/N\THDJE, ROFTNY THFRRENET,

XCP_CM2[12122]...Level="INFO " CodeLocation="stanza.component.out"
Detail="xcoder=34A9B60C8 sending:<db:result from="coluc.com'
to="'vngtp.lab'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:result>"

XCP_CM2[12122]:..Level="DEBUG" CodeLocation="stream.out" Detail="(00000000-0000-0000-
0000-000000000000, coluc.com:vngtp.lab, OUT) xcoder=34A9B60C8 Scheduling dialback
timeout in 30 secs"

XCP_CM2[12122]:..Level="INFO " CodeLocation="ConninfoHistory" Detail="{##tIAREND L E
: PENDING->CONNECTED...

Expressway A ZERIY—/NTHBDEE, ROFNY ITHFRRENET,

XCP_CM2[22992]...Level="VBOSE" CodelLocation="stanza.component.in"
Detail="xcoder=05E295A2B received:

<db:result from="'coluc.com’
to="'vngtp.lab'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:result>"

XCP_CM2[22992]...Level="INFO " CodeLocation="Resolver.cpp:128" Detail=
"coluc.com:puny=coluc.com:service=_xmpp-server._tcp:defport=0'D ) VLN ERZBHHBL TLE
j-"

XCP_CM2[22992]...Level="INFO " CodeLocation="debug" Detail="(e5b18d01-fe24-4290-bba1-
a57788a76468, vngtp.lab:coluc.com, IN)

resolved dialback address for host=coluc.com method=SRYV dns-timetals=(TOTAL:0.003157
SRV:0.002885)"

XCP_CM2[22992]...Level="INFO " CodeLocation="DBVerify.cpp:270" Detail="(e5b18d01-fe24-
4290-bba1-a57788a76468, vngtp.lab:coluc.com, IN)

DBVerify A M) —AARAWTWE T, Sending db:verify packet:<db:verify from="'vngtp.lab'
id="05E295A2B' to="coluc.com'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b verify03</db >"

XCP_CM2[22992]...Level="INFO " CodeLocation="DBVerify.cpp:282" Detail="(e5b18d01-fe24-
4290-bba1-a57788a76468, vngtp.lab:coluc.com, IN)
DBVerify/NT v ~ 32 {5 <db:verify from="coluc.com' id="05E295A2B"' to="vngtp.lab'



type="valid'>d780f198ac34a dbd795fcdaf8762eaf 52ea9b03</db:verify>
Expressway A ERYF—/NTHBDEES. CcOFNYIHFRREhET

XCP_CM2[5164]:..Level="INFO " CodeLocation="debug" Detail="xcoder=94A9B60C8
onStreamOpen:

<stream:stream from="vngtp.lab' id='1327B794B' to='coluc.com' version='1.0' xml:lang='en-
US.UTF-8' xmins='jabber:server' xmins:db='jabber:server:back'
xmins:stream="http://etherx.jabber.org/streams'/>

XCP_CM2[5164]:..Level="VBOSE" CodelLocation="stanza.component.in"
Detail="xcoder=94A9B60C8 received::

<db:verify from="vngtp.lab' id='"05E295A2B'
to='coluc.com'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b verify03</db >"

XCP_CM2[5164]:..Level="INFO " CodeLocation="stream.in" Detail="xcoder=94A9B60C8 closing
stream used for dialback only"

ATYT73:EF1VTF1E—ROBRE

stluan]n,
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance 7 (O

Unified Communications You are here: Configuration + Unified Communications + Configuration

| Configuration

Unified Communications mode [ Mobile and remate access  : | i
| XMPP federation
XMPP federation support On -] i
Use static routes off * i Configure static routes for federated XMPP domains
Dialback secret 7 [ i
TLS required
Privacy mode TLS opticnal |
Save

EXIVFAE—RONSTNI1—-F12T

- WiresharkZ R L T
. #EE(X. Transport Layer Security(TLS)A"R%EA, A7’ arh, TLSHELAZRLET
RONTY NF v+ TFyBAER, TLSHABEZZEDOHAERLTVET,



P Protocol
< FEATURES(stream) []
=~ STARTTLS [xmlns="urn:ietf:params:xml:ns:xmpp-tls"]
xmlns: urn:ietf:params:xml:ns:xmpp-tls

Source Destination ‘Protocol|Length|Info

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-

REQUIRED
10.48.36.171 10.48.55.113 XMPP/XML 269 STREAM > co
10.48.55.113 10.48.36.171 TCP 66 xmpp-serve, 30353 [ACK] Seq=1 Ack=204 Win=30080 Len=0 TSval=1119100130 TSecr=1119103044
10.48.55.113 10.48.36,171 XMPP/XML 254 STREAM oluc.com
171 0. 48,50, 113 __ICB 66 30352 XMRR-SECYElr
|10.48.55. 113 10.48.36.171 XMPP/XML 173 FEATURES

1Z1 1o 48 55 113 TCP 66 30353 > xmop-
117 STARTTLS

.36.171
el
w0171
.55.113 10.48.36.171 TCP

FUU]
434 [TCP segment of a real< XMPP Protocol

10.48.55.113 10.48.36.171 TCP 1368 [TCP segment of a real o STARTTLS [xmlns="urn:ietf:params:xml:ns:xmpp-tls"]
10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ T i i 1 B4
10.48.36.171 10.48.55.113 TCP 640 [TCP segment of a rea xmkns: wrmiiett:params: xmling: xmpp: s

10.48.55.113 10.48.36,171 TCP| 292 [TCP segment of a rea

10.48.36.171 10.48.55.113 TC
10.48.55.11
10.48.36. 17
10.48.55.11

298 [TCP segment of a rea POOT

|
. ) Ack=3460 Win=41600 Len=0 TSval=1119103110 TSecr=111910015(
= PROCEED [xmlns="urn:ietf:params:xml:ns:xmpp-tls"]

xmlns: urn:ietf:params:xml:ns:xmpp-tls

SSLELTTFNYTIBE, TLSNY RIS IVHFRRENET

|Source |Desunaﬁon |ProtocoI|Lengthilnfo

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-sServer [ack] Seq=1 Ack=1 Win=29312 Len=0 TSval=1119103043 TSecr=1119100129

10.48.36.171 10.48.55.113 TLSv1.2 269 Continuation Data

10.48,55.113 10.48.36.171 TCP 66 xmpp-server > 30353 [ACK] Seq=1 Ack=204 Win=30080 Len=0 TSval=1115100130 TSecr=1119103044
10.48.55.113 10.48.36.171 TLSvl.2 254 Continuation Data

10.48.36.171 10.48.55.113 TCP 66 30353 = xmpp-server [ACK] Seq=204 Ack=189 Win=30336 Len=0 TSval=1115103044 TSecr=1119100130
10.48.55.113 10.48.36.171 TLSv1.Z2 173 Continuation Data

10.48.36.171 10.48.55.113 TCP 66 30353 » xmpp-server [ACK] Seq=204 Ack=295 Win=30335 Len=0 TSval=1119103046 TSecr=1119100131
10.48.36.171 10.48.55.113 TLSvl. 117 Continuation Data

10.48.55.113  10.48.36.171  TLSvl, 116 Continuation Data

10.48.36.171 10.48.55.113 TLSvl. 275 client Hello

10.48.55.113 10.48.36.171 TLSvl. 1434 server Helle

10.48.55.113 10.48.35.171 TLSvl. 1368 Certificate, Server Hello Done

10.48,36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=464 Ack=3017 Win=35096 Len=0 TSval=1119103045 TSecr=1119100134

SISO R S

10.48.36.171 10.48.55.113 TLSv1.2 640 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

10.48.55.113 10.48.365.171 TLSvwl.2 292 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

10.48.36.171 10.48.55.113 TLSv1.2 298 Application Data

10.48.55.113 10.48.36.171 TLSvl.2 283 Application Data

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=1270 Ack=3450 Win=41600 Len=0 TSval=1119103110 TSecr=1115100156
10.48.55.113 10.48.36.171 TLSv1.2 113 application Data

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=1270 Ack=3507 Win=41600 Len=0 TSval=1119103110 TSecr=1115100195
10.48.36.171 10.48.55.113 TLSv1.2 190 Application Data

10.48.55.113 10.48.36.171 TCP 66 xmpp-server > 30353 [ACK] Seg=3507 Ack=1354 Win=33408 Len=0 TSval=1119100236 TSecr=1115103110
10.48,55.113 10.48.36.171 TLSv1.2 218 application Data

— IRy 7 [ R

ER A1 ;ﬂrﬁlwx‘vt—9>7° ABADL 22—y NEHBELEEA. IMAPAT—R AN
FoOT4

Expressway-CO O :
"Function="executeSQLQuery" Status="401" Reason="None"
IRE 1 : Expressway-CRIOIMGPL—HDILFUI v IILAELLSHYELE A,

child, COURLZSEITL., Expressway CTREENTVWB LTI v)LTOJ 4> L THER
ITBHEETEET

[Configuration] > [Unified Communications] > [IM and Presence Servers]



https://cups address.domain.com:8443/axl

BRE1: NADT—ROEH, CUPH—/\BRHEDOERH
ER2: 7TFL—>3 2 FKKL, CUPOXCPIL—EHFNTY NENXNTALTVS

FE 2: CUPOXCPIL—RFBEEEhTLAEV

Zhik, CUP Administration®[Notifications]R— CHRBT D ENTEET,

wlwln  Cisco Unified CM IM and Presence Administration

€15€0  For Cisco Unified Communications Solutions A3 | ccmadmin | Search | Logeut | About

Sysiemw  Prasence v  Messaging v Application v Bulk Asminiaason v Disgnostics v Help v

FH selectan H crear al -x Delete Selected
Status
P
Notifications (1 - 5 of 5) Rows per Page 50 °
Find Notifications where Origin | begins with = | Find || Clear Filter | | 4| [ =
Severity o Count Deseriction orgin Creates
. Cisco XCP Router : (ecupl0s.coluc.com) requires a restart in arder for recent configuration changes to take effect. You can restart this service here. Once the service is restarted, this netification will be Cisco XCP Config Manager  Jan 5, 2015 3:10:43
deleted automatical ty.
& 5 Cisco XCP Router : (scupl0.coluc.com) requires a restart in order for recent configuration changes to take effect. You can restart this sarvice hare. Once the service is restarted, this notification will be Cisco XCP Config Manager  Jan 5, 2015 3:10:42
deleted automatically. ;

fRRE 2 : CUPTXCPIL— 2 = BiE TS

BFIC BN TONEEAN, CUPOXCPIL—2OT7REEENTY NONDAZT>TVET
o XCPRouterty —EA%ZBREL TEMRLEWVESIE. IMPISTAEZEUT—KNLET,

R

BE, CORECEATE PRBFELS Y E A,
NZ7L>a1—b

B, CORECHTIBHEONSTAS 1—7 1 T EBRSY £ A,
BYE 1]

- TOZHIL HR—Bh & RF 21 X b - Cisco Systems
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