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4. Expressway-COOT XD TS —AKRREND : XCP_JABBERD Detail=Unable to connect to
host '%IP%', port 7400:(111) Connection refused

5. Expressway-EH—/NORA R B/ RXA 2 HAH collab-edge SRVTEREENEEDE—FL K&
W

6.JR1E ODWebEx Connecth 7RO U7 a U FERTOJA > TERZV

7. Expressway-CH—/\IZ "Configured but with errors; E VWS TS — XY tE—IFRREND
Provisioning server : RS /N—H )L H—/VEHRESZHL TVET,

8. Microsoft DirectAccess' 4 > Ab—J)lEhFEL I

9. Expressway® 'J/N\—ADNSILY 9T Y 7HRKTS

BEOBRE

V77 ANBERTERL, SIP/2.0405AXNFFAIE hixl)

VIR ADBETERL, Reason="THHE RXAL>"

V78720 BETERZV, BEH "PARILAVD NIV HFHREI
727—ALADITFTHRECNLEFETOXFHFERTMRAN XK T S
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CUCMMDIEMZ T BHASCITS —

X IT7HBBAICS FBExpressway-CH S CUCMADS061TOF I RND Y RTLSEE
IM&PH—N\ABIE T, TS—HNRETS

TR E

Jabber9 AT R DRA AX =)L AT—RAIC "Not connected ;] ERTEND

Bk D EE A ExpresswayiEH TJabber9 A4 7 M RRENEV
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CORFIXANTIE, BAT7I—XATHEENEET %Collaboration EdgeD & & — i = B %
RSTINA—F 4 TFBHEEICODVTHIBALET,




BRELA

Mobile & Remote Access(MRA)I&, Virtual Private Network-less(VPN)Jabber#gEDEA Y 1) 1 —
23UTY, cOYV1—23a>TR, TVRI—YPHIFMROEZASTEARI O X—TF4
AVY—RAICEHETEET, ZOHA RiE, Collaboration Edge Y'J1—>3a> o hZ7)L2 1
—TFTAVITERFTSIVZTH, EABRKTRETDARMENI HD2HE BN EEEZLREICSH
E, BRTEDELSICTDENTEREAEL 1,
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- Cisco Unified Communications Manager ( CUCM )
- Cisco Expressway Core
- Cisco Expressway Edge
- Cisco IM and Presence(IM&P)
. Cisco Jabber for Windows
- Cisco Jabber for Mac
- Cisco Jabber for Android
. Cisco Jabber for iOS
ctEF1UTAREHE
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CORFIXNOBERE, XROVIRNIITEN—RIITON=23aVIZEDVWTVET,
- Expressway/\—= 3 > X8.1.1LAB&
. CUCMU 1) —2R9.1(2)SU1EARRE KT IM&P/N—= 3 29.1(1) LARE
. Cisco Jabber/N\—= 3 9. 7L0 &
CORFIXYNOERIEF., BEOFRREBEICHDTNAARICETVWTEREhELE, ZOR
FIAIXPNTERATDIIXNTOFNA AR, I (F7 2D ) REORELSEBL TVET

o ABEEFOZRY NT—U TR, EAXVRIZEPDTRID AN HZFEE T IHEREL T
2ZE W,

OJ4 > 0RA
JabberAXMRABHTH A/ /4> TCERL

COERE, TECEMEFRRTRETITEMNBUET, TO—WEOVTR, 22T
BHELET,

1. Collaboration Edge Service Record(SRV)FER & nix\\, izl R— M8443 5 BiETRE

JabberV 547 RAMRATEREICOV A TEDRSICTRICE. HENIATRL—>3>T



YISRVLIO—RZERL., NBASTIVEATERDRSILTIHXEN BV KT, JabberV Z 4
TR ENICEBTSE, DNSSRVIITUNERENET,

1. _cisco-uds : CMSRVL J—RiE, CUCMY—N\NERTAELNESH ZHRITDEHICFER
chEd,

2. _cuplogin : COSRVLO—RE, IMGPH—N\FEAAEELAESH ZHRTHHICFERAE
nEX9,

3. _collab-edge : < MSRVL 11— Rk, MRANERATIEEN ES A ZHBI TR EHICFERAENE
CB

Jabber7 54T MAREL TWT, _cisco-uds® & U¥_cuplogin®SRVHZ % ZEH 9, _collab-
edgeD & ZZEL B VEE, Jabberlk CORBEZEMAL TSRVEZICUARNEATVS
Expressway-ENDEHRZHRAE T,

_collab-edge SRVL J1— Rk, Expressway-EDTEIE8 R XA > A(FQDN)&ZR— 8443 T L

TWE T, _collab-edge SRVAIERRENTWEWVES, FLREABLSERATELVES, 5

WIESRVAERATRETH 2 TER— N8443IZEETE R VIBES, JabberV T4 7> NEOT 1>
ICEKBULET,

Collaboration Solutions Analyzer(CSAYDSRVF I ¥ h—%ZFEMHAL T, _collab-edge SRVL 11— R
WHERAIBET, TCPR— NB443N EIZEFREA ED D ZHRFETEET,

R—RN8443ICEETERVEBER, EF1VUTFAFNAR (7747 04— ) FR—rh=70
YOLTWAA, F7FIRNT—RITIA(CGW)RZEFEXp-EQOARZT 1Y V) —KDFREIAN
FRTHD AN BV T,

2.VCS Expressway CREFABA Z T AhS hix W, EEEFEHATESRW

JabberZ7 54 7> Ni&k. _collab-edgelc I B ICEZZETH &, R— N8443#FH TTransport
Layer Security(TLS)% & f L TExpresswayl_$##: L. Expresswayh SEIBHEZMBL T,
JabberZ 54 7> N &EExpresswayB OBERICTLSZRELE T,

Expresswayl_, ExpresswayOFQDNEZE RX A OVWThAZECHEWEBEFEAAEN
BWEE., COBRERXRBL, Jabber7TAT NEOTA 2V TEFER A,

COBBENFREL LIZEE, Expressway CREFAEERER(CSR)Y —LZFEALET, DY —
LICE, 7219 MMERSAN)E L TExpressway®DFQDNA BEIMNICEENTVWET,

E:MRATI&, Expressway-C& Expressway-EDE, & & U'Expressway-EE AL RRA
RNOBOEFITRBENIVETT,

BEEERI DExpresswayil FAEEMHICBI TR RDOKIE. TMRABAHA Ry IZRBEE N TVET,



https://cway.cisco.com/csa/
/content/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0101.html

Table 1. CSR Altermative Name Element and Unified Communications Features
Add These Items as Subject Alternative Names When Generating a CSR for These Purposes
Mobile and Remote Jabber guest XMPP Federation Business to
Sccess Business Calls

Unified CM registrations domains (despite their name, these have more in common Required on - - -
with service discovery domains than with Unified CM Unified CM SIP registration Expressway-E only

domains)
XMPP federation domains - - Required on -
Expressway-E only
IM and Presence Service chat node aliases (federated group chat) - - Required -
Unified CM phone security profile names Required on - = -
Expressway-C only
(Clustered systems only) Expressway cluster name Required on Required on Required on

Expressway-C only Expressway-C only Expressway-C only

3. IYIREICUDSY—NHFROHASEWV

JabberV 54 7> MHExpressway-EE D EF 1T REHREZEFZICEILIL R, TYDRE
(get_edge_config) 2 ERLE ¥, COIY DREICF. _cuplogind & T*_cisco-uds®SRVL J—
RAEENTVET, _cisco-uds SRVL I—RA T Y DREICRE hixWEE, JabberV 5 AT
hEOJA 2 ZFEITTERE A,

ChZBIET DI, _cisco-uds SRVL J— RAAZBTERE . Expressway-C TR RETH
DA LET,

DNS SRVL O— ROEFMAICOVTIE. TX8.11AMRABAHA Ry #3BLTLEEV,

chiE, FATILRXADBEICELK AESNDERTEHYET, TFLTIRXATETL
T%. Jabber”? T4 7> KA User Data Service(UDS)ICIRE A WZ E A HBAL B &,
_cisco-uds SRVL 1— RAAZBRX A 2 ZHFE ODAIFDNSICERE N TWVWD C L Z2BRTHIHEN
HVET,

3¥:Expressway/N\—< 3 X125 Tk, _cisco-UDS SRVL 1— R&ZHNEEDNSICIEMNT S
PDEEFBELSBYELE, COILRBEEDFEMIC ODWTIE, FCisco ExpresswayZ L =E
NANBERTVE—RT I ERABAH A R(X12.5)(Mobile and Remote Access Through
Cisco Expressway Deployment Guide (X12.5))g #ZBL T EZ )\,

4. Expressway-COOJICRDIZ—HF&RREhd : XCP_JABBERD Detail=Unable to connect to
host '%IP%', port 7400:(111) Connection refused

Expressway-EXY ND—DO A2 X —T7IA A MO—FNICHAELLKEFEEESNTLEVE,
Extensible Communications Platform(XCP) % —/\AE#HE hZ VAN H V) T T,
Expressway-EA Cc S OEEZELZL TVRIEERE. XOBENf BRET DA HYET,

1. BE—ONICZEFERALET,

2. Advanced Networking Option Key#" 4 > AR —J)LehTW 5,

3. [Use Dual Network Interfaces]Z7°> 3 > #[Yes] ICREEES N TV B,
COEBEZMEIET S IZIE. [Use Dual Network Interfaces]ZF 7> 3 > %[No] ICZEEL £ 7,

COBENRETDEBEG. Expressway-ENf B2 XY ND—D 42X —T7 T4 ATXCPY >
AV YAVL, BENMNKBELERFEZALATINTBHTT, Expressway-Eld, TCPR— b
7400TXCPEY 2 a> Z YAV LET, cNZHERITDICIE. netstat 1IN RZEVCSHA S IL—
NeUTHRITLETD,


/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-11-4.pdf
/content/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
/content/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
/content/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html

5. Expressway-EH —/SDRANB/ R X414 &K _collab-edge SRVCREE N ENE—HL &
R

DNSAR—ZF%E DExpressway-EH —/YXORA N H/ R X A > H_collab-edge SRVISETREL 1=
RARB/IRXA 2 E—BLBWVIEE, Jabbery 54 7> NEExpressway-EEBETEFEE A,
JabberV 54 7> Ma&. get_edge_configit 2 M xmppEdgeServer/AddressE&ZZ AL T,
Expressway-EANDXMPP##FGEBI L E T,

Expressway-E#* 5 Jabbery 5 4 7 > A\ (Dget_edge_configh & T D xmppEdgeServer/Address D
BlERICRLUET,

<xmppEdgeServer>

<server>

<address>examplelab-vcsel .example URL</address>
<tlsPort>5222</tlsPort>

</server>

</xmppEdgeServer>

chZEEETSICIE, _collab-edge SRVL 1— RAExpressway-EMRARNB/RX A BE—H
LTWBEa2MRBLET, COEREIKCisco Bug ID CSCuo83458I_ & EnTH V), Cisco
Bug ID CSCu082526 TH A I A HR— KA BME N TV ET,

6.EMWebEX Connecth 7 AoV 7> ar FREETOTA4 > TERW

Jabber for Windows®OJ ICIEF XD LD ICRTRENET,

2014-11-22 19:55:39,122 INFO [0x00002808] [very\WebexCasLookupDirectorImpl.cpp (134)]
[service-discovery] [WebexCasLookupDirectorImpl::makeCasLookupWhenNetworkIs

Available] - makeCasLookupForDomain result is 'Code: IS_WEBEX_ CUSTOMER; Server:
http://URL server;
Url: http://example URL server';;;.2014-11-22

19:55:39,122 INFO [0x00002808] [overy\WebexCasLookupDirectorImpl.cpp(67)]
[service-discovery] [WebexCasLookupDirectorImpl: :determinelsWebexCustomer] -
Discovered Webex Result from server. Returning server result.2014-11-22 19:55:39,122
DEBUG [0x00002808] [ery\WebexCasLookupUrlConfigImpl.cpp(102)]

[service-discovery] [WebexCasLookupUrlConfigImpl::setLastCasUrl] - setting last_cas_
lookup_url : http://example URL server2014-11-22

19:55:39,123 DEBUG [0x00002808] [pters\config\ConfigStoreManager.cpp(286)]
[ConfigStoreManager] [ConfigStoreManager::storeValue] - key : [last_cas_lookup_url]
value : [http://example URL server/cas/FederatedSSO?org=example URL]2014-11-22
19:55:39,123 DEBUG [0x00002808] [common\processing\TaskDispatcher.cpp(29)]
[TaskDispatcher] [Processing::TaskDispatcher::enqueue] - Enqueue ConfigStore::persist
Values - Queue Size: 02014-11-22 19:55:39,123 DEBUG [0x00002808] [pters\config\ConfigStore
Manager.cpp (140) ]

[ConfigStoreManager] [ConfigStoreManager::getValue] - key : [last_cas_lookup_url]
skipLocal : [0] value: [http://website URL/cas/FederatedSSO?org=example URL]
success: [true] configStoreName: [LocalFileConfigStore]

074 > OFE1TIdWebEx Connectic U A LV h&Eh&E T,

KGN B FREITSCE, WebEXICEAVWEE THA N EEREFELICTIRENF HYET,
[0 38 3%

BHACE. chsoA7>3a>oVTnrZzZEALTIILY IOTYTHASBRATEET,


http://ecatslab-vcse1.ecatslab.com/
https://tools.cisco.com/bugsearch/bug/CSCuo83458
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo82526
http://loginp.webexconnect.com
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr%27
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
https://support.webex.com/MyAccountWeb/needsupport.do?userType=ht

- ZDO/NT X—R Zjabber-config.xmliZEMUL ETF, KRIC., CUCMOTFTPH—/\ICjabber-
configxm 7 7AI)NETY7O—RLET, 94T MRENCABTOTA > TR2HEN
HYVET,

<?xml version="1.0" encoding="utf-8"?>
<config version="1.0">
<Policies>
<ServiceDiscoveryExcludedServices>WEBEX<
/ServiceDiscoveryExcludedServices>
</Policies>
</config>
CTTVT=23 0805, RERITLETD,
msiexec.exe /i CiscoJabberSetup.msi /quiet CLEAR=1 AUTHENTICATOR=CUP EXCLUDED_SERVICES=WEBEX

FE220BOFATAVREENAATNAATREELEEA,

- WEBEXH —ERZBRATEZ I Y VABEBURLEZERL £T,

ciscojabber://provision?ServiceDiscoveryExcludedServices=WEBEX
UCH—EABRE DML, FCisco Jabber 128D AV FLZRAEBAs O—POH—EAZBRAT
BHAECODVWTHBALTVET,

7. Expressway-CH—/\IC TConfigured but with errors;1 EWS IS —XYtE—IFRRE D
Provisioning server : RS /\—H LY —/\BHZZFML TVET,

[AT—RA(Status)] > [1=7 74 ROX 1 =% —= 3 2 (Unified Communications)|[IC#& L TTIT
T—Xvyt— >7§‘13_‘=ZT_\3 hiz %é\ "Configured but with errors. Provisioning server: Waiting for traversal server info."
unified CME & & IM&PH —E AN FE . Expressway-C TREE NAEREDNSH —/VIZE,
Expressway-EFAM2DNODNS AL J— RAH ) E£F, Expressway-EICEHODNS AL J— RAE
KEIHERELTIE, ZYTHI1—YHFExpressway-ETAZT 14 Y IUNATHEXMICH2>TWSD S
ITINICASAZTAY UNATHFEMIBE >TVSFITINICICBELED,, TOENFEZS
NET, £, NEDNSH—/NTEYVIEDNS AL I— RZHIBRLENCAIEEMHEH Y ET, LI
2T, Expressway-CTDNSILY O TF7 v 7 1—T 147 1 ZEAL TExpressway-EOFQDN%Z
fERTBE, 2DODNSALO—RARTRENFT,

BRTTE

Expressway-E NICA AR T 14 Y UNATZHEATHE—ONICRAICEREENTVWRIEE :

1. Expressway-C CERE & 1L /=DNSH— /YD Expressway-ERZIP7 KL AMDNS AL J— K%
HIBRL E ¥,
2. Expressway-C & 1—HPCODNSF ¥ v 2 1 & CMD(ipconfig /flushdns ) o
3. Expressway-CH—/N\%ZJ7—KLET,
Expressway-E NICA, AXT 4 Y UNATHA BB T ITIINCAHICEREENTVSIES

1. Expressway-C CEREE N /=DNSH—/\DExpressway-E &5 IP7 KL A®DNS AL J1—R
ZHIBRLE T,

2. Expressway-C & 1—H'PCODNSF ¥ ¥ 2/ 1 % CMD(ipconfig /flushdns ) o

3. Expressway-CH—N\%zJ7/—KLET,

8. Microsoft DirectAccessHiF4 VA M=)l hEL


https://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/jabber/12_8/cjab_b_deploy-jabber-on-premises-128/cjab_b_deploy-jabber-on-premises-128_chapter_01101.html

HBEEN Jabber? T 4 7> b £E UPCTMicrosoft DirectAccessZfERAL TW3 35BS, VE—bN
TOJA4L&DETDE, MRAN R T 2 AIEEMN V) £, DirectAccessld, PCHVPN%E fE
BALTWAADKSIC, DNSOT D ZBEHMNICATBRY NDO—D2ICR XU TLET,

3¥:Microsoft DirectAccessld. Jabber over MRATIEHR—KhEhTWEBA., NSTILY
1I—FAVITRIRANIT7#—RNETT, DirectAccessDiERIE. XY ND— U BFEENT
WET,

—EZBD HEH (L. Microsoft DirectAccessBBIERR) > —F—TIIHAOIXTODNSL I—R %=
JAOYO93ETRILTVET, chs DL J— RiEDirectAccessTREBENEH A

( Jabberld, MRAZERL T/N7 VY UDNSZNLTNSOLI—REZBRTEDIHENDHY)
£F9),

. _cisco-uds®SRVL J— R

. SRVL O— R(_C)

. _collab-edge®SRVL 11— R

. FNTDExpressway Es® L J— R

9. Expressway® J /S—ADNSILY O F Y THFRBT S

IN—2 32 X8.80A %, Expressway/VCSTIE, ExpE. ExpC, &RV ITNTOCUCM./ — RIZxH
LTIERRSROFESEODNSTY N ZERTEIULENF HYET,

EHOFMBICOVWTIE., ™X88UU—ARA/—bOBRFHEVINIVITOKERR $KT T
ENANBFLTIVE—DTIOELAAODNSL O—Ry Z2ZRBL TKEEL,

RNEDNSL J— RAFEEL BZVHEEE. reverseDNSLookupZ S8R9 B ExpresswaydJ I TS5 —
NFHDAEENFrHYET,

2016-07-30T13:58:11.102-06:00 hostname XCP_JABBERD[20026]: UTCTime="2016-07-30 19:58:11,102"
ThreadlD="139882696623872" Module="Jabber" Level="WARN " CodeLocation="cvsservice.cpp:409" Detail="caught exception:
exception in reverseDNSLookup: reverse DNS lookup failed for address=x.x.x.x"

Expressway-Cl&, Expressway-E IPOPTRL 1—RZBESTHEIC1DONDFQDND & % 3 (THLV) £
T, DNSH SRR -FQDNZZETH &, OJICRDOITHFRREN, RBRLET,

2020-04-03T17:48:43.685-04:00 hostname XCP_JABBERD[10043]: UTCTime="2020-04-03 21:48:43,685"
ThreadID="140028119959296" Module="Jabber" Level="WARN " CodeLocation="cvsservice.cpp:601" Detail="Certificate
verification failed for host=xx.xx.xx.xx, additional info: Invalid Hostname"

BiROBE
Y7 R7 4 FBETERL, SIP/2.0 4055 XA FTE AL

Expressway-Ch* S O MIOJ IZIE.  SIP/2.0 405 Method Not Allowed JabberZ? 54 7> R S EE h
CERERICHTEIREXAYE—T, Zhid. Expressway-CECUCMMDENRENDEY > 3
®7’OKRLSIP)NZ > ( R—K5060/5061 ) A'RETH D AIEEMN BV ET,

SIP/2.0 405 Method Not Allowed
Via: SIP/2.0/TCP 10.10.40.108:5060;egress-zone=CollabZone;branch=z9hG4bK81le7f5flcl


/content/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X8-8.pdf#page=15
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15

ab5450c0b406c91fcbdf181249.81ba6621f0£f43ebdf9¢c0dc0db83£fb291;proxy-call-id=da%9e25aa-
80de-4523-b9bc-bel3leell328ce;rport,SIP/2.0/TLS 10.10.200.68:7001; egress-zone=Traversal
Zone; branch=z9hG4bK55fc42260aa6a2e3741919177aa84141920.a504aa862a5e99%9ae796914e85d35
27fe;proxy-call-id=6e43b657-d409-489¢c-9064-3787£c4919b8; received=10.10.200.68;rport=
7001; ingress-zone=TraversalZone, SIP/2.0/TLS
192.168.1.162:50784;branch=2z9hG4bK3a04bdf3;received=172.18.105.10; rport=50784;
ingress-zone=CollaborationEdgeZone

From: <gip:5151@collabzone>;tag=cb5c78b12b4401lec236el1642-1077593a

To: <gip:5151@collabzone>;tag=981335114

Date: Mon, 19 Jan 2015 21:47:08 GMT

Call-ID: cb5¢c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162

Server: Cisco-CUCM10.5

CSeqg: 1105 REGISTER

Warning: 399 collabzone "SIP trunk disallows REGISTER"

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
Content-Length: 0

CHOEBZEETSICIE., CUCMTREENTVWAREDSIPRZ > VICHEAENBSIPRNZ D
X2V F47O77A4ILDSIPAR—K &, CUCM®MExpressway-Cx 4 /N\—Y—> %, 50657 &
DHDR—RNCEELET, chICDOVWTIER, COETFATHLLKHBLET, RENEHNERX
ICRULETD,

CUCM

1.5060(5065)AAD IV A_V T R—NZFERALT, HILWSIPNZ > O®Fa2 7477077
1ILEHERLET,
2.8IPRZ2OEF1UT47O77TANICEERTSNESIPNT U ZERL .
Expressway-COIP7 RL A, R—K5060IC%E%EtY NZRELE T,
Expressway-C

1. CUCMDEREIC—BHT D K SIZ. 5060(5065)AND R —4"Y N R—KZFEAL T, CUCMA
DERAN—V—2ERLET,

2. [Expressway-C Settings] > [Protocols] > [SIP]T. Expressway-CA"'5060TSIPZ!) Y AL
TVWB e ZRAELET,

\J 7 I\ J#* ~/ﬁ§ﬁ‘-@€ 7; l/\s Em:'Unknown domain”

Expressway-CA* S M2l 07 ([C Event="Registration Rejected" Reason="Unknown domain" Service="SIP"
Src-ip="XXX. XXX XXX.XXX" Src-port="51601" Protocol="TCP" OR="sip:XXX. XXX . XXX.XXX".

L:@F‘%EEE{I%IE?é L:u\ ;ia)/\\EﬁEWb\l/-c< f:é \I\o

CEEFIATEFNAREFIVFTFA«ATOA77A4IINZERALBEVES, Jabber7 54T NE
CUCMTEF1TPBFNAAEF1VUF47TOA77AIINZERALEITH,

. JabberV ZA T N EF AT HBFNAAEFIVFTATOA7 7 AN 2ERATREE
F1UFT47O7 74 OB ZFQDNERXTHRL, TDFQDNZE [FExpressway- CnlEHHiL._
SANELTREEIhTVERTH,

cJabber ZA T MR 1T BTFNARAEFIVTA7O7 74V ZEALTVRIEER
. [System] > [Enterprise Parameters] > [Security Parameters] > [Cluster Security Mode] (_ %
BL., CUCMUZARNF1T7THD MBI S -8 I(Z[Cluster Security Mode] A1
REENTVBR L Z2BAELET, EFfODHE. EBBEIXENLENLFIEZERTLTIZ
AR ZRBEITIHENf HYET,


sip:6212@appmtltel02
sip:6212@appmtltel02
mailto:cb5c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162
https://video.cisco.com/detail/video/5828832832001/resolving-port-conflict-issues-for-mra-phone-registrations?autoStart=true&q=expressway

\J 7 I\ 7 #* >ﬁ§ﬁ‘-€'€ & L\‘ Em "Idle countdown expired"

Jabber7 T4 7> NHREGISTERX Y 2 —2 THEE T 5 KM IZExpressway-EO T 2 52T %
BEIE. 1dle countdown expired T —ANHET D AEMN HVET,

2015-02-02T19:46:31+01:00 collabedge tvcs: UTCTime="2015-02-02 18:46:31,144"
Module="network.tcp" Level="DEBUG": Src-ip="JabberPubIP" Src-port="4211"
Dst-1ip="VCS-E_IP" Dst-port="5061" Detail="TCP Connecting"

2015-02-02T19:46:31+01:00 collabedge tvcs: UTCTime="2015-02-02 18:46:31,144"
Module="network.tcp" Level="DEBUG": Src-ip="JdabberPubIP" Src-port="4211" Dst-ip=
"VCS-E_IP" Dst-port="5061" Detail="TCP Connection Established"2015-02-02T719:46:49+01:00
collabedge tvcs: UTCTime="2015-02-02 18:46:49,606"

Module="network.tcp" Level="DEBUG": Src-port="4211" Dst-ip=

"VCS-E_IP" Dst-port="5061" Detail="TCP Connection Closed" Reason="Idle

countdown expired"

CDAZRY NF, 77A4T7 74— )LTR—R061FBEAVTWVWADZEZRLET, L, T2
BREZEATTEENBITTIT—32BRNZ 74V 8BV, TCPEREALUSKET

o

CORRNFEL 25BE, Expressway-EQBICHBD T 7 AT I —)LTSIPA 2V ARDI S AT
TVT—23 LAY TF— M I T AALGEEEN T ICB2>TVWBIHEENF GE<BYET, <O

FEZEETSICE. COBEEBEMCITIVLENBYET, COFENTHEEZERE. 774
ToFd=)IOREA—ORERBIY_1TILESRBLTLEETV,

SIPA 2 ARIS A /ALCGOEEMIC DWTIE., FCisco Expressway-E& & U'Expressway-CE 5%
ENEAHA Ry OfFFA4ZESBL TS EEL,

77—ATVITTRETNLRETOFS FRETMRAT XY S

Expressway-EA S OZMOJICIE, R—K5061TTLSR A I -2 a Vv EEN RENATVETHY
 SSLN\Y R TADVIEFAR—R8443THINLE L 1=,

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,533" Module="network.tcp" Level="DEBUG": Src-
port="24646" Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connecting"

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,534" Module="network.tcp" Level="DEBUG": Src-
port="24646" Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Established"

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,535" Module="developer.ss|" Level="ERROR"
CodelLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(67)" Method="::TTSSLErrorOutput" Thread="0x7fae4ddb1700":
TTSSL_continueHandshake: Failed to establish SSL connection

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,535" Module="network.tcp" Level="DEBUG": Src-
port="24646" Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Closed" Reason="Got EOF on socket"
2015-08-04T10:14:23-05:00 expe tvcs: Event="Inbound TLS Negotiation Error" Service="SIP" Src-port="24646" Dst-ip="10.2.0.2"
Dst-port="5061" Detail="No SSL error available, probably remote disconnect" Protocol="TLS" Level="1" UTCTime="2015-08-04
15:14:23,535"

Jabberh5 00O :

-- 2015-08-04 10:48:04.775 ERROR [ad95000] - [csf.cert.][checkldentifiers] Verification of identity: 'URL address' failed.

-- 2015-08-04 10:48:04.777 INFO [ad95000] - [csf.cert][handlePlatformVerificationResultSynchronously] Verification result :
FAILURE reason : [CN_NO_MATCH UNKNOWN]

-- 2015-08-04 10:48:05.284 WARNING [ad95000] - [csf.ecc.handyiron][ss|_state_callback] SSL alert read:fatal:handshake failure
type=eSIP, isRelevant=true, server=URL server name:5061, connectionState=eFailed, isEncrypted=true,
failureReason=eTLSFailure, SSLErrorCode=336151568

type=eSIP, isRelevant=true, server=192.168.102.253:5060, connectionState=eFailed, isEncrypted=false,
failureReason=eFailedToConnect, serverType=ePrimary, role=eNone

-- 2015-08-04 10:48:05.287 ERROR [ad95000] - [csf.ecc.handyiron][secSSLIsConnected] SSL_do_handshake() returned :
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/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf

SSL_ERROR_SSL.

Jabber? 5 M/ Y NF ¥ 7 F v ik, Expressway EIPEDSSLEXIS I -3 & RLTVET
N, EEETNLHBERF O —N\HLSEEENTLVER A,

3813 20015-08-05 12:59:30. 811036000 192.168.1.89 97.84,.35.116

247 client Hello
server Hello

1
3829 2015-08-05 12:59:30. 960461000 97.84.35.116 192.168.1.89 TLSV1 cer tificate rRegue: erver Hello Done
3883 2015-08-05 12:59:31. 313432000 192.168.1.89 97.84.35.116 TLSVL ent Ney E h g ch g i ph sp + Encrypted Handshake Message
3887 2005-06-05 12:39:31. 341712000 97.84.35.116 192.168.1.89 TLSV1 riptio Handshake Failu )
Handshake Protocol: Certificate [
Handshake Type: certificate (11)
Length: 539

certificates Length: 536
cervificates (536 bytes)
certificate Length: 533
| = certificate (id-at-commonName=_internal_pp_ctl_phone
3 signedCertificate
# algorithmidentifier (shawithRsSaEncryption)
Padding: 0
encrypted: 5d1944c311d1741f9b003995eca3b06a0azedf2bd49aac6ic. . .

FWILEE7OFNRESATVWS,
Vyi-—s3a:

FWAERZ7OF S 2ERTLTVWACEEERLET, ChEERTSICIE.  show run policy-map
ANV RZRTIRDE, ROLSBRBENFNRTENET,

class sec_sip
inspect sip phone-proxy ASA-phone-proxy

EREY—EAEERCEATEICE. ERTOFEMICLET,

d1—)LBE D R
MRARE TI—/L I BMEAT A PHHEELEL

SUTINCEFATINCOBATIOEEZSIERCIT AN BB, RmE LTFEYER
ED—HBZRICRLUET,

- Expressway-E ®[System] > [Network Interfaces] > [IP]Tld, AZXT 1 Y UNATRFEREENT
WEBA, KYRD—TVBONATR 7 7A T 03— ) TRITITBDHEN HBYVETH., COK
ETCRERT77VT—>a BOIPKFERENET,

. TCPIUDPR—KHNT7F7ATIA#—=)LTHOTVEEA, R—KFOURKNCIOVWTE, T
Cisco Expressway IPR— NEREEH A Ry ZZRL T EE L,

ART A Y UNATEBAL YV FANICOBAGHRE hEt A, XT 1 TORBEH O
OV DA DEJBEEERICRLET,

1929

- UCKRZN—H)LY—>TlF, Expressway-CldExpressway-ETHEE h=/NT U Y JIPT R
LAZRAVNTRIBENHET,

CAFATEABTIPAT I =L TATEY, chah. $EERFTILEN S ET
o CiscOASATZ ZPAT I+ —=)LOBZEBICOVWTIE. FVCS Expressway TelePresenceT/\
A ZAADASATONATU 7L U3 32 DBES #BBLTLIEEL,

SHMIC DWW TIE. FCisco Expressway-E& & O'Expressway-CEAEZEEBAHA Ry OFF4%S
BLTLSEZL,
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https://www.cisco.com/c/ja_jp/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
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MRAZH TPSTNICI—ILIBREVINY OFRELEL

COBER, N—2 32 X8.5& ) HIMExpresswayD #|RA FRERE T, Cisco Bug ID
CSCua72781 T, Expressway-CAh"183 Session Progress® 7= 1% 180 RingingCRHID X 71 7 &
RSN—HILYV—BATEELBEVFZECODVTHALTVET, N—23 X8 AXELR
X82xZRITLTWVWABHEEE, N—23UX85ICTYTIL—RIBHD, CCICRBEEIhTVS
E#RERITTEERT,

183Z180IC &L, BEXAVIETICEHATSSIPZO7 714 Z2EKTSEEE. Cisco
Unified Border Element(CUBE) CEBRZFEATEEXR T, UTIC, W22 DHlZRLET,

voice class sip-profiles 11
response 183 sip-header SIP-StatusLine modify "SIP/2.0 183 Session Progress"
"SIP/2.0 180 Ringing"

FTNH#., CUCM>CUBEMDSIP7O7 7 A I FEEsip-uaiREE— RNOCUBEBEO VT AT
180 Early MediaZ ZEXIICL £ J,

disable-early-media 180

CUCM& KT IM&P O &

CUCM®DiENZ 5T BASCITZ—

CUCMZ%ZExpressway-CICiBilT 2 &, CUCMZEIMTERZVASCIITS—HFRELET,

Expressway-CHA' 7F—Z X —AIZCUCMZEINT S &, getBaFk & listBAEICBET 5 —EDAXLY
TUNRITEIAET, L& xF, getCallManager, listCallManager. listProcessNode,
listProcessNodeService, & & U'getCCMVersion’s & T9, getCallManager” 0t AN E1TE,
I N TMDCUCM Call Manager-trustE 1z [&tomcat-trust 2Bl T2 L S ICEREES N -
ExecuteSQLQuerylC &k 2 THRIIL £,

CUCMA VIV ZZEL., TOIVIVICHLTERITISE, CUCMBINTOIIAEZHREL T
Fo SEAEDN1DICIEASCIXENEENTVSHE., ExpresswayldWebf > X —7 T 4 ALK
NDEEIBIT—% Eﬁi L & 9 ascii codec can't decode byte Oxc3 in position 42487: ordinal not in range(128).

CDOEEE, CiscoBug ID CSCu054489TiEHfE ., /N—2 3 UX82THAETNTVET,

%1 7B CH TS Expressway-CH SCUCMADS5061THOFT I NINI R
TLSHEE

C DML, CUCMTECERIHEEZMEAL . Tomcat.pem/CallManager.pemA' EALUH 72 T

INEEOBEICRELET, CORBEK, Cisco Bug ID CSCun30200THRENTWVWET,
NREBEZEETHEEEE, tomcat.pemZHIBRL . Expressway-COCUCMERE D S TLSKREE % &
MZFTBETT,

IM&PH—/SFBMENT, ITZ—HFRETS

IM&PH—/NZIENNT B &, Expressway-CH S "This server is not an IM and Presence Server |
F fzl& "Unable to communicate with .AXL query HTTP error "HTTPError:500'; &WS XY z—


https://tools.cisco.com/bugsearch/bug/CSCua72781
https://tools.cisco.com/bugsearch/bug/CSCuo54489
https://tools.cisco.com/bugsearch/bug/CSCun30200

DHARREN, IMAPH—NBFEME KL A,

IM&PH—/NXDBMO —EpE L T, Expressway-CIFAXLYV TV ZFEAL T, ARHNAETFAL IS
A OIMPIIRAEE#REL =¥, CiscoBug ID CSCUl05131A BET. STRAEBRZTODANTICE
ELBWEY, BrEIT—NFEELET,

T DDA
JabberP AT > MORLA AX—=)LAT—R AL "Not connected; ERFTEND

Voicemail
Status: Mot connected

JabberVZ ATV RDORAAX=)AT—R AN EBICERTEDLIICTRICE
Expressway-COHTTPEFA 1) A kT Cisco Unity Connection®IP7 RL AEEIFHRANBZERE
TRIRENHYET,

Expressway-CHh S5 chaERTITICE, BETIFIEERITLET,
IN—2 3> X818 LKTX8.2M F|E

1. [Configuration] > [Unified Communications] > [Configuration] > [Configure HTTP server allow
list) 22y OLET,
2. [New] > [Enter IP/Hostname] > [Create entry] Z0 )Y O L& ¥,
3. Jabber7747> haAsOJ7orL, BEOJALET,
N—2a>X850F )|

1. [Configuration] > [Unified Communications] > [Unity Connection Servers] 22 1Y L&Y

2. [New] > [Enter IP/Hostname, User account credentials] > [Add Address]Z2 )Y VL& T,
3.JabberV T4 T MASOJF7VRNL, BEAJALET,

iBi% 5% O BN ExpresswayiZH TJabberV 54 P> MCRRE iR

ENALBLTVE-RNTIOEAYD1I—-232TlE, UDSZFAL TEREDEEDFRD &
ZITVET, ChillE, BEEZRFETEDWeb—NHABETY, REBHEF2ETT.

1. EBENDBEEZRRIDEHIC, VT4 T > NEWebT—/NIZEE T B &K S (”jabber-
configxml7 7 A\ ZEBETRIULENf HVNET, ROBRETCCIhEERHALET,

<Directory>
<DirectoryServerType>UDS</DirectoryServerType>
<PhotoUriWithToken>http://%$IP/Hostname%/photo%%uid%%.jpg<
/PhotoUriwWithToken>

<UdsServer>%$IP%$</UdsServer>
<MinimumCharacterQuery>3</MinimumCharacterQuery>
</Directory>


https://tools.cisco.com/bugsearch/bug/CSCul05131

2. Expressway-COHTTPHY —/NEFAT U A M CWebH—NAV AR ENTVBHBENF HYET,

[Configuration] > [Unified Communications] > [Configuration] > [Configure HTTP server allow
list) 22 1JY 2 L&Y, [New] > [Enter IP/Hostname] > [Create entry] Z0 )Y I LET,
JabberV ZA T hAhsOJF7oNL, BEAJALET,

A UDSHEXRLEEENHGEDFMICOVWTIE, JabberQERAEEDO RFIXD h2SH
BLTSEZV,

JabberP T4 F > MO A B (CExpressway-ESIFABEZZ T AND &S ICR®D
5n3

Verify Certificate [

Certificate not valid

Your computer cannot confirm the identity of this server.

This could be an attempt by an unknown party to connect to your
computer and access confidential information.

If you are not sure if you should continue, contact your system
administrator. Tell the administrator that Cisco Jabber is prompting you
to accept the certificate.

Show Certificate Accept

COIZS— XY E—2RB, 94T RTFNAALE>TEHEEATVWB/NTUY UCAILLDT
EZENTVRVExpressway EdgeflfBAE., Tk RX A U —/NREHAERNICSANE UL TEE
L 7% LExpressway EdgefERAE ICBEL TLWS A[REMN BV E T,

ExpresswayDREBHEZ AN OV T KA SJabberV A 7 N EFEILETBICIEE. AD2DO0D%
HEB/EIRBEN BYVET,

. JabberV S ATV NERITTBT/INA AN ICI&, Expressway-ERIFAE DB R & NH S
EEEANTIZUARENTVWRRENHYET,

E L ENALNTNAARARESTABERARNTHFEFTATVS LS, NT VY URBIR
(CAZFERTRE, COBRERFRBEICETTEETT,

. collab-edgel J— RIZEH 9 % Unified CME#& R X 1 (&, Expressway-EFEEAE DSANKIZ
BEITIVENHYET, Expresswayt—/NODCSRY —JL Tk, Unified CMEER RX A > %


/content/en/us/td/docs/voice_ip_comm/jabber/10_5/CJAB_BK_D6497E98_00_deployment-installation-guide-ciscojabber/CJAB_BK_D6497E98_00_deployment-installation-guide-ciscojabber_chapter_01011.html#CJAB_RF_C8F967F1_00

SANELTEMIZ AT IVAREENET, Chik, RXSMHFMRABICREE ATV
BPHBEICTIO—RENET, FIAEICBRETBCAN RXA 2V ESANE L TEITANKZ WG
&k, TCollabEdgeDNSy A7 a>ZFERAL T, RXAVIZTL 7 1Y 7R Tcollab-
edge) ZEBMITBDEETEET,

Unified CM registrations domains tp-cisco.com Format = CollabEdgeDNS [ |

Alternative name as it will appear DNS:
DMS:collab-edge_tp-cisco.com

BAE1T

- Expressway CHOENAILBLTFVYE—RFIEAHAL R

- _FCisco Expressway Certificate Creation and Use Deployment Guide

- Z2P7AT2x—=)L bZ)X—% )L B ®Cisco TelePresence Video Communication Server(Cisco
VCS)IPR— b O fEH

- _TDeployment and Installation Guide for Cisco Jabbera

cTOZHhIL HR—b & RFI1 X B - Cisco Systems



https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



