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CiSCC‘ sec“re WED App"ance Secure Web Appliance is getting a new look, Try it ! W Logged in as: sdmin on ironportd 1.example.com
S100v My Favorites . Options . Support and Help -
- Reporting ‘Web Security Manager Security Services Metwork System Administration Help
Online Help

Support Partal

New in this Release

My-Dashboard

‘P Printable POF &5 Technical Support
Contact Technical Support

Attention — 4 You cam customize this "My Dashboard™ page by adding report modules from different reports.
Some modules are added for you by default. The Overview page can be accessed from Reporting
= Owerview.
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Packet Capture

Current Packet Capture

No packet capture in progress

=) —(2)

Manage Packet Capture Files

Packet Capture Settings

Capture File Size Limit: 200 MB

Capture Duration: Run Capture Indefinitely

Interfaces Selected: M1

Filters Selected: (tcp port 80 or tcp port 3128)

AX=D NTYRFFYTFYORAT—RAET1I)LAR

Edit Settings... | &= @
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Packet Capture

Success — Packet Capture has started

Current Packet Capture
Status: Capture in progress (Duration: 13s)
File Name: S100V-420DFA7B8265ED011535-71BAEIEQEQB4-20241006-122509.cap| (Size: 0B)
Current Settings:

Max File Size: 200MB
Capture Limit: No Limit

Capture Interfaces: M1
Capture Filter: (tcp port 80 or tcp port 3128)

Stop Capture

AX=D  NTYRFYTFYRT—RR
FIE6: RITFONTY NF ¥ T Fr¥&Z1ETSIIE, Stop Capturez 7)Y I LET,

FIE7 :NNTYRFYTFYTI74I)2F D> O—RTSIZIE. Manage Packet Capture Files!)
ANHDST774)%&IEIRL T, Download FileZ 2 )Y O L%ET,

Manage Packet Capture Files

5100V-420DFA7B8265ED011535-71BAE3ESE084-20241006-122509.cap (8K)
DUV IUDFRTEEL0 o - =12 SJEUGS=ZIULS LUUG= Fod. Ll oe

2 >
O Delete Selected Files || Download File | J
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ATYVT8(AT2IV YNTYRFYTFv 77 4I)LZHIBRT BIC1E. Manage Packet
Capture Files' ) AND ST 7 4 )L &FEIRL T, Delete Selected Filesz 7)Y JLET,
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AT Y 7 2 : packetcapture EA DL TEnter ¥F—Z#H L E 7,
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ATY 7 4: STARTZEIRL T, F¥ 7 FvZHBLET,

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

AFYTE( ATV YNNI Y REYTFYORT—RAERTTBICIE, STATUSEZIRL
=Y.

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.
[1> STATUS

Status: Capture in progress

FiTle Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: 0K

Duration: 45s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)
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ATFY 7 3:IP7RLA., ClientIPE(EServer IPEY>3a>TAANTEET,
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Edit Packet Capture Settings

Packet Capture Settings

Capture File Size Limit: (2 [209 MB Maximum file size is 200MB

Capture Duration: | g5 capture Until File Size Limit Reached

(0 Run Capture Until Time Elapsed Reaches I (e.g. 120s, 5m 30s, 4h)

® Run Capture Indefinitely

The capture can be ended manually at any time; use the settings above to specify whether the capture
should end automatically.

Interfaces:
M1

Packet Capture Filters
Filters: | Al filters are optional. Fields are not mandatory.

) No Filters

_ | A
[ @ Predefined Filters (7 I* @
Ports: |so,3123

Client IP: | 10.20.3.15

Server IP: I

O Custom Filter (?) | (tcp port 80 or tcp port 3128)

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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AT Y 71 : Packet CaptureR—< T, Edit SettingsZiZIRL £,

AT Y 7" 2 : Packet Capture Filters T, Custom FilterZiZiRL £9,
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Packet Capture Filters

Filters: | All filters are optional. Fields are not mandatory.

() Mo Filters

() Predefined Filters (7

Ports: |so,3128
Client IP: |
Server IP: I
[ ® custom Filter ' [host 10.20.3.15 or host 10.0.0.60 ]

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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AT Y 7 2 : packetcapture EA DL TEnterF—%&#HMLET,

ATV 3: BEDT 1IN EBZHEETHICE. SETUPEASILET,

AT Y 7" 4 : Enter the filter to use the capture |\ ZE T2 FTEHRBICEXE T,
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SWA_CLI> packetcapture

Status: No capture running (Capture stopped by user)

File Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: 4K

Duration: 2m 2s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP



Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[NI> y

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.
Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> host 10.20.3.15 or host 10.0.0.60
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AT Y 7 1: Packet CaptureR—> T, Edit SettingsZiZRL £7,
AT Y 7 2 : Packet Capture Filters» &, Predefined FiltersZi#RL £9,

ATY73: Portsto23a>T, 74N RIVTFTBR—NESZEADLET,



EN BROR—NESZEZHAUI T, ) TRY>TEMTEEXT,

Filters: | All filters are optional. Fields are not mandatory.

Mo Filters

[ @ predefined Fitters 2 | @
[Ports: [80,3128 ]1———@

Client IP: |

Server IP: I

() Custom Filter (? |

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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AT Y 7 1 : Packet CaptureR—2 T, Edit SettingsZiEIRL £,
AT Y 7 2 : Packet Capture Filters T, Custom FilterZiZRL £,

ATY 7 3 portBXICHETTR—NBESZEBELE T,



Filters: | All filters are optional. Fields are not mandatory.

Mo Filters

Predefined Filters (7

Ports: |

Client IP: |

Server IP: |

[ (® Custom Filter 2 |port 53 ]

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

[ Cancel [ Submit

FportE T EFEATRES, COT 1IILRETCPR—MEUDPR—RNOEFZEHRE L
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ATY71:CLicOY 1> LET,

AT Y 7 2 : packetcapture EA L TEnter¥yF—Z#H L £,

ATY73: BEO7 1IN ZEHEETHICIE. SETUPEASDLET,

AT Y 7 4 : Enter the filter to use the capturelCiZ TR ETERBICEA T T,
ATYT5: GUDARRLT AR EBLUT7 AIILEXFSEFERATEXT.,
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SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[NI>

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.

Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> port 53

FEBRBHEAZFERALESWATO 7 1I)LR

BEBEHEANDSWATIE, Web Cache Communication Protocol(WCCP)###t Ik Generic Routing
Encapsulation(GRE) R > RILZENLETH, SWATRERETZ/\NTY NOREETIPT RLALZE
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AT Y 7 1 : Packet CaptureR—> T, Edit SettingsZiBIRL £,
AT Y 7 2 : Packet Capture Filters» 5., Predefined FiltersZ#RL £ ¥,

ATY 7 3:IP7RLAWR. ClientIPE/XEServer PO 3> TANTEET,

Packet Capture Filters

Filters: | All filters are optional. Fields are not mandatory.

(' No Filters

@ Predefined Filters (7

Ports: |
Client IP: |10.20.3.15
Server IP: | 10.0.0.60

() Custom Filter (2. [

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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E 71N EEEELEERT, SWAIZK 2T TFilter Selected) £ 3 2 IC&EAEM
el ENDHLVYERT,

Capture File Size Limit: 200 MB

Capture Duration: | Run Capture Indefinitely

Interfaces Selected: P2

Filters Selected: = ({proto gre && ip[40:4) = 0x0a14030f) or (proto gre &6 ip[44:4] = 0x0a14030() or host 10.20.3.15 or {proto gre && ip[40:4) = 0x0a00003c) or (proto
gre B& ip[44:4] = 0x0800003c) or host 10.0.0.60)

Edit Settings.... |

GUIN S HARLT7 1IN B ZERATSICIE. ROFIEZRERITLET,
AT Y 71 : Packet CaptureR—Z T, Edit SettingsZiZIRL £,
AT Y 7 2 : Packet Capture Filters* 5, Custom FilterZiZiRL £9,
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(proto gre && ip[40:4] = 0x0al4030f) or (proto gre && ip[44:4] = 0x0al4030f) or (proto gre && ip[40:4]

e, 10.20.3.15(CF L VWARARNPEIF8080ICFEL WR—KNESTT7 1BV TT35
BlE. ROXFIZFERATERT,

(proto gre && ip[40:4] = 0x0al4030f) or (proto gre &% ip[44:4] = 0x0al4030f) or (proto gre && ip[40:4]
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ATYT5: v TF v DR,
CLITOZEBHEEANZFEALIZSWATD 7 1)LE

CLINS RZVARTLYNZOFZEATT7ANRIVTTRICE, AOFIEZERTLET,
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AT Y 7 2 : packetcapture EA DL TEnter ¥F—Z#H L £ 9,

ATV 3: BEDT 1IN EBZHRETHICE. SETUPEASILET,

AT Y 7 4 : Enter the filter to use the capture |l E T2 FTERBICEZXE T,
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SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[I> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[NI>

The following interfaces are configured:



1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:

[1]>

Enter the filter to be used for the capture.

Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.

[(tcp port 80 or tcp port 3128)]> (proto gre && ip[40:4] = 0x0al4030f) or (proto gre &% ip[44:4] = Ox0Oa
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Packet Capture

[ Error  —  Filter Error ]

Current Packet Capture

No packet capture in progress

[ Stot Capture |

Manage Packet Capture Files

5100V-420DFA7BB265EDD11535-71BAE3SE9ED84-20241006-175955.cap (24B)
5100V-420DFA7BB265ED011535-71BAE3E9E0B4-20241006-175543.cap (740B)
5100v-420DFA7BB265ED011535-71BAE3E9ED84-20241006-175404.cap (24B)
5100V-420DFA7BB265ED011535-71BAE3E9ED84-20241006-175023.cap (24B)

Delete Selected Files Download File

Packet Capture Settings

Capture File Size Limit: 200 MB
Capture Duration: | Run Capture Indefinitely
Interfaces Selected: = M1
[ Filters Selected: = ICMP ]

| Edit Settings...
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» AsyncOS 15.0 for Cisco Secure Web Appliance 1—Y 74 K — GD(General Deployment) —
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