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M RF 1 X NTIE, BroadWorks Application Server(AS)N & £ £ X BEOEEET HT >
he, ILLWPADU N EERTAFIBICOVWTHBALET,

HRHH

Cisco BroadWorksltLinux OSEICA VA RN=IENBT77U5—2 3> T, 04 2—7T
AADSTIEATEET, LEN 2T, EHOERBZIEEBET NV RMAETATVWET,

=R I1—Y:0SOA VAR =IHRIERENTLET NI N DATLANDTIINT VA%
RHEIT21D, FELTHERAIIXEN HYET, ChiF. CORXRBOHEHENATT., L—b
TORAZEEL, EF1T7ICHRILEHICE, OSRUA—DOHA RSA 2 Z2EBRATHIHEN
HYVET, & xlE. BroadWorksA Red Hat Enterprise Linux(RHEL) EICA A RM—)L&h
TW2HEEE. RedHatDA—N—J—H T IO LAICETEI RFIXNESRTEET,

- BroadWorksBE & ( bwadmin& £ ®(EN S ) :BroadWorks 7 U —>a>a2&EL, OX
VRIA VAV E—TIAACLYERATT IV EATREHICERATEITHI N,

AT LEERE -Webf X —T7 T4 A% L TBroadWorks 7 7’ —> 3> icQv4 >3
BPEHIZERAENDTHIUN,
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BroadWorks Administrator
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E#]DOBroadWorksBEEE T HU> MNE. BroadWorksD A4 > ARN—I)LEEICEREhET, BIND
THORNEERTDICEK, ROFIEEFERALET,
ATY7T1: =KoL F>> v ) ZEHAL TBroadWorks CLICOY /14> LET,

AT Y 7 2 : lusr/local/broadworks/bw_base/sbinT 1 L 7 NUIZBEL £,

[root @sl ~]# cd /usr/local/broadworks/ bw base/ sbin

ATY 7 3:bwuseradd -hIN > REEFTLT, REAT>IEVJVANLETD,

[root @sl1 shin]# ./bwiseradd —h M ssing argunent: role bwiseradd Version 1.14 USAGE: bwiseradd

HLOWTFPHOYRNEZERTREEZR, RO4DOO-LOVTIhAZERIZMENF HYVET,

- BWSUPERADMIN : cOO—=J)ICE, 1 2ARN=ILT7AINDIN—NTFTIOECAENF HYET
o cOHO—JLIE, CiscoBroadWorks®D A 2 AKR—=ILETY TIL—RICEAEIhET,

. BWORKS : Z®O—JLI&. Cisco BroadWorkst—/N\THEHATEBCLIELEEZT0MOY —)L
EERALT, BB, B, BLRUOZEEEITOENTEEXT,

. ARL—Z : 2OO—)LIECiscoBroadWorks 1> 7 4 ¥1L—23a> 77/ ) 2RETEE
9 A", Cisco BroadWorksDEE R FILFTEEFH A,
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COEIVIAVTHEATNZ AN ROFMIODVWTRE, TUNXI—HTAHI RFREHA R
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ATY7 4 :bwuseradd N> REETLT, HFLLWI—HYEZERLET,

[root @sl shin]# ./bwiseradd -r BWORKS --passwd bwadm nl bwadnmi nl Changi ng password for user
bwadm nl. passwd: all authentication tokens updated successfully. User will be required to
change password upon next |ogin Expiring password for user bwadm nl. passwd: Success WARNI NG

Pl ease nake sure this user is created on all servers. WARNING Do not forget to run 'config-ssh
- cr eat eKeys

ATYT 5 ASHIOTARE—RTAVARN=—ILENTVWRHERE. EHH U /—RTELU
N2 RZRITLET,

[root @s2 sbin]# ./bwiuseradd -r BWORKS --passwd bwadmi nl bwadnmi nl Changi ng password for user
bwadm nl. passwd: all authentication tokens updated successfully. User will be required to
change password upon next |ogin Expiring password for user bwadm nl. passwd: Success WARNI NG

Pl ease nake sure this user is created on all servers. WARNING Do not forget to run 'config-ssh
- cr eat eKeys

FIE6: HLLWI—HELTAOJAVLET. NAT—ROUEY NEROZTOV T MAKRTR
ThET,

bwadm n1@s1's password: You are required to change your password i nmedi ately (adm nistrator
enforced) WARNING Your password has expired. You nmust change your password now and | ogi n agai n!
Changi ng password for user bwadmi nl. Current password: New password: Retype new password:

FIE7:bindN> RZEETL T, 7°F4 X JASOD/usr/local/broadworks/bw_base/binl_ B &l L &
ER

bwadm n1@s1. m eus. | ab$ bin bwadm nl@s1. m eus. | ab$ pwd /usr/| ocal / br oadwor ks/ bw_base/ bi n
AT VY7 8:config-sshdN¥> REEITLT, HBEF—RT7ZERLET,

bwadm nl@sl. M eus. | ab$ ./config-ssh -createKeys bwadnm nl@s?2

SSH CONFI GURATI ON TOOL version 2.2.22 ====
=> Setting default settings <= Setting 'StrictHostKeyChecking no' Setting 'ServerAlivelnterval
250" => DNS Sanity test <= [########HH#AHHAR] [ .. . L. ] Configured: y, Reachable: vy,
Resol ved: y, Required: n. Using bwadnm nl@sl. meus.lab as |ocal peer nane for asl.nm eus.lab. =>
DNS OK <= => Peer reachability test <= [###] [...] => Creating SSH keys <= Creating keys for
bwadm n1@s2... bwadm nl@s2's password: Cenerating ecdsa key... CGenerating rsa key... Creating
keys for bwadm nl@sl.m eus.lab... bwadm nl@sl. M eus.|lab's password: Generating ecdsa key...
Generating rsa key... => Keying SSH <= Preparing bwadnm nl@sl. m eus.lab for keying... C eaning
public keys for bwadm nl@s2... Sharing keys with bwadm nl@s2... Pushing |ocal public keys...
bwadm n1l@s2's password: Pulling renmpte public keys... bwadm nl@s2's password: Sharing keys
with bwadm nl@s2... [done] => Fully neshing SSH peers <= => Recursing w th bwadm nl@s2 <=
Pushi ng config-ssh script to bwadm nl@s2... Launching config-ssh on bwadnm nl@s2... => Setting
default settings <= Adding 'StrictHostKeyChecking no' Adding 'ServerAlivelnterval 250 => DNS
Sanity test <= [########HH#HASE] [ ... . . ] Configured: y, Reachable: y, Resolved: vy,
Requi red: n. Using bwadm nl@s2.nm eus.lab as | ocal peer name for as2.meus.lab. => DNS K <= =>
Peer reachability test <= [###] [...] => Keying SSH <= Preparing bwadnm nl@s2.m eus. | ab for
keying... Cleaning public keys for bwadm nl@sl. meus.lab... Sharing keys with

bwadm n1@s1. M eus. |l ab... Pushing local public keys... Pulling renote public keys... Sharing
keys with bwadm nl@sl. m eus.lab... [done] => Testing ssh configuration <= Testing

bwadm nl@s2... [done] ==== SSH CONFI GURATI ON TOCL conpl eted ====
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/content/dam/en/us/td/docs/voice_ip_comm/broadworks/Config/All/BW-UnixUserAccountConfGuide.pdf

FLWI—HYZ2®ERITDICE. FILLWIOLFOYI)LTCLICOY 1L, EXRmWi
BroadWorks X > RZ VWK DAEITLET,

bwadm nl@sl. m eus. | ab$ bwshower AS version Rel _24.0_1.944 Built Sat Jun 6 00:26:50 EDT 2020 -
BASE revi sion 909962 - AS revision 909962 Patching Info: Active Patches: 701
bwadni n1@s1. m eus. | ab$ bwcli

Br oadWor ks Command Li ne

Interface Type HELP for nore information
Iy —

SATLERE
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AS_CLI >

AT Y 7 1 https://<AS_FQDN>/LoginR—Z IZBEL . ASWeb1 > Z—7 T4 AICOJA42L
£¥Y,

AT Y 7 2 : [System] > [Profile] > [Administrators] I-BEL £7,
ATY 7 3:AddREZ>ZIUYILET,
ATFYT4:FRTODTA—)LRICEEADLET,

Administrator Add

Add a new systam or provisicning administratar.

QK Cancel

* Administrator ID: webadmin
Last Name: | Administrator
First Mame: | Web
* Initial Password: | =+ +es s s s
* Re-type Initial Password: (#essssass
Language: English

Administrator Type: (=) System () Provisioning
Read Only: () On (=) Off
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. ProvisioningZEA 92 &, EBEFHLVERTZEMLLEY, BETHIONEEELLY
TBEHIC, SATLANODT IV ERAEZSHRTEET,
ATY75: 0K ZVVYOLTEEEZRELET,

e

[System] > [Profile] > [Administrators] ICBE L., FIL<ERENETHI M Z2RELET,

Administrators
Add a new system or provisioning adminisiralor or manage exisling adminisiraiors.
reSer-rses
Administrator 10 8] Last Name Eirst Name. Administrator Type. Edit
wabadmin Administrator Web Systam Edit
[Pageiofi]

Administrator ID i Starts With webadmin Find Fimd AN

—eee e

OJ72KL, HILLWIOLFOOYIIOEY N2EALTEBEOJALET (NADT—ROZE
BEZRHSNET ),

Welcome Web Administrator [Legouy

Password Change
You must change your password before proceeding. You are here because either this is your first login atiemgt o your password has expired. Please enter a new password
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AT Y7 1. https://<AS_FQDN>/LoginR—Z ICBEL, ASWeb1 > X—T7 T4 AIZOTA4L
£,

AT Y7 2 :[System] > [Profile] ICBEIL, &5IICEEEZERT B[Reseller] . [Enterprises].
[Service Providers]. &7z I&[Group]lcBBIL FT. cOREHTRY—ER7ONAIA—ZFEH
LTVERITHN, OI T4 T71DRERKERLUTT,

ATY73:HULLVEBEZEMT DY —EATONA A —ZERLET,



AT Y 7 4 : [Profile] > [Administrators] IC#E L. [Add] RE>Z DV UYILET,

ATYT5: IRXTOT A=) RICEZADLET,

Administrator Add

Add a new senice provider administrator,

= I

* Administrator 1D: | spladmin

Last Mame: | Administrator
First Mame: | SP1
B ||'|||‘Ja| Paggmrd: EEEEEE RS

* Re-type Initial Password; | s =2 e e n n| |

Language: | English ~

Administrator Type: (s) Sarvice Provider () Customer () Password Reset Only

[ T I

B—ERA7ONAF—I T2 —T 4 XBICBRIZEBEICK. RO32DRXATHFHYET
(VEZ—8LVTIL-—TRIERE. RAT70BREBVEEA ).

H—ERZ7ONAZ—RFBEOEBEEZMER L. [Administrator Policies] R—2 TREL kR
VY—IC& 2 TREENDWebA VE—TILALLT I EATEDLSICLET,

-BENBEEEEEEERLET., BEEEEE. Y—ER7'O/NAZ—0O[Groups] . [Users]
. [Service Instances] . # & T[Change Password]| R—ZJICOIKRT IV EATEET, BEE
BEE, IXTOITN—TOIN—"TR=DICFTIELATEET, =L, [Intercept Group]
R—=IADHRIKE)ERT VAL [Call Capacity] R—SADT I AREREH ) A
[Administrator Policies] R— TRREL LRI —ZFRAL T, BEREBEOT VA ZE
SICHIPRTEET,

CINAD—=RDOUEY MO H&(Password Reset Only)|Z2iBIRT 2 &, BEEBERFEI—H/NAD—
ROAZEETEET, BEEEEF, Web/ 2 EX—TIAAADMBOR—D, F—&, £l
ARV RIZTIVEATEEZE A

FIE6:[OK| 2TV Y VL TEEZREFELET,
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[System] > [Profile] > [Service Providers] & 7= & [Enterprises] ICBEIL, BEBET HV > NEERK
LEIVTA4T14%8RLET, RIC, [Profile] > [Administrators] IC#E L., #L <{ERKE I iz
EEEEZRZELET,



Administrators

Add a new service provider administralor of manage existing administrators.

e
Administrator iD [&] Last Name Firat Name Edit
spladmin Adminiztrator SP1 Edit

[Paga1af1]

Administrator ID ~ Starts With ~ spladmin Find Find Al

—Trse. |

OF79RL. HLLILFY v L0ty NEERLIBEOY AV LES (NRAT—ROE
FEROSNET ),

Welcome SP1 Administrator [Logow)

Password Change
You must msﬂge Yo passwond balane gfomding. You are hare bacause aithar this is your firat Iogin attampt or your pasaword has axpired. Plagse antar a new password.

* Type curment password: | + s sssses
* Type new password: | svesssss

* Re-lype new password: = sssssss
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CLION> RZERMLEEBETHI> bOED

FTXTOWebT VAT AT ME, BWCLIOXY Y RASER TR EETEET, chiZOW
TR, CORFIXVINTREFLSHALEFLAN, XROBFINY RZSELTEEL,

DATLERE

AS _CLI/ Subscri berMgnt/ Admi ni strator> h add When adding a new adninistrator to the system
you set the administrator user ID, access level, first and | ast nanes, and password.
Paraneters description: userld : The user ID for the adm nistrator. type : when set to
"systenml, allows for conplete access to the Application Server CLI and its functions. Wen
set to "prov", allows only Iimted access to the Application Server CLI, specifically
functions in the network |evel only. readOnly : Cannot configure the system attribute:
Addi tional attributes to include through the add command. | astNane : The user's |ast nane.
firstNane: The user's first name. |anguage : Indicates the | anguage to be used for the
admi ni strator. ================sssssssssSSSSSSSSSSSSSSSSsSsSssssssssssss============= add

CDET—EEE

AS _CLI/ SubscriberMnt/ Resel | er/ Adni ni strator> h add This command is used to add a new
resell er adm nistrator. Wen this command is used, you are pronpted for password
information. Paraneters description: resellerld: The ID of the reseller. userld : The user
IDfor the reseller administrator. attribute : Additional attributes to include with the
nane comrand. | astNane : This paraneter specifies the reseller administrator's |ast name.
firstNane : This paraneter specifies the reseller adm nistrator's first name. |anguage :
This paraneter specifies the reseller administrator's supported | anguage.
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AS _CLI/ Subscri berMgnt / Servi ceProvi der/ Admi ni strator> h add Wien addi ng a new service
provi der administrator to the system the corresponding service provider admnistrator's
user ID, first nane, and | ast names are set. You are pronpted for password information.
Paranmeters description: svcProviderld: The service provider. userld : The user ID for the
service provider adm nistrator. adnmi nType : Wen set to "normal", the service provider



admi ni strator has all standard access rights and privil eges. Wen set to "customer"”, the
custoner administrator only has access to the Group, User, and Change Password web portal
pages. Al so, the customer adninistrator has no access to Call Capacity and has read-only
access to Intercept G oup pages. Wen set to "passwordResetOnly", this value allows the
service provider administrator to reset the user's web and portal password only. attribute :
Addi tional attributes to include through the add conmand. |astName : The service provider
admi nistrator's last nane. firstNanme : The service provider adm nistrator's first nane.

| anguage : The service provider's supported | anguage.

TJI—TEBE

AS _CLI/ SubscriberMgnt / Group/ Admi ni strator> h add Wen adding a new group administrator to
the system the correspondi ng group nanme and service provider, and the group adm nistrator's
user ID, first name, and | ast name are set. Paraneters description: svcProviderld: The |ID of
the service provider to whomthe group and group administrator belong. groupld : The |ID of
the group to which the administrator belongs. userld : The user ID for the group

admini strator. attribute : Additional attributes to include through the add conmand.

| astNane : The group administrator's |last name. firstName : The group administrator's first
nane. |anguage : The supported | anguage for the group adnministrator.
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