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TERSFEHENYE>DYTORNIINOFY ) F7ORITILEL T, Generic Routing
Encapsulation ( GRE ; #8%¥)IL—F 1 T h7 It ) 2FERATEET,

GRENZIDIPRZILAVKR—F 2V MRIERENATVET, to/NvE>2+7’OR3)
INTY EGRERAO—RIZKV), TINAARGREAY S —Z/NT Y NZEBMLET,

K, FNAAG RV AR=R7ORINAYE—=NTY NCEMLTEBLET,

R Original 1P - Passenger
Original Packet —= iy Criginal Paylbad -« Pt
Added Headers '
p S S i
Delivery GRE
Header ‘ Header Sl
Transport Carrier B
Protocol Protocol a

RZT74v 0k, NZT74Vv0008REE, ERLTNS 74 v O O0SAICHEHATSR) S —
CEODVWTAEBEIhET,

QoSHEEZRETDICIE, ROFIEZFEALET,

1.IP7 RLAX®QoS7 1 —/L RZEDEEIZ—HTBNexusN\DAHINT Y NEDEITBT5
AERENET,

2 NTYRDER. N—F2T, BEBRE, RFT71Yv I I0FACHULTRITEND T I3
VEEBETIRI—ZEBLET,

3.;R—K~, R—=KFF+¥XJ, VLAN, £EEH T4 2—T T4 ARV —2EBALET,
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Decimal Drop Equivalent IP

DSCP Value |Value Meaning Probability Precedence Value
101 110 46 High Priority |N/A 1101 - Critical

Expedited

Forwarding

(EF)
000 000 0 Best Effort N/A 000 - Routine
001 010 10 AFI11 Low 001 - Priority
001 100 12 AF12 Medium 001 - Priority
001 110 14 AF13 High 001 - Priority
010 010 18 AF21 Low 010 - Immediate
010 100 20 AF22 Medium 010 - Immediate
010 110 22 AF23 High 010 - Immediate
011 010 26 AF31 Low 011 - Flash
011 100 28 AF32 Medium 011 - Flash
011 110 30 AF33 High 011 - Flash
100 010 34 AF41 Low 100 - Flash Override
100 100 36 AF42 Medium 100 - Flash Override
100 110 38 AF43 High 100 - Flash Override
001000 |8 Csl 1
010 000 16 CS2 2
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10.10.10.1/30
Eth1/1

10.10.10.2/30
Eth1/1

Eth1/3

Eth1/3

192.168.9.9/24

T

axX ;B

GRE Tunnel 1

Eth1/3

Eth1/3

192.168.18.18/24

R>ZRIGREZNL 1ZQoSHEEDN HHIE, NIK-EX1ENIK-EX2OENDGREN > RN ZBBY

BPHENVLANORZ 7 4 Y JICDSCPERET D ETT,

Nexusld RS 7 4 ¥ 7 & ATEILL, QSY—F T E%5 B R RILGRELTEEL
£, LARTICDSCPEICK U TVLANTIT 2 kD IC,. ZDIHEIEDSCP AF-11DEAVLAN 9IZ

EHENEXT,
RARA

interface Ethernet1/3
switchport
switchport access vlan 9
no shutdown

interface VIan9
no shutdown
ip address 192.168.9.9/24

RANB

interface Ethernetl/3



switchport
switchport access vlan 18
no shutdown

interface Vlanl8
no shutdown
ip address 192.168.18.18/24

NIK-EX14 > B2 —T7 T4 ADHKE

interface Ethernetl/1
ip address 10.10.10.1/30
no shutdown

interface Ethernetl/3
switchport

switchport access vlan 9
no shutdown

interface Tunnell

ip address 172.16.1.1/30
tunnel source Ethernetl/1
tunnel destination 10.10.10.2
no shutdown

interface Vlan9
no shutdown
ip address 192.168.9.1/24

NIK-EX1IL—T 1 2 JE&E

ip route 0.0.0.0/0 Tunnel

N9K-EX1 QoSE&E

NXOSOGRERN RN AV BZ—T T4 ATREQoSHAHR—RENTWVWAWESD, VLANRETY
—I:7\71'U/—7$i- ELTCHEHRATAISEN HYET, aEb‘bbb‘%&oL\ FTEFBLEEE
—HITBDACLZER L. RICQoSEREZ HMWODSCPIZEREL ., HEICH—EARDI S —

VLANEQEEEFH LET,

ip access-Tist TAC-QoS-GRE

10 permit ip any 192.168.18.0/24

class-map type qos match-all CM-TAC-QoS-GRE
match access-group name TAC-QoS-GRE
policy-map type qos PM-TAC-QoS-GRE

class CM-TAC-QoS-GRE

set dscp 10



vlan configuration 9
service-policy type gos input PM-TAC-QoS-GRE

NIK-EX24 > B —T7 T A4 AKE

interface Ethernetl/1
ip address 10.10.10.2/30
no shutdown

interface Ethernetl/3
switchport

switchport access vlan 18
no shutdown

interface Tunnell

ip address 172.16.1.2/30
tunnel source Ethernetl/1
tunnel destination 10.10.10.1
no shutdown

interface Vlanl8
no shutdown
ip address 192.168.18.1/24

NIK-EX2)L—T 1 2 J&E

ip route 0.0.0.0/0 Tunnel

NZ7)L>31—h

N> XIL DRSS
MANOIIUK

» show ip interface brief
+ show interface tunnel 1 brief (RBRL N> K)

RRILHFTYTLTVWRLESHZRRLET,

N9K-EX1# show ip interface brief

IP Interface Status for VRF "default" (1)
Interface IP Address Interface Status



V1an9 192.168.9.1 protocol-up/link-up/admin-up
Tunnell 172.16.1.1 protocol-up/link-up/admin-up
Ethl/1 10.10.10.1 protocol-up/1link-up/admin-up

N9K-EX1# show interface tunnel 1 brief

Interface Status IP Address
Encap type MTU

Tunnell up 172.16.1.1/30
GRE/IP 1476

mAEOIN> R

« show interface tunnel 1 (BRL N> R)
« show interface tunnel 1hJ > &

RENTY RREBNTY M E, BROBERERTLET,

N9K-EX1# show interface tunnel 1

Tunnell 1is up

Admin State: up

Internet address is 172.16.1.1/30

MTU 1476 bytes, BW 9 Kbit

Tunnel protocol/transport GRE/IP

Tunnel source 10.10.10.1 (Ethernetl/l), destination 10.10.10.2
Transport protocol is in VRF "default"

Tunnel 1interface is in VRF "default"

Last clearing of "show interface" counters never
Tx

3647 packets output, 459522 bytes

Rx

3647 packets input, 459522 bytes

N9K-EX1# show interface tunnel 1 counters

Port InOctets InUcastPk
ts

Tunnell 459522 36
47

ts



ts

47

ts

Tunnell --

NOK-EX1#

hNZT74v0FYTF¥

SPANF ¥ 7'F +

RORIE, NIK-EX1ARAAS Y FDA2RX—7 T A AEthernet 13O M UICH ITBHARPERDF
Y7FY¥ERLTVET, FYTFYRRAMYVTFOANTHBD SO, RZT74YJBFERLEZV

DSCP(AF11)TY—F 2 JEnTWELWZ DAY ET,

Ethernet IT, Src: Cisco_fc:da:3f (ad:e@:af:fc:da:3f), Dst: Cisco _96:cO:ff (aB:@c:0d:96:c9:ff)

~ Internet Protocol Version 4, Src: 192.168.9.9, Dst: 192.168.1B.18
188 ... = Version: 4

.. 8181 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: €S58, ECM: Not-ECT) —am
2088 @@.. = Differentiated Services Codepoint: Default (@)
vess <280 = Explicit Congestion Notification: Mot ECN-Capable Transport (@)
Total Length: 84
Identification: @xfefd (B65133)
B@8. .... = Flags: Ax@
.+.0 BOOD QODB RGP = Fragment Dffset: @
Time to Liwve: 255
Protocol: ICMP (1)
Header Checksum: Bx2@cf [validation disabled)
[Header checksum status: Unverified]
Source Address: 192.168.9.9
Destination Address: 192.168.18.18

RDOEIF. NIK-EX2AAL Y FDA > 2—7 I A AEthernet 1/1ODI MJIZEH TBHARPERD F

Y7FvERLTVEY, HATIXEN HBDSCPAFMEN NZT7 1Y JICT T

HREENT

WBZEFDLNET, £, 2D2ONexusBICREENE R RIICR2>TNTY R HTEIL

fthTWBEICERNEET,



Ethernet II, Src: Cisco _O96:c9:ff (aB:0c:@d:96:c9:ff), Dst: Cisco_96:c9:bf (aB:0c:0d:96:c9:bf)
« Internet Protocol Wersion 4, Src: 18.108.18.1, Dst: 18.10.18.2

9188 .... = Version: 4

«svs B1A1 = Header Length: 20 bytes (5]

Differentiated Services Field: 8x28 (DSCP: AF11, ECN: NOt-ECT) -
8818 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
...... @8 = Explicit Congestion Motification: Mot ECN-Capable Transport (@)

Total Length: 188

Identification: @x55aa (21930)

B8, .... = Flags: @x@

.o B BROS PRO8 090D = Fragment Offset: @

Time to Liwve: 255

Protocol: Gemeric Routing Encapsulation (47)

Header Checkswn: @x3d7a [validation disabled]

[Header checksum status: Unverified]

Source Address: 19.18.18.1

Destination Address: 18.19.18.2

Generic Routing Encapsulation (IP)
Flags and Version: 8x8808
Protocal Type: IP (@xBE08)

Internet Protocol Version 4, Src: 192.168.9.9, Dst: 192.168.1B.18 —

2188 .... = Version: 4

wane 8181 = Header Length: 28 bytes (5)

Differentiated Services Field: @x28 (DSCP: AF11, ECN: Not-ECT)

8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 {18)
...... @8 = Ewplicit Congestion Motification: Mot ECN-Capable Tramsport (@)

Total Length: Bd

Identification: @xfedd (65133)

800, .... = Flags: Bx@

«o @ DOO POOR A@EB = Fragment Offset: @

Time to Live: 254

Protocol: ICHP (1)

Header Checksun: 8x21a7 [validation disabled]

[Header checksum status: Unverified)

Source Address: 192.168.9.9

Destination Address: 192.168.18.18

—

RORIE, NIK-EX1TAA Y FDA > R—T I A AEthernet 13O EDIZH (FBDARPREDF v 7
FYyZERLTVET., ERAITIHBEN HBSDSCPAFIMEN NZ 7 1Y JICE|EHREREET AT
BLENDAVNET, iz, 22ONexusBTRESNTVAB R RILICK2TNT Y RFATE
eehTLwaenwlelleRFExzd,

Ethernet 11, Src: Cisco 96:c0:ff (a8:Bc:@d:96:¢9:7f), Dst: Cisco_fe:da:3f (ad:ed:af:fcidatif)

w Internet Protocal Version 4, Src: 192.168.1B8.18, Dst:

8108 .... = Version: 4

sees 8101 = Header Length: 2@ bytes (5)

Differentiated Services Field: @x28 (D5CP: AF11, ECM: Not-ECT)
MR 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (10)
vine oo = Explicit Congestion Motification: Mot ECN-Capable Transport ()

Total Length: &4

Identification: @xfetd (65133)

@aa. .... = Flags: Bud

«uo@ D000 Q000 9900 = Fragment Offset: @

Time to Live: 253

Protocol: ICHP (1)

Header Checkium: @x2287 [validation disabled]

[Header checkswn status: Unverified]

Saurce Address: 192.1648.18.18

Destination Address: 192.168.9.9

ROBIZ, NIK-EX2A A Y FDEthernet 114 Z—T7 I A AOHDICH THARPIHEDF v
FyERLET, FATIHLENHBDDSCPAFIMENNZ 714V VICBIEHRERETATVWSC
ENDAVYYET, £, 2DONexusBICEREE NN RILICK2>TNTY M ATEILE
TWBZEILERfFEET,



Ethernet II, Src: Cisco_96:c9:bf (aB:Bc:@d:96:c9:bf), Dst: Cisco 96:cO:Tf (aB:@c:dd:96:cO:Tf]
« Internet Protocol Version 4, Src: 18.18.198.2, Dst: 18.18.18.1

@188 .... = Version: 4

aaea @181 = Header Lengih: 28 bytes (5]

Differentiasted Services Field: @x28 (DSCP: AF11, ECN: Hot-ELT) -
8218 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
vear o« B8 = Explicit Congestiom Motification: Mot ECN-Capable Transpart (@)

Total Lemgth: 108

Identification: Bx55aa (21934)

8a, .... = Flags: @

2o ol BOB0 BH0D 20DR = Fragment Offset: @

Time to Liwve: 255

Protocel: Generic Routing Emcapsulaticn (47)

Header Checksum: @x3dTa [validaticn disabled]

[Header checksum status: Unwerified)

Source Address: 19.108.18.7

Destination Address: 18.18.18.1

Generic Routimg Encapsulatiom (IP) —

Flags and Version: @x@eap

Protocal Type: IF (@x808)

Internet Protocol Version 4, Src: 192.168.18.18, Dst: 152.168.9.9 —

@188 .... = Version: 4
= 8181 = Header Length: 28 bytes (5)

Differentisted Services Field: @x28 (DSOP: AF11, ECM: Mot-ECT)

8218 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
vear »o B8 = Explicit Congestiom Motification: Mot ECN-Capable Transpart (@)

Total Lemgth: B4

Tdentification: Bxfelf (65135)

8@, .... = Flags: @@

2o ol BOH0 BR0D Q2R = Fragment Offset: @

Time to Liwe: 254

Protocel: TOMP (1)

Header Checksum: @x21a5 [validatiosn disabled)

[Header checksum status: Unwerified)

Source Address: 192.168.18.18

Destination Address: 192.168.9.9

NexusEYWEIPEFEATR O, NTYRFYTFYRAT IO R RIILIPEREZVC L
IDEBELTLKEZY, Chid. GREMN RV IV ZERATRBEDONexusOD BRBEBETT, /N
VT=SON—T 4T PBIPFERE NS -HTT,

ELAMF v+ 7F +

in-select 9Z £/ L TNIKEX-2TELAMF ¥ 7 F ¥ ZFEAL. HNMUIOBAY X —ERAIOIRBAY X
—ZBFELET, RERIPEZ—TYRNPTZ7AINRITITRIRBENHYET,

debug platform internal tah elam

trigger init in-select 9

reset

set inner ipv4 src_ip 192.168.9.9 dst_ip 192.168.18.18
start

report

NexusH 4 B2 —T7 I A A1 ZNLTNTY R EZELTVDR L ZBATEET, £/, 7l
DAY B —FEEEHENTVDIA =T IAAOYEIPT RLATHY ., BRAOAY R —
ICIEARARAERARBDIPT RLANFEENTVET,

SUGARBOWL ELAM REPORT SUMMARY
slot - 3, asic - 1, slice - 0

Incoming Interface: Ethl/1

Src Idx : Ox41, Src BD : 4433

Outgoing Interface Info: dmod 2, dpid 10
Dst Idx : Ox3, Dst BD : 18



Packet Type: IPv4

Outer Dst IPv4 address: 10.10.10.2
Outer Src IPv4 address: 10.10.10.1
Ver = 4, DSCP = 10, Don't Fragment = 0
Proto = 47, TTL = 255, More Fragments
Hdr len = 20, Pkt len = 108, Checksum

0
0x3d7a

Inner Payload
Type: IPv4

Inner Dst IPv4 address: 192.168.18.18
Inner Src IPv4 address: 192.168.9.9

L4 Protocol : 47
L4 info not available

Drop Info:

LUA:
LUB:
LUC:
LUD:
Final Drops:

QoSO RZ TN a1—F42Y

RDESICQOSTREZMFEETEXRT,

N9K-EX1# show running-config ipqos

!Command: show running-config ipqos
'Running configuration Tast done at: Thu Apr 4 11:45:37 2024
'Time: Fri Apr 5 11:50:54 2024

version 9.3(8) Bios:version 08.39

class-map type qos match-all CM-TAC-QoS-GRE
match access-group name TAC-QoS-GRE
policy-map type gqos PM-TAC-QoS-GRE

class CM-TAC-QoS-GRE

set dscp 10

vlan configuration 9
service-policy type gos input PM-TAC-QoS-GRE

EBELULVLANTREE N TWRQoSKRU>—E, RUS—I Y T ICHER TS hIZACLE—HT
BDNTYRNERRTERT,

N9K-EX1# show policy-map vlan 9



Global statistics status : enabled
Vlan 9

Service-policy (qos) input: PM-TAC-QoS-GRE
SNMP Policy Index: 285219173

Class-map (gos): CM-TAC-QoS-GRE (match-all)
Slot 1

5 packets

Aggregate forwarded :

5 packets

Match: access-group TAC-QoS-GRE
set dscp 10

KICRTARY RZHEAL T, QoSHEHEHREI VT IR EETERT,

N9K-EX1# clear qos statistics

VI7RNDIF7T7OTZLENI-ACLERIELET,

N9K-EX1# show system internal access-Tist vlian 9 input entries detail

Flags: F - Fragment entry E - Port Expansion
D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

N - NS Transit B - BCM Expansion C - COPP

INSTANCE 0x2

LBL B = 0x1
Bank 2
IPv4 Class

Policies: QoS

Netflow profile: 0
Netflow deny profile: 0
Entries:

[Index] Entry [Stats]



[0x0000:0x0000:0x0700] permit ip 0.0.0.0/0 192.168.18.0/24 [5]

N=ROIFPIZ7T7OTZLENIACLERRLE T,

N9K-EX1# show hardware access-Tist vlan 9 input entries detail

Flags: F - Fragment entry E - Port Expansion
D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

N - NS Transit B - BCM Expansion C - COPP

INSTANCE 0x2

LBL B = Ox1

Bank 2

IPv4 Class

Policies: QoS

Netflow profile: 0
Netflow deny profile: 0
Entries:

[Index] Entry [Stats]

[0x0000:0x0000:0x0700] permit ip 0.0.0.0/0 192.168.18.0/24 [5]

RICRIIANV RZFERATDE, VIANZHERAL TWAR—KN2#BTEXRT. ZOHITE,

VLAN IDIZOTH Y, EHPDQoSKRI L —EHRTEET,

N9K-EX1# show system internal ipqos vlan-tbl 9

Vlan range asked: 9 - 9

Vlan: 9, pointer: 0x132e3eb4, Node Type: VLAN
IfIndex array:
alloc count: 5, valid count: 1, array ptr : 0x13517aac

ndex: 0x1a000400 (Ethernetl/3) Policy Lists (1): Flags: 01

0: IfI

Type: INP QOS, Name: PM-TAC-QoS-GRE, Ghost Id: 0x45001c7, Real Id: 0x450

01c8



Defnode Id: 0x45001c9

NOK-EX1#
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