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- Ethanalyzer

Ethanalyzerld, NTY ROCPURNZ 74V U ZF ¥ 7F v TBRSICERFTENINX-OSY =)L T
T, cOY—I)IZFERATIE, AHWFELEFEEDICBEREL, CPUICEY RT2EN0DEINTFHF Y
TFYTEET, ChiF, ELKEAThTVWRA—72YV—AOZXY ND—270ORJLNTF>
4 H'WiresharkiCESWTWVWET, COYV—)LOFMIZDOVWTIE, TNexus 7000T®D
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Ethanalyzerld BE., A—/N—NAHEOETR RN EhDIXTORNT T4V I Z2F YT F ¥
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Nexus9000_A(config-if-range)# ethanal yzer |local interface inband

Capturing on inband

2020- 02-18 01:40: 55. 183177 cc:98:91:fc:55:8b -> 01:80:¢2:00:00: 00 STP RST. Root =

32768/ 1/cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020- 02- 18 01:40: 55. 184031 f8: b7:e2:49:2d:f2 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01: 40: 55. 184096 f8: b7:e2:49:2d:f5 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01:40: 55. 184147 f8: b7:e2:49:2d:f4 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01:40: 55. 184190 f8: b7:e2:49:2d:f3 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01: 40: 55. 493543 dc:f7:19:1b:f9:85 -> 01:80:¢2:00: 00: 00 STP RST. Root =

32768/ 1/dc:f7:19:1b:f9:80 Cost = 0 Port = 0x8005

2020- 02- 18 01: 40: 56. 365722 0.0.0.0 -> 255, 255. 255. 255 DHCP DHCP Di scover - Transaction ID
0xc82a6d3

2020- 02- 18 01: 40: 56. 469094 f8: b7:e2:49:2d: b4 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:40:57. 202658 cc:98:91:fc:55:8b -> 01:80:¢2:00:00: 00 STP RST. Root =

32768/ 1/cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020- 02-18 01:40: 57. 367890 0.0.0.0 -> 255, 255. 255. 255 DHCP DHCP Di scover - Transaction ID
0xc82a6d3

10 packets captured


/content/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
/content/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
https://www.cisco.com/c/ja_jp/support/switches/nexus-9000-series-switches/products-command-reference-list.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html

Nexus9000_A(config-if-range)# ethanal yzer |ocal interface nmgnt

Capturing on ngmO0

2020- 02-18 01:53:07. 055100 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:09.061398 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:11.081596 cc:98:91:fc:55:94 -> 01:80:¢c2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:13.080874 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:15.087361 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:17.090164 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:19.096518 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root =
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020-02- 18 01:53:20.391215 00: be: 75: 5b: d9: 00 -> 01: 00: Oc: cc:cc:cc CDP Device |D
Nexus9000_ A(FDO21512ZES) Port ID: ngntO

2020- 02-18 01:53:21.119464 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

2020- 02-18 01:53:23.126011 cc:98:91:fc:55:94 -> 01:80:¢2:00:00: 00 STP RST. Root
32768/ 46/ 84: 8a: 8d: 7d: a2: 80 Cost = 4 Port = 0x8014

10 packets captured

Nexus9000- A# et hanal yzer local interface front-panel ethl/1

Capturing on 'Ethl-1

1 2022-07-15 19: 46: 04. 698201919 28: ac: 9e: ad: 5¢: b8 01:80:c2: 00: 00: 00 STP 53 RST. Root =
32768/ 1/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

2 2022-07-15 19:46:04. 698242879 28: ac: 9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 1/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

3 2022-07-15 19:46:04. 698314467 28: ac: 9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 10/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

4 2022-07-15 19:46: 04. 698386112 28: ac: 9e: ad: 5c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 20/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

5 2022-07-15 19:46: 04. 698481274 28: ac: 9e: ad: 5¢c: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 30/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

6 2022-07-15 19:46:04. 698555784 28: ac: 9e: ad: 5¢: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 40/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

7 2022-07-15 19:46:04. 698627624 28: ac: 9e: ad: 5¢: b8 01:00:0c:cc:cc:cd STP 64 RST. Root =
32768/ 50/ 28: ac: 9e: ad: 5¢: b7 Cost = 0 Port = 0x8001

ROHBAHF, EthanalyzerCTHF Y T F Y TERI AV E—SO—HERLTVWET, F7FINTRE
. Ethanalyzerl@& K10N7 Y RULAF Y 7Fr LABAVWCEITEELTLKEEV, EFL, 20O
NYREERATRE, NTY NEEBHARICF YT FYIBELSICCLICERTEE T, Ctrl+CZfE
ALTHFYTFYE—REZKRTLET,

Nexus9000_A(config-if-range)# ethanal yzer |ocal interface inband limt-captured-frames 0
Capturing on inband

2020- 02-18 01:43:30.542588 f8: b7:e2:49:2d:f2 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02- 18 01:43: 30. 542626 f8: b7:e2:49:2d:f5 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:30.542873 f8: b7:e2:49:2d:f4 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:30.542892 f8: b7:e2:49:2d:f3 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:31.596841 dc:f7:19:1b:f9:85 -> 01:80:¢2:00: 00: 00 STP RST. Root =

32768/ 1/dc: f7:19:1b:f9:80 Cost = 0 Port = 0x8005

2020- 02-18 01:43:31.661089 f8: b7:e2:49:2d: b2 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:31.661114 f8: b7:e2:49:2d: b3 -> 01:80:¢2:00:00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134



2020-02-18 01:43:31.661324 f8: b7:e2:49:2d: b5 -> 01:80:¢2:00: 00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:31.776638 cc:98:91:fc:55:8b -> 01:80:¢2:00:00: 00 STP RST. Root
32768/ 1/ cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020- 02-18 01:43:33.143814 f8: b7:e2:49:2d: b4 -> 01:80:c2:00: 00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:33.596810 dc:f7:19:1b:f9:85 -> 01:80:¢c2:00: 00: 00 STP RST. Root
32768/ 1/ dc: f7:19:1b:f9:80 Cost = 0 Port = 0x8005

2020- 02-18 01:43:33.784099 cc:98:91:fc:55:8b -> 01:80:¢2:00:00: 00 STP RST. Root
32768/ 1/ cc:98:91:fc:55:80 Cost = 0 Port = 0x800b

2020- 02-18 01:43:33.872280 f8:b7:e2:49:2d:f2 -> 01:80:¢c2:00: 00: 0Oe LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:33.872504 f8:b7:e2:49:2d:f5 -> 01:80:¢2:00: 00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

2020- 02-18 01:43:33.872521 f8:b7:e2:49:2d:f4 -> 01:80:¢2:00: 00: 0e LLC U, func=U; SNAP, QU
0x00000C (Cisco), PID 0x0134

15 packets captured

EthanalyzerT7 1 LR ZERAL T, BEDKRZ 714V VILERZIETAHIEETEET,
ethanalzyerCEATED 71N BRI, FYTFY T AINRERTTAINZEVS2BE N H1)
BT FYTFV¥TAIINEE, FYTFVYTAIINETERENIEEELCI-HIBZRNTT1YI0
REXFYTFYLET, RRZANREIXRTORNTTAVIEBFNYTFYLETH, RRT7 1
LNETERENLBEEC-HIBDNTTAVIEGNRRENET,

Nexus9000_B# ping 10.82.140. 106 source 10.82.140.107 vrf nanagenment count 2
PI NG 10. 82. 140. 106 (10.82.140.106) from 10.82.140. 107: 56 data bytes

64 bytes from 10.82. 140. 106: icnp_seq=0 ttl =254 tinme=0.924 ns

64 bytes from 10.82. 140. 106: icnp_seq=1 ttl =254 time=0.558 s

Nexus9000_A(config-if-range)# ethanal yzer |ocal interface ngnt display-filter icnp
Capturing on ngmO0

2020- 02-18 01:58: 04. 403295 10. 82.140.107 -> 10.82.140.106 | CWP Echo (ping) request
2020- 02-18 01:58: 04. 403688 10.82.140.106 -> 10.82.140.107 | CW Echo (ping) reply
2020- 02-18 01:58: 04. 404122 10.82.140.107 -> 10.82.140.106 | CWP Echo (ping) request
2020- 02- 18 01: 58: 04. 404328 10. 82. 140. 106 -> 10. 82. 140. 107 | CMP Echo (ping) reply

4 packets captured

£, HEATI EERALTNTY N EF YT F YL, WiresharkE BBICEERTRRETD
EETEET, Chickt), NTY NODissectorff RICETVWTREBRAYV A —BEREHERTE

F9, EEAEF, 7L—ALNFBELEATVSRES, BS{tehiER/IO—RERREhFLA

o Bl :

Nexus9000_A(config-if-range)# ethanal yzer |local interface nmgnt display-filter icnp detai
Capturing on ngmO
Frane 2 (98 bytes on wire, 98 bytes captured)
Arrival Time: Feb 18, 2020 02:02:17.569801000
[Tine delta from previous captured frane: 0.075295000 seconds]
[Tine delta from previous displayed frane: 0.075295000 seconds]
[Tinme since reference or first frame: 0.075295000 seconds]
Frame Nunber: 2
Frane Length: 98 bytes
Capture Length: 98 bytes
[Frame is narked: Fal se]
[Protocols in frame: eth:ip:icnp:data]
Et hernet 11, Src: 00: be: 75:5b: de: 00 (00: be: 75: 5b: de: 00), Dst: 00: be: 75: 5b: d9: 00
(00: be: 75: 5b: d9: 00)
Desti nati on: 00: be: 75: 5b: d9: 00 (00: be: 75: 5b: d9: 00)
Addr ess: 00: be: 75: 5b: d9: 00 (00: be: 75: 5b: d9: 00)
.0 I G bit: Individual address (unicast)
. 0. LG bit: Gobally unique address (factory default)



Type: | P (0x0800)
>>>>>>>Qut put C i pped

Ethanalyzer2fEf T2 &, RDENTEET,

B (PCAPT7 7 A ) BEEXEBRE—TYRTFPANIATLALOEELET 7

1A

CEBEAKRET, T—hT7TVva, OU73v21, USBBRE RELET7TAIILETINA

ADAEBICERIEL , HEIZISL TWireshark TR TE £,

T =K7Y ARS8 TTFAINEFTHEY) . BWRICKRLET, CPUIVE—TIAANS
EESGANDOLEREEKIC, detalF—T—RZ2FEATIE, BTE2B/NTY MEBRERTITDC

EETEET,

EREEBAVER—TIARAV—REHAATZIVIIOVTR, COBIEZSBLTEE,

Nexus9000_A# et hanal yzer local interface mgnt capture-filter "host 10.82.140.107" wite
boot f | ash: TEST. PCAP
Capturing on ngmO0
10
Nexus9000_A# dir bootfl ash
4096 Feb 11 02:59:04 2020 .rpnstore/
4096 Feb 12 02:57:36 2020 .swtam
2783 Feb 17 21:59:49 2020 09b0b204-a292- 4f 77-b479- 1calc4359d6f. config
1738 Feb 17 21:53:50 2020 20200217_215345 poap_4168_init. | og
7169 Mar 01 04:41:55 2019 686114680. bin
4411 Nov 15 15:07:17 2018 EBC SC02-M2_303_runni ng_confi g.txt
13562165 Cct 26 06:15:35 2019 GBGBLD4SLO1DREO001- CZ07-
590 Jan 10 14:21:08 2019 WMDS20190110082155835.1i¢c
1164 Feb 18 02:18:15 2020 TEST. PCAP
>>>>>>>Qut put C i pped

Nexus9000_A# copy bootflash: ftp

Enter source fil enane: TEST. PCAP

Enter vrf (If no input, current vrf 'default' is considered): nmanagenent
Enter hostname for the ftp server: 10.122.153.158

Enter usernanme: calo

Passwor d:

**xx* Transfer of file Conpleted Successfully *****

Copy conpl ete, now saving to disk (please wait)...

Copy conpl ete.

Nexus9000_A# et hanal yzer | ocal read bootflash: TEST. PCAP

2020- 02-18 02:18: 03. 140167 10.82.140.107 -> 10.82.140.106 | CWP Echo (ping) request
2020- 02-18 02: 18: 03. 140563 10.82.140.106 -> 10.82.140.107 | CW Echo (ping) reply
2020- 02-18 02:18: 15. 663901 10.82.140.107 -> 10.82.140.106 | CWP Echo (ping) request
2020- 02-18 02: 18: 15. 664303 10.82.140.106 -> 10.82.140.107 | CW Echo (ping) reply
2020- 02-18 02:18: 15. 664763 10.82.140. 107 -> 10.82.140.106 | CWP Echo (ping) request
2020-02- 18 02:18: 15. 664975 10.82.140.106 -> 10.82.140.107 |1 CW Echo (ping) reply
2020- 02-18 02:18: 15. 665338 10. 82.140. 107 -> 10.82.140.106 | CWP Echo (ping) request
2020- 02-18 02: 18: 15. 665536 10.82.140.106 -> 10.82.140.107 | CW Echo (ping) reply
2020- 02-18 02:18: 15. 665864 10.82.140. 107 -> 10.82.140.106 | CWP Echo (ping) request
2020- 02-18 02: 18: 15. 666066 10.82.140.106 -> 10.82.140.107 | CW Echo (ping) reply

RTP- SUG- BGW 1# et hanal yzer | ocal interface front-panel ethl-1 wite bootflash:el-1.pcap
Capturing on 'Ethl-1
10

RTP- SUG- BGW 1# et hanal yzer | ocal read bootflash: el-1. pcap detai
Frane 1: 53 bytes on wire (424 bits), 53 bytes captured (424 bits) on interface Ethl-1,
Interface id: 0 (Ethl-1)
Interface nanme: Ethl-1
Encapsul ation type: Ethernet (1)

ido



Arrival Time: Jul 15, 2022 19:59:50. 696219656 UTC

[Tinme shift for this packet: 0.000000000 seconds]

Epoch Time: 1657915190. 696219656 seconds

[Tine delta from previous captured frane: 0.000000000 seconds]
[Tine delta from previous displayed frane: 0.000000000 seconds]
[Tinme since reference or first frame: 0.000000000 seconds]
Frame Nunber: 1

Franme Length: 53 bytes (424 bits)

Capture Length: 53 bytes (424 bits)

[ Frame is nmarked: Fal se]

[Frame is ignored: Fal se]

[Protocols in frane: eth:llc:stp]

. SPAN
SPANI&SwitchPort Analyzer ( A4 Y FIR— KT FZ4YF ) DBET, 1 Z—TIAAHNPS50DTF
XNTORNZ T4V I0&2FYTFYL, TORNTTAVIRBAR—NIZIS—)2TTBEHIC
FEHENET, WER—NFBEE. XY RNI—OTF7FF4HY—)L (WiresharkZR1TL TV
PCRE ) ICEHL, chSOR—KNEBBRBIDRNST TV IEDPMTEDELDIZLET, B—0
R=KDSDORNT T4V D, FEFEBOR—KNEVLANASORNT 7 1Y I L TSPANZ X
ITTEET,

SPANtEY > a2k, EERR—NERER—RNFEENET, EERR—NE, 1 —HXVY

RR—KN(HBTA42Z2—TITA4ARBL), R—=rF¥RIL, A=N=—NAHFDLANVRAVA
—TJIAAICTRENTE, ABICEER—NITEIEETEEEA, €512, 93008 KV
95007°' T Y R 72 —LBED—BOTFNA AT, FEX( 77TV YIITIVATUH )R—KE
HR—RENTVWET, WER—BNIEF, 1 —HRXRYNKR—N(TIOEAFEENZY ), R
— R FA¥RIWV(TOERFRERINT VD ) ZBRATEERT, 983007 Y TV UR—RNEED—E
DTFNAARAEYR—RNENEITHN, FEXR—KMEBEZEHR—KNLEBA,

BHOSPANEY a2 AN/HAOMBICRETEES, BYOTFNA AN YR—NTED
SPANt Y > 3> OMREICEFRNIHYET, & ZIE, Nexus 9000 TRFEXRI2OEY>a %
HR—RNTEETH. Nexus 7000CTiF160 Y a > LAY R—RNTEEFEA, CN%ZECLITHE
TR, FHITHIHMOSPANREN A RESBL TS,

NX-OSU ) —RERBRATEW, Y R—RENDAVEA—TIAADRA T EBENERD
CEICFEFEBELTLEEY, FRIDHRBEN—2aAaVOBHORENA RSA D EHRBREEEZS
BLTLEEV, Nexus 9000& Nexus 70000 ) > XD EHVY) T,

Cisco Nexus 9000/ 1) —ANX-OST AT LEEBEREHA R, U 1J—29.3(x):SPAND & E[Cisco
Nexus 9000 ) —XAA Y F1: A1

Cisco Nexus 70002/ ') —ANX-OST AT LEEBEREH A1 R - SPANDEZE[Cisco Nexus 70002 1)

—ZXAAY F1-T AR

SPANEY > a2V ICRERERBRATHIHYNET, — BB R4 TO—HERIZRLET,

- O—AJSPAN : RfETARARNERBERANOAIAA RS Y FICRHLTO—HAILTHS
SPANEYZ3a>nRAL7, DFV, SPANEY S AV DOREICHERZINTORERK, B—
DALY F, DEVEGREREDRANR—RNIFETDIASY FICHEHRAENET,

- JE—RSPAN(RSPAN) : RETTHRARNERBERARN AAY FICRLTO—AILTHEL
SPANtEY>3a>nRAT, DFEY, 1DDAALY FICIEETRSPANEY a3V &FREL.,
TBHEAA Y FIZFEERSPANZEREL T, RSPAN VLANZFERA L TEGZHIIRLET .

 : RSPANENexusTlEHR—REhTLVELEA


https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/nexus9000/sw/93x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x_chapter_011011.html
https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/nexus9000/sw/93x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-93x_chapter_011011.html
/content/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/configuring___span.html
/content/en/us/td/docs/switches/datacenter/nexus7000/sw/system-management/guide/b_Cisco_Nexus_7000_Series_NX-OS_System_Management_Configuration_Guide-RI/configuring___span.html

- #E5R ') E— M SPAN(ERSPAN): R A ¥ Fl&, JdE—& h =7 L — L% GRE(Generic Routing
Encapsulation) s > ZIAY A —THT L, NTY NeREShEBECIL—FT12T
LET. DT EIMCARAM Y FERATEIMEBBRAAYF (2DDEREDZTF/INARA) ICEERTE
v2avERRtYIAVERELET, ChiCKkY, LAVIXRYRND—OLTRT T4
v J%&SPANTZE X9,

. SPAN-to-CPU : BEAR— "N A—N—NAHELEFCPUTHDERIBEZA T DSPANE Y &
AvICEZ5NdEH. ChiFO—HISPANEY S 3a>OERXTHY) ., ZEESPANEY 3
CEFERATERVESICERATERYT., BN AREICEIOEONF HYET, FRAATEEE
B ESPANSE ER— RA RV, YA NCTOVEATELRY, £FLEY A M EES
TWAEL, SPANTEER— NIZERTEDTFT/NA AN BV, BENFHYET, FMICOVWT
&, ROV 0SB LTLSEE L, Nexus 9000 Cloud Scale ASIC NX-OS SPAN-to-CPU
Procedure - Ciscoo SPANA*SCPUADL —KNIECoPP (O bO—=IL7L—2RVZ 2T
JICKR2THIREND oo, SEFENBETT sniffing RUY—EBXD1OULOREETA>
RA—TIA AT, SPANASCPUADEY S IV TROYIHARETDARMN HYET
o COFE., FRRERLIIHZDENONDI100 RFENEWEH, SPANA SCPUNDEH
. BVTF—RL— RPN EBEREES O FIAORNT TN 1 —FT 14 2T E2TL
LB TREHYEEA, SPANZECPUEY A VICEREL, BEBEChEBMICLES,
EthanalyzerZ2%4TL T, CPUICEBE B N7 1 v UV ZHEREL., ThICRU TN ERT
TEIRENHYET,

RIZ. Nexus 9000R 4 ¥ FTHEEZO—NILSPANEY S 3V 2BRETRDHEDHIZRLET,

Nexus9000_A(confi g-nonitor)# monitor session ?

*** No mat ching command found in current node, matching in (config) node ***
<1-32>
al | Al'l sessions

Nexus9000_A(confi g)# monitor session 10
Nexus9000_A(confi g-noni tor) #?
description Session description (max 32 characters)
destination Destination configuration

filter Filter configuration

ntu Set the MIU size for SPAN packets

no Negate a command or set its defaults
show Show runni ng system i nfornation

shut Shut a nonitor session

sour ce Sour ce configuration

end CGo to exec node

exit Exit from conmmand interpreter

pop Pop node from stack or restore from nane
push Push current node to stack or save it under nane
wher e Shows the cli context you are in

Nexus9000_A(confi g-nonitor)# description Monitor Port_el/1l
Nexus9000_A(config-nonitor)# source interface ethernet 1/1
Nexus9000_A(config-nonitor)# destination interface ethernet 1/10
Nexus9000_A(config-nonitor)# no shut

ROFIE, EBEEhSPANto CPUEY > 3> DREZRL., Ethanalyzer2 AL TKNZ 71V
VEFYTFYLETD,

N9000- A#show run monitor

nmoni tor session 1
source interface Ethernet1/7 rx


https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html

destination interface sup-ethO << this is what sends the traffic to CPU
no shut

RTP- SUG BGW 1# ethanalyzer local interface inband mirror limit-c 0

Capturing on 'ps-inb'

2020-02-18 02:18: 03. 140167 10.82.140.107 -> 10.82.140.106 | CVMP Echo (ping) request
2020-02-18 02:18:15.663901 10.82.140.107 -> 10.82.140.106 | CVWP Echo (ping) request

. Dmirror

Dmirrori&. BroadcomXR—ADONexus7’'Z Y N7 #—AHADOSPAN-TO-CPUEY > 3a>O—F&T
To BIElESPAN-to-CPUERILU T, L—KME50pps (NT Y M#) ICHIBRENATVET, <D
BEEIL. bem-shell CLIZERAL THHT—REZNAZTNY T TR LEHICEEENFELE, BET
SHEREBEN HBDH, I—HHNSupllSPANE Y 3 ZRETESDNX-OSCLIEHY) FH A,
chnE, FIRS 714 v OICEE%RER, COPPUTAZHEBITDAREMNf BT,

- ELAM

ELAMI&Embedded Logic Analyzer ModuleDEBE T ¥, ASICZFAN, BE—DONTY MIRLTE®D
KOBEBENREE DD ZHMTAMEZRBMLET, TOLY, ELAMEFERATRE. NT

YR T2D—FAITIVDUICEETRINED D, BRTEDR—NVLANERICEIET S

NEBETEXRT, L. L2~ 4ONTY MNEEE, NTYRNIEENM MAShIEAESHZ

HMERTEET,

ELAME 7 —FTO0F ¥ ICITFL. NTY R EF Y T7F Y32 FIREABT—FT7I0FvICED
WTTZYRTA—LAZEILEBDCEZEBRBIDCENEETT., VI ZELKERATSIC
. N—RIUITDOASICYYE>TZH>TVRIHRENHV)ET, Nexus 7000TlE., 12DO/NT
YRERHLT220F ¥+ 7 F v ABBENET, 12FEF—F/NADBUS)DREH, €512
RNA(RBUS)MRERTY, DBUSHEHZXRTRIDE, NTY RMFREShIEHZAHREL A1 T2 ~
ADIEMEMWATEEX T, RBUSOBERICKEK. NTY hOEEERE, JL—LNFEEENLELES
AARFENKT, DBUSERBUSO MU H—ZREL ., ERAE->TVR L ZHRALTH S,
NTYREZIUTILEALTENTFYIRIXENBYNET, BEFAVH—ROFIERRDES
V)T,

TRETEXBZELAMFIEQOFMICOVWTE, XROXRDOIVZ VZZRLTLEEL,

ELAM D= ELAMOBIE : > A
Nexus 7K F1E>

gy Nexus 7000 F1EY 1 — )L OELAMEJE : 2]

NexuS TEF2T Nexus 7000 F2EY 2 — L QELAMFJE : ¥ 2]

Nexus TKFST E3 ELAMO )

xS TEMES Nexus 7000 M3 U =X ES 31— )L DELAMEIE : 2]
Nexus 7K

M1/M28 KT M1/M2, F2& & U'Ethanalyzer[dl (¥ Nexus 7K ELAM
F2E>a1—-)

xS T M Nexus 7000 M3EY 2 — L QELAMFIE : ¥ 2]

Nexus 7000[E ifELAM - M1/M2 ( EurekaZ7’Z Y R 7 #—L4)

. showmodule X > RZFERAL T, ED1—-I/IEBESZHALET,
. attachmodule x (xlFEZ 1—I)LEFT ) Z2ZFEALTED 1 —-)LICERLE T,
. show hardware internal dev-port-map 1~ > RZ R L TAHFASICY Y E> T #/#ERL.


https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116648-technote-product-00.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116646-technote-product-00.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116647-technote-product-00.html
https://cxtraining.cisco.com/upload/dcsw_portal/Data%20Center%20Switching%20Training%20Portal/ID_%209519%20_%20Weeks%202_9%20Technical%20Training/ID_%2010488%20_%20Week%205%20_%20Nexus%20Troubleshooting%20Tools%20and%20Path%20of%20the%20Packet/F3_%20ELAM%20Example/2017-03-22%2002-44-59/ELAM_F3.pptx
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116645-technote-product-00.html
https://cxtraining.cisco.com/upload/dcsw_portal/Data%20Center%20Switching%20Training%20Portal/ID_%209519%20_%20Weeks%202_9%20Technical%20Training/ID_%2010488%20_%20Week%205%20_%20Nexus%20Troubleshooting%20Tools%20and%20Path%20of%20the%20Packet/Nexus%207K%20ELAM%20and%20Ethanalyzer/2017-03-22%2002-11-30/N7K_ELAM_Ethanalyzer_Training.pptx
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7700-10-slot-switch/200672-Nexus-7000-M3-Module-ELAM-Procedure.html

L2LKP & L3LKPZ#EFEL £7,

Nexus7000( confi g) #show module

Mod Ports Modul e- Type Model St at us

1 0 Super vi sor Modul e-2 N7K- SUP2E active *

2 0 Supervi sor Mdul e-2 N7K- SUP2E ha- st andby
3 48 1/10 Gops Et hernet Modul e N7K- F248XP- 25E ok

4 24 10 Gops Ethernet Modul e N7K- M224XP- 23L ok

Nexus7000( confi g) # attach module 4

Attaching to nodule 4 ...

To exit type 'exit', to abort type '$.'

Last login: Fri Feb 14 18:10:21 UTC 2020 from 127.1.1.1 on pts/O0

nodul e- 4# show hardware internal dev-port-map

CARD_TYPE: 24 port 10G
>Front Panel ports:24

Devi ce nane Dev rol e Abbr num.inst:

> Skytrain DEV_QUEUEI NG QUELE 4
> Val kyrie DEV_REVWRI TE RAR O 4
> Eur eka DEV_LAYER 2_LOOKUP L2LKP 2
> Lamira DEV_LAYER_3_LOOKUP L3LKP 2
> Garuda DEV_ETHERNET_NMAC MAC O 2
> EDC DEV_PHY PHYS 6
> Sacranento Xbar ASIC DEV_SW TCH_FABRI C SWCHF 1
o +
o +++FRONT PANEL PORT TO ASI C | NSTANCE MAP+++- - - - - - oo - - +
o +
FP port | PHYS| SECUR| MACO | RMR O | L2LKP | L3LKP | QUEUE | SW CHF

1 0 0 0 0,1 0 0 0,1 0

2 0 0 0 0,1 0 0 0,1 0

3 0 0 0 0,1 0 0 0,1 0

4 0 0 0 0,1 0 0 0,1 0

5 1 0 0 0,1 0 0 0,1 0

6 1 0 0 0,1 0 0 0,1 0

7 1 0 0 0,1 0 0 0,1 0

8 1 0 0 0,1 0 0 0,1 0

9 2 0 0 0,1 0 0 0,1 0

10 2 0 0 0,1 0 0 0,1 0

11 2 0 0 0,1 0 0 0,1 0

12 2 0 0 0,1 0 0 0,1 0

13 3 1 1 2,3 1 1 2,3 0

14 3 1 1 2,3 1 1 2,3 0

15 3 1 1 2,3 1 1 2,3 0

16 3 1 1 2,3 1 1 2,3 0

17 4 1 1 2,3 1 1 2,3 0

18 4 1 1 2,3 1 1 2,3 0

19 4 1 1 2,3 1 1 2,3 0

20 4 1 1 2,3 1 1 2,3 0

21 5 1 1 2,3 1 1 2,3 0

22 5 1 1 2,3 1 1 2,3 0

23 5 1 1 2,3 1 1 2,3 0

24 5 1 1 2,3 1 1 2,3 0
o +
o +

CEXTLL2TNTYREF YT F YL, BEAORENELVAESHZRIELET, ChefT



SICE. L2LKPRYETDSLAZFANT, R—NCHIETBASICA VAR A#ZEREL
£9,

. JRIZ. elam asic eureka instance x N> RZFEHAL T, DA AX ATELAMZEITL
FIXFASICA 2V AZAE ST, DBUSERBUSO R H—%BRELET, statusIT > R
EFEALTRNIVA—DAT—RAZHEREL., NUFT—NBRETIAhTVWRELEERERAELET,

modul e- 4( eur eka- el am # trigger dbus dbi ingress ipv4 if source-ipv4-address 192.0.2.2
destination-ipv4-address 192.0.2.4 rbi-corelate
nmodul e-4( eur eka- el am # trigger rbus rbi pbl ip if cap2 1

nmodul e- 4( eur eka- el am # status

Slot: 4, Instance: 1

EU- DBUS: Confi gured

trigger dbus dbi ingress ipv4 if source-ipv4-address 192.168.10.1
EU- RBUS: Confi gured

trigger rbus rbi pbl ip if cap2 1

.start N> RZEFEALTRNUA—2TFTOF 147440, status AN REFEALTRUAH—DRA
T—R2AEHERE L., NUH—NFEELTVWBR L EERELET,

nodul e- 4( eur eka- el am # start
nodul e- 4( eur eka- el am # status

Slot: 4, Instance: 1 EU-DBUS. Armed <<<<<<<<<<

trigger dbus dbi ingress ipv4 if source-ipv4-address 192.168.10.1
EU- RBUS: Armed <<<<<<<<<<

trigger rbus rbi pbl ip if cap2 1

- NUA—HFBEELTVBRCEZAT—RANTRIE, FYTFYOEBHIEBEVET., COR
RT, bZ74Y0%FEL, RUADNRRCRNIVA—ShEAESHZRETRLEHIC
AT—RAZBEFIVIIZILENHYET,

nodul e- 4(eur eka- el am) # status

Slot: 4, Instance: 1

EU- DBUS: Triggered <<<<<<<<<<trigger dbus dbi ingress ipv4 if source-ipv4-address
192. 168. 10. 1 EU- RBUS: Triggered <<<<<<<<<<

trigger rbus rbi pbl ip if cap2 1

NUH—EN=S, rbuskdbusOEAD/INT Y RS —T 2V RABEEFIVHLT, MANE
UNTYREXFYTFYLECEEZMBELET, ik, showdbus |iseq ;showrbus | i
seqo VY VABEN —HTBEA. dbusErbusDABERRTCEET, TS5THRVIEAR
F. BUNTY RZEFYTFYTERBRSICADET, FYyTFvZ2EETLET,

X RYERICAETSICE., ELAMZEICERERERITL T, HxOBEZERLET,

- rbus&dbus DA AL, showdbus 1Y RE&showrbus AN RTRRTEET, ¥ 7 F+
TEELRDEG, >— TV ABSELEEBRIREATYIATT, Dousik, N7 Y NEZEL
ER—RNERTY—AATYIVAERRILULET, Rbuslk, NTY NDERESEKR— BN DIEE
ATV ORERLET, £, BRETEEEDIP/MACT RL AH RVPVLANERE BT
EEY,

CREEREBADA VTV IA(LTLAVFY IAREEFIENET ) ZFEHL T, show system
internal pixm info I #NY > RTRETBHHE/NRKILAR—NEHETEEXT,



Nexus 7000[E (tELAM - M1/M2 ( Lamira7'Z Y N7 #—L1)
FIaELamiraZ’Z Y R 7 #—ALATEEUTTHN, WSDI2HADEVHFHBYET,

. ¥—"J)— RLamira elam asic lamira4 > AZ2 > Ax&ZEEL TELAMZETLET,
.ELAMZ N AH—F AN REXODESV) TT,

nodul e-4(1 ani r a- el am) #trigger dbus ipv4 if source-ipv4-address 192.0.2.2 destination-ipva-
address 192.0.2.4
nodul e-4(l anira-el am # trigger rbus

.status AN REFERALTAT—RRAEFIVIL, NTTA4YOREETHHNIIREN
ArmedTHY), RS T74 V0 BFYTFYLERBICN)—Ehd 2R LET,
. TN, dbus&show busDH %, EurekaTRENTWVWBDDERU LS IZBIRTEE T,
Nexus 7000 i ELAM:F2/F2E(Clipper Platform)

CCTE, FIERUTVERIYN, RUT—DHHFELBYNET, HERKRADERYTY,

. ¥—" — RClipper elam asic clipper instance xZ#E L TELAMZETL., LA V2F &L
AV3IE—RZEELET,

module-4# elam asic clipper instance 1
module-4 (clipper-elam)#

-ELAMZ RV A—F2ON RIEROEHYTT,

nodul e-4(cli pper-12-el am)# trigger dbus ipv4 ingress if source-ipvé4-address 192.0.2.3
destination-ipv4-address 192.0.2.2
nodul e-4(cli pper-12-el am# trigger rbus ingress if trig

.status N REFEALTAT—RAZFIVIL, NTFT7 1Y OREETDHEINCIRED
ArmedTHY), RS T4V 0 EFYTFYLERBIINIH—ChBDE2BERELET,
. TMND#%. dbus&show busD %, EurekaTRENTVDNDERBIURDSICHEIRTEE T,
Nexus 7000@FELAM -F3 ( 75> AW—7ZY N7 —LA4)

CCTE, FIEBREETVETHN, NUH—0OHNEBYET, HERFRXODEBYTTY,

. & —"J— RFlanker elam asic flanker instance xZ{EE L TELAMZE1TL. LA V2F &L
A1 V3E—RZEBELET,

nodul e- 4# elam asic flanker instance 1
nodul e- 4(fl anker - el am #



-ELAMZ RV A—92ON RRIROEHYTT,

nodul e-9(fln-12-el am# trigger dbus ipv4 if destination-ipv4-address 10.1.1.2
nodul e-9(fl n-12-el am # trigger rbus ingress if trig

.status AN RZEFERALTAT—RRAZFIVIL, NT T4V ORIEETHHIIREN
ArmedTHVY), RS T4V 0 BFYTFYLERBICNVI—EnDd L 2BRBLET,
. TN, Eurekalc RTKSIC, dbus&rbusDH D ZEKICEIRTEET,
Nexus 9000[&@ (}ELAM ( Tahoe7’S Y N7 #—A)

Nexus 9000 Tk, FIEIENexus 7000& EAD LU EH V) FF, Nexus 9000 DWW TIE, TNexus
9000 Cloud Scale ASIC (Tahoe) NX-OS ELAM - Cisco

. &#\_. show hardware internal tah interface # 1Y > RZEFEAL T, 1 V2 —T7 I 1 ADX
YEVTEBRLET., COEITHREEELIERIE. ASIC#. Slice#. & KU'source ID
(srcid) #T 9,

. £7=. show system internal ethpm info interface # ¥ > RZFEAL T, COIEHK%z BHER
BCEHETEEXRT |isrco CTEERCER, BIRLEMEICIA T, dpidedmodDIET T

.showmodule XY > RZFHAL T, ED1—-I/IEBESERRAELET,

. attachmodule x (xFEZ 1—I)IL&EFT ) ZEALTED 1 -I)LICERELET,

- module-1# debug platform internal tah elam asic # 1Y > RZFEAL T, €2 1—J) T
ELAMZRETLET,

RV TFYITBRNT T4V VOB (L2, L3, GREXRVXLANBED AT EItEni T 7T
AV ORBRE)ICEDVWT, RAIFEFLEGRABORN) H—2RELET,

Nexus9000( confi g) # attach module 1

nodul e- 1# debug platform internal tah elam asic 0

nodul e- 1(TAH el am # trigger init asic # slice # lu-a2d 1 in-select 6 out-select 0 use-src-id #
nodul e- 1( TAH el am i nsel 6) # reset

nodul e- 1( TAH el am i nsel 6) # set outer ipv4 dst_ip 192.0.2.1 src_ip 192.0.2.2

- NUA—NEREENES, stat IV RTELAMZBRBL., RS 714Y O%EEL. report]
NORTHIZRRLET, LR—NOBHICE, BREAVEXR—TIAAELBEAR—7
IA4A, BRPVLANID, EETEREDIPIMACT RLANFRRENET,

SUGARBON. ELAM REPORT SUMVARY
slot - 1, asic - 1, slice - 1

Incom ng Interface: Eth1/49

Src ldx : Oxd, Src BD: 10

Qutgoing Interface Info: dmod 1, dpid 14
Dst ldx : 0Ox602, Dst BD: 10

Packet Type: |Pv4

Dst MAC address: CC: 46: D6: 6E: 28: DB
Src MAC address: 00: FE: C8: OE: 27: 15
.1q Tag0 VLAN. 10, cos = 0xO

Dst | Pv4 address: 192.0.2.1

Src | Pv4 address: 192.0.2.2


https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4

Ver = 4, DSCP = 0, Don't Fragment = 0 Proto = 1, TTL = 64, More Fragnents =
0O Hdr len = 20, Pkt len = 84, Checksum = 0x667f

Nexus 9000[E ifELAM ( NorthStar7’Z5 Y N7 #—A)

NorthStar7’ Y N7 #— LD F|ElETahoe 7T Y N7 #—LEBLUTTH, HE—DEWVIE,
ELAME— RIZAD EF—J— RnsHtahORDYICERAENBDETT,

module-1l#debug platform internal ns elam asic 0

- N9K Packet Tracer
Nexus 9000 packet tracerY —)LZFEAL T/NT Y NONAZEBHTEET, 7O—KEBROH
DORNEHRIAENTVD S, MENFELEREEEBNT T4V OB FUFICERIBEET,
Zhild, TCAMUY —AHHRENATVWED D, OV —IILZETTEBRVESICHELCRILE
T, 512, COY—I)TRHARPRS 74 v O %X+ 7F+¥+TETF, Wireshark’zED/N v N
TV DOFMERTRENERE A

NTYRNRL—HZREITDICE. XOOX REFALET,

N9K- 9508#test packet-tracer src_ip

<==== provi de your src and dst ip
N9K- 9508# test packet-tracer start <==== Start packet tracer
N9K- 9508# test packet-tracer stop <==== Stop packet tracer
N9K- 9508# test packet-tracer show <==== Check for packet

mat ches

M DOWVWTIE, TNexus 9000:Packet Tracery — )L @EiBE — = AT

. traceroute & ping
ChsDOXRY REF, BEROBEZLARICKHETES, HREAABZ2ODOINI RTT,

Pingl& Internet Control Message Protocol(ICMP)Z R L THEDEEICICMPII—X Y &£—2

ZREEL. TORELSOICMPII—REFEZFEET. RANBONANBEL<SERICEHEL
TVWRBEE. BENIREN, ping R ITBEERERETEET, F74IINTR, pingdX

Y RESXICMPIO—XY+—2 (WABTREAUYAX) ZEFLET, IXNTHEEICEEL

TWVW3HEEEF. SXx ICMPTO— & 2R T& £ 9, Address Resolution Protocol (ARP ; 7 KL
AFRZORNIN ) BERFBIZAASAYFHAMACT RLAZZETDE, IO —ERNIKKTS
CENBYET, TORI<IIpingZBRITITDE, BHIDpingBkiEHELBA, €512, X

NDF—J—REFEAL T, pingd¥, N7V ML X, EER, BEERAVEZ—TI(AA, &K

CRALT I NEREBRETDEELTEET,

F241. 04. 25- N9K- C93180- 1# ping 10.82.139.39 vrf management

PI NG 10. 82. 139.39 (10.82.139.39): 56 data bytes

36 bytes from 10.82.139. 38: Destinati on Host Unreachabl e
Request O timed out

64 bytes from 10.82.139.39: icnp_seq=1 ttl =254 tine=23.714 s
64 bytes from 10.82.139.39: icnp_seq=2 ttl =254 tine=0.622 ns
64 bytes from 10.82.139.39: icnp_seq=3 ttl =254 tine=0.55 s
64 bytes from 10.82.139.39: icnp_seq=4 ttl =254 tine=0.598 ns

F241. 04. 25- N9K- C93180- 1# ping 10.82.139.39 ?
<CR>


https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html
https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html

count Nurmber of pings to send

df -bit Enabl e do not fragnent bit in |IP header

i nterval Wait interval seconds between sending each packet
packet - si ze Packet size to send

source Source | P address to use

source-interface Select source interface

ti meout Specify tinmeout interva

vrf Di spl ay per-VRF information

tracerouteld. /N7 Y KA SEEICEZETRHEIC. NTY M EBDEREEBRY TZHBI TR
ICEAENET, chiF, EENRELTVIRRREZHEITDOICRIDOEZY, FRICEELR
Y—=LTY, ROF—D—REZFEAL T, R—b, EET. BrEFEBRAVE—T I A%
RA922EETEXRT,

F241. 04. 25- N9K- C93180- 1# traceroute 10.82.139.39 ?

<CR>

port Set destination port

sour ce Set source address in | P header
source-interface Select source interface

vr f Di spl ay per-VRF information

Nexus_1(confi g)# traceroute 192.0.2.1

traceroute to 192.0.2.1 (192.0.2.1), 30 hops max, 40 byte packets
1 198.51.100.3 (198.51.100.3) 1.017 ms 0.655 ns 0.648 ns
2 203.0.113.2 (203.0.113.2) 0.826 ns 0.898 ns 0.82 ns
3 192.0.2.1 (192.0.2.1) 0.962 ms 0.765 ns8 0.776 ns

. PACL/RACL/VACL
ACLI%Access Control ListOBET T, BEIT DI ERZFANDEEICEIVINSG 719027 14)LA
)OI TEBEELRY—ILTY, ACLL—BEENDIVNINALEThDE, BENTZ T4V D
FERREENZ 714V I90OVIT A ZF YT FYyI2LOICEATEERT, ACLOEERAIEEE
 JO0—HKETEHROND U 22 RHEITIMEETT, PACL/IRACL/IVACLE VWS BFEE. Chso
ACLDE FETHEHBIREZEL., FICHENERST 71 v VBERICHL T, ACLEEABRNTTIL
A—FTAVIY=)ELTERATEET, CCTlE, ChsORAZBICOVTHEICHHALET

o

.- PACLIEPort Access Control LiStOBET T, L2AA Y FR—N AV ER—TIARIZT IR
ANZHERATRE, TOTIOEAJANESPACLERIENET,

- RACLI&Router Access Control ListDBETT, PO EAVARNELIIL—TY RIR—KA &
—JIARAICERTRE, TOTI9EAVANIRACLEFIFEFNET,

- VACLIEVLAN Access Control ListO BT 9, VACLIE, VLANICHAVY TB/NT Y MX°,
VLANRTT U Y SENZIXRNTONT Y NCBRATDERSICRETEE T, VACLIX, &+
ADTFANTYRNTAINEZERTHY, NSZTAVIEBEODYEBA 2 RX—TIAAICIR
ALOPKNULET, VACLRFR (ADFRLEFHD ) ICK>TEZEhFHA,

ROERIC, ACLON—>arEoksaRLET,

ACL 247 PACL RACL VACL
242 R—TITARATEHEL L3AVR—7IAATEEL I
Mae ERS74V0R7ANEY RhTT4voET LRy HANNTIIYIOIA

~ILET, PAE:

SL2AYR—T T4 RIR—N VLANAVE—TIAR. o

. “MBLBAYR—TIAR, AFTINETBE. AC
A % SL2R—RF¥RINAVE—T LT AV B=T (R, DVLANDTHTOR—F

IA R, SBR—RFr LA H—7 ZZIRTRERD)

-RNSVOR—NCEATRE T42Z, ENET.



. ACLEZEDKRZVUKR—KT

HAENTVBTRTO o
VIANDRS 71y 557 4), ~BRAYE=7I4Z,
2T ULET,

WA M AN RD Ko EEEFERE i

TOELAJANDEREREDH ZRICRUET, FHFMICDWTIE, TCisco Nexus 90002 1) —X
NX-OStF+a1UFT4714FaL—>3aHA R, UIJ—2R9.3(x):IP ACLMD & E[Cisco Nexus
9000/ 1) — XA A ¥ F] - Cisco

Nexus93180(confi g)# ip access-list

Nexus93180(confi g-acl )# ?
<1-4294967295> Sequence nunber

deny Speci fy packets to reject

fragnents Optimze fragnents rule installation

no Negate a command or set its defaults
permt Speci fy packets to forward

remar k Access |ist entry comment

show Show runni ng system i nformation
statistics Enabl e per-entry statistics for the ACL
end Go to exec node

exit Exit from command interpreter

pop Pop node from stack or restore from nane
push Push current node to stack or save it under nane
wher e Shows the cli context you are in

Nexus93180(config)# int el/1l

Nexus93180(config-if)# ip port access-group

>>>>>> When you configure ACL like this, it is PACL.
in Inbound packets
Nexus93180(config-if)# ip access-group

>>>>>> When you configure ACL like this, it is RACL.
in I nbound packets
out CQutbound packets

- LOGFLASH
LogFlashi&, Nexus7'ZY N7 #—ATHABIVNIORNT7ZYv2 1, USBFNA A, TLEEA—
N=NAYOREFT 1 AVELTHERATEDIN—2ATVRNARNL=20—&ETT, R4V FAH
SHWATE, LogFlashi*BoAhsmWC ez I—HICERHWICERL E9, Logflashid A—/\
—NAFICAVARN=IEN, FHIOT4>F0OY, syslogXy t—, FNV YT,
Embedded Event Manager(EEM)iH 1 & ENDBRET— X 2Rk EFLET, EEMICDOWVWTE. Z D&
EQORETHALE T, XROON RZFEAL T, LogFlashO AR ZHRTEE T,

Nexus93180(confi g)# dir logflash:
0 Nov 14 04:13:21 2019 .gnr6_plus


https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html

20480 Feb 18 13:35:07 2020 |SSU debug_I ogs/
24 Feb 20 20:43:24 2019 arp.pcap
24 Feb 20 20: 36:52 2019 capture_SYB010L2289. pcap
4096 Feb 18 17:24:53 2020 conmand/
4096 Sep 11 01:39:04 2018 controller/
4096 Aug 15 03:28:05 2019 core/
4096 Feb 02 05:21:47 2018 debug/
1323008 Feb 18 19:20:46 2020 debug_| ogs/
4096 Feb 17 06: 35:36 2020 evt_I| og_snapshot/
4096 Feb 02 05:21:47 2018 generic/
1024 Oct 30 17:27:49 2019 icansql_1_1.db
32768 Jan 17 11:53:23 2020 icansqgl_1_1.db-shm
129984 Jan 17 11:53:23 2020 icansqgl_1_1.db-wal
4096 Feb 14 13:44:00 2020 | og/
16384 Feb 02 05:21:44 2018 | ost+found/
4096 Aug 09 20:38:22 2019 ol d_upgrade/
4096 Feb 18 13:40: 36 2020 vdc_1/

Usage for |ogflash://sup-Iloca
1103396864 bytes used
7217504256 bytes free
8320901120 bytes tota

A—HNFFNAAZ2)VO—RULEBE. FEEARINBEATTFNA AN RABFICUO—R
LEBE., OJBREIXNTEDNET, COKDBTFIATI, LogFlashiFBET—2 %18
HULET, BETF—2F. AEORRZBFETHILEHICHERETEET, £E5HA, COAMXRUDH
NBEURELESESICMZRINEIOE N ERBTIREAERZRIETDICE, =553 TF
1—FVIIVANMVETT,

A

FINA AlllogflashZE A4 > AR =)L T B HEICDOVTIE, "Nexus 70000 OF > J #4E

2 V2 0ZRLTLKEE,

- OBFL

OBFLIZOnBoard Failure LoggingM & T3, NexushY AT SV IRAYFEEDZITAAY

FOEETHEATEDKBGHNBEARNL—20DR 47 TT, LogFlash&E@IC, T/ AA ) O—
REhDEBBRNIREBFEENET, OBFLIZ, BEXRET—IBEDERZRTFLET. BRI

T2V RTA—LREDI-NZELEBYETH, Nexus 931087 Y 7+ —LDET 21—
M (DFEVY, 1POEV1-LOMEBIEEES ¥ — ) OHABERICRLET,

Nexus93180(confi g)# show logging onboard module 1 ?
*** No mat ching command found in current node, matching in (exec) node ***
<CR>

>

>>

boot - upti e
card- boot - hi story
card-first-power-on
counter-stats

devi ce-versi on
endti ne

envi ronnment al - hi story
error-stats
exception-|og

i nt er nal
interrupt-stats
obfl - history
stack-trace
starttinme

st at us

Redirect it to a file

Redirect it to a file in append node
Boot - upti nme

Show card boot history

Show card first power on information

Show OBFL counter statistics

Devi ce-versi on

Show OBFL logs till end time mmdd/yy- HH MM SS
Envi ronnent al - hi story

Show OBFL error statistics

Excepti on-1 og

Show Loggi ng Onboard Interna

Interrupt-stats

of | - hi story

Stack-trace

Show OBFL 1 ogs fromstart time nmi dd/yy- HH: MM SS
St at us

Pi pe command output to filter


https://www.cisco.com/c/ja_jp/support/docs/interfaces-modules/nexus-7000-series-supervisor-1-module/116138-technote-log-00.html

Nexus93180( confi g) # show logging onboard module 1 status

OBFL Status
Switch OBFL Log: Enabl ed
Modul e: 1 OBFL Log: Enabl ed
card- boot - hi story Enabl ed
card-first-power-on Enabl ed
cpu- hog Enabl ed
envi ronment al - hi story Enabl ed
error-stats Enabl ed
exception-1og Enabl ed
interrupt-stats Enabl ed
mem | eak Enabl ed
m scel | aneous-error Enabl ed
obfl -10g (boot-uptime/device-version/obfl-history) Enabled
register-1og Enabl ed
system heal th Enabl ed
tenmp Error Enabl ed
stack-trace Enabl ed

COEHRE. I—HFERWICFNARAZ2O—-RLEBE®, JA—RZNJA-LEARY
RABRETFNA AN VO—RENEFESICKRIEET, CDBS. OBFLERIE. Z1>2H—
ROBRASTNEAEELE 2 EONERETDINICKIEET, show logging onboard 1< > R
ZERATRE, FEZHABRTERT, BEBEOIXNTZRMEITSICE. E22—-I)ILAVTFA
RAASEFYTFYIRIHUEN BB EITFEL TS EE L, show logging onboard module x3&
f=lkattachmod x2 EAL TV Z & &2#EFRL £, show logging onboard

AR NBREE

AR NBEE, NexusETEITEND7TOLATRETDIEEITERANARNIHEITZEHE
RBRUHTZEZ2BOBY—=ID1DTT, DFV), Nexus7TY R T A—LLETEIFTETINZDIXNTOS
OtAE, NVITTIRTETENDANRNEBREEFS, TOTORAOSETITEREAN
VRNCETIBERERBELET (ChSRBEEICETENZITFNYVIEZEZATLLEETY), ns
NDARY NBRERFAENTREEL, REEATVRIXRTOBHRET/NAAD)O— REFICKD
hEd, Cholk, BEO7ORAICEIZBEEZEEL, To7O0CAORNT TN 1—F4
VO ETSBAICERICENTT, FEXE, OSPFIL—FT 4> 7ORNINKFELLBELE
WiEE., OSPFICEEE[ s AR NEREZFERAL T, OSPF7OEANRKML EEMERSE
TZ%9, CDP/STP, UDLD. LACP/OSPF, EIGRP/BGP# &, Nexus75Y N7 #—LDEFF
FTARTO7OCRICEETEIANARNBREZRE DD ENTEEXT,

chix, BE, SRIZEALTTOEAOARY NEBREZRFE TS HAETT, INXTO70OE
ACREBOAT 23N ®H2 D, ?WOEAOTTEAARBERESERBEAT S I ZHE
cr

Nexus93180(confi g)# show

Nexus93180# show i p ospf event-history ?

adj acency Adj acency formation | ogs
cli di logs

event Internal event |ogs

fl oodi ng LSA fl oodi ng | ogs

ha HA and GR | ogs



hel |l o Hello rel ated | ogs

I dp LDP rel ated | ogs

| sa LSA generation and dat abse | ogs
nsgs I PC | ogs

obj store DME OBJSTORE rel ated | ogs
redistribution Redistribution |ogs

rib RIB rel ated | ogs

segrt Segnment Routing | ogs

spf SPF cal cul ation | ogs
spf-trigger SPF TRI GCGER rel ated | ogs
statistics Show the state and size of the buffers
te MPLS TE rel ated | ogs

Nexus93180# show spanning-tree internal event-history ?
al | Show al | event historys
del eted Show event history of deleted trees and ports
errors Show error |ogs of STP

nsgs Show vari ous nessage | ogs of STP
tree Show spanning tree instance info

vpc Show vi rtual Port-channel event |ogs
S EAYA

TINY TRENX-OSOBNBY —=ILT, UPILEALDORNZ TN 1—FT 42 TARY N ERTL

7T7ANIERRELEY, CLITRRLEYTEERY, NV THHIECPUD/NT #—X 2 AIC

%29;57&52".67‘"&5 T77ANICRBRIDEZEB<SHRELET, CLITTNY JZEERITTSH
ICEEBNFBETT,

BE. FNYINFETENZ20OE,. BEBENE—O7OCATHAENFHBEL, ZYRNTD—TR
NDEBORNS 714V 21CWLT, COTORANEDESICUTINEALTEETDH EHER
DH/EFEFTT, ERBLEI—HYTHIRMMERICEDOVWT, FNYITHREZEMCTIHEN
HYET,

AR NEREER#EIC, CDP/STP, UDLD. LACP/OSPF. EIGRP/BGP#% & MNexus7 /N4 AD
INTO7OEACHLTFNY TZRITTEERT,

ﬁﬁ\TDtZW?NW7HK®$5E¥ﬁL¥?O?NTWTDtZEH@ﬁ®#793>ﬁ
B3, OLAOTTHEAARERESEREITEREA S 2ERET

Nexus93180# debug

Nexus93180# debug spanning-tree ?
al | Configure all debug flags of stp
bpdu_rx Configure debuggi ng of stp bpdu rx
bpdu_tx Configure debuggi ng of stp bpdu tx

error Confi gure debugging of stp error

event Confi gure debuggi ng of Events

ha Confi gure debuggi ng of stp HA

ncs Confi gure debuggi ng of stp MCS

st p Confi gure debuggi ng of MSTP

pss Confi gure debuggi ng of PSS

rstp Confi gure debuggi ng of RSTP

sps Confi gure debuggi ng of Set Port state batching
timer Confi gure debugging of stp Tinmer events

trace Confi gure debuggi ng of stp trace



war ni ng Configure debuggi ng of stp warning

Nexus93180# debug ip ospf ?

adj acency Adj acency events

al | Al'l OSPF debuggi ng

dat abase OSPF LSDB changes

dat abase-tiners OSPF LSDB tiners

events OSPF rel ated events

fl oodi ng LSA fl oodi ng

graceful -restart OSPF graceful restart rel ated debugs
ha OSPF HA rel ated events

hel |l o Hel |l o packets and DR el ections

| sa- generation
Isa-throttling

Local OSPF LSA generation
Local OSPF LSA throttling

npl s OSPF MPLS

obj ectstore hj ectstore Events

packet s OSPF packet s

policy OSPF RPM pol i cy debug information
redi st OSPF redistribution

retransm ssi on OSPF retransni ssion events

rib Sending routes to the URIB

segrt Segnment Routing Events

snnp SNWP traps and request-response rel ated events
spf SPF cal cul ati ons

spf-trigger Show SPF triggers

=LK

GOLDI&Generic OnLineZliZzRLEFT, BRINTITELSIC, ChSOTANIEESATLD
ANAFIVOELTHERAES N, BEON—RIVITOFIVIOELFEREICEATHAEST, &
FEERBAVTAVTARMREBITEN, FADPOTSY R TF—LICETVTRITENET,
NSOTANOARIZEK, AMITDEDEDNE, AL BVEDEDYET, ChSOFFA
VFANE., ROKRSICHETEET,

- T=RNTPYTRMCNSOTARNE, FNAAOREBICRTENDTANTY, i, 7
XTOASICOF—REOA NO-ILTL—2EOERZEL. A—N—NAHFEED1-)
BOEGREEEL £9, ManagementPortLoopbackX*EOBCLoopback’s £ D7 A N & FRET L
FIH. OBFLELTUSBOTAKNIEHEILEB A,

CGUBALERERIALARATZRV I ISH : ChSsDTARMTR, FNAADREICETS
BEHABONET, CNSOTANGEELETERTEN, N\—RUVITOZEMHZHERTS
EHICNYOITSTU RTRTENET, BEBEILHLUT, FEENZTINZ2—FT1200D
BT, ChSOTANZENELEEMICTEET,

CAVFIVRSM BEEO-NTAXTREHIC, BHEERTVBRIRTOTANESY
YV RTHRETTEEXT,

ROAX >V RZFERALT, AMYFTCHEAANREBRERETTBERATOF T4 TANEERT
EET,

Nexus93180(confi g)# show diagnostic content module all

Di agnostics test suite attributes:

B/ C/* - Bypass bootup level test / Conplete bootup |evel test / NA

P/ * - Per port test / NA

MS/* - Only applicable to active / standby unit / NA

DN* - Disruptive test / Non-disruptive test / NA

HO* - Always enabled nonitoring test / Conditionally enabled test / NA

F/* - Fixed nmonitoring interval test / NA
Xl * - Not a health nmonitoring test / NA
E/ * - Sup to line card test / NA

L/* - Exclusively run this test / NA



T/ * - Not an ondenmand test / NA
Al/* - Mnitoring is active / Mnitoring is inactive / NA

Modul e 1: 48x10/25G + 6x40/ 100G Et hernet Mddul e (Active)

Testing Interval

1D Narme Attributes (hh: mm ss)

1) USB--------mmmmmmem e - > CF* Nx* x> T* - NA-

2) NVRAM - - - - e e e - > Fokok Nk KRRk 00: 05: 00

3) Real Ti med ock----------------- > Fokok Nk KRRk 00: 05: 00

4) PrimaryBoot ROM - -------------- > Fokok Nk KRRk 00: 30: 00

5) SecondaryBoot ROV - - - - - - - - - - - - - > el \ R A 00: 30: 00

6) Boot Fl ash--------------------- > Fokok Nk KRRk 00: 30: 00

7) Systemwnt Bus----------------- > Fok VN R R Rk A 00: 00: 30

8) OBFL-----------mmmeee oo > CF* Nx* X** T* - NA-

9) ACT2-----mmmmem e - > Fokok Nk KRRk 00: 30: 00
10) Console----------------------- > Fokok Nk KRRk 00: 00: 30
11) FpgaRegTest------------------- > FRKNF xR KT 00: 00: 30
12) [ o e R > Fokok Nk KRRk 01: 00: 00
13) Asi cMenory-------------------- > CH* D * X** T* - NA-

14) PCi@-------cmieie e > CF* Nx* X** T* - NA-
15) Port Loopback------------------ > * PrNF R XE* * - NA-
16) L2ACLRedirect----------------- > *PrENEFFER YA 00: 01: 00
17) Boot upPort Loopback------------ > CP* N* * XE* T* - NA-

LERDITOETANOEEZRTTSICEK, ROONY REFEALET,

Nexus93180( confi g) #show diagnostic description module 1 test all
USB :
A bootup test that checks the USB controller initialization
on the nodul e.

NVRAM :
A health monitoring test, enabled by default that checks the
sanity of the NVRAM device on the nodul e.

Real Ti med ock :
A health nmonitoring test, enabled by default that verifies
the real time clock on the nodul e.

Pri mar yBoot ROM :
A health nmonitoring test that verifies the primary Boot ROM
on the nodul e.

Secondar yBoot ROM :
A health monitoring test that verifies the secondary Boot ROM
on the nodul e.

Boot Fl ash :
A Health monitoring test, enabled by default, that verifies
access to the internal compactflash devi ces.

Syst emvgnt Bus :
A Health monitoring test, enabled by default, that verifies
t he standby System Bus.

OBFL :
A bootup test that checks the onboard flash used for failure
l ogging (OBFL) device initialization on the nodul e.

ACT2



A Health monitoring test, enabled by default, that verifies
access to the ACT2 devi ce.

Consol e :
A health monitoring test, enabl ed by default that checks health
of consol e devi ce.

FpgaRegTest :
A health monitoring test, enabl ed by default that checks read/wite
access to FPGA scratch registers on the nodul e.

Mce
A Health nmonitoring test, enabled by default, that check for
machi ne errors on sup.

Asi cMenory :
A bootup test that checks the asic nmenory.

Pcie :

A bootup test that tests pcie bus of the nodule

Por t Loopback :
A health nmonitoring test that tests the packet path from
t he Supervisor card to the physical port in ADM N DOAN state
on Linecards.

L2ACLRedi rect :
A health monitoring test, enabled by default, that does a
non di sruptive | oopback for TAHCE asics to check the ACL Sup
redirect with the CPU port.

Boot upPort Loopback :
A Bootup test that tests the packet path from the Supervisor
card to all of the physical ports at boot tine.
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