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packet
packet
packet
packet

-tracer
-tracer
-tracer
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Src_ip <src_ip> dst_ip <dst_ip> <==== provide your src and dst ip
start <==== Start packet tracer

stop <==== Start packet tracer

show <==== Check for packet matches
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switch#test packet-tracer {<src-ip>|<dst-ip>|<src-l4-port>|<dst-l4-port>} [<protocol>] [detail-
fp|detail-hg]
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Swi t ch#t est packet-tracer src_ip <====
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NOK- 9508# test packet-tracer src-ip 10.1.1.1 dst-ip 10.2.2.1 protocol 1 <=== Protocol 1 natches
ICWP traffic
NOK- 9508# test packet-tracer start

Mtest packet-tracer showy H O ZERIT B HEZRICRLET,

NI9K- 9508# test packet-tracer show
Packet-tracer stats

Modul e 1: <=== Slot #. Sane output will be displayed for other Linecards's and Fabric nodul es.
Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1 <==== Qur filter #1

ASI C i nstance 0: <==== Trident ASIC instance #0

Entry O: id = 7425, count = 0, active, fp, <==== pakcet match count on front panel port. it
coul d be any port

Entry 1. id = 7426, count = 0, active, hg, <==== packet match count from fabric nodule to T2

ASIC on the linecard

ASI C i nstance 1:

Entry 0: id = 7425, count
Entry 1. id = 7426, count
Filter 2 uninstalled:
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:

REH -

0, active, fp,
0, active, hg,
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NI9K- 9508# test packet-tracer src-ip 10.1.1.1 dst-ip 10.2.2.1 protocol 1 <==== Filter to match
echo traffic. Protocol 1 to match icmp traffic

NI9K- 9508# test packet-tracer src-ip 10.2.2.1 dst-ip 10.1.1.1 protocol 1 <=== Filter to match
echo reply traffic

NIOK- 9508# test packet-tracer start <==== Start packet tracer

NI9K- 9508# test packet-tracer show non-zero <==== Command to see packet statistics

Packet -tracer stats

Modul e 1:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Modul e 2:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Modul e 22:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Modul e 23:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Modul e 24:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

Modul e 25:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

FAN :ED21-)L1ORETSRCIPHS, EDP21—)L2 DEF%.DSTIP IC ping ZERTLET :

Router# ping 10.1.1.1 source 10.2.2.1
PING 10.1.1.1 (10.1.1.1) from10.2.2.1: 56 data bytes

64 bytes from10.1.1.1: icnp_seq=0 ttl =253 tine=0.77 ns
64 bytes from10.1.1.1: icnp_seq=1 ttl =253 tine=0.43 ns
64 bytes from10.1.1.1: icnp_seq=2 ttl =253 tine=0.408 ns
64 bytes from10.1.1.1: icnp_seq=3 ttl =253 tine=0.398 ns
64 bytes from10.1.1.1: icnp_seq=4 ttl =253 tine=0.383 ns

--- 10.1.1.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet | oss
round-trip min/avg/ max = 0.383/0.477/0.77 s

REMBLET : NTY DN PL—HERORE :



NI9K- 9508# test packet-tracer show non-zero

Packet -tracer stats

Modul e 1:

Filter 1 installed:
ASI C i nstance 0:
Entry 0: id = 7425
Filter 2 installed:
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Modul e 2:

Filter 1 installed:
Filter 2 installed:
ASI C i nstance 0:
Entry 0: id = 7457
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Modul e 3:

Filter 1 installed:
Filter 2 installed:
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Modul e 4:

Filter 1 installed:
Filter 2 installed:
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Modul e 22:

Filter 1 installed:
ASI C i nstance 0:
Entry 0: id = 7425
Filter 2 installed:
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Modul e 23:

Filter 1 installed:
ASI C i nstance 0:
Entry 0: id = 7425
Filter 2 installed:
ASI C i nstance 0:
Entry 0: id = 7425
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Modul e 24:

Filter 1 installed:
Filter 2 installed:
ASI C i nstance 0:
Entry 0: id = 7425
Filter 3 uninstalled:

Filter

4

uni nst al | ed:

src-ip 10.

count
src-ip 10.

src-ip 10.
src-ip 10.

count

src-ip 10.
src-ip 10.

src-ip 10.
src-ip 10.

src-ip 10.

count
src-ip 10.

src-ip 10.

count
src-ip 10.

count

src-ip 10.
src-ip 10.

count

1.1.1 dst-ip
active, fp,
2.2.1 dst-ip

1.1.1 dst-ip
2.2.1 dst-ip
active, fp,
1.1.1 dst-ip
2.2.1 dst-ip
1.1.1 dst-ip
2.2.1 dst-ip
1.1.1 dst-ip
active, hg,
2.2.1 dst-ip

1.1.1 dst-ip
active, hg,
2.2.1 dst-ip
active, hg,
1.1.1 dst-ip
2.2.1 dst-ip

active, hg,

<==== Command to see packet statistics

10.2.2.1 protocol 1
<===== 5 Echo packets ingress on Mdule 1
10.1.1.1 protocol 1

10.2.2.1 protocol 1
10.1.1.1 protocol 1
<===== 5 Echo reply packets ingress on Mdule 2
10.2.2.1 protocol 1

10.1.1.1 protocol 1
10.2.2.1 protocol 1
10.1.1.1 protocol 1

10.2.2.1 protocol 1
<==== Fabric nodul e 22 received 4 echo packets
10.1.1.1 protocol 1

10.2.2.1 protocol 1

<==== Fabric nodul e 23 received 1 echo packets
10.1.1.1 protocol 1

<==== Fabric nodul e 23 received 3 echo reply packets

10.2.2.1 protocol 1
10.1.1.1 protocol 1

<==== Fabric nodul e 23 received 2 echo reply packets



Filter 5 uninstall ed:

Modul e 26:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1 protocol 1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1 protocol 1
Filter 3 uninstalled:

Filter 4 uninstalled:

Filter 5 uninstalled:

NOK- 9508#

TOMOERNZEIN R :

test packet-tracer remove-all

<=== FXTDREEZFH 7 1 )L X ZHIER

test packet-tracer clear <filter #>
<===FXTDT7ANEELERBEEENLTANZROADB2E2IIVT

test packet-tracer src_ip <.> dst_ip <> 14-dst-port <dst_port> | l4-src-port <src_port> | protocol
<=== 4 src_port, L4 dst_port, F|kprotocolcETVT—HLFT,
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