"; TNexus 9000lICSSHTEZ E A, — BT D
BHRIAYUFERA"; I5—2BFELELL

&

=8
Ml

il

E=
B

)
RFE
— B 47> 3 > 1:ssh cipher-mode weak 1< > R(NXOS 7.0(3)14(6) A THEA AIAE
—BA 7> 3 22:sshd config7 AN EZEL, MELEESEZHATNICHENT S L& (CBash%z

AT

B=

CORFIAIXRNTER, O—ROTYT7TIL—REIZNexus 9000l BSSHOEEZ RZTI)L
DA—TFTAVIBLRCERTDFEICOVWTHALET,

R

SSHOBENREAZHBITHHEIC. Nexus 90007 ZY h7#—AICHEZ5X % "SSHY—N
CBCE— REESABMTSSHELVMACT LIV XLN B ORBECOVTH > THHBEN
HV)ERY,

g

R

CVE ID:CVE-2008-5161 ( SSHHY —/YOCBCE— ROEEN EX T, SSHOMIEEMACT LI
ALNER)

BEDBH : SSHY—/NOCBCE— RTHSHEENFr BMICHE > TVBHEFEM (SSHY—/YD
CBCE— RTHREMENBMICE>TVD )

SSHHY —/X(&. Cipher Block Chaining(CBC)BES{LZHR— KR TBDRSICREENTVET, C
nIZKY, REERIBSXHASTL—2TFANAYE—DZBETEDAREENIBYET, C
DT ZT0A4AVRESSHY—NOA T3> 0&EFIYVIL, BEEYTIRNIITN-23 2 FF
IVOLBVZEICEERELTLSEZL,

/Y 1)1—3 3> : CBCE— ROBELEEMICL, H IV R(CTR)E— RELE
Galois/Counter Mode(GCM)EES{L E— ROESILZB/MICLET

£# : National Vulnerability Database - CVE-2008-51615¥4f

f |

O—RZ7.03)12MICT7 Y 7T L—RU %, Nexus 9000ICSSHIERTE T, ROILS—NERT
EhET,



https://nvd.nist.gov/vuln/detail/CVE-2008-5161

no mat chi ng ci pher found: client aesl128-chc, 3des-cbc, aes192-cbc, aes256- cbc, rij ndael -
cbc@ysator.liu.se server
aesl128-ctr, aesl92-ctr, aes256-ctr

BRI &

O— R7.03)I2(1) BB IC 7 v 74 L — R U 1=#. Nexus 9000- SSHIERETE 5 VIR IE, E557%
&5 7' Cisco Bug ID CSCuv39937DEIEIC K 2 TEMICHE>TVBREHTT,

COBBEORMBNEEARIE., TVRBEESHIEMNCE>TVWAIREHNDSSHIZ AT KNefE
AY%2&TT,

— BRI BRRZR(E . Nexus 9000ICS5VEERSZEMULET CETY, IJ—RON—=23 2 ICBLUT
. —ENEBRECE2OOATTIUANBHYNET,

—BN A7 3> 1:ssh cipher-mode weak 1Y > R(NXOS 7.0(3)14(6) A T EH
Al gE)

. Cisco Bug ID CSCvc71792TCEAE 1z : 55V EESaes128-cbc, aes192-cbc, aes256-cbc
FUTR/TE2RELET,

. S5 OFEVEESaes128-cbc. aes192-cbe, # &k Taes256-cbcDHPR—KNZEMLET,

. 3des-cbelEBSEEEHR—RENTLWEREA,

! baseline: only strong Ciphers aesl128-ctr,aesl92-ctr,aes256-ctral | owed
9k# conf t

Enter configuration comrands, one per line. End with CNTL/Z.

9k(confi g)# feature bash

9k(confi g)# run bash sudo grep -i cipher /isan/etc/dcos_sshd_config
#secure ci phers and MACs

#CSCun41202 : Di sabl e weaker Ci phers and MACs

Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr <<-=-==- only strong ciphers

! enabl e the weak aes-chc ciphers with NXOS conmand
I Note that weak cipher 3des-cbc is still disabled.

9k# conf t

Enter configuration comrands, one per line. End with CNTL/Z.
9k(confi g)# ssh cipher-mode weak

9k(config)# end

I'l verification:

9k# run bash sudo grep -i cipher /isan/etc/dcos_sshd_config

#secure ci phers and MACs

#CSCun41202 : Di sabl e weaker Ci phers and MACs

Ci phers aes128-ctr, aesl92-ctr, aes256-ctr, aes128-cbc,aesl92-cbc,aes256-cbc <<---

! roll back: use the 'no" formof the command

9k# conf t

Enter configuration comrands, one per line. End with CNTL/Z.
9k(config)# no ssh cipher-mode weak

9k(config)# end

—BA 73> 2:sshd_config7 7P/ L ZXEL, BEHESZHRNICEEMTS
It ICBashz#EHT

lisan/etc/sshd_config7 7 A LA SESITEIXRNTIORTDE, IXNTOF 72 NOBESH


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv39937/?reffering_site=dumpcr
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc71792/?reffering_site=dumpcr
https://cdetsng.cisco.com/summary/#/defect/CSCun41202
https://cdetsng.cisco.com/summary/#/defect/CSCun41202

HR—KN&E N FEF(aes128-cbc, 3des-cbc. aes192-cbc, & &k Uaes256-cbcZEHF T ).

n9k#config t

n9k(confi g) #feature bash-shell

n9k( confi g) #Run bash

bash-4. 2% sudo su -

r oot @\9K- 1#cd /isan/etc

r oot @\9K- l#cat dcos_sshd config | egrep Cipher

#CSCun41202 : Di sabl e weaker G phers and MACs

Ci phers aes128-ctr, aesl192-ctr, aes256-ctr <<<< only all owed ci phers (elim nate known
vul nerability).

Il Create a back up of the existing SSHD CONFI G
r oot @\N9K- 1#mv dcos_sshd_config dcos_sshd_config.backup

'l comment out the cipher line and save to config (effectively renmoving the restriction)

cat dcos_sshd_config. backup | sed 's@C pher @ C pher@' > dcos_sshd_config

' Verify

r oot @\9K- l#cat dcos_sshd config | egrep Cipher

#CSCun41202 : Di sabl e weaker Ci phers and MACs

# Ci phers aesl128-ctr, aesl92-ctr, aes256-ctr << see inserted comment # before Cipher (to remove
the limitation)

r oot GNOK- 1#exit

| ogout

bash-4.2% exit

exit

N9K- 1(confi g)# no feature bash
NOK- 1(confi Q) # exit

TVESZEMTSE, SLESOFERAICES LS, EF1VTAEOURINHBIEITEE
LTLSEEL,


https://cdetsng.cisco.com/summary/#/defect/CSCun41202
https://cdetsng.cisco.com/summary/#/defect/CSCun41202
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



