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ITREIN—RIVITEGEEOBEAEZRNS I 1 —RNTBHEEICODVTHIALET,

Bl SRAF
B

CORFIXNTHATDIHERICETHIIC, Cisco NexusARL —T 1 T A7 L(NX-0S)&
BEARWENexus7 —FTIF Y ICRBLTHEL L ZHHHLET,

ATV R—F2 b
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CORFIXNDERIE., BEODTSRREBICHDTFNAARAICEIVWVTERENELE, COR
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BrzeFEORELEBEIC. N—ROVITORNTZTLNZ1—F4 VT IERENDEKIAKY —
LNO—EBZERLICHBALET, CORSEY—)LO—2F. Embedded Logic Analyzer
Module(ELAM)T. B—0/S7 Y REF ¥+ 7F ¥ L, EEBRICADNT Y RAF—R/IR
(DBUS)# L U#ER/NA(RBUS) TE DL S ICRTREND A ERT, BEARE T EBER
(ASIC) T ¥,

ASICREENA T SAVHICHEKIATENR, NT7A—XAXIANO-IL7TL—2UY—R%EF
WTDceh<, NTYRZUTILRALTFYTFVYTEEXRT, ChICKY, RDLSBEM
BEABDENTEET,
INTYRNET72D—FA4TIDFEICEELEL 2
NTYRMEFEDR—BNEVLANTEEENETH,
INTYRGFEDRSICRRENETINL A V2L2)FEL 1 V4(LL)T—Z)s

INTYRNEIEDKSIZEEETh, ECICEBEIhETH,

ELAMIZ, N\—ROIT7XRT]ETSY N7 #—LTHZET 3Cisco Technical Assistance
Center(TAC) LV ZT7HBRE—MPICERTS, @AOTHEIL<, EBRAWEY—ITT, £
L. ELAMY =)LE—EI12ONTY RULAFYTFY¥LERA, D2FY, ELAMANUH—2
NERICZEENBDRAONTY RTT,

NZ7L>1—b
COEsYAVTE, TL—IFINT—TLOBEREEEEVEARE, $LOTL—IF
NT—T L EEATAEARET, F3YU—XEVI—LOELAMERS T LY 1—F (2T
BHECOVTHALET,

TL—OFORNr—7 )L 2ERALEVWF3Y ) —XEI1—-)ILOELAMO RS TS
A—F4>Y

COEISIVE2EOFTEARAEND MAROZZRICRLET,

T + T + T +
| | | | | |
| | | | | |
| | e3/3-4 e3/1-2 | | e3/5 e3/7 | |
|  N7K2 R + N7K1 oo + N7K3 |
| R + | .1 L3 .3 |
| | Po1( Trunk) | | 192.168.13.0/24 | |
| | | | | |
T + T + T +

VI an 10 SVI VI an10 Svi

I P add 192.168.12.2/24 I P add 192.168.12.1/24

CORRODICETZEIEBEZRICRLET,
- N7K[ENX-0S/N—2326.2.8aZR1TLET,

. pingld, N7K2VLAN 104 > 2 —T7 T4 AN S UE— NPT KL A192.168.12. 110 % Ex hE
9,



. ELAMEN7KAITNNT Y REX+7FvYLET,

- N7TK-F312FQ-25F A& hET., Chid. AOY RICHAE NZ128— R040FHE Y ~
A—HZY NEY1-LTT,
SATLADKRNS TN 1—FT 10 2RBTHHEIIC, EXNEEREERIDISVEN HVET,

N7K2# ping 192.168.13.3

PI NG 192. 168. 13. 3 (192.168.13.3): 56 data bytes

64 bytes from 192.168.13.3: icnp_seq=0 ttl =253 tine=1.513
64 bytes from 192.168.13.3: icnmp_seq=1 ttl =253 tine=1.062
64 bytes from 192.168.13.3: icnp_seq=2 ttl =253 tine=0.822
64 bytes from 192.168.13.3: icnp_seq=3 ttl =253 tine=0.830
64 bytes from 192.168.13.3: icnp_seq=4 ttl =253 tine=0.845

3333 3

--- 192.168.13.3 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet |oss
round-trip mn/avg/ max = 0.822/1.014/1.513 ns

N7K2# show ip route 192.168.13.3

I P Route Table for VRF "default"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

192. 168. 13. 0/ 24, ubest/nbest: 1/0
*via 192.168.12.1, [1/0], 01:20:36, static

1--- The next command verifies the Address Resol ution Protocol (ARP) for the next hop.

N7K2# show ip arp 192.168.12.1

----SNI P----
I P ARP Tabl e

Total number of entries: 1

Addr ess Age MAC Addr ess Interface

192.168.12.1  00:10:29 e4c7.2210.a142 VI ani0
o A-N=—NAFID2(Sup)eEZ 21— TEBLEXTATTFoLAO MNO-)
(MAC)T7 RLARE, RVARKY T2HBIZBEEHYET,

N7K2# show mac address-table address e4c7.2210.al42
1--- This command out put shows the MAC | earning on the Sup (software).

Legend:
* - primary entry, G- Gateway MAC, (R} - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Li nk,
(T) - True, (F) - False
VLAN MAC Address Type age Secure NTFY Ports/SWD. SSID. LID

* 10 edc7.2210. al42 dynami c 120 F F Pol
ROEHE, EZ1—IN/N—RIITFTTOMACT—ZVTJZRLTVET, £EL, 12%—7
IAAZHERBITDICE, 1TV IRCEBRITDILENHYNET,

N7K2# show hardware mac address-table 3 address e4c7.2210.al42



FE | Validl PI| BD | MAC | I'ndex | Stat| SW | Mdi| Age| Tnr| GV Sec]|
| | | | | | ic | | fied| Byte| Sel| | ure|
S RREEEE |- 1----- |- |- |-~ |-~ |-~ RN BRI BRI REEN

1 1 1 41 e4c7.2210. al42 o0x00a2a O 0x089 1 185 1 0 0

| TR NT| RM RMA| Cap| Fld/Always| PV | RD| NN| UCJ Pl _E8| VIF| SWD SSWD LID |
| AP| FY]| I | ture| | Learn| I I I I I I I I I

Rt R FET EEEE et EECRI EREP R et EEtt EEr PErr e EEErel EPErrl EEEEr | --eee |
0 0 0 0 0 0 0 0x00 O 0 1 0 0x000 0x000 0x000 Ox00a2a

N7K2# show system internal pixm info 1ltl 0x00a2a

l--- This is the index that was received in the previous output.

~--SNIP---
PC TYPE  PORT  LTL RES I D LTL_FLAG CB_FLAG MEMB_CNT
Nor nral Pol 0x0a2a  0x16000000  0x00000000  0x00000002 2

Mermber rbh rbh_cnt
Et h3/4  0x000000f0  0x04
Et h3/3  0x0000000f 0x04

~--SNIP---

ROIAIX REAALT, RETFNAAODYTFANMNVDC)ES(ZOHITIEFI)ZEMEBL, T2
— )L EOMACZ EEHFELFT,

N7K2# show wvdc
---SNIP---
vdc_id vdc_nanme state mac type lc

3 N7K2 active e4:c7:22:10:al:43 Et her net f3
nodul e- 3#attach module 3

nodul e- 3# vdc 3

l--- This data is obtained fromthe previous comand out put.

nodul e- 3# show mac address-table address e4c7.2210.al42

Legend:

* - primary entry, G- Gateway MAC, (R) - Routed MAC, (d) - dec

Age - seconds since |ast seen,,+ - primary entry using vPC Peer-Link

(T) - True, (F) - False, h - hex, d - decinal
vDC = 3
FE VLAN BD MAC Address Type Age Secure NTFY  Ports/SWD. SSID. LI D(d)
----- T T
* 1 10 e4c7.2210.al42 dynam c 360 F F Pol

N7K1A SN7TK2ZADSUpLETRZ 7 AV UV ZGEE TR LHICEAT DI R—NFYRIL1OU D
E. R=FFy¥RILIHFNTKIA SNTK2ICEAE N B BEICNTKIN S ERIEETHEHICEH
NV U0ZHBILET,



N7K2# show port-channel load-balance forwarding-path interface port-channel 1 src-ip
192.168.12.2 dst-ip 192.168.13.3 module 3

Modul e 3: M ssing paranms will be substituted by 0's.

Load- bal ance Al gorithm src-dst ip

RBH: 0xd2 Qut goi ng port id: Ethernet3/3

N7K1# show port-channel load-balance forwarding-path interface port-channel 1 src-ip
192.168.13.3 dst-ip 192.168.12.2 module 3

Modul e 3: M ssing paranms will be substituted by 0's.

Load- bal ance Algorithm src-dst ip

RBH: 0xd2 Qut goi ng port id: Ethernet3/1

N7K2(IP7 RL A192.168.12.2)h SpingZEEL. /N7 Y RA'NTK3(IP7 RL A192.168.13.3)I
HBIXEhBEEZBETRHEHIC. NTKIONTY R ZADABETEFYTFYLET,

pingZIAEI2HIC, N—RUVIT7OERICHEIZDHABIMVETT, ERZEHEITDICEF. RO
FIEZRTLET,

1. ED1-)ILZBMY)NHIFERT,

N7K1# attach module 3
Attaching to nodule 3 ...
To exit type 'exit', to abort type 'S$.'

2. flanker4 > AR > A E#FILE T, Flankerlk, F3> 1) —XEZ 1—)LH O Switch on
Chip(SOC)ASICT ¥, 7T Hh—k, EZ 1= LD2ODOABAR—NIIVYETEh
FT(BHRRIED1-ILRATTEICEL, NTK-F312FQ-25ICBETT ) o

ED21-)LIZE12B0R— FHY), FASICREITE/NZRILO2EOR—KNCIIXYETEH
9, 2FVY, EDZ21-I)ITHERAAUEBCOSBDTIZHA AR ANBYET (1>
AZVABEFEOR—R ), F :FHBRITIEIC, XYND—VEBEERNIHDI L=

BLTLEZV, NTK2ASNTKIDR— R F ¥ X IBRHTREZETZ NI Y RN EZF VY IF v

LS, B1VARAILIVETENTWABHR—N (e3/18KVe3/2) ZRLET,

nodul e- 3# show hardware internal dev-port-map

CARD_TYPE: 12 port 40G
>Front Panel ports: 12

Devi ce nane Dev rol e Abbr num.inst:
>Fl anker Eth Mac Driver DEV_ETHERNET_ NMAC MAMC O 6
>Fl anker Fwd Dri ver DEV_LAYER 2_LOOKUP L2LKP 6

I--- Check for the L2LKP number for ports 1 and 2.

>Fl anker Xbar Driver DEV_XBAR | NTF XBAR_I NTF 6

>Fl anker Queue Driver DEV_QUEUEI NG QUEUE 6

>Sacranento Xbar ASIC DEV_SW TCH_FABRI C SWCHF 1

>Fl anker L3 Driver DEV_LAYER _3_LOOKUP L3LKP 6

>EDC DEV_PHY PHYS 2

e e me e ee i aiciecaaiiassecssaassessesssacsecssaseamssasssasemssasassasces=a= +
o +++FRONT PANEL PORT TO ASI C | NSTANCE MAP+++- - - - - - oo - - +
e e me e ee i aiciecaaiiassecssaassessesssacsecssaseamssasssasemssasassasces=a= +

FP port | PHYS | MACO | L2LKP | L3LKP | QUEUE | SW CHF



1 0 0 0 0 0

1--- The L2KLP for both ports is 0, so both belong to instance O.

2 0 0 0 0 0
3 1 1 1 1 0

4 1 1 1 1 0

5 0 2 2 2 2 0

6 0 2 2 2 2 0

7 1 3 3 3 3 0

8 1 3 3 3 3 0

9 4 4 4 4 0

10 4 4 4 4 0

11 5 5 5 5 0

12 5 5 5 5 0
g +
g +

BAVARVAZERL, NUH—ZREL T, FYTFYZHEHBRLET, ZIEL. ELAMb

DH—THEATEZZLDAT2IaUNHBDEE2BBUTBKENEETT,

nodul e- 3# elam asic flanker instance 0
nodul e-3(fln-elam# | ayer2

nodul e-3(fln-12-elam# trigger ?

dbus Pre L2 BUS

rbus Post L2 BUS

CNSD2ODFATTIAVIE, DBUSZF Y IF ¥ (RAAYTFHNZEITBINTYR)ICED
DHEICEETYT, chik, LY IOF7Y7ORKTREBEVraw/N\TY NT9, RBUSIE,

DBUSO/N—RIJITTOILY ITYTHREZRLET, TEBELAMEDTEITSICIE.
RBUSEDBUSOMAZF ¥ 7 F v FRMBEN HYET,

ROEAE, DBUSH S a > THFYTFYTEDINTYRNDEALATZRLTVET, <D
BT, 12—y NTORINN=23 24PN T Y RBIRENTVET,

nodul e-3(fln-12-elam# trigger dbus ?
arp ARP Frane For mat

fc Fc hdr Franme For mat

i pvd | PV4 Frane For nat

i pvb | PV6 Frane For nat

npl s MPLS

other L2 hdr Frane Format

pup PUP Frane For mat

rarp RARP Frame For mat

valid On valid packet

ERATEREBMAT IV ZRICRLET,

nodul e-3(fln-12-elam# trigger dbus ipv4 ?
egress Egress packets

1--- Capture packets in egress (outbound fromthe port).

if If Trigger Condition
i ngress I ngress packets



mul ti cast
mul ticast-replication

Mul ti cast
Mul ti cast

Capture packets in ingress (inbound to the port).

packet
replication

COBITE, FY7FrOFHEBRIZLEHICIHNY RILFEAEHATVET,
CRTATIVOREEAER, L2, L3, BLRTUAYR—ICETVTVET,
BEDIPT RLAEF Y 7FvICEAETIhET,

nodul e-3(fln-12-el am # trigger dbus ipv4 ingress if ?

<CR>

acos

bl ock-capture
bpdu

bundl e- port

ccce

copp

da-type

de-cfi
destination-i ndex
destination-i pv4-address
desti nati on- nac- addr ess
destination-vif
df

df st

df t

di sabl e-i ndex-1 earn
di sabl e-new| earn
dont - f orwar d
dont -l earn
dtag-ftag
dtag-ttl
dti-type-vpnid
error

er span- kpa-val i d
ff

frag

header -t ype

i b-1engt h-bundl e
i ds-check-f ai

i gnor e-acl

i gnore-aclo

i gnor e- qos

i ghor e- qoso

i nband-fl ow creation-del etion
i ndex-di rect

i nner - cos

i nner-de-valid
inner-drop-eligibility
i p-da-nul ticast

i p-mul ticast

i p-nul ticast-contro

i pv6

| 2

| 2-frane-type

| 2-1 engt h- check

| 21 u- rode

| 3- packet -l ength

| 4- protoco

| abel - count

| ast - et hertype

| bl 0- eos

Acos

Capture |2 bl ocks
Bpdu

Bundl e- port

Ccc

Copp

Da-type

De cfi
Desti nati on-i ndex
destination ipv4 address
Desti nati on- mac- addr ess
Destination-vif

df

Df st

Df t

Di sabl e-i ndex-| earn
Di sabl e-new | earn
Dont - f orward
Dont -1 earn

Dt ag-ftag

Dtag-ttl

Dti type vpnid
Error

Erspan kpa valid

Ff

frag

Header type

Ib I ength bundle

| ds- check-f ai

I gnore-acli

I gnore-acl o

| gnor e- qosi

I gnor e- qoso

I nband-fl ow creation-del etion
I ndex- di rect

I nner - cos

I nner de valid
Inner-drop-eligibility
| p-da-nul ticast

| p-mul ti cast

I p-mul ticast-contro
| pv6

L2

L2-franme-type

L2 Il ength check
L2l u- node

| 3 packet |ength

14 protocol

Label count

Last - et hertype

Lbl 0 eos

XD A
ERETE



| bl 0- exp Lbl O exp

| bl O-1 bl Lbl O I bl

I blO-ttl Lbl O ttl

I bl O-valid Lbl O valid

| bl 1- exp Lbl 1 exp

Ibl1-ttl Lbl 1 ttl

mac-i n-mac-val id Mac-i n- mac-val id

nc Me

nd- acos Ml acos

nd- desti nati on-t abl e-i ndex Ml destination table index
md- f wd- onl y Ml fwd only

md- | i f Ml oLif

nmd- mar k- enabl e Ml mark enabl e

md- mul ti cast - bri dge-di sabl e Ml nul ticast bridge disable
nd- pr eser ve- acos Ml preserve acos

nmd- qos- group-id Ml qos group id

nmd-repl i cati on- packet Ml replication packet

md- r out er - mac Ml router mac

md-ttl-err Mi-ttl-err

nmd- ver si on Ml version

nf nf

m m desti nati on- mac- addr ess M m desti nati on- mac- addr ess
m m sour ce- mac- addr ess M m sour ce- mac- addr ess

m h-type M h-type

no-stats No-stats
notify-index-learn Noti fy-index-1earn
notify-newl earn Noti fy-new | earn

nul | -1 abel - exp Nul | | abel exp

nul | -1 abel -ttl Nul | | abel ttl

nul | -1 abel -valid Nul | | abel valid

option option

out er-cos Qut er-cos
outer-drop-eligibility Quter-drop-eligibility
ovl - m h- bndl Ovl nmlh bndl

ovl - ul h- bndl Ovl ul h bndl

ovl -ul h-bndl -1 Ovl -ul h-bndl -1

ovl - ul h-bndl -2 Ovl -ul h-bndl -2

packet - | engt h Packet - | engt h

packet -t ype Packet type

pdt-tag-gt-2 Pdt-tag-gt-2

pdt-tag0 Pdt -t ag0

pdt-tagl Pdt -t agl

pdt-valid Pdt-valid

pdt - val ue Pdt - val ue

port-id Port-id

rbh Rbh

rdt Rdt

recir-shi mvxl an-src-peer-id Recir shimvxlan src peer id
recirc-acos Recirc acos
recirc-bypass-ife Recirc bypass ife
recirc-bypass-12 Recirc bypass |2
recirc-destination-tabl e-index Recirc destination table index
recirc-forward-only Recirc forward only
recirc-12-tunnel -encap Recirc |2 tunnel encap
recirc-lif Recirc |if
recirc-1|s-hash Recirc I's hash
recirc-mark-enabl e Recirc mark enabl e
recirc-multicast-bridge-disable Recirc multicast bridge disable
recirc-preserve-acos Recirc preserve acos
recirc-preserve-|s-hash Recirc preserve |s hash
recirc-preserve-rbh Recirc preserve rbh
recirc-qos-group-id Recirc qos group id
recirc-replication-packet Recirc replication packet

recirc-router-nmc Recirc router nmac



recirc-ttl-err Recirc ttl err

recirc-valid Recirc-valid
recirc-version Recirc version
redirect Redi r ect

repl - bypass-ife Repl bypass ife
repl - bypass-12 Repl bypass |2

repl - di sabl e- 1 ocal - bri dge Repl disable |ocal bridge
repl -fwd-only Repl fwd only

repl -12-tunnel - encap Repl 12 tunnel encap
repl-12-tunnel -info Repl 12 tunnel info
repl-1lif Repl 1if

repl - mar k- enabl e Repl mark enabl e
repl-met-1if Repl met |if
repl-m3 Repl m 3

repl - preserve-acos Repl preserve acos
repl - preserve-rbh Repl preserve rbh
repl - gos- group-id Repl qgos group id
repl -replication-packet Repl replication packet
repl -router-mac Repl router mac
repl-ttl-err Repl ttl err

repl -version Repl version

rf Rf

second-i nner-cos Second i nner cos
segnment -id Segnent id

segnment -id-valid Segnent id valid
sequence- number Sequence- nunber
sg-tag Sg-tag

shimvalid Shimvalid

sour ce-i ndex Sour ce- i ndex

sour ce-i pv4- addr ess source ipv4 address
sour ce- mac- addr ess Sour ce- mac- addr ess
source-vif Sour ce-vi f

stat us-ce-1q St at us-ce-1q
status-is-1q Status-is-1q
sup-eid Sup-ei d

tos t os

traceroute Traceroute

trig Any of previous elamtriggered
trill-encap Trill-encap

ttl ttl

tunnel - bundl e Tunnel bundl e
tunnel -type Tunnel type

ul h-type U h-type

valid VALI D

vl \Y/

vl an VI an

vn-p Vn p

vn-valid Vn-valid

vqi Vai

vqgi -valid Vqi -valid

vsl -num Vsl - num

ROEAGF, BEHEBERNUA—FT32ZRLTVET,

nodul e- 3# elam asic flanker instance 0

nodul e-3(fl n-el am # | ayer2

nmodul e-3(fln-12-elam# trigger dbus ipv4 ingress if source-ipv4-address 192.168.12.2
destination-ipv4-address 192.168.13.3

nodul e-3(fln-12-elam# trigger rbus ingress if trig

F RBUSOERTEEEEZIEMTREEL, o7 NICRENET,
NV A—ERTBICE, status AN RZEAHDLTHF Y I F Y7 OAZHBL. N7TK2D
5N7K3(192.168.12.1 ~ 192.168.13.3)\DpingZ BB L £3 5



nodul e-3(fln-12-el am# stat

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 ingress if
source-ipv4-address 192.168.12.2 destination-ipv4-address 192.168.13. 3

L2 DBUS: Configured

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus ingress if trig
L2 RBUS: Configured

nodul e-3(fl n-12-el am # start
nodul e-3(fln-12-el am# status

l--- The status shows as Arned because the process has begun.

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 ingress if
source-ipv4-address 192.168.12.2 destination-ipv4-address 192.168.13.1

L2 DBUS: Arnmed

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus ingress if trig
L2 RBUS: Armed

nmodul e-3(fln-12-el am #

nodul e-3(fl n-12-el am # status
l--- |If the packet is captured, the status shows Tri ggered.

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 ingress if
source-ipv4-address 192.168.12.2 destination-ipv4-address 192.168.13. 3

L2 DBUS: Triggered

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus ingress if trig
L2 RBUS. Triggered

nmodul e-3(fln-12-el am #

. AT —R AN TriggeredD B4 k. RBUSEDBUSOMEANRBUNTY NATHD & =2RR
TRLEHICAILY—T U ABSEE >TVBHLESHEBELET, ZOBITEHOXSSH EHA
ENTVETH, O—TVABTERTATLNFEBYET,

nodul e-3(fln-12-elam# show dbus | in seq
sequence- nunber : 0x6b vl : 0x0

1--- The sequence nunber is the same (0x6b).

nodul e-3(fln-12-elam# show rbus | in seq
| 2-rbus-trigger ;o Ox1 sequence- nunber : 0x6b

.show dbus 1Y > R&show rbus N> RZA DL T, DBUSERBUSZH#EREL T,
DBUSIYY ROMATY—X1>F v U A%EL, RBUSTX Y ROMBHTIEES T Y
DAZRLET,

nodul e-3(fl n-12-el am# show dbus
cp = 0x1007db4c, buf = 0x1007db4c, end = 0x10089e9c

Fl anker Instance 00 - Capture Buffer On L2 DBUS:
St at us(0x0102), Trigger Wr d(0x000), Sanpl eSt or ed(0x005), Capt ur eBuf f er Poi nt er (0x005)
is_|2_egress: 0x0000, data_size: 0x023

[000]: 5902a000 08010000 00000000 0cc01400 00145800 00000000 01800100 00000000
00000000 00000000 003931c8 842850b9 31c88428 50c00000 01ac0000 00000000 00000000



00000000 00000000 00000000 00000005 80005000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00605406 01605406 8180008f f 0054608 00000000

Printing packet O

| abel - count 0x0 nc 0x0
nul | -1abel -valid 0x0 nul | -1 abel - exp 0x0
nul | -1 abel -ttl 0x0 I bl 0-vid 0x0
| bl 0- eos 0x0 I bl O- 1 bl 0x0
I bl 0- exp 0x0 I blO-ttl 0x0
I bl 1- exp 0x0 I bl 1-ttl 0x0
i pvd 0x0 i pv6 0x0
| 4- pr ot ocol Ox1 df 0x0
nf 0x0 frag 0x0
ttl Oxf f | 3- packet -1 engt h 0x54
option 0x0 t os 0x0
sup-eid 0x0 header -t ype Ox1
error 0x0 redirect 0x0
port-id 0x0 | ast - et hertype 0x800
| 2-frane-type 0x0 da-type 0x0
packet -type 0x0 | 2-1 engt h- check 0x0
i p-da-nul ticast 0x0 ip-mul ticast 0x0
ip-multicast-control: 0xO i ds- check-fail 0x0
traceroute : 0x0 out er-cos 0x0
i nner-cos 0x0 vqgi -valid 0x0
vqi 0x0 packet -1 engt h 0x66
vl an Oxa desti nati on-i ndex 0x0
source-index : Oxa2c bundle-port s 0x0
acos : 0x0 outer-drop-eligibility: 0x0
inner-drop-eligibility: 0x0 sg-tag : 0x0
rbh : 0x0 vsl - num 0x0
i nband-fl ow creation-del etion: i gnor e- qoso

i gnor e- qosi : 0x0 i gnore-aclo : 0x0
i gnore-acli 0x0 i ndex-di rect 0x0
no-stats 0x0 dont - f orward 0x0
notify-index-1learn Ox1 notify-newlearn Ox1
di sabl e-new| earn 0x0 di sabl e-i ndex-learn : 0x0
dont -1l earn 0x0 bpdu 0x0
ff 0x0 rf 0x0
ccc 0x0 12 0x0
rdt 0x0 df t 0x0
df st 0x0 status-ce-1q 0x0
status-is-1q Ox1 trill-encap 0x0
m mvalid 0x0 dtag-ttl 0x0
dtag-ftag 0x0 valid : 0x1
er span- kpa-valid 0x0 recir-shi mvxl an-src-peer-id: 0x0
vn-valid 0x0 source-vif : 0x0
destination-vif 0x0 vn-p 0x0
sequence- nunber 0x6b vl 0x0
i nner-de-valid 0x0 de- cfi 0x0
second-i nner-cos 0x0 tunnel -type 0x0
shimvalid 0x0

segnment -id-valid 0x0 copp 0x0
dti-type-vpnid 0x0 segment -id 0x0
i b-1 engt h-bundl e 0x58000 m h-type 0x5
ul h-type 0x6

sour ce-i pv4- address: 192.168.12.2
destination-i pv4-address: 192.168.13.3

m m desti nati on- nac-address : 0000. 0000. 0000
m m sour ce- mac- address : 0000. 0000. 0000
destinati on-mac- address : e4c7.2210.al42
source-mac-address : e4c7.2210.a143



nodul e-3(fl n-12-el am# show rbus
cp = 0x100a2548, buf = 0x100a2548,

= 0x100ae898

Capture Buffer On L2 RBUS

Fl anker | nstance 00 -
St at us(0x0102),

is_|2_egress:
[000] :

Tri gger Wr d( 0x000),

0x0000, data_size
0059d930 0000000c c0000000 03580000 00000000 00000000 0000001f 57b00021

Sanpl eSt or ed( 0x005) , Capt ur eBuf f er Poi nt er (0x005)

f df c0O000 00000000 02000000 14001402 8b000105 00000000 68200000 00000000 00000000
00000400 00008000 005b0000 00f eOed4c 7220850a 210000a0 000000b6

Printing packet O

pad

| 2-rbus-trigger
rit-ipvad-id
rit-mpls-rw

m 3-ptr

resul t-cap3 :
di 1-v5-delta-length-p
di 1-v4-delta-length-p
di 2- del t a- | engt h- pl us:
m 2-del t a- | engt h- pl us:
m 3-del t a- | engt h- pl us:
| cpu-ff-valid :
erspan-termindex-dir:
| 2-t unnel - decapped
rit-crcl6é-valid
vnt ag- p
ingress-1lif
nd-di - vl d

segnment -id-valid
ttl-md

tos-in

vl anl

final -ignore-qgoso
cr-type

bpdu

traceroute

cos

i nner-cos
di-1ltl-index

sour ce-i ndex

i ndex-direct

vqi

v5- f poe-i dx

I 3-mul ticast-v5

df st

resul t-rbh
result-2

dtag-tt

dvi f

resul t-cap2

er span- decap

rout ed-frame

| 2- copy- cause
sg-tag

ttl-in

0x16764
Ox1
0x0
0x0
0x0
0x0
us: 0x0
us: 0x0
0x0
0x0
0x0
0x0
0x0
0x0
Ox1
0x0
Ox1
0x0
0x0
Oxfe
0x0
0x0
0x0
Ox1
0x0
0x0
0x0
0x0
0x50
Oxa2c
0x0
0x50
0x0
0x0
0x0
0xdo
Ox1
0x20
0x0
0x0
0x0
Ox1
0x0
0x0
Oxfe

valid

sequence- nunber

i pv4-tunnel - encap

m 2-ptr

mar k :
di 1-v5-delta-length

di 1-v4-del ta- I engt
di 2-delta-1ength

m 2-del ta-1 ength
m 3-delta-1 ength
s-vect or

sup- di - vqi :
er span- buf f er - check
| 3-del ta-length
rit-crcl6

frr-recirc

earl - proxy-vld

rc

ttl-out

t os- out

orig-vlanl
source-peer-id
port-id

pup- packet

vdc

de :

inner-drop-eligibility

acos :
13-multicast-di :

vl an :
di1-valid

di 2-valid

di 2-f poe-i dx

df t

| 3-1earning-ff

di 2-cr-type
dtag-ftag
nmac- i n- mac- op

resul t-capl
erspan-term
dont -l earn

copy- cause

I 3-rit-ptr
trill-nh-id

fc-up

0x0
h : 0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
Oxf57b
0x0
0x0
0x0
Oxfe
0x0
0x0
0x0
0x0
0x0
0x0
0x0
. 0x0
0x0
0x50
0x0
Ox1
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x5b
0x0
0x0



up-di d : 0x0 did : Oxedc722

up-sid : 0x0 sid : 0x10al44
shi m | 2-tunnel -encap: 0x0 shi m | s- hash : 0x8

shimrc : 0x0 shimlif : 0x1
shimreplication-pkt: 0x0 shi mrouter-nac : 0x1

shi m mar k- enabl e : 0x0 shi m qos-group-id : 0x0

shi m desti nati on-tabl e-i ndex: 0x5b shi m acos- preserve : 0x0

m m desti nati on- mac- address : 0000. 0000. 0000
m m sour ce- mac- address : 0000. 0000. 0000

. Sup:

N7K1l# show system internal pixm info 1ltl Oxa2c

PC_TYPE PORT LTL RES_| D LTL_FLAG CB_FLAG VEMB_CNT

Nor ral Pol Ox0a2c 0x16000000 0x00000000 0x00000002 2

Mermber rbh rbh_cnt
Eth3/2 0x000000f0  0Ox04
Eth3/1  0x0000000f 0x04

CBL Check States: Ingress: Enabl ed; Egress: Enabled

VLAN BD| BD St | CBL St & Direction:

1] 0x15 | INCLUDE_IF INBD | FORWARDI NG (Bot h)
10 | 0x19 | INCLUDE IF_IN BD | FORWARDI NG ( Bot h)

Menber info

PORT_CHANNEL Pol
FLOOD W FPCE  0x8019
FLOOD W FPCE  0x8015

N7K1# show system internal pixm info 1ltl 0x50
0x0050 is in DCE/ FC pool

Menber info
Type LTL
PHY_PORT Eth3/5

COEBE, NTY RFR—NF¥RIL1(Po)TEEET N, Eth3/5ZN L TEiAEhizl &
ZRULTVET,

SEZa-)lod—-AlE—y NODY J(LTL)ZE#EL T, ELVW7OJZ22 7270
£

nodul e- 3# show system internal pixmc info 1ltl-cb 1ltl Oxa2c

It |Itl_type|lif_index|lc_type| vdc |v4_fpoe|v5_fpoe| base fpoe_idx | flag
0x0a2c | 4 | Pol | 2 | 2 | 0x00 | 0xO00 | 0x0000 | 0xO0
, local ports:
VDCs the entry is part of:



LTL HW programing info

| 'ndex | ec |drop|span_vec| SOM ucr _f ab|

[ a2c]| 1] O] 0l 0 0l
| RBH | v | PS( | NST: LPCE)
[ = m e m e

0, 40 0: 1

1, 40 0: 1

2, 40 0: 1

3, 40 0: 1

4, 44 0: 10

5, 44 0: 10

6, 44 0: 10

7, 44 0: 10

8, 0 0: 1

9, 0 0: 1

a, 0 0 : 1

b, 0 0: 1

c, 0 0: 10

d, 0 0: 10

e, 0 0: 10

f 0 0: 10

nodul e- 3# show system internal pixmc info 1ltl-cb 1ltl 0x50

Itl |1t _type|lif_index|lc_type|l vdc |v4_fpoe | v5_fpoe| base_fpoe_idx | flag
0x0050 | 5 |Eth3/5 | 2 | 2 | 0x00 | O0x00 | 0x0000 | 0x0
, local ports:

VDCs the entry is part of:

LTL HW programing i nfo

| 'ndex | ec |drop|span_vec| SOM ucr _f ab|

[[ 50]] 1] 0l ol 0 0l
| RBH | V4@ | PS

| ____________________________

ALL RBH| 50 | 2 1

HAORICELAMNT Y R Z2F Y TFYLET, NTYRNEFYTFYTBICE. IPPRLA
192.168.13.3/ 5192.168.12.2|CpingS B ERELE T, R—RF¥IILIAVE—TIA R
(e3/1-2)Degress¥F— ) — RZFEALTHF Y T F Y Z2RETRIHLEN BYET, 10%—7
IAAR, BICERBALEA AR AOCBLTVET,

N7K1# att mo 3

Attaching to nmodule 3 ...

To exit type 'exit', to abort type 'S$.'

nodul e-3# el asic flanker instance 0

nodul e-3(fl n-el am # | ayer2

nmodul e-3(fln-12-elam# trigger dbus ipv4 egress if source-ipv4-address 192.168.13.3
destination-i pv4-address 192.168.12.2

nodul e-3(fln-12-elam# trigger rbus egress if trig

nodul e-3(fln-12-el am# status
ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 egress if



sour ce-i pv4- address 192.168.13. 3 destination-i pv4-address 192.168.12.2

L2 DBUS: Configured

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Configured

nodul e-3(fln-12-el am # start

nodul e-3(fln-12-el am# status

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 egress if
sour ce-i pv4- address 192.168.13. 3 destination-i pv4-address 192.168.12.2

L2 DBUS: Arned

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Arned

nodul e-3(fln-12-el am# status

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 egress if
sour ce-i pv4- address 192.168.13. 3 destination-i pv4-address 192.168.12.2

L2 DBUS: Triggered

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Triggered

nodul e- 3(fl n-12-el am #

nodul e-3(fIn-12-el am) # show dbus | in seq
sequence- nunber : 0x8d vl : 0x3
I--- The sequence nunber is the sane.

nodul e-3(fIn-12-el am) # show rbus | in seq
vl : 0x0 sequence- nunber : 0x8d

nodul e-3(fl n-12-el am # show dbus
cp = 0x1007db4c, buf = 0x1007db4c, end = 0x10089e9c

Fl anker Instance 00 - Capture Buffer On L2 DBUS:

St at us(0x0102), Trigger Wr d(0x000), Sanpl eSt ored(0x005), Capt ur eBuf f er Poi nt er (0x005)
is_|2_egress: 0x0000, data_size: 0x023

[000]: 48c22000 08210000 40020800 0Occ01414 5800a000 00001a40 01030000 00000000
00000000 00000000 003931c8 842850f9 31c88428 50800000 02358000 00000000 00000000
00000000 00000000 00000000 00000000 00005000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00605406 81e05406 0100008f e0054600 00000000

Printing packet O

| abel - count : 0x0 nc : 0x0
nul | -1abel -valid 0x0 nul | -1 abel - exp 0x0
nul | -1 abel -ttl 0x0 I bl 0-vid 0x0
| bl 0- eos 0x0 I bl O-1 bl 0x0
I bl 0- exp 0x0 I blO-ttl 0x0
I bl 1- exp 0x0 I bl 1-ttl 0x0
i pvd 0x0 i pv6 0x0
| 4- pr ot ocol Ox1 df 0x0
nf 0x0 frag 0x0
ttl Oxfe | 3- packet -1 engt h 0x54
option 0x0 t os 0x0
sup-eid 0x0 header -t ype Ox1
error 0x0 redirect 0x0



port-id : Ox1 | ast - et hertype : 0x800

| 2-frane-type : 0x0 da-type : 0x0
packet -type : Ox1 | 2-1 engt h- check : 0x0

i p-da-nul ticast : 0x0 ip-mul ticast : 0x0
ip-multicast-control: 0xO0 i ds- check-fail : 0x0
traceroute : 0x0 out er-cos : 0x0

i nner-cos : 0x0 vqgi -valid : 0x1
vqi : 0x40 packet -1 engt h : 0x66
vlan : Oxa destination-index : Oxa2c
source-index : 0x50 bundle-port : 0x0
acos : 0x0 outer-drop-eligibility: 0x0
inner-drop-eligibility: 0xO0 sg-tag : 0x0
rbh : 0xd2 vsl - num : 0x0

i nband-fl ow creation-del etion: 0x0 i gnor e- qoso : 0x0
i gnor e- qosi : 0x0 i gnore-aclo : 0x0

i gnore-acli : 0x0 i ndex-di rect : 0x0
no-stats : 0x0 dont - f orward : 0x0
notify-index-learn : Ox1 notify-newlearn : 0x0
di sabl e-new| earn : 0x0 di sabl e-i ndex-learn : 0x0
dont -1 earn : 0x0 bpdu : 0x0
ff : 0x0 rf : 0x1
ccc : O0x4 12 : 0x0
rdt : 0x0 df t : 0x0
df st : 0x0 status-ce-1q : 0x0
status-is-1q : 0x0 trill-encap : 0x0
m mvalid : 0x0 dtag-ttl : 0x0
dtag-ftag : 0x0 valid : 0x1
er span- kpa-valid : 0x0 recir-shi mvxl an-src-peer-id: 0x0
vn-valid : 0x0 source-vif : 0x0
destination-vif : 0x0 vn-p : 0x0
sequence- nunber : 0x8d vl : 0x3

i nner-de-valid : 0x0 de- cfi : 0x0
second-i nner-cos : 0x0 tunnel -type : 0x0
shimvalid : 0x0

segnment -id-valid : 0x0 copp : 0x0
dti-type-vpnid : 0x0 segment -id : 0x0

i b-1 engt h-bundl e : 0x0 m h-type : 0x5
ul h-type : 0x6

sour ce-i pv4- address: 192.168.13.3
destination-i pv4-address: 192.168.12.2

m m desti nati on- nac-address : 0000. 0000. 0000
m m sour ce- mac- address : 0000. 0000. 0000
destinati on-mac- address : e4c7.2210. al43
sour ce-mac-address : e4c7.2210.al42

HICRT KD, EfEXEREOHEE DA T Y UV AKDBUSH—ETT (ADF Y S F ¥
ICRENTVBREDERBYET ),

nodul e-3(fln-12-el am# show rbus
cp = 0x100a2548, buf = 0x100a2548, end = 0x100ae898

Fl anker Instance 00 - Capture Buffer On L2 RBUS

St at us(0x1102), TriggerWrd(0x000), Sanpl eStored(0x008), Capt ureBuff er Poi nt er (0x000)
is |2 egress: 0x0001, data_size: 0x018

[ 000]: 0048ea00 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 0c0O00000 00000000 04014008 00005000 00000000
00000726 3910850a 1b931c88 42850800 00000000 00000000 0000008d

Printing packet O



pad : 0x0 valid : 0x1
trig : Ox1 reserved : 0x0
vn-tag-p : 0x0 chl-vlan-valid : 0x0
vft-hop-count : 0x0 vft-vsan : 0x0
vit-up : 0x0 vft-valid : 0x0
copp : 0x0 segment -id-valid : 0x0
segment -i d- 23 : 0x0 vsl - num : 0x0

i nner-cos : 0x0 inner-drop-eligibility: 0x0
cos : 0x0 drop-eligibility : 0x0
dce- node : 0x0 fl ood-t o-bd : 0x0
pt-bit-en : 0x1 cpu- port : 0x0
vl an-id : Oxa ip-tos : 0x0
resul t-rbh : 0x1 net-ptr : 0x2000
packet -type : Ox1 sg-tag : 0x0
dtag-ftag : 0x0 vdc : 0x0
vn-tag-src-vif : 0x0 vn-tag-dst-vif : 0x0
vn-tag- | : 0x0 dc3-tr : 0x0
vl : 0x0 sequence- nunber : 0x8d

destination-mac-valid: 0x0

source-mac-val i d: 0x0

m m desti nati on- nac-address : 0000. 0000. 0000
destinati on-mac- address : e4c7.2210.al43
source-mac-address : e4c7.2210.al42

m m sour ce- mac- address : 0000. 0000. 0000

AJELAMNT Y REFYTFYORICTF I—RENEREETEREDIPT RLANIEL W,
EREL, UR—V RS TAVINFYTFvEndi-H, AHELAMELRR TR E, FEE
MNFWICHEY)ET,

10. N7TK1DOR— KM F ¥ ZJIL1OTED 1 —)L3MColor-Based Logic(CBL)ZF T ¥ U L T, VLAN
10 RT 714V VENTKIBHTERETIHNESHZHRILET, CBLEYEA2—T
AAR—=ADOODY I THBDESH, R—MNFy¥XILBEBSTEEL, NTKIOR—KF ¥ X)L
1DAXN— AV BR—TIAABSZANTIHLEN HYVET, XROEHITE. VLAN 105
HEFERSYIZEELTVWAEF DAY ET,

CBLE. N\—RIIFHOR—KROAR/NZVFYU—FTORNISTPYREELBI TS
CEAENET, SpOVLANDSTPEF IV I TBE, AV E—T I ALEBEENFRRE
NETH, EV1-NCE2TRSTAVIFTOVYIENZBEANBVET. E: XY
N—AVB—TIARA (e3/1te32) DCBLEEBICHRRTDHEN B ET,

nodul e- 3# show hardware internal mac port 1 table cbl vlan

| | NGRESS I
| Disabled State | 0,2-9,11-4031, 4036-4095 |
| Forwarding State | 1,10,4032-4035 |
| Blocked State | |
| Learning State | |
EGRESS
Di sabled State | 0,2-9,11-4031, 4036-4095

Bl ocked State |

| |
| |
| Forwarding State | 1,10, 4032-4035 |
| |
| Learning State | |

E BOONYRIEFE, R—KMFy¥yRIMATI(ED 1—-)L3EGe3NLICHY) FT),
nmodul e- 3# show hardware internal mac port 2 table cbl vlan



[ I NGRESS |
| Disabled State | 0,2-9,11-4031, 4036- 4095 |
| Forwarding State | 1,10, 4032-4035 |
| Blocked State | |
| Learning State | |

[ EGRESS |
| Disabled State | 0,2-9,11-4031, 4036- 4095 |
| Forwarding State | 1,10, 4032-4035 |
| Blocked State | |
| Learning State | |

XEEIC, COOYY RER—NF ¥ XIL2e3/2)DCBLEFIYILET,

7b—7;7h7—7ﬂiﬁﬂbtﬁ?U—IE?J—nwﬂAMwh57ﬂ91
—F4

TL—=OF IR T—7LFERENTVWRHBEOFIT ) —XED 1 —)LOELAMFERF, BED
EI1-IIKR—KMDELAMFIRERBWREBA, EEL, ATV I RAZRENRILESICER
LESETBRRIC, R—MAUTYIAIZR—I ¥ (PIXM)DIRFEICBET DIV DL DEEN HY)
T, COBE. AVE—TIMAARTL—IOTIORT—7IHSZEENET,

eV IV2EOFTERAEND MAROZZRICRLET,

Fommmmee e + BreakCut Cabl e Foommmen +
| | e3/8/1-4 telll] |
| | MRREEEEEEEE + |
| | e3/ 8 | 1/2 | 4500-X |
| N7K3 R LR + |
| | Po2 | 1/3 | |
| | MRREEEEEEEE + |
I I I 174 | I
S + S S +
VI an20 SVI VI an20 SVI
I P add 192.168. 20. 3 I P add 192.168.20.1

COPITE, TL—=OTFTIRNT—TIUHFA—HRY N R—T T A R3BIZHEEE N, 40F¥HE
Y RR—KRAF4DD10FHEY RAR—NIZDEETNET, BEZRELODVTR, C0otI> 3
PTZRULTLKEZ W,

N7K3(confi g)# interface breakout module 3 port 8 map 10g-4x

N7K3(confi g)# show interface brief

---SNI P- - -
Et her net VLAN Type Mde Status Reason Speed Por t
Interface Ch #

Et h3/ 7 -- eth routed up none 40 D) --

Et h3/8/1 1 eth trunk up none 10 D) 2

!--- From3/8/1 to 3/8/4.

Et h3/ 8/ 2 1 eth trunk up none 10 D) 2
Et h3/8/3 1 eth trunk up none 10 D) 2



Et h3/ 8/ 4 1 eth trunk up none 10 D) 2

HOENTR., 1 —HRY N BE—T IARI7THAWOFHEY NR—RTHBIZEICRFEXT
o EEL, 41— XRY NV ER—TIAR3BIE, 420D10FHEY RR—KIZZEIEHh, @B
METEXRT,

N7K3# show run interface e3/8/1 - 4

! Command: show running-config interface Ethernet3/8/1-4
!'Time: Mon May 4 01:46:28 2015

version 6.2(8a)

nterface Ethernet3/8/1

swi t chport

swi tchport node trunk

switchport trunk allowed vlan 10, 20
no shut down

nterface Ethernet3/8/2

swi t chport

swi tchport node trunk

swi tchport trunk allowed vlan 30,40
no shut down

nterface Ethernet3/8/3

swi t chport

swi tchport node trunk

swi tchport trunk allowed vlan 50
no shut down

nterface Ethernet3/8/4
swi t chport

swi tchport node trunk
no shut down

N7K3 Switched Virtual Interface(SV1)20 IP7 R L A(192.168.20.3) 54500 SVI 20 IP7 RL A
(192.168.20.NANDNT Y RF ¥ T7F ¥y Z#HBLET. /N7 Y MNE4500\DH HEFICNTKITH +
TFrvEh, [EZE45000 SNTKIICEEENET,

BDEIZAVTHALLELSIC, NUH—ZERITBICIE. flankerd 2 AR AICET 2 A&
AFBETT, ROBOF, EZ1-II3ORT774ILE2RLTVET,

N7K3# attach module 3
Attaching to nodule 3 ...
To exit type 'exit', to abort type '$.'

nodul e- 3# show hardware internal dev

dev- port - nap dev-version

nodul e- 3# show hardware internal dev-port-map
CARD_TYPE: 12 port 40G

>Front Panel ports: 12

Devi ce nane Dev rol e Abbr num.i nst
>Fl anker Eth Mac Driver DEV_ETHERNET_ NMAC MAC O 6

>Fl anker Fwd Driver DEV_LAYER 2_LOOKUP L2LKP 6

>Fl anker Xbar Driver DEV_XBAR _| NTF XBAR_I NTF 6

>Fl anker Queue Driver DEV_QUEUEI NG QUEUE 6



>Sacranento Xbar ASIC DEV_SW TCH _FABRI C SWCHF 1

>Fl anker L3 Driver DEV_LAYER 3_LOOKUP L3LKP 6
>EDC DEV_PHY PHYS 2
g +
b +++FRONT PANEL PORT TO AS| C | NSTANCE MAP+++4- === ===~ +
g +
FP port | PHYS | MACO | L2LKP | L3LKP | QUEUE | SW CHF

1 0 0 0 0 0

2 0 0 0 0 0

3 1 1 1 1 0

4 1 1 1 1 0

5 0 2 2 2 2 0

6 0 2 2 2 2 0

7 1 3 3 3 3 0

8 1 3 3 3 3 0

l--- The port 8 L2LKP col umm shows a val ue of 3.

9 4 4 4 4 0

10 4 4 4 4 0

11 5 5 5 5 0

12 5 5 5 5 0
o m m e e e e e e e e e e e e e e e e e e e eeeeeooaaoo- +
o m m e e e e e e e e e e e e e e e e e e e eeeeeooaaoo- +

COHDTE., R—N8Eflankerd VARV AJZHYWET, A VAR AN DA 2/=0DT, #E
TTERBEDIPZ RLAZNLTRNUA—ZBETEE T, N7TK3N 54500\ DpingEREF + 7' F
Y9518, HAELAMIZKEVYET,

nodul e-3# el am asic fl anker instance 3

nodul e-3(fl n-elam # | ayer2

nodul e-3(fln-12-elam# trigger dbus ipv4 egress if source-ipv4-address 192.168. 20. 3
destination-i pv4-address 192.168.20.1

nodul e-3(fln-12-elam# trigger rbus egress if trig

nodul e-3(fl n-12-el am# status

ELAM Sl ot 3 instance 3: L2 DBUS Configuration: trigger dbus ipv4 egress if
source-i pv4-address 192.168. 20. 3 destination-i pv4-address 192.168. 20. 1

L2 DBUS: Configured

ELAM Sl ot 3 instance 3: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Configured

nodul e-3(fln-12-elam# start

nodul e-3(fl n-12-el am# status

ELAM Sl ot 3 instance 3: L2 DBUS Configuration: trigger dbus ipv4d egress if
source-i pv4-address 192.168. 20. 3 destination-i pv4-address 192.168. 20. 1

L2 DBUS: Arnmed

ELAM Sl ot 3 instance 3: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Arned

pinglEN7K3A 54500(C BitaE nE 7,

N7K3# ping 192.168.20.1

PI NG 192. 168.20.1 (192.168.20.1): 56 data bytes

36 bytes from 192. 168. 20. 3: Destinati on Host Unreachabl e
Request O tinmed out

64 bytes from 192.168.20.1: icnp_seq=1 ttl =254 tine=6.49 ns
64 bytes from 192.168.20.1: icnp_seq=2 ttl =254 tine=6.518 ns
64 bytes from 192.168.20.1: icnp_seq=3 ttl =254 tine=7.936 ns
64 bytes from 192.168.20.1: icnp_seq=4 ttl =254 tine=7.945 ns



--- 192.168.20.1 ping statistics ---
5 packets transmitted, 4 packets received, 20.00% packet |oss
round-trip min/avg/ max = 6.49/7.222/7.945 ns

ELAMAT—RAREXDEHY) T,

nodul e-3(fl n-12-el am # status

ELAM Sl ot 3 instance 3: L2 DBUS Configuration: trigger dbus ipv4d egress if
source-i pv4-address 192.168. 20. 3 destination-i pv4-address 192.168. 20. 1

L2 DBUS: Triggered

ELAM Sl ot 3 instance 3: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Triggered

T UABENEILTHRH L ERIELET,

nodul e-3(fln-12-el an)# show dbus | in seq

sequence- nunber T 0x27 vl : 0x3
nmodul e-3(fln-12-el anj# show rbus | in seq
vl 0x0 sequence- nunber T 0x27

>— T/Zﬁﬁﬂﬂbf?oD&BtR&B@FﬁEEWTéﬁ?O

nodul e- 3(fl n-12-el am # show dbus
cp = 0x1011033c, buf = 0x1011033c, end = 0x1011c68c

Fl anker Instance 03 - Capture Buffer On L2 DBUS:

St at us(0x0102), Trigger Wr d(0x000), Sanpl eStored(0x004), Capt ur eBuf f er Poi nt er (0x004)
is_|2_egress: 0x0000, data_size: 0x023

[000]: 4clea000 20al0000 40021040 0cc02801 04080000 00000000 08100000 00000000
00000000 00000000 003cifcl 8732dff9 31c88428 51000000 009d8000 00000000 00000000
00000000 00000000 00000000 00000000 00005000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 0060540a 01e0540a 0080008f f 0054608 00000000

Printing packet O

| abel - count : 0x0 nc : 0x0
nul | -1abel -valid : 0x0 nul | -1 abel - exp : 0x0
nul | -1abel -ttl 0x0 I bl O-vld : 0x0
| bl 0- eos 0x0 I bl O-1 bl 0x0
| bl 0- exp 0x0 IblO-ttl 0x0
I bl 1- exp 0x0 Ibl1-ttl 0x0
i pvd 0x0 i pv6 0x0
| 4- prot ocol Ox1 df 0x0
nf 0x0 frag 0x0
ttl Oxf f | 3- packet -1 ength 0x54
option 0x0 t os 0x0
sup-eid Ox1 header -t ype 0x0
error 0x0 redirect 0x0
port-id 0x5 | ast - et hertype 0x800
| 2-frame-type 0x0 da-type 0x0
packet -type Ox1 | 2-1 engt h- check 0x0

i p-da-nul ti cast 0x0 i p-mul ticast 0x0
i p-multicast-control: 0x0 i ds- check-fail 0x0
traceroute 0x0 out er-cos 0x0
i nner-cos 0x0 vqgi -valid Ox1



vqi : 0x82 packet -1 engt h : 0x66

vlan : 0x14 destination-index : 0x82
source-index s 0x400 bundle-port s 0x0
acos : 0x0 outer-drop-eligibility: 0xO0
inner-drop-eligibility: 0x0 sg-tag : 0x0
rbh : 0x0 vsl - num : 0x0

i nband-fl ow creation-del etion: 0x0 i gnor e- qoso : 0x0
i gnor e- qosi : 0x0 i gnore-aclo : 0x0

i gnore-acli : 0x0 i ndex-di rect : 0x1
no-stats : 0x0 dont - f orward : 0x0
notify-index-learn : 0xO notify-newlearn : 0x0

di sabl e-new| earn : 0x0 di sabl e-i ndex-learn : 0x0
dont -1 earn : Ox1 bpdu : 0x0
ff : 0x0 rf : 0x0
ccc : 0x0 12 : 0x0
rdt : 0x0 df t : 0x0
df st : 0x0 status-ce-1q : 0x0
status-is-1q : 0x0 trill-encap : 0x0

m mvalid : 0x0 dtag-ttl : 0x0
dtag-ftag : 0x0 valid : O0x1
er span- kpa-valid : 0x0 reci r-shi mvxl an-src-peer-id: 0x0
vn-valid : 0x0 source-vif : 0x0
destination-vif : 0x0 vn-p : 0x0
sequence- nunber T 0x27 vl : 0x3

i nner-de-valid : 0x0 de- cfi : 0x0
second-i nner-cos : 0x0 tunnel -type : 0x0
shimvalid : 0x0

segnment -id-valid : 0x0 copp : 0x0
dti-type-vpnid : 0x0 segment -id : 0x0

i b-1 engt h-bundl e : 0x0 m h-type : 0x5

ul h-type : 0x6

sour ce-i pv4- address: 192.168.20.3
destination-i pv4-address: 192.168.20.1

m m desti nati on- nac-address : 0000. 0000. 0000
m m sour ce- mac- address : 0000. 0000. 0000
destinati on-mac-address : fO07f.061c. cb7f

sour ce-mac-address : e4c7.2210. al44

nodul e-3(fl n-12-el am #

nodul e-3(fl n-12-el am #

nodul e- 3(fl n-12-el am #

nodul e-3(fl n-12-el am# show rbus

cp = 0x10134d38, buf = 0x10134d38, end = 0x10141088

Fl anker Instance 03 - Capture Buffer On L2 RBUS:

St at us(0x1102), Trigger Wr d(0x000), Sanpl eSt ored(0x008), Capt ur eBuf f er Poi nt er (0x000)
is_|2_egress: 0x0001, data_size: 0x018

[000]: 004c4780 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 0c001000 00000000 80028010 00009000 00000000
00000783 f830e65b fhb931c88 42851000 00000000 00000000 00000027

Printing packet O

pad : 0x0 valid : 0x1
trig : Ox1 reserved : 0x0
vn-tag-p : Ox1 cbl-vlan-valid : 0x0
vft-hop-count : 0x0 vft-vsan : 0x0

vit-up : 0x0 vft-valid : 0x0



copp : 0x0 segment -id-valid : 0x0

segment -i d- 23 : 0x0 vsl - num : 0x0

i nner-cos : 0x0 inner-drop-eligibility: 0x0
cos : 0x0 drop-eligibility : 0x0
dce- node : 0x0 fl ood-t o-bd : 0x0
pt-bit-en : 0x20 cpu- port : 0x0

vl an-id : 0x14 ip-tos : 0x0
result-rbh : 0x2 nmet-ptr : 0x4000
packet -type o Ox1 sg-tag : 0x0
dtag-ftag : 0x0 vdc : 0x0
vn-tag-src-vif : 0x0 vn-tag-dst-vif : 0x0
vn-tag- | : 0x0 dc3-tr : 0x0
vl : 0x0 sequence- nunber 1 0x27

destination-mac-valid: 0x0

source-mac-val i d: 0x0

m m desti nati on- nac-address : 0000. 0000. 0000
destinati on-mac-address : fO07f.061c. cb7f

sour ce-mac-address : e4c7.2210. al44

m m sour ce- mac- address : 0000. 0000. 0000

JO0—ZWEID DI, BEATYIREEBRAVTY VAZAE/NRILR—NIEHRL
£9,

N7K3# show system internal pixm info 1tl 0x400
0x0400 is in SUP I n-band LTL range

COHEARE, V=—RAUFYIRERLTVET, Suph SN7KIICEET BpingAFIEELVC &N
HbAYET, XOBHIE., VLAN 20 A TANTKND2DODA B —T I A ADIDTHBDHIA
VB —T7IALA(3BM)ERLTVWET, £5120D AR —T I A AEe3/84T, STPICEL )
45007 Oy o h%ET,

N7K3# show system internal pixm info 1ltl 0x82
0x0082 is in DCE/ FC pool

Menmber info
Type LTL
PHY PORT Et h3/8/ 1

FLOOD W FPOE  0x8039
FLOOD W FPOE  0x803f

NTKO 7 L—9F7 IORT—T I THERENER—NDODCBLEHERELE T, CBLEF I VI TBIC
. FILKFERENEINTOR—NDO/N—RIJITR—NBEEHFrVETT,

F AVER—TIARBBHFAAYTFIZHFELEBEV, MILKFERENIER-—PNEFHARRE
nxdy,

N7K3# show interface e3/8

N

% | nconpl ete command at '~ narker.
N7K3#

TL=OF7IORNT—7ILHERAEh, e384V EZ—T I AN AAYFILHEELBEWVED, /\—
RUIFZR-—INESEZRBIDEHICEAESIIHEN EEENET, LA IT7IRNEYR—
hIBEZI-ITRE, N—RIITFTR-—NOBESHEBVET, &F. R— FTLAITD
REHR—RLTWRAESH ZHEELKT,



N7K3# show int e3/7 capabilities
Et hernet 3/ 7

Model : N7K- F312FQ 25
Type (SFP capabl e): QSFP- 40G CR4
Speed: 10000, 40000
Dupl ex: full

--SNI P- - -

PFC capabl e: yes

Breakout capable: yves

RICRTKDIC, R—Ke3/71t7L—0F IO REHR—KNLET, DXV, HEIEZ4DD10F
HEY RAR—NICDBEITEET, B, 100FHEY NR— N E2BRAEZTOMHOFIT ) —XF
Ta1-)LiEk, 10FHEY NOR—NOE., £EREA—N—HBTAOVT>a>n40FHEY hD
R—RIMBICPEITEELET, ChEFED1-IICL>TERYET,

COBIDOFIT ) —XED 1—=)LICIF40FHE Y RAR—KABY ., FR—KNEZThEFh4O0DKR—
NZDEITED S, BR—NON—RIIFTR—NESF0-3, 4-7, 8-11..40-43, 44-47TT
o RADBITR—NCTL—=OFTIRNT—TIHFHDHBE, TO/N—RIITTR—ESEO,

1. 2, BRUBZBYET, JL—OF7IRNT—TIUHFBEVEE, N—RIOIT7R— ESE

0(1., 2. BRUVBFETITATICHBYFELBA)ICEYET,

BFR—KNe38THB1=SH, TL—UFORNT—TILBLTHEATIHESE/N—RIIFTR—K
EEN28ICBY), TL—=O0F7ORKNT—7ITHERATZEHEEE28, 29, 30, BRU3MZEYET,
ROIARY REAK, FOTATBN—RIITR—K (OR—RA)ZRLTVET,

N7K3# show system internal ifindex info mod 3

Init DB dunp follows:

modul e_num bit mask = Ox3ffff

Slot:3, Proc:1, breakout_factor:0, sw.card_id:0, active_cfg_ports:, broken_fp_po
rts:

Slot:3, Proc:2, breakout_factor:4, sw card_id: 155, active_cfg_ ports:0,4,8, 12,16,
20, 24, 28-32, 36, 40, 44, broken fp ports:28

Lookup DB dump fol | ows:
Slot: 3, breakout factor:4

WEBLUIER—KNN—RIVITR—-—(ESEF28T, REEGF4DICHEIENAhTVWERT(28-32), £ 1
—I)L3ZBY)FH, N—RIOITDCBLZHERTEEXT,

N7K3# attach module 3

Attaching to nodule 3 ...

To exit type 'exit', to abort type '$.
nodul e- 3#

F32—XEZ1—-)TR., R—rEBESMR—AQDART—IICH>TTI+—IY hENBE
ZRELTVERT, cDiz®d, 29, 30, 31, BRUREADTIBENHYET,

nodul e- 3# show hardware internal mac port ?
<1-96> Port nunber (1-based)

l--- This is context sensitive, so it helps to say the port nunber is 1-based
VLANEDRREZHES ROCER TR LODA—YRY ALV B—T T4 AR3/IDERTIA T 4
Fi1L—>32&RICRLET,



interface Ethernet3/8/1

swi t chport

swi tchport node trunk

swi tchport trunk allowed vlan 10, 20
no shut down

nodul e- 3# show hardware internal mac port 29 table cbl vlan

| NGRESS
Di sabled State | 0,2-9,11-19, 21-4031, 4036- 4095
Forwarding State | 10, 20, 4032-4035
Bl ocked State | 1
Learning State |

EGRESS
Di sabled State | 0,2-9,11-19, 21-4031, 4036- 4095
Forwarding State | 10, 20, 4032-4035

VLANEISREZ BB LCBBIDLODL—HYRY N1V B—T T4 X3/8/20

Bl ocked State | 1
Learning State |

FiL—>32ZRICRLET,

interface Ethernet3/8/2

swi t chport

swi tchport node trunk

switchport trunk allowed vlan 30,40
no shut down

nodul e- 3# show hardware internal mac port 30 table c¢bl vlan

| NGRESS
Di sabl ed State | 0,2-29,31-39, 41-4031, 4036- 4095
Forwarding State | 30,40, 4032-4035
Bl ocked State | 1
Learning State |

EGRESS
Di sabl ed State | 0,2-29,31-39, 41-4031, 4036- 4095
Forwarding State | 30,40, 4032-4035

Bl ocked State | 1
Learning State |

ES

1

T

A

p%

A4

VLANEGIXIRREZ R B R VBRI D EHDA—HRYNABZ—T I AA38BNDERTIAVT 4
Fa1L—>3a>aRICRLET,

interface Ethernet3/8/3

sSwi t chport

swi tchport node trunk

swi tchport trunk allowed vlan 50
no shut down

nmodul e- 3# show hardware internal mac port 31 table c¢bl vlan

I NGRESS
Di sabl ed State | 0,2-49,51-4031, 4036- 4095
Forwarding State | 50,4032-4035



| Blocked State | 1 |
| Learning State | |

| EGRESS |
| Disabled State | 0,2-49,51-4031, 4036- 4095 |
| Forwarding State | 50, 4032-4035 |
| Blocked State | 1 |
I I

Learning State |

VLANERRRREZHEFEL THB IR 1O D, 71—YRY MM Z—T T A X3/8/4NDRTI> T 1
FAL—23a2ZRICRLET (I NTOREBRXVLANAFAEIET ),

interface Ethernet3/8/4
swi t chport

swi tchport node trunk
no shut down

nodul e- 3# show hardware internal mac port 32 table c¢bl vlan
| | NGRESS
| Disabled State | 0,2-9,11-19, 21-29, 31-39, 41-49, 51-59, 61- 669, 671- 4031
| Disabled State | 4036-4095
| Forwarding State | 1,20, 30, 40, 50, 60, 670, 4032- 4035
I I
I I

Bl ocked State 10
Learning State
EGRESS
Di sabled State 0,2-9,11-19, 21-29, 31- 39, 41-49, 51-59, 61- 669, 671- 4031
Di sabled State 4036- 4095

Bl ocked State 10

I
I I
I I
| Forwarding State | 1,20, 30, 40, 50, 60, 670, 4032- 4035
I I
| Learning State |

CBLIE, IEUVWVLANAEEENTWVWBD CEZRLET,
show hardware internal error module <module number>1Y > RZFEAL T, N—ROUITT7R—

NESZMBTEET., OO R, showinterface Xy X > RO B HICKRE N LVRER
ROYT7Z2HRBIDIVLEN HBDEFSICENTT, ATFHF—HITT,

N7K2# show hardware internal errors module 3

---SNI P- - -

I nstance: 1

Cntr Nane Val ue Ports
3836 igr rx pl: cbl drops 0000000000000001 10 -
4636 igr rx pl: cbl drops 0000000000000001 14 -

I nst ance: 2

Cntr Nane Val ue Ports

423 igr in upm pkts with synbol/sequence error rcvd 0000000000000478 18 -
455 igr in upm pkts with synbol/sequence error rcvd 0000000000000478 17 -
487 igr in upm pkts with synbol/sequence error rcvd 0000000000000478 19 -
519 igr in upm pkts wth synbol/sequence error rcvd 0000000000000478 20 -



I nst ance: 3
Nane

Cntr

igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr

>3 3 33 33055 3003353 53 35 S5

upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm

pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts

with
with
with
with
rcvd,
with
with
rcvd,
with
rcvd,
with
with
rcvd,
with
with

error
error

synbol / sequence
synbol / sequence
synbol / sequence error
synbol / sequence error
wi th RCCDE viol ation
synbol / sequence error
error

wi th RCCDE viol ation
synbol / sequence error
wi th RCCDE viol ation
synbol / sequence error
error

wi th RCCDE viol ation
synbol / sequence error
error

rcvd 0000000000000745
rcvd 0000000000000745
rcvd 0000000000000745
rcvd 0000000000000745
0000359810913821 30
rcvd 0000425092490108
0000000000176136 30
0000000000292641 29
rcvd 0000000000114014
0000133362265995 31
rcvd 0000146701474013
0000000000157479 31
0000000002160959 32
rcvd 0000000003722562
0000000000000002 32

32
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