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Nexus- 5000# show spanning-tree vlan 1

VLANOOO1

Spanning tree enabl ed protocol rstp

Root ID Priority 32769

Addr ess c84c. 75f a. 6000

This bridge is the root

Hello Tinme 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Addr ess c84c. 75fa. 6000
Hello Tinme 2 sec Max Age 20 sec Forward Delay 15 sec

BEIZZTOMOIONY RERICALET,

Nexus- 5000# show spanning-tree vlan 1 detail
Nexus- 5000# show spanning-tree vlan 1 summary

ENNREDIL—NTHRIHL ZBIELIES, AIRVNEBEZFIVYILT, L—MYFEEEShL
HESH, BRONROPEEBANECHSRETIZAZHIELET,

Nexus- 5000# show spanning-tree internal event-history tree 1 brief
2012:11: 06 13h: 44m 20s: 528204us T_EV_UP

VLANOOO1 [ 0000. 0000. 0000. 0000 C 0 A 0 R none P none]
2012:11: 06 13h: 44m 21s:510394us T_UT_SBPDU

VLANOOO1 [8001.547f.eel8.e441 C 0 A 0O R none P Pol]
2012:11: 06 13h:44m 21s:515129us T_EV_M FLUSH L
VLANOOO1 [1001.001b.54c2.5a42 C 6 A5 R Pol P none]
2012:11: 06 13h: 44m 23s: 544632us T_EV_M FLUSH R
VLANOOO1 [1001.001b.54c2.5a42 C 6 A5 R Pol P Pol]
2012:11: 06 13h: 44m 24s:510352us T_EV_M FLUSH R
VLANOOO1 [1001.001b.54c2.5a42 C 6 A5 R Pol P Pol]

EM: O ROBAHICRRENZIBEBEOEEERICRLET, SBPDU: SELELEM
o7y 77O F—2 1Yy ., FLUSHLL: O—AHIL 75v> 1,
FLUSHR: UE—RKN AAYFHASDT7S5Y> 1,
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hd, OJO-—J>JLFEEA,

STPA232—T7I(4A

RODIAIVREE, AVE—TIAADARY NERTRTDEDICEAETIET,

Nexus- 5000# show spanning-tree internal event-history tree 1 interface
ethernet 1/3 brief

2012: 11: 05 13h: 42m 20s: 508027us P_EV_UP Eth1l/3 [S DIS R Unkw A O I nc no]
2012: 11: 05 13h: 42m 20s: 508077us P_STATE Eth1/3 [S BLK R Desg A 0 Inc no]
2012: 11: 05 13h: 42m 20s: 508294us P_STATE Eth1/3 [S LRN R Desg A 0 Inc no]
2012: 11: 05 13h: 42m 20s: 508326us P_STATE Eth1/3 [S FWD R Desg A 0 Inc no]

ROOARVRE, A VEZ—TIAALDOSTP OEEZFANDLEHICEAENET, COHDICE
. B OFHEBHAEENATVERT,

Nexus-5000# show spanning-tree internal info tree 1 interface port-channel 11
------- STP Port Info (vdc 1, tree 1, port Poll) ---------

dot 1d info: port_nunr4106, ifi=0x1600000a (port-channel 11)

| SSU FALSE non-disr, prop 0, ag 0, flush 0 peer_not_disputed_count O

i f_i ndex 0x1600000a

namestring port-channel 11

.................... cut to save space ............

stats
fwd_transition_count
config_bpdu_in
config_bpdu_out

1 bpdus_in 40861 bpdus_out 40861

0

0
bpdufilter_drop_in 0

0

0

rstp_bpdu_in 40861 tcn_bpdu_in O
rstp_bpdu_out 40861 tcn_bpdu_out O

bpduguard_drop_in
err_dropped_in

sw_flood_in 0
.................... cut to save space ............

Ethanalyzer I &% BPDU ORAE

Z ZTl&, Ethanalyzer 2R L TBPDU Z2F Y S F ¥ 25X ODVTHBALET,

Et hanal yzer | ocal interface inbound-hi display-filter "vlan.id == 1 && stp"
Exanpl e:

Nexus- 5000# ethanalyzer local interface inbound-hi display-filter "vlan.id
== 1 && stp"

Capturing on eth4

2013-05-11 13:55:39.280951 00:05: 73:f5:d6: 27 -> 01:00: Oc: cc:cc:cd STP RST.
Root = 33768/00: 05: 73:ce:a9:7c Cost = 1 Port = 0x900a

2013-05-11 13:55:40.372434 00: 05: 73: ce: a9: 46 -> 01:00: 0c: cc:cc:cd STP RST.
Root = 33768/00: 05:73:ce:a9:7c Cost = 0 Port = 0x900a

2013-05-11 13:55:41. 359803 00: 05: 73: f5:d6: 27 -> 01:00: Oc: cc: cc:cd STP RST.
Root = 33768/00: 05:73:ce:a9:7c Cost = 1 Port = 0x900a

2013-05-11 13:55:42. 372405 00: 05: 73: ce: a9: 46 -> 01:00: 0c: cc:cc:cd STP RST.
Root = 33768/00: 05: 73:ce:a9:7c Cost = 0 Port = 0x900a

AMBNTY RERTTBICIE, detail AV REFEALET,



Nexus- 5000# ethanalyzer local interface inbound-hi detail display-filter
"vlan.id == 1 && stp"
Capturing on eth4
Frane 7 (68 bytes on wire, 68 bytes captured)
Arrival Time: May 11, 2013 13:57:02. 382227000
[Tinme delta from previous captured frame: 0.000084000 seconds]
[Time delta from previous displayed franme: 1368280622. 382227000 seconds]
[Time since reference or first frame: 1368280622. 382227000 seconds]
Frame Nunber: 7
Frane Length: 68 bytes
Capture Length: 68 bytes
[Frame is marked: Fal se]
[Protocols in frane: eth:vlan:llc:stp]
Et hernet |1, Src: 00:05:73:ce:a9:46 (00:05:73:ce:a9:46), Dst: 01:00:0c:cc:cc:cd
(01:00: Oc: cc: cc: cd)
Destination: 01:00:0c:cc:cc:cd (01:00: Oc: cc: cc: cd)
Address: 01:00: Oc: cc:cc:cd (01:00: Oc: cc: cc: cd)
T IG bit: Goup address (rmulticast/broadcast)
B ¢ LG bit: d obally uni que address
(factory default)
Source: 00:05:73:ce:a9:46 (00: 05: 73: ce: a9: 46)
Address: 00: 05: 73: ce: a9: 46 (00:05: 73: ce: a9: 46)
.0 ... ... ... ... = 1GDbit: Individual address (unicast)
cevee .00 ..o ... ..., ... = LGDbit: dobally unique address
(factory default)
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN

111. ee ... =Priority: 7
.0 ..., .... .... =CFl: O

0000 0000 0001 =1D: 1
Lengt h: 50

Logi cal - Li nk Contr ol

DSAP: SNAP (0Oxaa)

IG Bit: Individual

SSAP: SNAP (Oxaa)

CR Bit: Command

Control field: U func=U (0x03)

000. 00.. = Command: Unnunbered | nformation (0x00)
..11 = Frane type: Unnunbered frame (0x03)
Organi zation Code: G sco (0x00000c)
PI D. PVSTP+ (0x010b)
Spanni ng Tree Protocol

Protocol ldentifier: Spanning Tree Protocol (0x0000)

Protocol Version Identifier: Rapid Spanning Tree (2)

BPDU Type: Rapid/ Miltiple Spanning Tree (0x02)

BPDU fl ags: 0Ox3c (Forwarding, Learning, Port Role: Designated)
0... .... = Topol ogy Change Acknow edgnent: No
.0.. .... = Agreenent: No

.1. .... = Forwarding: Yes
.1 .... = Learning: Yes
11.. = Port Role: Designated (3)
.0. = Proposal: No
.... ...0 = Topol ogy Change: No

Root ldentifier: 33768 / 00:05:73:ce:a9: 7c

Root Path Cost: O

Bridge Identifier: 33768 / 00:05:73:ce:a9: 7c

Port identifier: 0x900a

Message Age: O

Max Age: 20

Hello Tine: 2

Forward Del ay: 15

Version 1 Length: O

ChSDEHE PCAP 77 ANICEERACICE., ROON REFEALEXY,



Nexus- 5000# ethanalyzer local interface inbound-hi display-filter
"vlan.id == 1 && stp" write bootflash:bpdu.pcap

Capturing on eth4

3 << Lists how many packets were captured.

BPDU OF ¥+ 7’F ¥ Tlk, EETD MAC 7 RLANEBHRTFNAADA > EZ—T I 4 AMACT
RLAICKEYET,

Ethanalyzer DF ¥ 77F ¥ Tld, R—rHA" 16 EEXTRREINE T, R—rESZREATSICE
FTESE 1 HERICERTIVENHYVET,

0x900a ( BIED KL —AA S ) = 36874

COBESZR—NIFI-RTBZION REZRICRLET,

Nexus- 5000# show spanning-tree internal info all |

grep -b 50 "port_id 36874" | grep "Port Info"
------- STP Port Info (vdc tree 1, port Poll) ----------
------- STP Port Info (vdc tree 300, port Poll) ---------
------- STP Port Info (vdc tree 800, port Poll) ---------
------- STP Port Info (vdc tree 801, port Poll) ---------
------- STP Port Info (vdc tree 802, port Poll) ---------
------- STP Port Info (vdc 1, tree 803, port Poll) ---------
------- STP Port Info (vdc 1, tree 999, port Poll) ---------

CNBEEFE., R—N F¥XIL 11T,

PR PP PPR

STPOAV/\—T IR

STPAVN— IV AZFANBDUEN HBHESEE. show spanning-tree internal interactions 1<
VREFALET, COOANVRICE2T, ENDARVRNN STPOZEEZ RN H—LEAEHD
SATOFHIYNIBOSINET, AN KREL, BEOEZBELEICITYETEhD . B
BARELESTI<SIECOEHREZRETDCENEETY,

Nexus- 5000#show spanning-tree internal interactions

- Event:(null), length:123, at 81332 usecs after Sat May 11 12:01:47 2013
Success: pixmsend_set_nult_cbl _vlans_for_nultiple_ports, numports 1

VDC 1, state FWD, rr_token 0x21b9c3 nsg_si ze 584

- Event:(null), length:140, at 81209 usecs after Sat May 11 12:01:47 2013
vb_vlan_shimset _vlans_nulti_port_state(2733): Req (type=12) to PI XM

vdc 1, inst 0, numports 1, state FWD

[ Po17 v 800-803, 999- 1000]

- Event: (null), length:123, at 779644 usecs after Sat May 11 12:01:46 2013
Success: pixmsend_set_nult_cbl _vlans_for_nultiple_ports, numports 1

VDC 1, state FWD, rr_token 0x21b99a nsg_si ze 544<

- EBEvent: (null), length:127, at 779511 usecs after Sat May 11 12:01:46 2013
vb_vlan_shimset _vlans_nmulti_port_state(2733): Req (type=12) to PI XM

vdc 1, inst 0O, numports 1, state FWD

[ Po17 v 300]

- Event: (null), length:123, at 159142 usecs after Sat May 11 12:01:32 2013
Success: pixmsend_set_nult_cbl _vlans_for_nultiple_ports, numports 1

VDC 1, state LRN, rr_token 0x21b832 nsg_si ze 584

- Event: (null), length:140, at 159023 usecs after Sat May 11 12:01:32 2013
vb_vlan_shimset _vlans_nulti_port_state(2733): Req (type=12) to PI XM

vdc 1, inst 0, numports 1, state LRN

[ P017 v 800-803, 999- 1000]



- Bvent:(null), length:123, at 858895 usecs after Sat May 11 12:01:31 2013
Success: pixmsend_set_nult_cbl _vlans_for_nultiple_ports, numports 1

VDC 1, state LRN, rr_token 0x21b80b nsg_size 544

- Bvent:(null), length:127, at 858772 usecs after Sat May 11 12:01:31 2013
vb_vlan_shimset _vlans_multi_port_state(2733): Req (type=12) to PI XM

vdc 1, inst O, numports 1, state LRN

[ Po17 v 300]

.................... cut to save space ............

SE VLAN O v >

Nexus 5000 1) —X A4/ v Fi&. AEPVLAN ZEA L TEEADIHAE VLAN BEEADOI Y E Y
JEITVWET, VLANIDFAZVLAN IDTH D BZEEHVY) FT, AZFVLANANDI Y E> T &2EE
TBICE. RKOELSICAHLET,

Nexus-5000# show platform afm info global
Gat os Hardware version O

Har dwar e i nstance nappi ng

Hardware instance: 0 asic id: 0 slot num O
-------------- Cut to save Space -------------"-"-"-"-"-"-"-------
Hardware instance: 12 asic id: 1 slot num 3
AFM I nternal Status

[unknown | abel ]: 324

[no free statistics counter ]: 2

[ nunber of verify ]: 70

[ nunber of commit ]: 70

[ nunber of request ]: 785
[tcamstats full ]: 2

VI an mappi ng table

Ext-vlian: 1 - Int-vlan: 65

STP OFNY T

STP DRBEDO RS TN 1—F 140057551 205%E,. FNVIRERATZETT,
L, STPOFNY T Z2ERATSE CPUSERAERNf ZRBICERTRCENHY, REICEKST
FEAENfNRELET, TNV ITETHOCPUEARZRBICRESTICIE., FNYT 7132 %
FRALT, P7O0T4EEFT4%200 77A4IIICEBRLET,

1.07 774 )LZEKL., logT1LIRNJICRELET,

Nexus- 5000#debug logfile spanning-tree.txt
Nexus- 5548P- L3# dir log:

31 Nov 06 12:46:35 2012 dnesg

----- cut to save space----

7626 Nov 08 22:41:58 2012 nessages

0 Nov 08 23:05:40 2012 spanning-tree.txt
4194304 Nov 08 22:39:05 2012 startupdebug

2. TNV T ERITLET,

Nexus- 5000# debug spanning-tree bpdu_rx interface el/30
<<<setup your spanning-tree for bpdus
Nexus-5000# copy log:spanning-tree.txt bootflash:



Og 77404 -

2012 Nov 8 23:08:24.238953 stp: BPDU RX: vb 1 vlan 300, ifi 0x1a01d000

( Et her net 1/ 30)

2012 Nov 8 23:08:24.239095 stp: BPDU Rx: Received BPDU on vb 1 vlan 300

port Ethernet1/30 pkt_len 60 bpdu_l en 36 netstack flags 0x00ed enc_type ieee
2012 Nov 8 23:08:35.968453 stp: RSTP(300): Ethernetl/30 superior msg

2012 Nov 8 23:08:35.968466 stp: RSTP(300): Ethernetl1/30 rcvd info remaining 6
2012 Nov 8 23:08:36.928415 stp: BPDU RX: vb 1 vlan 300, ifi 0x1a01d000

( Et her net 1/ 30)

2012 Nov 8 23:08:36.928437 stp: BPDU Rx: Received BPDU on vb 1 vlan 300

port Ethernet1/30 pkt_len 60 bpdu_l en 36 netstack flags 0x00ed enc_type ieee
2012 Nov 8 23:08:36.928476 stp: RSTP(300): msg on Ethernet1/30
.................... cut to save space ............

Nexus 5000 A" BPDU %= L 7\

COBRBORNZTIN1I—FT420%T51C@F., ARVNBEERZFIY UL T, Nexus 5000 >
)—X ALY FHNI—RNERBENATVWEAESH EEZEL £, Nexus 5000 A" BPDU % i
Lh27%h, BPDUZZELBN 2 EHBEE. I—RNERBEhET, ESSHERTHDH
ERAXRDICEK, RRTVYDICEHEENATVWSRHBORASYFTE, COBENIRELTVRLE
SHEBRIDVENHVET, OT VY ICRABEN A 2 2FEE. Nexus 5000 A& BPDU
ERBLEDDEARENI BVEEZISNET, HOT VY DICRABEN G2 B, TUYD
/' BPDU ZRXELBA > EAHEMNIBVEEZIShET,

F:STPBLTEEAR—N FYXIL (WC)DRSTINI1—F14 2T %T588F. O
<ONDEIEETHIHSENHYET, BPDU EREETBDE vPC 7SAIUEHTT,

VPC EAVHUN STPIL— R THBBEE, 754X UN BPDU BEELET, L—KH
VPC ZN L TEFLENATVWREBEEE., 74X VUETA RxBPDU W 2% LET

(EHVAUNSELEBEAEEL).
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