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Cisco Software Central > Smart Software Licensing English [ Change |

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences Satelites

License Conversion
Convert PAKs Convert Licenses Conversien History Event Log

The Product Activation Keys (PAKs) below contain licenses that can be used for tradifional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart
Software Licenses, use the ‘Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Reagistration Portal.

4. PAK SA 2 AZEBRTBICIE, ROKRTHHITBZDTA L AZREDOHET, PAKEL
ANOZA O AZ2ERTBBEEE. [T14 22 AZH;Y 1 H— R ( License Conversion
Wizard ) ] DBRBENBERICHEVET,

THOHCBEERFSNATWAERAD PAK 77 A4 )L DIZFR :

License Conversion
Convert PAKs Convert Licenses Conversion History Event Log

The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart
Software Licenses, use the 'Convert o Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the lable, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.

i The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion seftings.

Last Updated : 2019-Apr-17 05:30:35 @
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count or Order Number o,

PAK SKUs Order Number Order Date Virtual Account Status Actions

1 GA-ISE-PLS-T (25) 2018-May07 > CORETAC Convert to Smart Licen...
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen
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Alerts Inventory Convert to Smart Licensing Reporis Preferences Satelites

License Conversion

Convert Licenses Conversion History Event Log

The table below contains devices in your Smart Account that are using traditional licenses that can be converted to Smart Software Licenses. If you do not see a device you expect to see in
the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal. You can also try entering the device information in the License Conversion
wizard,

Last Updated : 2018-Nov-14 10:31:53 @
[

Device Identifier Product Family Eligible SKUs Virtual Account Actions

ch iderm, Virtual Account Q,

. Product Family

No Records Found

No Records to Display

5 BN Z AV AL HROBHEDEZRLE T,

6. ([F2>32 (Actons )] T ) [AN—RT A2 ANDZEH ( Convert to Smart
Licensing )1 20 UY OLET,

License Conversion
Convert PAKs Convert Licenses Conversion History Event Log

The Product Activation Keys (PAKs) below contain licenses that can be used for fraditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart
Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Regisiratior

@ The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-16 09:30:49 @

G o,
PAK SKUs Order Number Order Date Virtual Account Status Actions
C1-ISE-PLS-T (25) 2018-May-07 CORE TAC :::CEZD Snw_u}_:_’
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen...
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen..
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I Convert to Smart Software Licenses

1

Select Licenses

PAK Details:
PAK Mumber:
Partial Fulfillment:
PAK Virtual Account:

Destination Virtual Account

SKUs

SKU

C1-ISE-PLS-T

2

I
Mot Allowed
CORE TAC
CORE TAC -
Licenses Type
ISE_PLUS (ISE Plus License) 1.0 Tarm

Expiration Date

2023-Jul-06

Select the licenses you want to convert to Smart Software Licenses and the Destination Virtual Account to contain them. If the PAK allows partial fulfilment, you will be able to choose the
number of licenses to convert, otherwise all licenses in the PAK will be converted.

Available to Convert

25

Cuantity to Convert

25

Cancel k Next

8. BRABRZHIEL THS [TM4 2 ADEH: (Convert Licenses ) ] 20 UY I LET

.

Convert to Smart Software Licenses

o

1v

Select Licenses

PAK Details:
PAK Mumber:
Partial Fulfillment:
PAK Virtual Account:
Destination Virtual Account

SKUs to Convert

SKU

C1-ISE-PLS-T

License Registration Portal ( LRP ) ZfEfH 9 % %

i

Review and Confirm

Not Allowed
CORE TAC

CORE TAC

Licenses Type

ISE_PLUS (ISE Plus License) 1.0 Term

Expiration Date

2023-Jul-06

1. License Registration Portal (LRP ) ICcOJ A4 > LE T,

http://tools.cisco.com/SWIFT/LicensingUl/Home

Available to Convert

25

o Since all of the licensas are being converted to Smart Licensing, they will no longer appear in the Product License Registration application

Quantity to Convert

25

gy
Gancel Bm@
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http://tools.cisco.com/SWIFT/LicensingUI/Home
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PAKs or Tokens  Licenses  Devices

Add Device
Gel Licenses v Move Licenses » Add Devices
Device Vitusl Acco  Vitual Account:  CSR1000w T | TR S fccou
Product Famiy Cloud Services Router -
CSR000
UDI Product ID-:CSR1000Y Device g
— gentfer
uDi PID CSR1000V

UDI Product ID-=CSR 1000V
I

4. BMU =7 N4 AZBRRL, [ZAECAZAN—RNT M2 AICE# ( Convert
Licenses to Smart Licensing ) ] ZE1TL X9,

PAKs or Tokens Licenses Devices Transactions History
Get Licenses Move Licenses v Add Devices Download Licenses mail Selected Licer
Device Virtual Account Family
@ Cloud Services Router

Download license...
UDI Product ID:CSR1000V

Email license...

Rehost license...

Rehost license from failed device (RMA)... pllie bea

Assign to Smart Account...
UDI Product ID:CSR1000V

_ _ Convert licenses to Smart Licensing...

Get device information...

5. BYNIEN—F Y ILTHOURNIEET, BRITD S AZBRL T [EE
(Submit) ] Z22 VY OLET,



Convert to Smart Entitlements

Device I1D: UDI Product ID:CSR1000V,UDI Serial Number

Product Family: Cloud Services Router

Smart Account: cisco.com
Virtual Account:  csrioooy -
SKU Type Term Date Quantity Available  Quantity to Convert
¥ L-CSR-5G-SEC= Perpetual - 1 1

ﬁ Once these enfittements have been converted they will no longer appear in this portal.

Cancel Submit
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PAKs or Tokens | Licenses Devices = Transactions History

Get Licenses =  Add Mew PAKs/Tokens  Smart Accounts ¥  Manage Paks =  Exportto CSV ~ Show Filter

Licenses
PAK/Token Virtual Account Order Number Product Status Used Available
DEFAULT :
Family: ASR1001 SKU: ASR1_MFGINSTALL CONVERTED 1 0
Cisco ASR 1000 Advanced IP._.
SKU: SLASR1-AIS CONVERTED 4 0
G) NX-05 Advantage license for...
<~  DEFAULT £
Family: Cisco Nexus 8000 5... SKU: NXOS-AD-XF2 . C L
Get Licenses... 3 :
Farnily: Ci M am ;‘:fﬁ;‘;‘;:fgaf;"cense o ATEATE) C L
amily: Lisco Nexus Assign to Smart Account. .. : AL
Convert to Smart Licensing NX-O3 Advantage license for...
Family: Cisco Mexus 801 SKU: NXOS-AD-XF2 RRTEAEEY C L
Get PAK or Token Information... Y — =
oo ) vaniage censefor-. . NFULFILLED 0 1

Family: Cisco Nexus 3000 5... SKU: NXOS-AD-XF2
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a ) Cisco Bug ID CSCvp30661

b ) Cisco Bug ID CSCvt01955
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C9500 32C NW Essentials

C9500 32C NW Advantage

C9500-32C
C9500 32C Cisco DNA Essentials
C9500 32C Cisco DNA Advantage
C9500 32QC NW Essentials
C9500 32QC NW Advantage
C9500-32QC

C9500 32QC Cisco DNA Essentials

C9500 32QC Cisco DNA Advantage
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& T Cisco bug ID CSCvt01955 DFREEAN BN ET, chSOFREEE. 16.12.3a LA

MENTVXRT,

Cisco IOS XE /N—2 3> 16.12.3 LAf&

Catalyst 9500 /\4 N7 #—X VA 7S5Y R T7#—ATR., RARY RD—US514 2 ARTE
{@BID CiscoDNA SA L ARIHNFERENDESICHYELE, ROEXRTIE., Cisco IOS XE

N—=232 16123 LB TOEROEEZERARRTLTVET,
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S 7 : Cisco IOSXE N\—2 32 16121 RV 16,122 A 5DF Y TIL—RIE, 20T A
2 AEBEICAZY ETF, CiscolOS XE /N—2 32 16.9.x, 16.10.x, 16.11.x A5 16.12.3
ANDTYTIL—RTR, HVTAMEARENREAETNET,

C9500 NANT7 #—XVAETFTIDEEICET S FAQ

1. TFNAABEOXRY ND—0F5 4> AZEALTVAROICATOYR—KASRAZY KD
— T4 EVANENETS DO EETTH,

RNARTE, RYRND—=OFNA AILRBLEERZIELTEBAENET, CORTICKY)
EBEDCI00 NANTA—IXAEFILEGFTEL, Catd500 7T Y N7+ —A2{ETHE
PRATEFERATEDLSICKYYET, 16.123 KV EFD, TNAABEOSA > ART %
BERIDAAXA—DR, RAZA B ARTICENLET, ChBEIRYEBOZ A2 AN,
AL ABBILE GARNAZAE AL EEIhDEHTT,

2. AR—RTFAIVRNE220%Y NI—IRIFRTFENBCENBBORBETIA,

COBERZAEARBICERTZENTY, PTNAABEBOTA VAR TZ2HATS
BRXOA X—=TFNAANFBELTVWRFELRELET, TNAABEOZAM VAR
JZERITBDHRNDAX—DR. RAZAEVAZTICERLET, ChlFk, KUEEOX
TN, 42 ABBICSEWAIARAT A ACTBEND-HTT,
dA>74F1L—>3>
BEARE

A=A AOERBHREFEICOVWTR, BRVV—R/TSZYRNTF—LDATLER
A 74FaL—232 HA4ARESBLTLSESL,

f5] - TSystem Management Configuration Guide, Cisco I0S XE Fuiji 16.9.x (Catalyst 9300
Switches)

BEN—DO2ITNAAID h—=0>

TNAARZBRIDUICN IV ZERTIBENHVET, TNAAID =2 EEFEA
BPEHBEN =T @, DAOAFNAREZMISTDAN—RNT AV NIRAICBRETDEEIC
Smart Licensing Portal /* Cisco Smart Software Manager 7> 7L 2 AN S EREND—ZED ~
—O0TT, E—U2EF. EHHPIZEAETNBINTA—RIZWUTEHROD AOAFNA A zE
BRIDBICEATEET,


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html

FEEBEN—DOF, DAOATFNAAEZBAIICEBRIDEZICOKAMETT, BEEN—I .
CallHome ZFEAL T AOONY VT RICEBHMZEY, ELVAN—RNTHVY MIEER
TR2EODEHRETNAAICRERBITZIENTHDEHDTT, DAOATFNA AN EREENDE, b
— O TFEICBYYET,

BRN—VVETOERTEDFMICOVTIF, CCZIVYILTERNBEHA REZSRLT
EZL, FHRICOVTR, REOZAOATFNAADAY74FaL—>3> A4 ReSRLT
<EEL,

BRETAEADRE

AN—RZAEVAZEALTRETDEE, JAOATFNA AR ETRTELEBDIREILCE ST
WBEEASKET, chSORER, DAOFNAAQOAI VR ZA2 AV B—TIA R
( CLI') T show license all A* show license status DI ZR2 ED AV ET,

RIZ, IXNTOREBEZTOFHADIARNERLET,
[FHfi ( R#F2 ) ( Evaluation (Unidentified) ) ] 4R &€

« [l ( Evaluation )] &, FNA AZHRAICEBLIZEEDT 7 AL NORETT,

s COREBEFRBEE, SAOAFNAANEEAI—RN A ARAICEREEATVWEVWA, AX
—RT7HADRNCEEGENRTVAEVBEILRRENET,

« CORETIE., IXNTOMENFEATREELZ>THY ., FNAATTAM L ALXRILZBH
CEETEET,

o FMEHREE. FINA AN RERREODESICERAThET, CORETTFNA AN AL
NDBEERADERFEHY)ERHA,

s FHMAEHAEIEEFERAR 9O BT, 0 AL VA —HTR®Y FHA., FHMEHEANHBRINICKES
&, VDEYRNTBERFTELFEA,

« R EIC1 DOFMEBETEAEL, FNAMAEEICKHLT1 DOFHMAEHEAFR TS hE
9,

« 90 BAZRBL ERASTHMMEHBENr KT TDE. F/N1 Ak EVALEXPIRY E—RIC&EY F
I, L, VO—REBTE, BENOEEXHMEHYFEA, BEOEZA, BRATH
TVWBEDREBYFEA,

c WVVKREVVKEAEBEBREMEZIEIIET,

o FHMAEHAEIEE., TNAADNEEATDICERENATHES T, SATONYIIVRASIKRD 2
D2OXYE—TZZELTVEVWSEICERAENET,

1. BRERICH T D RINEE.
2. HERABERICK T2 RINIGE

[B#REFH ( Registered ) ] IREE

o [BEEH (Registered ) | ld, BERAEEICETLERICEAEENDRETT,

o COWREEWR., ADAFT/NA AN Cisco AN—RNTHIVRNEEEICBEITS CENTREICK
D2THY, BRTETVWDEZRLET,

« FNARAK, SEOBEICEATh? 1 FEEME DAASEZ TR ET,

s FNAAR, FNARATHERAENTVE S RADEREFRERE CSSM IZEELET

« CSSM DISEICISU T, 7/NA AlF [EFREH (Authorized ) | IREEFR 1= 1& [FBS ( Out of


https://www.cisco.com/web/fw/softwareworkspace/smartlicensing/SSMCompiledHelps/c_Creating_a_Product_Instance_Registration_Token.html
https://www.cisco.com/web/fw/softwareworkspace/smartlicensing/SSMCompiledHelps/c_Creating_a_Product_Instance_Registration_Token.html

Compliance ) | IREOWFh A KV ET,

- DIAENOEMBRIF1ETT. 6 nARICYTINIIFT I—2 N J7OATIiHSE
NEFHHNHAASNET, CSSM EBETELRWVWEES, I-IVNIBWHR (1F)FT
SIEHE DAAEOEHZHAET. 1 EFEBIHE, IT—2 T2 ME KRR (Un-
Identified ) | RREEICRY), FHMAHREZEMNICLELSELET, CSSM EHRAA VARV A%
F—EAR—AN SHIBRLE T,

o [EERFE M (Authorized ) ] IREE

o [EFRE M (Authorized ) ] Ik, FINA ANERZFEALTHY, BELTVWS (BONT Y
ALBE2TVEV ) BEICEAESNDRETT,

s COIREEF, CCSMON—F ¥ IILTAHIRNIELVEBEBOS A ANFHY, TN
AATOTAE ADOERAF AR ENTVWSD e ZRLTVET,

s FINA A, 30 BRICEARZEFHIA-HOHLVWEREZ CSSMICEEFELET,

« CORENHRIEF 90 BETY, (EEICEHENAEN LTS )0 BRI, FINA AR
[EFE D HR I N ( Authorization Expired ) | IREEICBITL £

[Fi#4& ( Out of Compliance ) ] R&E

« [FiB4& (Outof Compliance ) ] &, F/NA AN#EREFEAHLTHY, BELTLVWEVL (&
ODINTFALBE2TVD ) BEDIRETT,

« CORER, SAOATFNAADEBERETHIRISTEIN—FYILTHO NMIERTRELRS
12 AFBEWEEIZ, Cisco AN—RKRFHIRNTRRENET,

« [E& ( Compliance ) J/[F&&2&F & ( Authorized ) | IREEICT B ICIF. AN—KRTFHIUNICE
LOWBEBEODS A AZEMTAHEN HYET,

o TINA AN [FHESE ( Out of Compliance ) | REICEZ > TWBBE, FNA AKEHEHY
ICEREHERZEFLET,

s FAEVALHMERSIZEHREFRATE, BENOFEEHYFTEA,

[EFZE DO HR I 1 ( Authorization Expired ) ] 4R &E

o [EFEOHRYIN ( Authorization Expired ) ] ik, #ERZFEAL TVBF/NA AN, BEER T
5Nz Cisco AN—RKRT7HIRE QW BBICHE>TEETETVEWESDIRETT,

s COREEFBEE, DRAOATFNAANA UV EZ—Y NCTIVEATELZLLBE2£h, BRIOE
| D&IZ tools.cisco.com ICER TEBRVBEICRTENET,

« AN—RNFAEADFAVZAVARTIR., COREBICESBEVWKSICTEEDHIC, AT
FINA AN DPBELLEE 0 BIC1 EBEITIHLENf HYET,

« CSSM &, 90 BECOTF/NA AREDBEEHN BA e ZBARELT, FNAMATHEAE
NTVWBIXRNTOSAE R ET—)ILICRLET,

« COREICE>TVWBREHE, TNA AR, BRHE (IDEEHEE ) FrHRERINICEDET,
ERAREEHIZDLOIC1BEIEICOATINOERERALITET,

e VI7RKNDITFI—CIVRE, DAODEDBEEZBRIL TARERZZTRZE, TOK
ZZEEICAELTVWINDP OBILREICEYET,

ZRBEHEIEEHE

16.9.1 IO R A Y F & 16.10.1 UBOIIL—2TlH, AN—RSAMEVANOBTEXETD L
®HIZ CiscoTAC-1 EVWSBEIOFT 7 #J)LRD CallHome 7OA7 7 AN ERENET, T7 7



LETR, COTA77AINREHALIRNITORTIVEAFRABILREENKT,

<#root>
#show cal | - horme profile G scoTAC 1

Profile Name: CiscoTAC-1

Profile status: ACTIVE

Profile mode: Full Reporting

Reporting Data: Smart Call Home, Smart Licensing

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Other address(es): default

<snip>

Cisco Smart Software Manager 7> 7L T AH—N—%FEHALTVWBHE, 79U 71 7% Call-
Home BREND FICHBDHEET RLARK, TOT7O7 74 ( AXFENMXFZ2XA ) Z2FELTV
BPRENBYVET,

<#froot>

(config)#call-home
(cfg-call-home)#profile "CiscoTAC-1"
(cfg-call-home-profile)#destination address http https://

<I P/ FQDN>

/Transportgateway/services/DeviceRequestHandler

tools.cisco.com ZfERT B (ZIlEk DNS AU ETT, DNS B —/N\—& D#EHD VRF ATREET N
TVWBRBEER., IROZETXTAVE—TIAARAEVRFARODEISICERZEENTWVWS &R
x99,

Global Routing Table Used:
(config)#ip domain-lookup [source-interface <INTERFACE>]

(config)#ip name-server <IP>

VRF Routing Table Used:
(config)#ip domain-lookup [source-interface <INTERFACE>] <<-- "ip vrf forwarding <VRF-NAME>" define
(config)#ip name-server vrf <VRF-NAME> <SERVER-IP>

£/, NDS 2FERATELEVEEE. (I RFNACAAOO—HJL DNS #RICESWT ) O—7A
JLDNS AS IPADIYYE T ZBHNICERET SN, CallHome FREMNM DNS &% IP 7 RL Al
BEMAET, XALINITORTOEADHIZZRL TS EE W ( Cisco Smart Software
Manager > 7L =& T tools.cisco.com Tk < DNS B2 FERAT2HBE ).



(config)#ip host tools.cisco.com <Xx.X.X.x>

(Mgmt-vif % & ) HED VRF O 4 > X—7 T4 AN S tools.cisco.com N\DBEFENVDELIZE
XD CLI ZRETHIHBENHYET,

(config)#ip http client source-interface <VRF_INTERFACE>

StackWise X StackWise Virtual TEIET % Catalyst A4 Y FRE, S ADATF/NA ADHREICLK 2
THEAEND T ADBNREDBEENHBYIET,

R M StackWise THR—KE D AA v F (Catalyst 9300 1) —X7% &) .

RYRNDT=DZA4E€ARA ARV TADARAYFEIL 1 D2DTA AN ERAEIhE
9o

CiscoDNASA VA : ARV IHRDAAYFEILI DOTA AN ERAEIhET

EI15HY v—3 (Catalyst 9400 1) —X& &)

RYRND=OZA4 €A ¥ —2AQOARA—N=—NAFZELZ1 2O/ AN EA
TNhET,

CiscoDNAZA A : %= 281 2OTA AN ERERET,
EE M StackWise Virtual THR— K& N3 A A Y F ( Catalyst 9500 > ) —A%B& L) :

RYRND=DZA4E€A ARV TADARAYFZEILL 1 2DZA AN ERAEIE
9o

CiscoDNA At A : ARV IADARAYFEWL 1 DOTA AN ERENET

o

¢« AN—RSAEVAICKLTTIOTAJICTES CallHome Z7O7 740k 1 2 FTY

s TAEVARHIST DHMENRETNATVEIBEICOKMEAETINET,

« AN— A ARACREE AL AODFNA AR, HiET S Cisco AN—KTFHI B
EHEYNCAHBENBESICELVATABRERETDHLENHYET, PAATFTNIA
NDEALFTEY NABNITETVDE, PNAAZERTELAVAIREENBYET, 20
YORFETHRET S D, Network Time Protocol ( NTP ) X° Precision Time
Protocol (PTP ) BEDRALZ7ORN AN ZEALTERETIXLEN HVET, ChSsOE
BILMEREEAFIEICIOVWTE., BEOAAFNAAOA 74F¥21L—>3 > BiA
RESBRLTLSEEL,

« DRAOAFNA ADBEFEHIZERE 1D Public Key Infrastructure ( PKI ) F—I&, E&EICH



BNICREENBEThIEREFEIILENf BVET. FNAATPKI F—ZREFETELDL
=38 & k. copy running-config startup-config & 7= & write memory Y > RZFERA L TRE
ERETDRDERT S syslog MERENET,

o« DAOAFNAAD PKI F—HNEBIICRFEATVEVES, 71—-)IFA—-N—AUO—K
DEZBLTAEAORENF RDODNDAIgEEN HY ET,

« HTTPS 7’OF AR TH—RN—FT 1 O7OF > 2FEATHHE. AN— RS2V AR
T7#)RNTHTTPS 7OF2 0 SSLAAEORITZF/EIR—MLERBA, COHEEZ
HR—RNTBICE. 7OF>TSSL ORITEZEZEMCTS A, Z7OF A SEFEIE
AAEZFEHTIR—BMLET,

<tfroot>

How to Manually Inport Certification as a TrustPoint:

The certificate will need be in a BASE64 format to be copied and pasted onto the device as a TrustPoint
The following example shown below uses "LicRoot" as the TrustPoint name, however, this name can be chan

Device#conf t

Device(config)#crypto pki trustpoint LicRoot
Device(ca-trustpoint)#enrollment terminal
Device(ca-trustpoint)#revocation-check none
Device(ca-trustpoint)#exit

Device(config)#crypto pki authenticate LicRoot

Enter the base 64 encoded CA certificate.

End with a blank T1ine or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: XXXXXXXX
Fingerprint SHAL: XXXXXXX
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

RSZVAR—KTF—RIDIAOHTTP 7OF > 2FERATRHER. ROBIOKRSICIPTRLA
% tools.cisco.com A S7OFVICEETBIHENf HVET,

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
TO

destination address http https://<TransportGW-
IP_Address>:<port_number>/Transportgateway/services/DeviceRequestHandler

RSUAR—KNTF—KRIIADIPF7RLAR, Cisco RIVAR—KRS—KRIIA OGU T
[HTTPSRE ( HTTP Settings ) ] BB L. HTTP H—E RO URL D TFEEZ EhA W ET,

FMICOWTE, Cisco NZVAR—RF—RDITAQOAT74F1L—>32 AR (ZES
) ZESRL T EE L,


https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

NZ7LZ1—hk

SAATFNAARZBAN—RSA LV ARMISOY T NI ITN=—23aVICBITTDEER, 307
RTOBER (BFALIRNITIRT VA, HTTPS 7OF >, Cisco Smart Software Manager
FUTLIR)D—BWEHARELT, ROT7O0—Fv—MNEFERATEET,

AN—RNSA 2 RAEHYR—NFTBDYVTINIDITFTIUI—=RATTYTIL—REhBH
VEDYTRIDITNI)—REEEICHBENDTFNAA (223213 ICHBDPR—INHR
M CiscoIOSXE U —AN—E&ZSR ),

Configure ar Verify [ Enter Token using
Call-home profile > "license smart register
for Smart Licensing Lidtoken <token=" on device
h J ) 4
v Device goes Device goes
Device fails to register REGISTERED and REGISTERED and OUT OF
Configure or Verify Layer 3 AUTHORIZED COMPLIANCE (OOC)
and DNS connectivity to
tools.cisco.com
h J
Possible causes of failure and suggested remedies: Possible reasons why for 00C State:
» Check connectivity with a ping to tools.cisco.com. If « |DToken was generated from wrong Smart Account
the ping fails, check layer 3 and DNS configuration or Virtual Account. Need to confirm comrect Account
« Check call-home profile is fully configured. Not was used.
Y missing a VRF? Correct Profile Active? « There is not enough licenses in Account. Need to
» Has the HTTPS certificate expired? Try renewing confirm on portal licenses are available for use.
Navigate to GSSM or with 'license smart renew auth' « Wrong license is being used on device. Need to
On-premise Server and « Still seeing issues? - See "Common Failure confirm license is set correctly.
generate |DToken Scenarios" Section Below « License subscription has expired and needs to be
renewed.

RORSTIN1—KFIBR., ECFNAAZEBERTERVSFUACESRZBEVTVET,
FINARAZBEFTEIR
NHREN D275, AN—RFA4EAZEBMICT S =HIC, CSSM/Cisco Smart Software

Manager 7> 7L ZATEREND =V Z CLI ZFEALTTFNA RAICERTIHEN HYE
CB

Ticense smart register idtoken <TOKEN>

COTI2AVICRY) RDARY MV ERENTT,

<tfroot>

I Smart licensing process starts



Registration process is in progress. Use the 'show Ticense status' command to check the progress and re

I Crypto key is automatically generated for HTTPS conmmuni cation

Generating 2048 bit RSA keys, keys will be exportable... [OK] (elapsed time was 1 seconds)
%CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or imported by crypto-engine
%PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new IOS PKI configur

! Call-hone start registration process

%CALL_HOME-6-SCH_REGISTRATION_IN_PROGRESS: SCH device registration is in progress. Call-home will poll

! Smart Licensing process connects with CSSM and check entitlenment.

%SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed
%SMART_LIC-6-AGENT_REG_SUCCESS: Smart Agent for Licensing Registration with the Cisco Smart Software Ma
%SMART_LIC-4-CONFIG_NOT_SAVED: Smart Licensing configuration has not been saved

YUSMART LI C-5-1 N COWPLIANCE: All entitlenents and |icenses in use on this device are authorized

%SMART_LIC-6-AUTH_RENEW_SUCCESS: Authorization renewal with the Cisco Smart Software Manager or satelTli

Call Home DR EZHRTBICIE. XD CLI ZETLET,

<{froot>

#show cal | -hone profile all

Profile Name: CiscoTAC-1
Profil e status: ACTIVE

Profile mode: Full Reporting



Reporting Data: Smart Call Home, Smart Licensing
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: http
HTTP address(es): https://tools.cisco.confits/service/oddce/services/DDCEService
Other address(es): default

Periodic configuration info message is scheduled every 1 day of the month at 09:15

Periodic inventory info message is scheduled every 1 day of the month at 09:00

Alert-group Severity
crash debug
diagnostic minor
environment warning
inventory normall
Syslog-Pattern Severity
APF-.-WLC_.* warning
* major

AN—RFAEVADAT—RAZH#RETBICE, XD CLI Z2ETLERY,

<#root>
#show | i cense sumary

Smart Licensing is ENABLED

Registration:

St at us: REGQ STERED

Smart Account: TAC Cisco Systems, Inc.

Virtual Account: Krakow LAN-SW
Export-Controlled Functionality: ALLOWED

Last Renewal Attempt: None

Next Renewal Attempt: Nov 22 21:24:32 2019 UTC

License Authorization:

St at us: AUTHORI ZED

Last Communi cation Attenpt: SUCCEEDED

Next Communication Attempt: Jun 25 21:24:37 2019 UTC

License Usage:
License Entitlement tag Count Status



C9500 Network Advantage (C9500 Network Advantage) 1 AUTHORIZED
C9500-DNA-40X-A (C9500-40X DNA Advantage) 1 AUTHORIZED

TINA ANBRICKBULEEE (BLCIRED "TBHEEZH (REGISTERED ) J TRREWEE ).
FTAV 72472 AFEE ( Out-of-Compliance ) 1 & CSSM ICRBAHBDEZRLET, <
NZEDEEEL TR, AN—MN—F VI THIORNOZA AN BV, IVEITHFTE
PR (AR, BB AN BVION—F Y ILTHIORNASO =0 R

TNIEBE ) BENEASNET, ROZEZBALTEZL,

1. REE —MRNBERBDSF )X ZHET S

923221 OEXARENDFIEEZSRBLTILKEEVY, £, o3> 5cBHETVS,
CD7 14— )L RTHEIBENE—MROBRBOFUFESHBLTIESL,

2. BEXREROFIY

TN A A tools.cisco.com (ZFA LIV RNTFTUOLADIFEE ). /& Cisco Smart Software
Manager 7> 7L 2 AHY—N—ICEETES (ZTLTTCPR—hZHITS D ) & Z2HER
79,

<#root>

#show run all | in destination address http
destination address http

https://tools.cisco.com

/its/service/oddce/services/DDCEService
|

I check connectivity
|

#tel net tools.cisco.com443 /source-interface gi0/0

Trying tools.cisco.com (x.x.x.x, 443)... Open
[Connection to tools.cisco.com closed by foreign host]

FOOR RAEELEVEERE. L—FT12T)Il—II. EETAE—TI/4 A, BLRTT7
AT IOA=ILKEEXTILFIVILET,



¥ :HTTP (TCP/80 ) EBELEE N TH V), HTTPS (TCP/443 ) AR OZ7ORNIILER
2TVWERTY,

DNS 8K HTTP OFMREICETZFHELVWHA RTAICOVWTER, 923> T3 ZESE
BEFEEHE, 2SRBLTLKEETL,

B.AYN—KRFAEADKREZHIETS
ROEDZRELEXT,

#show tech-support Ticense

IRELERE/OVZRRBLET (FHEBEDOLZHIC CiscoTAC DT —ARZEA—72F25FE
k. COHDERNLET ),



4. FNY T A4 ZR—TINICTSB

AR—RZA4EVAT7OLAICHIZEMBERZRETZICE. ChSsOFNYTEZBEMCILE
ER

A TNV T Z2BMILEER, R4 N 41 THEALEKLSIC, CLIZEALTZA4 1Y
AZBEEERIDIVENHYVET,

#debug call-home smart-licensing [all | trace | error]
#debug ip http client [all | api | cache | error | main | msg | socket]

RNETNY T DFEF. NMFIURL—RZEBHCLTHBREZRIELET,

! enable debug
#set platform software trace ios [switch] active RO infra-s1 debug



! read binary traces infra-sl1 process logs
#show platform software trace message ios [switch] active RO

—RNERBDFIF

coto>arTlR, DAOATFNA ADBRPIRLEIERRBIIREIZ AR &5, —RHVE
KBOFVAOVK DAICODVWTEHBLET,

>+ A #1 . AA Y FEE "Failure Reason: Product Already Registered"

"show license all; ®—%P :

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
B R I #EEE - NotAllowed
#HAZER : FAILED on Oct 22 14:25:31 2018 EST
KB OEH : Product Already Registered
R[EOEEFREIT - Oct 22 14:45:34 2018 EST

ROATYT .
-JAATFNAARAEZES —EBRIDVENHYVET,

-CSSM L RAOAFNA AN RRENTVWBEHEEWE., force NTX—REFERATHIHLEN
& ') £9 ( license smart register idtoken <TOKEN> force Z# M ) .

N ABOBBME. KO&SCRFENBIEEHYET,
- Failure reason: The product <X> and sudi containing
udiSerialNumber:<SerialNumber>,udiPid:<Product> has already been registered.
- Failure reason: Existing Product Instance has Consumption and Force Flag is False

>FUF#2 : AA Y FEE "Failure Reason: Your Request could not be Processed
Right Now"Please try again ) _

Mshow license all; ®—%Ff :
Registration:
AT—2R A : REGISTERING - REGISTRATION IN PROGRESS

3R S #EEE - NotAllowed



YIHAZ$ : FAILED on Oct 24 15:55:26 2018 EST
Failure reason: Your request could not be processed right now.Please try again
REIOEEFEFIT : Oct 24 16:12:15 2018 EST
ROATY T

-k 023V ACREETATVRRSCFNY T Z2EBMCL THEOFHABEREZREL &
ER

-CSSM TAN—KR A EZADHLWR =02 ZERLTES —EHLET,

> F 1) 7 #3 : "Failure Reason: The Device Date 1526135268653 is Offset beyond
the Allowed Tolerance Limit"

"show license all; ®—%P :
Registration:
AT—2R A : REGISTERING - REGISTRATION IN PROGRESS
B R I #EE © NotAllowed
#HAZER : FAILED on Nov 1117:55:46 2018 EST

Failure reason: {"timestamp":["The device date '1526135268653' is offset beyond the
allowed tolerance limit."]}

R EOFFFIT - Nov 11 18:12:17 2018 EST
RAENhBDAEEOHZOY :

%PKI-3-CERTIFICATE_INVALID_NOT_YET_VALID: Certificate chain validation has
failed. The certificate (SN: XXXXXX) is not yet valid.Validity period starts on 2018-12-
12:43Z

ROATY T .
-JAOAFNAAOOZAOY JICELVWERARRENATVDS C EZHFELET (show
clock ) o
-VAYINELLKEBREENDLSIC. ARERIZEEIE Network Time Protocol ( NTP ) %
BELET,

-NTP 2R ETZ X VWBEF. clock calendar-valid ASREEhTLV\D & &#EEL., F
BTHRELAEIOY Y (clockset ) A'IEL L (showclock ), EETER XA LAY —RAL
LTHREETNATVWBREARBELET,

~ E:TFT7FINNOATLOOY VX EETEEHE A, clock calendar-valid 2£1T3 2% E



N ravEd.

>F VI #4 1 AA Y FEE "Failure Reason: Communication Transport not
Available"

"show license ally ®—%f :
AT—3Z A : UNREGISTERED - REGISTRATION FAILED
T R BI#EE : NotAllowed
#HAZER : FAILED on Mar 09 21:42:02 2019 CST
KM DIEH : Communication transport not available.
RAEhDAEEOHZ0O07 .

%CALL_HOME-3-CALL_HOME_FAILED_TO_ENABLE: Failed to enable call-home from
Smart Agent for Licensing: The command failed to enable smart call home due to an
existing active user profile.If you are using a user profile other than CiscoTAC-1 profile to
send data to SCH server in Cisco, enter reporting smart-licensing-data under profile mode
to configure that profile for smart licensing.For more details about SCH, check
http://www.cisco.com/go/smartcallhome

%SMART_LIC-3-AGENT_REG_FAILED: Smart Agent for Licensing Registration with the
Cisco Smart Software Manager or satellite failed: Communication transport not available.
%SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software
Manager or satellite: Communication transport not available.

RODATY T :

- 2 A7 /N1 A® show running-config @ & 71 T service call-home (2 & 2 T Call Home
FEMCBEDTVR L ZERLET,

-IELW CallHome ZA7 7ANDN T OT A TICBE2>TVWBR L =#BEBLET,

-F 97 1 77 CallHome 7’07 7 A4 )L T reporting smart-licensing-data A"8&EE TV
PoLzBRLET,

SF VAT HE : AAY F T4 1> AR "Failure Reason: Fail to Send out Call
Home HTTP Message"

Fshow license ally @ —3p :
License Authorization:
AT—22 A : OUT OF COMPLIANCE on Jul 26 09:24:09 2018 UTC

8% OEER1T : FAILED on Aug 02 14:26:23 2018 UTC


http://www.cisco.com/go/smartcallhome

KB OEH : Fail to send out Call Home HTTP message.
RE OBEFEEFIT - Aug 02 14:26:53 2018 UTC
JB{SHABR : Oct 25 09:21:38 2018 UTC
KAENDAEEOHZOY .

%CALL_HOME-5-SL_MESSAGE_FAILED: Fail to send out Smart Licensing message to:
https://<ip>/its/service/oddce/services/DDCEService (ERR 205 : Request Aborted)

%SMART_LIC-3-COMM_FAILED:Communications failure with the Cisco Smart Software
Manager or satellite: Fail to send out Call Home HTTP message.

%SMART_LIC-3-AUTH_RENEW_FAILED:Authorization renewal with the Cisco Smart
Software Manager or satellite: Communication message send error for udi PID: XXX, SN:
XXX

ROATY T
-2 AF/VA AT tools.cisco.com % ping TED & EHERELET,

-DNS ARREES N TV AEWVWIHEEIE., tools.cisco.com ®O—HJL nslookup IP (Z DNS H—
N—ZEETDH, iphost AT—R XV NZRELET,

-TCP 7/R— I 443 (HTTPS THEATHAR—K ) TZAOF/NAL AH S tools.cisco.com A\
O telnet ZFAITLE T,

-HTTPS VA7 RDIEBRAVE—T IA AN ELKERENTVD L Z2H#EL
£

- show call-home profile all ZEA L T, > A17/NA4 AT CallHome Z7O7 7 A4 IL®
URL/IP FELKBEENTVWR & ZHALET,

-IPIL—RMHFELWVWRIARNKRY TZEELTVWDCEE2BRELET,

-2 AAF/INA A, Smart Call Home 4 —/N\—A® /YA, £ IE Cisco Smart Software
Manager > 7L A (Y TT4 K ) TTCPR—K 443 A7 AV o hTWAWC L
ZERELET,

- IE L L Virtual Routing and Forwarding (VRF ) 1 VARV AN BREEThTWVWB &%
Call Home BRETHRRELFET (XLHITZ2HE) .

> F 1) Z #6 : "Failure Reason: Missing Id Cert Serial Number Field; Missing
Signing Cert Serial Number Field; Signed Data and Certificate does not Match" 0%/

— D EYE(E Cisco Bug ID CSCvr41393 TaBAET N TWVWA LS, AL TWS CSSM F
T7LEZAY—N—0OES{LAAEOEMHRATINTVEREEICESNET, ChIFEE
BEMET, BETFNAAEOMBENORBHICABNAIrELBVLSIC, CSSM AV TLIAT
HEORME RO EHZH T TIXLEN BB LEHICELETT,



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393

Fshow license ally @ —%p :

Registration:
AT—2A: UNREGISTERED
AN—KNT A2 K : Example Account
I H AR HIMEE - ALLOWED

License Authorization:
AT—2XA: EVAL MODE
V) OFHEEAR : 65 days, 18 hours, 43 minutes, 0 seconds

REENDAEMEOHZOY .

show logging & =& show license eventlog ATIC, ROILZ—AKRRENET,
SAEVT_DEREGISTER_STATUS msgStatus="LS_INVALID_DATA" error="Missing Id cert
serial number field; Missing signing cert serial number field; Signed data and certificate
does not match"

RODATY T :

- AOAFNAARATCSSM AV TLIAH—N—L O IP EEFBIETNATVD L ZHR
wmlLERT,

-HTTPS ZEAL TW2HE . MEHE O CNAME A7 /Y4 A® Call Home 5E T
ENTVB L ZRRELET,

-DNS #—/N\—THEIHED CNAME ZfRTE L VWHEE. BH%S ip host AT — K X
NERHRL T, RXSMVBEIPFTRLAZIYEZTLETY,

-CSSM AV 7L ZAGEHEODEMHRIINTVWEVWC EZERLET,
-CSSM A 7L S AGEREO BRI TN TWSHESE, CiscoBug ID CSCvr41393
ICREBENTVDIEREOVTIALICHE > TLEZL,

N EFTALRTE, HTTPS B SSLAY RS IA D&Y —/A—IDEFIYILT
URLEEG IPAY—N—DSRUENIFAABERLUTHBI L ZHIELET., COF
EIZ&Y, RARBEIPA—HBLULTVEWEEICDNS IV MU TREREBLS IP7RLAZRE
ALTVWAE, BMBENfEZEDAEMEN DY ET, DNSHFEATELAVEE, FLEHNE
iphost A7 — KX NEEATSH S, no http secure server-identity-check Z5&E 9 %
CET, CORIAFEF IV I ZEIICTEERT,

SFVFHT : RA Y FZ 4 122 AFR "Failure reason: Waiting for reply"
Cshow license all; @ —%B :

License Authorization:
AT—X A : OUT OF COMPLIANCE on Jul 26 09:24:09 2018 UTC
5% OEERT : PENDING on Aug 02 14:34:51 2018 UTC
KB OEH : Waiting for reply
R EOBEFEEFIT - Aug 02 14:53:58 2018 UTC


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr41393

BIEHAPR : Oct 25 09:21:39 2018 UTC
RRENBDAEEOHZDOY :

%PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint SLA-TrustPoint failed Reason :
Failed to select socket.Timeout : 5 (Connection timed out)
%PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint SLA-TrustPoint failed Reason :
Failed to select socket.Timeout : 5 (Connection timed out)

RDATY T

-COBBEREBETSICE, ETIA714F¥ 1L —> 32T SLA-TrustPoint Z none (Z§&
ETHDLENHYET,

show running-config

<omitted>

crypto pki trustpoint SLA-TrustPoint
revocation-check none

CRL & &

AEAERMUAN (CRL) &, RIULAAENIARNTT, CRL K, AEASZRITLL
AL (CA) ICK 2 THEHE N, TORIBEENET, CRLICE, BFiAAZORTHEXR
MANFEENRTVET, CRLOFHEICODVWTR, c5572FRLTEZ,

>FIF#8 : AT —RXAA "OUT OF COMPLIANCE" »Z 142 A

Fshow license all; @ —2p :

License Authorization:
AT—2RA : OUT OF COMPLIANCE on Jul 26 09:24:09 2018 UTC
5% 0EE217 : PENDING on Aug 02 14:34:51 2018 UTC
KB DEH : Waiting for reply
RE OBEEFRIT - Aug 02 14:53:58 2018 UTC
BEEHIPR : Oct 25 09:21:39 2018 UTC

REFENBAEEOHZOT :

%SMART _LIC-3-OUT_OF _COMPLIANCE: One or more entitlements are out of
compliance.

RDATY T

-BYBEAI =R N=FF¥INTAIDROR=DUVHAEREATVD A ES H ZFER
£

-CCTHATREBRTA S AOHZERIBELEXT,


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
https://software.cisco.com/#SmartLicensing-Inventory

VA H#9 : RAA Y FZ A 2 AH%FR "Failure Reason: Data and Signature do not
Match "

"show license all; ®—3%f :
License Authorization:
AT—2R A : AUTHORIZED on Mar 12 09:17:45 2020 EDT
REBNDBEEFIT - FAILED on Mar 12 09:17:45 2020 EDT
KB OEH : Data and signature do not match
REIQBERIT : Mar 12 09:18:15 2020 EDT
BEHIMR : May 09 21:22:43 2020 EDT
RRENDAEEOHZ0O07 .

%SMART_LIC-3-AUTH_RENEW_FAILED: Authorization renewal with the Cisco Smart
Software Manager (CSSM) : Error received from Smart Software Manager: Data and
signature do not match for udi PID:C9000,SN: XXXXXXXXXXX

RDATY T
- license smart deregister AN > RTAA Y FOERZMBRLE T,

- RIZ. license smart register idtoken <TOKEN> force N> RT, FiLWh—U > %
AULTELUARAMYFEEHRLET,

1) Cisco Smart Licensing D7 R—LR—

2)VAROAAZA-FTA -FAVFEIVRNL—=Z2T,

I)AN—=RTAIUKN-BEEBR—ZII : AX—HN VTR IDIT G422 2T
4) AX—KTAIUBN -FHLWTADY NOER : AX=bTHI> b

5> 74F2L—>3> HA4 R (#l)- TSystem Management Configuration Guide, Cisco
IOS XE Fuji 16.9.x (Catalyst 9300 Switches)a



https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



