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1. REDODID—RN—2 3> OWHE:R
<#root>
C9500#show version | in | OS XE

Cisco IOS XE Software, Version 16.09.02

2. 7—NE— ROTER

ISSUIE., StackwiselfRFBAA Y FOEEN A1 AN—ILE—RTEHLTVWRIBEICOHKTR—
hEhFET,

<#root>

C9500#show ver | in I NSTALL
150 C9500-40X 16.9.2 CATI9K_IOSXE INSTALL
2 50 C9500-40X 16.9.2 CATI9K_IOSXE INSTALL


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html

On Catal yst 9400, the above output is not available. Check if the switch booted from packages.conf file

C9400#show version | in System image
System image file is "flash:packages.conf"

Y= FNVRILE-—RTT—RENBDHE, ISSURHR—REhEEA, R4 Y TFHANVR
LE—RTEELTVWREZLISSUZERITLELSETRE, ROKSBIT—HFRRENDHEE
FHWET,

<ffroot>

*Nov 13 14:55:57.338: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R1/0: install_engine: Started install on
ERROR: 1install_add_activate_commit: One-Shot ISSU operation is

not supported in bundl e boot nopde

FAILED: install_add_activate_commit exit(1l) Tue Nov 13 14:56:03 UTC 2018

B.7ZV2ITDBEEXFEUNHBIHESH EHRET
<#root>

Co500#dir flash: | in free

11353194496 bytes total (8565174272 bytes free)

C9500#dir stby-flash: | in free

11353980928 bytes total (8566865920 bytes free)

FLWAX=D7RTDEHIC, 77922 1C0B<EE1 GBOEEHEN HD & aHER
£, AR—ANFTOBBEE. VWA AN=ILT77A4INEO)V—=2T Y7 LT, install
remove inactive N> RZFERAL £,

4. ALY FHSSOE—RTHBDHESH AT
<#root>
C9500#show r edundancy

Redundant System Information :

Available system uptime = 4 minutes
Switchovers system experienced = 0
Standby failures = 0



Last switchover reason

Hardware Mode

Confi gured Redundancy Mode = ss

Qper ati ng Redundancy Mode

Maintenance Mode
Communications

Current Processor Information :

Active Location =
Current Software state =
Uptime in current state =

Image Version

(o]

none

DupTlex

Sso

Disabled
Up

slot 1

ACTIVE

30 minutes

Cisco I0S Software [Fuji]l, Catalyst L3 Switch Software (CAT9K_IOSXE),

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Mon 05-Nov-18 19:32 by mcpre

BOOT = fl ash: packages. conf;

CONFIG_FILE

Configuration register =

Peer Processor Information :
Standby Location
Current Software state
Uptime in current state
Image Version

0x102

slot 2

STANDBY HOT

26 minutes

Cisco I0S Software [Fuji], Catalyst L3 Switch Software (CAT9K_IOSXE),

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Mon 05-Nov-18 19:32 by mcpre

BOOT = fl ash: packages. conf;

CONFIG_FILE
Configuration register

0x102

5 BB 7 — KA BRICHE>TVWRHESH ORER

<tfroot>

C9500#show boot system



Switch 1

Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:
BOOT variable = flash:packages.conf;

Manual Boot = no <<<<< Manual Boot should be set to "no"

Enable Break = no
Boot Mode = DEVICE
iPXE Timeout = 0

Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:
BOOT variable = flash:packages.conf;

Manual Boot = no

Enable Break = no
Boot Mode = DEVICE
iPXE Timeout = 0

BE7—"BEBCBE>TVWEVWEERE., ROLSICEETEERT,

<tfroot>

C9500( confi g) #no boot manua

6. REMDISSUEL 1 2 A N— )L DIRREDHEFT



i COFIEFEECEETT,

<#froot>

C9500#show i ssu state detail

--- Starting Tocal Tock acquisition on switch 1 ---
Finished Tocal Tock acquisition on switch 1

No | SSU operation is in progress <<<<<<<<< |f see anything el se, abort |SSU before proceeding.

Check on how to nmanual |y abort | SSU.

C9500#show i nstal |l sunmary



[ Switch 1 2 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG C 16. 9. 2. 0. 2433 <<<<<<<< State should be Activated & Committed for current version al one.

If not clear install state before proceeding. Check on howto clear install state.

Auto abort timer: inactive

7. T7Y9TI9L—RIZDVIL—RIBDFHLVAX—DZIE—-LFT,
AX=DBTOFT 4TS ¥—> (StackwiseDBE ) LRI T IOT 1T A—=N=N4Y
( Cat9400F7 1 7 IILSUPDOEZE ) ICOA IE—ThIF+5TT,

<#root>
C9500#copy tftp: bootflash:

Address or name of remote host []? X.X.X.X
Source filename []? cat9k_iosxe.16.09.02.SPA.bin
Destination filename [cat9k_iosxe.16.09.02.SPA.bin]?

ISSUD—2o70—-FEBOT7Y7IL—R

INTORRFGZHEAL LS, REOTYTIL—RICEHK, RICRIFEOVThD ZEA
TEET,

cARFYTOT—U 70— (1ATY 70k, O—LNY VBEYR—RERTLERA)
* BATYTDI—U 70— (BATY T EEHK, BEREROO—L/NY IEHR—N)

DVATY7TOI—o 70—

COD—070—- 1 D2DOARATYTOHIRNEEN, FRBHICKRIEET,



E TV 7IL—REEABNICOZIY hEND D, O—INYITEEEA, O—JL
NYOFBHEE. BATY 70— 70—, LEXKET,

<#froot>

/1 This exanple has SW2 as Active and Sw1 as Standby before starting | SSU

Co500#i nstall add file flash:cat9k i osxe.16.09.02. SPA bin activate issu conmt

install_add_activate_commit: START Fri Feb 8 10:07:51 jst 2019
*Feb 8 10:07:52.456 jst: %INSTALL-5-INSTALL_START_INFO: Switch 2 RO/0: install_engine: Started install

--- Starting initial file syncing ---

[2]: Copying flash:cat9k_iosxe.16.09.02.SPA.bin from switch 2 to switch 1

[1]: Finished copying to switch 1

Info: Finished copying flash:cat9k_iosxe.16.09.02.SPA.bin to the selected switch(es)
Finished initial file syncing



--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]
Finished Add

install_add_activate_commit: Activating ISSU

Going to start Oneshot ISSU install process

STAGE 0: Initial SystemLevel Sanity Check before starting | SSU

--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---
--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

STAGE 1: Installing software on Standby

--- Starting install_remote ---

Performing install_remote on Chassis remote
[1] install_remote package(s) on switch 1
[1] Finished install_remote on switch 1
install_remote: Passed on [1]

Finished install_remote

STAGE 2: Restarting Standby

--- Starting standby reload ---

Finished standby reload

--- Starting wait for Standby to reach terminal redundancy state ---

<<<<< Standby (Sw 1) reloads here!!!

<<<<<<<< After Standby (Sw 1) cones up >>>>>>>>>>>

*Feb 8 10:19:10.223 jst:
*Feb 8 10:19:48.421 jst:

*Feb 8 10:19:49.422 jst:

*Feb 8 10:21:02.975 jst:

%REDUNDANCY-3-IPC: IOS versions do not match.

%HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succeeded

%RF-5-RF_TERMINAL_STATE: Terminal state reached for (SSO) <<<<< Standby (Sw

%PLATFORM-6-HASTATUS_DETAIL: RP switchover,

received chassis event became act



<<<<<<<< After new Standby (Sw 2) cones up >>>>>>>>

*Feb 8 10:27:09.715 jst: %HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succeeded

*Feb 8 10:27:10.717 jst: %RF-5-RF_TERMINAL_STATE: Terminal state reached for (SSO).

<<<< | SSU commit starts after this automatically..

*Feb 8 10:28:27.302 jst: %INSTALL-5-INSTALL_START_INFO: Switch 2 RO/0: install_engine: Started install

% OSXEBOOT- 4-1SSU ONE_SHOT: (rp/0): 1SSU finished successfully

*Feb 8 10:29:32.127 jst: %INSTALL-5-INSTALL_COMPLETED_INFO: Switch 2 R0/0: install_engine: Completed i

ISSUFETLES. ICHEKET,
BATY7OD—o 70—

e ZOD—o70—C&, BmM, FOT47, BLRTFOAZY NO3DOFIENFEENET,
TOTA47E, IXTORAYFHFFHFLVWIYTIRNDITFTN=23a TPy TIL—REh
F9, EEL, VZRNIITREREBNICEIIY REhEFLBAN, install commitIX > R%E
FEALTFETETIDHLENf HBVET,

s COT7O—FORNKE, DATALAZRBOVYI7 NV IT7N—=232(CO-ILNYITES
c&ETY,

s O—INY I RAX—HFEFLELTVWEITAE, >ATLREEBNICO—IL/NY JL. install
auto-abort-timer stop&E = lkinstall commit AN RZFEALET, O—ILNY IZRAI—H
FIELTWBRHEEE., LW IRNIITZN=23a>&2FNAALTEEOHBICHEST
E2TLEE, UEioN—>3a o cO—-INY I TEET,

ATY 7 1: adde24 > AN—=ILLET,
COONVRIEFE, 7—R75v22ll4 X—>2AJO0—RL, AODAAYFTREALET

o

<{froot>

/1 This exanple has SW1 as Active and Sw2 as Standby before starting |SSU

C9500#install add file flash:cat9k-universalk9.SPA.16.09.03.BETA.E1.SSA.bin.bin
install_add: START Fri Feb 8 09:22:00 jst 2019

*Feb 8 09:22:02.055 jst: %INSTALL-5-INSTALL_START_INFO: Switch 1 RO/0: install_engine: Started install



--- Starting initial file syncing ---

[1]: Copying flash:cat9k-universalk9.SPA.16.09.03.BETA.EL1.SSA.bin.bin from switch 1 to switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k-universalk9.SPA.16.09.03.BETA.E1.SSA.bin.bin to the selected switch(
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]

Finished Add

SUCCESS: install_add Fri Feb 8 09:26:26 jst 2019 <<<< Wait until install_add says SUCCESS. If fails,

ATY T 2: activateZEA 2 AN—=ILLET,
e COOXVREER[TITDE, KO—EDARMNNIRELET,

(A=ILNY T ZAX—NFEBLTVWACE, O—IINYIZAI—OHRITIND E,
SATLRISSUNHEBEICREIURREBIZO—INYILET, O—INY IRAX—F.
install auto-abort-timer stop AN > RZFEHA T £FEILTEE T, install abortissu IX > R
ZFEATRE, ISSUZO-IINY UTEET,

(NVAZNAARAYFICHLWY 7 NI F7HA7O S a - dsh, AZNAAA
YFRHFLWIYTIRIITN=23TUO—RENET, R, FITATARAYFIIH
LWYZhoI7A7O a->dch, VDO—RENFET, FILLWAX—DEFDOAR
VINAARAYFHTIOTATRAYFIZIRY), FWTFIOTATAALYFHN AR INA 2%
x£9,

COFIEOFRIC, MADAASYFAHLWITRNIITAX-IJTEELET,

<#root>
C9500#i nstal |l activate issu

install_activate: START Fri Feb 8 09:28:27 jst 2019
install_activate: Activating ISSU

*Feb 8 09:28:28.905 jst: %INSTALL-5-INSTALL_START_INFO: Switch 1 RO/0: install_engine: Started install
Going to start Activate ISSU install process

STAGE 0: Initial System Level Sanity Check before starting ISSU
--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---

--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---

Finished Initial System Level Sanity Check

STACE 1: Installing software on Standby



--- Starting install_remote ---
Performing install_remote on Chassis remote

*Feb 8 09:28:31.880 jst: %INSTALL-5-INSTALL_AUTO_ABORT_TIMER_PROGRESS: Switch 1 R0O/0: rollback_timer:
[2] install_remote package(s) on switch 2
[2] Finished install_remote on switch 2

install_remote: Passed on [2]
Finished install_remote

STAGE 2: Restarting Standby

--- Starting standby reload ---
Finished standby reload--- Starting wait for Standby to reach terminal redundancy state ---

<<<<<<<< Standby (Sw-2) reloads here!!!*Feb 8 09:35:16.489 jst: YREDUNDANCY-3-1PC. |1CS versions do not

*Feb 8 09:36:00.238 jst: %HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succeeded
*Feb 8 09:36:01.240 jst: %RF-5-RF_TERMINAL_STATE: Terminal state reached for (SSO)

<<<< At this point, Standby (Sw2) conmes up with new code and joins as Hot Standby
Fi ni shed wait for Standby to reach term nal redundancy state

STAGE 3: Installing software on Active

--- Starting install_active ---

Performing install_active on Chassis 11] install_active package(s) on switch 1
[1] Finished install_active on switch 1

install_active: Passed on [1]

Finished install_active

Chassis 1 reloading, reason - Non participant detected

STAGE 4: Restarting Active (sw tchover to standby) <<<<<<<< At this point, there is a sw tchover ar

--- Starting active reload ---
New software can load after reboot process is completed
SUCCESS: 1install_activate Fri Feb 8 09:37:14 jst 2019

TOF1ATIUAT—NOBEEIC, ISSURT—KREFIVILET,

<#root>
C9500#show i ssu state detai

--- Starting local lock acquisition on switch 2 ---
Finished local lock acquisition on switch 2

Operation type: Step-by-step ISSU
Install type : Image installation using ISSUCurrent state : Activated state
Last operation: Switchover



Conpl et ed operations:

Qper ati on Start time

Activate location standby Chassis 2 2019-02-08: 09: 28: 32
Activate location active Chassis 1 2019-02-08:09: 36: 03
Swi t chover 2019- 02- 08: 09: 37: 16

State transition: Added -> Standby activated -> Active switched-over

Auto abort timer: automatic, remaining time before rollback: 01:43:55
Running image: flash:packages.conf
Operating mode: sso, terminal state reached

<<<<< WAit until SSO terminal state before proceeding to comit.

AT Y 7 3:commitE A ARN—=)ILLET,

commitdX > Rid, BBERIU—2FYTERFL, HLLVYTRITIFEXGEHICADICL
(HEVWA—23>OYTRITFEEBL ). O—LNY IRAI—%ELLET, IV R

DVT—RNEIXNT, HFILWIY T RNDITFT/—NTEEXT,
<#root>

CO500#i nstall comm t

install_commit: START Fri Feb 8 09:45:22 jst 2019
install_commit: Committing ISSU

*Feb 8 09:45:23.533 jst: %INSTALL-5-INSTALL_START_INFO: Switch 2 R0/0:

Going to start Commit ISSU install process

STAGE 0: Initial System Level Sanity Check before starting ISSU

--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---
--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---

Finished Initial System Level Sanity Check

--- Starting install _commit_2 ---

Performing install_commit_2 on Chassis 2
[2] install_commit_2 package(s) on switch 2
[2] Finished install_commit_2 on switch 2
install_commit_2: Passed on [2]

Finished install_commit_2

STAGE 1: Dispatching the commit command to remote

--- Starting install _comit_renote ---

install_engine: Started install



Performing install_commit_remote on Chassis 1
Feb 8 09:48:33.364: %INSTALL-5-INSTALL_START_INFO: RO/0: install_engine: Started install commit

*Feb 8 09:48:33.352 jst: %INSTALL-5-INSTALL_START_INFO: Switch 1 RO/0: install_engine: Started install

Feb 8 09:51:27.505: %INSTALL-5-INSTALL_COMPLETED_INFO: RO/0: install_engine: Completed install commit
[1] install_commit_remote package(s) on switch 1

[1] Finished install_commit_remote on switch 1

install_commit_remote: Passed on [1]

Finished install_commit_remote

SUCCESS: 1install_commit Fri Feb 8 09:51:27 jst 2019

ISSUBDFIYIUUAN
ISSUFERIEET TR L,

s MADAAYFHAHLWYIRNIDITTEHELTVWDCEEZBRELET,

+ show issu state detail DI V) —>THY), EITHFDISSUNFRRENTVEWZ L&
ZBELET,

« show install issu history® H HZFANX T, ISSUNDEIMEN EEICTON L ZRRELET
(X KE16.1011) U—ZLETO X ERTEE ) o

s FILVWBBEZBRMICTBHEIIC, FILWI T RNIVITFICTOBEEZENGD I EEZHEOLE
T,

ISSURERO T V>3~

« ISSUICEBEEANREL LBE. BEFRMICK > T ATANFMHRE (VWA X—2) 2@
BIBDENFRENEKTT, EEL, COFETEXRRITZEGRE. 2v—20FFH) AN
DARBEENET,

s FEHUOANVRIIZ, FITATERZNADOEATEHEWAX—=IHARTENRTVWRIHAES
HZEBAELET (RITENTVEVWESRE, B0 y—>72UANJULET ),

c MADSY—THVWAX=IHNEBLTVWD &R L =%, install remove inactive®
EITLULTREAODAX—=DNY T —D ZHIBRLE T,

s MADY—THWI T RNIITHBEITDELSICE2ES, ISSUBIMEDAZRIRRER §
XNTCFBHTHEHELET, (AZPISSUREZTIVT IR HEICOVTR, CcZ25RLTL
FEW),.

ISSUMD F 1k

« BATYTOI—U70O—T, ISSUNT VT« 77Ot AR (Cabort-timer® R A {1 H
&, DATLNEVWAX=ICHBHPHTER T,



ERMHRICAZNAASSOICELBEVEER. FERICIDHPMABETT, ik,
ASHDEHTHICHDISSUZHITR5EE. FRICLZFMABETT,

<#root>
EXAMPLE : During install add, we notice these erro

rs:

C9400#i nstall add file flash: cat9k _iosxe.16.09. 02. SPA. bi n
install _add: START Tue Nov 13 20:47:53 UTC 2018

*Nov 13 20:47:54.787: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R1/0: install_engine: Started install ad

--- Starting initial file syncing ---

[1]: Copying flash:cat9k_iosxe.16.09.02.SPA.bin from chassis 1 to chassis 2

[2]: Finished copying to chassis 2

Info: Finished copying flash:cat9k_iosxe.16.09.02.SPA.bin to the selected chassis
Finished initial file syncing



--- Starting Add ---
Performing Add on all members
[1] Add package(s) on chassis 1
[1] Finished Add on chassis 1
[2] Add package(s) on chassis 2
cp: cannot stat '/tmp/packages.conf': No such file or directory
[2] Finished Add on chassis 2
Checking status of Add on [1 2]
Add: Passed on [1]. Failed on [2]
Finished Add

FAILED: install_add exit(1l) Tue Nov 13 20:51:58 UTC 2018 <<<<<< install _add failed. If see any such e

C9400#i nstal | abort issu

install_abort: START Tue Nov 13 20:57:40 UTC 2018

install_abort: Abort type ISSU subtype NONE smutype NONE

*Nov 13 20:57:41.759: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R1/0: install_engine: Started install ab
NOTE: Going to start Abort ISSU install process

STAGE 0: Initial System Level Sanity Check before starting ISSU

--- Verifying install_issu supported ---

--- Verifying booted from the valid media ---
--- Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

FAILED: ABORT operation is not allowed in ADDED state
ERROR: install_abort exit(2 ) Tue Nov 13 20:57:49 UTC 2018

*Nov 13 20:57:49.756: %INSTALL-5-INSTALL_COMPLETED_INFO: Chassis 1 R1/0: install_engine:

Conpl eted install abort 1SSU

1) —2ISSUIREE

ISSU upgrade/downgrade/abort/auto-abort A" A L 1= 3B & 1. ISSUDREREZFEITO ) —2
TYTTRRENHYIET,

<#root>
C9400#sh issu state detai

--- Starting local lock acquisition on chassis 1 ---
Finished local lock acquisition on chassis 1

Operation type: One-shot ISSU
Install type : Image installation using ISSU

Current state : Added state
Last operation: Activate location standby Chassis 2 <<<< Previous Add is still pending. This needs to

Completed operations:



Operation Start time

Activate location standby Chassis 2 2018-11-13:16:26:34
State transition: Added

Auto abort timer: inactive
Running image: flash:packages.conf
Operating mode: sso, terminal state not reached

Enabl e Service Internal before you run this commuand

C9400#cl ear install state

clear_install_state: START Tue Nov 13 17:05:47 UTC 2018
--- Starting clear_install_state ---
Performing clear_install_state on all members

[1] clear_install_state package(s) on chassis 1

[1] Finished clear_install_state on chassis 1
Checking status of clear_install_state on [1]
clear_install_state: Passed on [1]

Fi ni shed clear _install _state

C9400#sh issu state detai

--- Starting local lock acquisition on chassis 1 ---
Finished local lock acquisition on chassis 1

No | SSU operation is in progress



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



