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DHCP client DHCP server

= -

 E— I .\
DHCP Discover
[
DHCP Offer
|
DHCP Request
b
DHCP Ack
-

chid, 94T RNEG—NHFRALUHTZRY NIHZHBEICHELETYN, BERTSTRED
WEBA, BEAEDHE. DHCPH—NREIZA T NERBUSTRY NI, LA Y3)L—
TY RNARELAV2ZN L TREARTHIBEN B ET, CDFE. DHCPU L —H#EESN &%
ETY, DHCPUL— (RA Y TFFRLERIL—2 ) #eek. JO—RFYARNEIL—T 12 JARE
Budp A7 LI ZF v+ ANCE#RL, DHCPH—NICEFLET, JREDRY hT—U T
FRAEZNTVBRETT,

DHCP# K T'EVPN/VXLANTZ 7 7 U Y U DRE -

BE. DHCPH—/NEL3ZY ND—U8HATEVPN7 77U Y UICEHEENET, DFV),
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DHCP client DHCP relay DHCP server

Relay address WIERE T
_|:_ - L2 10.1.1.1 192.168.1.1 @ ?
mac= M1 mac= M2 —\
1A DHCP Discover (Broadcast) - 1B DHCP Discover (Unicast) >
ETH (DA=IET.IFAf, SA=M1) ETH (as per next eth segment)
IP (SIP=0.0.0.0, DIP=255.255.255.255) IP (8IP=10.1.1.1, DIP=172.16.1.1)
DHCP (Relay Agent IP addr = 0.0.0.0, client Mac = M1) DHCP (Relay Agent IP addr = 10.1.1.1, client Mac = M1)
B DHCP Offer (Unicast or Broadcast) A DHCP Offer (Unicast)
ETH (DA=m1 or ff:ff:ffff:ff:ff, SA=M2) ETH (as per next eth segment)
IP (SIP=10.1.1.1, DIP=10.1.1.2 or 255.255.255.255) IP (SIP=172.16.1.1, DIP=10.1.1.1)
DHCP (Your IP =10.1.1.2, Relay Agent IP addr = 10.1.1.1, | DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)
3A DHCP Request (Broadcast) _| 3B DHCP Request (Unicast) =
ETH (DA=f:ff:ff:ff.Af:1f, SA=M1) i ETH (as per eth segment) :
IP (SIP=0.0.0.0, DIP= 255.255.255.255) IP (SIP=10.1.1.1, DIP= 172.16.1.1)
DHCP (Relay Agent IP addr = 0.0.0.0, DHCP (Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)
4B DHCP ACK (Unicast or Broadcast)  4A DHCP ACK (Unicast)
'ETH (DA=m1 or fi:ff:(F:MM:H, SA=M2) " ETH (as per next eth segment)
IP (SIP=10.1.1.1, DIP=10.1.1.2 or 255.255.255.255) IP (SIP=172.16.1.1, DIP=10.1.1.1)
DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1, | DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)

JL—chi&g. NTYRNOREETIPEIL—IPICBEVYET, L, DI -—F Y ARNS—
R IA(DAG)DEMAICKY), BENMRETIPRE—ETERVED, VXLANEVPNEBE TS
ARELET, TNTOVIEP SVEEAERIPARU TH B 1, DHCPH—/NA S OBE/NT Y ~
FREFEVN)—TICEEAETNDABEEN BV FT,

L1

Vian101:
10.1.1.1/24

R1 DHCP Server

SIP after relay for L1/L2/L3 is 10.1.1.1
Whom to send packet back?

Vian101:
10.1.1.1/24

L3

Vian101:
10.1.1.1/24

—EBETBRVEGTOBBEEZRERTBICE, V—T7Z&ICVL—&EnBDHCPNTY NZ—ED
IP7RLAZBEATEZDLENHVYET, GIADDRORBZICEETHHOBEEEH Y F T,
DHCPH—/NT, IP7 RLAZEVWHTAELVW =) ZBRIBDUEN HYVET. chik, &
—RNVIAIPT7 RLRA(giaddr)ZHW/N—FBT—IILASKTENET, EVPNT 7TV Y IDEE



. SVIDIP7 KLATHBHBENBYETH, UL—0%, gaddrid UL —IPF KL ( Z0%F
BR—BEOL—TNYY ) CBERISNhET,

FERTBLEN H57—LEDHCPY—/NISBHA TSI}, E5ThELVTT A,

COMBEERRTBICR, AT IVREFEALET. X0, ROBEAYTATIIVHFHY
£7,

. 1 I—>1I2 NE#HID, VXLANEVPNOIBE, COH 7 A7 32BN IDZEELET
— (EERYADMEDI50) . DHCP/ST Y NOREXTTHDEEOY TR Y NERD
L|nk selectiontt 7 47> 3>
M- (FERADMBENOBEEEF152) . DHCPH—/YDO 7 RL A% DServer Identifier
Overridett 7 A 7> 3>
- 151:VRF&/PNID, CcOH 7 A7 3> IZIkVRFE/VPN IDA H V) i?’
DHCPU L —ASDHCPH—NANDONTY NONTY RFY¥7Fry TlE, XORICRTLSIC,
DHCPINT Y RICKRDEKSBEEITEEATS E/b‘ﬁﬁj-%gt&ﬁﬁwu_eé x£79,

[ (] ™ dhep.peap
d m @ NG Qe=sEF S| JF aaal
| W bootp
Ha. delta ip.d Time Source Destination Protocol Length Info
3 0.000000 Bx15a2 (5538) 20:39:84.097953 18.1.251.1 192.168.20.12 DHCP 396 DHCP Discover = Transaction ID 8x19a3

7 0.812357 Bx15a4 (5548) 20:30:04.111765 18.1,251,1 192,168.208,12 DHCP 414 DHCP Request - Transaction ID @x19a3

10 10.7583. @x15a6 (5542) 20:39:14. 870566 10.1.252.1 192.168.209.12 DHCP 396 DHCP Discover - Transaction ID 8x217c

12 0.820232 Bx15a8 (5544) 28:39:14, 891269 10.1,252,1 152,168, 20,12 DHCP 414 DHCP Request - Transaction 10 @x217c

» Ethernet II, Src: a@:b4:39:21:92:3f (al:b4:30:21:92:3f), Dst: Vmware_aB:0a:ed (P0:50:56:a8:0a:ed)
+ Intérnet Protocol Versien 4, Sre: 10.1.251.1, Dst: 192.168.29.12
» User Datagram Protocol, Src Port: 67, Dst Port: 67

» Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (@x@l)

Hardware address length: &

Hops: 1

Transaction ID: @x@0e19a3

Seconds elapsed: @

Bootp flags: OxB@P@, Broadcast flag (Broadcast)

Client IP address: 9.9.9.9

Your (client) IP address: 9.9.9.9 ___—F Rela)l' AgenUGiggqr

r ; _—
elay agent IP address: 10.1.251.1 |—

Client MAC address: Cisco_43:34:c1 (fd:cfie2:43:34:c1)
Client hardware address padding: P0POO20POBR0Q008000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
» Option: (12) Host Name
Option: (55) Parameter Request List
» Option: (6@) Vendor class identifier
Option: (82) Agent Information Optien
Length: 44
v Option 82 Suboption: {1) Agent Circuit ID P Agen[ Circuit ID (\J‘Nl enooded)

Length: 12 P
[(Agent Circuit 10: 010a000800002775010a0000 |—

» Option 82 Suboption: {2) Agent Remote ID

» Option 82 Suboption: {151} VRF name/VPN ID

v

v

v

v

¥ Option 82 Suboption: {158) Link selection (Cisco proprietary) ____F——"' Link Selection {pO{ﬂ from which Ip address should be aSSIQHEU)
Length: 4 e
[Link selection (Cisco proprietaryl: 10.1.101.8 }—
v Option 82 Suboption: (152) Server 1D Override (Cisco proprietary) ¥ Server ID override (used for redirecting DHCP renew over relay)
Length: 4 —_—

Option: (255) End

ALY FDERE :

- AT7232821CF,. ELWDHCP7—ILZZEIRL, HY—NASELWVWU—=TINTY NER
TEHICHEBINTORBAEEATVET,

- Chid, DHCPH—NHAT72 382 REVNEBETEDHBEICOHKBELE TN, IXTO
B—N\HFZELICHFR—RLTVEIDEFTREHYEEA (Win2012r27% & ),

ip dhcp relay information option vpn <<< adds the VRF name/VPN ID to the option 82



ip dhcp relay information option <<< enables option 82
!
ip dhcp snooping vlan 101-102, 201- 202
i p dhcp snoopi ng
!
vl an configuration 101
nmenber evpn-instance 101 vni 10101
|
interface Loopback101
vrf forwarding green
ip address 10.1.251.1 255. 255. 255. 255
|
interface VMl an101
vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source is unique Loopback
i p address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server
H—/YDRE

Win2012 R2BREBZA 7> 31 -UNICE D —FED ) L—IPNTEPZ £ DSV

win20120 XA RBEK., A7 a2 T2 ICEF Y R—REhEVO T, TLink selectiony ¥/
#7232 (5% &Ciscolh B — 150 ) %M L TDHCPY —/\ L OB 7' — L & BRT= 75
WZETT,

CORSBEBEZBRTBZICE, ROT7O—F2EATEXRT,

D L—=IPPRLAOARD—TRERTIHBENHYET, ERLBEWES, DHCPIEDHCP
GIADDRIC—ET27—I)IZRBO0d, N7y hNEEBRLET, VUL—IPT—=IHhSDE)
HTZEBH<SEHIC, DHCPA S EL X IPEHEZMRATIMEN HVET, cOT—I)L %
RELAY_POOLERU'ET
B ETRBIPEEOA—TRERTIHBENHYET, COT—I)L%ZIP_POOLEFTET
cA=N—AOD—T7%=EH L., MAHADATI—7 -RELAY_POOLEIP_POOLZEHZHENH
WET

DHCPN\T Y RAH—=NNTEDLS ICMEBENDIHLZRTHEL LS,

1.DHCPINT Y "R —=NICK2>TEEEILET,
2. GIADDRICES VT, HEY1&A—/N—AOD—7TE7—JLRELAY_POOLABIRENFE T,
3. RELAY_POOLIZIEZZIPT7 RLANBEWES ( ZIADA—THFBRAT A TVWBR ZEITER
LTLKEEV), BUA=N—ROD—7ADIP_POOLIC7 #—=)LINY VL& T,
4. TRLARENTFNOARA—N—T—)LAs5ENEHETsn, UL—IZEVRENET,
COFEODKEBRAE, DHCPT =LA L—T7 RLAICESVTBREND 2, VLANE(
FERVIEPENT—EBEDIN—TNY VU ERETHDHENS $BETT,

CNATaVEFEATRE, UL—IPPRLAICKERIPEEZFATEET,
F7>321. win2012 2% ET 3 FIEO A,

JL—7 RLAODHCPAO—7#ERLET. AUV Y UL, RICRTKSIZ[New Scope] %
EBRLET,



File Action View Help

e 2 0o BE 2

¥ DHCP
4 7 win-bs529narhlv

Display Statistics...

' | New Scope...
b New Multicast Scope...

b o IP

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...
Set Predefined Options...

View y

Refresh

Properties

Help

FIZRTKRDIC, [Next] ZIBIRLE T,



New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Bacl || Next >

Cancel

EROBHZEBREHAZANDL, RICRT RS IC[Next] ZFIRLET,




Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: VIian101 Loopbacks [VNI10101]

Description: Vian101 Loopbacks [VNI10101]

DL—7—ILDOIP7 RLABBREADLET., cOBITR, TY NIYRVEF24TTH, RIZRT
FSCKELTRIEENELKTRIELETELRT (RYRNT—IDHARIZEL>TEBYET
) o



IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses.

—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start |P address: 0. 1 .251. 1

End IP address: 10 . 1 .251.254

—Configuration settings that propagate to DHCP Client

Length: 24 5’

Subnet mask: 20 .25.25. 0

T=IASIXNTOBEHREZRALET, ChFEETT, T5LBVE, COT—IASIPTR
LAZEINHTRENTEFT,



Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:

||. S l

Excluded address range:

10.1.251.1t0 10.1.251.254 Remove

Subnet delay in milli second:
=T
| =

<Bad<|ﬂe)¢>

RI-Rd &>, U—RBEM (F74LhTR8E ) 2RELETS.



Lease Duration
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

| &5 [ o5 | o

DNS/WINS ( CDOHITIFERE ) KEDDHCPA > a >V NTX—RERETEET,



Configure DHCP Options
You have to configure the most common DHCP options before clients can use the f
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now
& No, | will corfigure these options [ater

RICRT KD, R OA—T&2TF7I9T7147ICLET,



Activate Scope
Clients can obtain address leases only if a scope is activated. l

Do you want to activate this scope now?

¢ ¥es, | want to activate this scope now:

" No, | will activate this scope later

RICRITRSIC, REZKRTLET,



New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope. configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

..................................

< Back l Finish ‘l Cancel

..................................

R, 7\—/\"—7\]—7""&14_5'}55?[/?3'0 57U oL, RIZTRT KD IZ[New Superscope] %i&iR
LET,




File Action View Help
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New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
[ E, P Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View v

Refresh

Properties

Help

RICRFTKRSIC, [Next] ZBIRL £,



New Superscope Wizard

Welcome to the New Superscope
Wizard

This wizard helps you create a superscope, which expands
the number of IP network addresses that you canusein a
network.

A superscope allows several distinct scopes to be logically
grouped under a single name.

To continue, click Next.

Next> || [ Cancel

RICRTESIE, A—N—RO-TCEROHDEREZERLET,



Superscope Name
You have to provide an identifying superscope name. |

Name: IVIan101 [VNI10101] superscope]

A—N—AD—7ICEBMTHRAO—7%ERLET,



Select Scopes
You create a superscope by building a collection of scopes.

Select one or more scopes from the list to add to the superscope.

Available scopes:
[10.1.251.0] Vian101 Loopbacks [VNI10101]

RICRTELDIC, EYRNTYTEZ#KTLET,



New Superscope Wizard

Completing the New Superscope
Wizard

You have successfully completed the New Superscope
wizard.

The following superscope will be created:
Name: e - e t AL

Scopes included in this superscope:
[10.1.251.0] Vlan101 Loopbacks [VNI10101]

To close this wizard, click Finish.

< Back ' Finish || Cancel

IP7 RLAZE|V) HTBDHCPT —I)LZHERLET. U 'Y UL T[New Scope...] ZiBIRLET
o BSRLTLEETL,

= DHCP
File Action View Help
= 2R XEcz HE B2®
@ DHCP Contents of Superscope Status Description
4 F win-bs528narhlv o Scope [10.1.251.0) VIan101 Loo... ™ Active ™ Vian101 Loopbacks [VNIT0101]
4 g IPva
i Superscope == 1A AIIAIAT st e
b QScope[ Display Statistics... 101]
-3 Server OF'T{ Mew Scope...
Pelicies -
p @ Filters Cenfigure Failover...
b __—, IPvE Deactivate
View
Delete
Refresh
Export List...
Properties
Help

KIZTRTKSIC, [Next] ZiBIRLET,



New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Bacl Next > Cancel

HIZRTELDIC, EROHDEREFHAZERLET,



Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Wan101 DHCP scope [VNI10101]

Description: Vian101 DHCP scope [VNI10101]|

KICRTEDIZ, 94T NIIPPRLAZEYHTBT=ILORY ND—VERRVERE
LEY,



IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses. [

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: 0.1 .101. 1

End IP address: 10 . 1 .101.254

— Configuration settings that propagate to DHCP Client

Length: 24+

255.295.295. 0

RIZRT &SI, FIALRNF—RITADIPFRLA ( ZOFITE10.1.101.1) ET—ILAS
BRALE T,



Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

Start |P address: End IP address:

(r- . . N

Excluded address range:

Address 10.1.101.1 Remove

RICRTRSIC, V—ARAN—ZHEELXRT,



Lease Duration
The lease duration specifies how long a client can use an |P address from this scope. |

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

| B | o | o

MHBIZISUT, DNS/WINS ( CDHITIEER ) ZIEETEET,



Configure DHCP Options
You have to configure the most common DHCP options before clients can use the f
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now
& No, | will corfigure these options [ater

RICRTRDIC, REZKRTLET,



New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).

2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

..................................

< Back " Finish ‘l Cancel

..................................

T=ILZERLIER, T—ILORVS—ZERTIVENHYET,

- Agent Circuit ID [1]A"—& T DR > —A
. EBEOVIan/VNINH 388k, YL—IPZRLABOYT7—ILE, EVLANNVNIZ EDEV)
HTHOEROIPERHZFERAL TRA—/N—T7—ILZERITE2HBEN HVET
. COFITIE, VNI10101B K012 ERALTVET
AAYFDIERE :

ip dhcp relay information option vpn <<< add the VRF name/VPN ID to the option 82
ip dhcp relay information option <<< enables option 82
!

i p dhcp snooping vlan 101-102, 201- 202

i p dhcp snooping

!
vl an configuration 101

nenber evpn-instance 101 vni 10101

|

interface Loopbackl01l

vrf forwardi ng green

i p address 10.1.251.1 255. 255. 255. 255

!

interface Loopbackl02

vrf forwardi ng green

i p address 10. 1.251.2 255. 255. 255. 255



1

interface Vlanl01

vrf forwarding green

ip dhcp relay source-interface Loopbackl0l <<< DHCP relay source is unique Loopbackl01l
i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

1

interface Vl1anl02

vrf forwarding green

ip dhcp relay source-interface Loopbackl02 <<< DHCP relay source is unique Loopbackl02
i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

File Action View Help

o) HE X2 &= HE ®

@ DHCP
4 5 WIN-BS529NARH1V.EVPNDHCPTEST.com
4 3 IPv4
4| | Superscope VIan102 [VNI10102] superscope

b || Scope[10.1.102.0] Vlan102 DHCP scope [VNI10102]
B 9 Scope [10.1.252.0] VIan102 Loopback [VNI10102]
4| | Superscope VIan101 [VNI10101] superscope
b [ Scope[10.1.101.0] VIan101 DHCP scope [VNI10101]
b L@ Scope[10.1.251.0] VIan101 Loopbacks [VNI10101]
.3 Server Options

| Policies
p ¥ Filters
IPv6

U.L'.

Win2012 R28& 773 322 - [Agent Circuit ID]7 41 —)L ROES

- REOT7O-FOXRARE., —BEOIL—TNYIOERENEVCETT, TOLEH., B0
F7aelT, I—INERID7 1 —I)ILRZBETIHEN BYVET,
- FIEEFR U T9H, Relay IPTIE7%& <Agent Circuit ID7 1 —)L RICESIABZVWAD—7&R
DRI —ERZEMLET,

R —DERRORICRTRSIC, [poollZ2H2 )Y UL, [New Policy] ZiZRL £,



File Action View Help
L A ol WEREY

‘@ DHCP
4 5 WIN-BS529NARH1V
4 3 IPv4
4 || Superscope Vlan101 [VNI10101] superscope
4 E% Scope [10.1.101.0] VIan101 DHCP scope [VNI10101]
'} Address Pool
& Address Leases
b Reservations

., Scope Options

& Poli New Pol
b [@ Scope| sl do [VNI10101]
(.3 Server Optie Deactivate
1| Policies e »
b Filters
b % IPvé Refresh

Export List...
Help

RIZRTESIC, RUZ—DEROHZEREHAZERLET,



Policy based IP Address and Option Assignment iﬁﬁi

This feature allows you to distribute configurable settings (IP address, DHCP options) to
clients based on certain condttions (g.g. vendor class, user class, MAC address, etc ).

This wizard will guide you setting up a new policy. Provide a name (e.g. VoIP Phone
Configuration Policy) and description (e.g. NTP Server option for VoIP Phones) for your
policy.

Policy Name: Vian101 [VNI10101] Option 82

Description: Vian101 [VNI10101] Option 82|

RICRTESIC, HILLEB#EZEMLET,



Configure Conditions for the policy @J

A policy consists of one or more conditions and a set of configuration settings (options, IP
Address) that are distributed to the client. The DHCP server delivers these specffic
settings to clients that match these conditions.

oApoIicywith conditions based on fully qualified domain name can have
configuration settings for DNS but not for options or IP address ranges.

Conditions | Operator | Value

Remove

HICRTRSIC, BYEELZIDEASDL ET([Append Wildcard (MR Y YV AZEnZEVWTLS EE
(A



DHCP Policy Configuration Wizard

Specify a condition for the policy being configured. Select a criteria, operator
and values for the condition.

Relay Agent Information

Operator: |Equals

— Value (in hex)

" Relay Agent Information: I

(¢ Agent Circuit ID:  |010a

(" Agent Remote ID:

(" Subscriber ID:

[~ Prefix wildcard(")
v Append wildcard(®)

COBESHFEBEIRESNE-EHOKRSA

Wireshark i, 010a000800002775010a0000&£ &L W I —2 12 NERIDEHRTEER T,
NF/E. < DIEIF(00002775 hex = 10101 decimal is equal to configured VNI 10101 for the VLAN

10N)ASEHENET,



v Option: (82) Agent Information Option
Length: 44

v Option 82 Suboption: (1) Agent Circuit ID
Length: 12

|Agent Circuit 1D: @1@a@@@8@@@9277501@a@@@@|

» Option 82 Suboption: (2) Agent Remote ID
» Option 82 Suboption: (151) VRF name/VPN ID
v Option 82 Suboption: (150) Link selection (Cisco proprietary)

Length: 4
Link selection (Cisco proprietary): 10.1.101.0

v Option 82 Suboption: (152) Server ID Override (Cisco proprietary)
Length: 4

Server ID Override (Cisco proprietary): 10.1.101.1

Agent Circuit DY 77473 3>k, VXLANVUNIZHL TADERTI> I— REnET,

BIATasier47 Rk BERIDEAT R VNI mod port
WACEN AINAN ANAN ANAN ANAR 2482184 B
01 Oa 00 08 00002775 * *



Configure Conditions for the policy

A policy consists of one or more conditions and a set of configuration settings (options, IP
Address) that are distributed to the client. The DHCP server delivers these specffic
settings to clients that match these conditions.

o A policy with conditions based on fully qualified domain name can have
configuration settings for DNS but not for options or |P address ranges.

Conditions Operator Value
Relay Agent Information - A... Equals 010A000800002775°

IP7 KL AAEYST5 o PEEAERELET. COREEFDAVE. BEDAI—T NI
UTHFRAE Y ET,



Configure settings for the policy

applied.

If the conditions specified in the policy match a client request, the settings will be @

A scope can be subdivided into multiple IP address ranges. Clients that match the conditions
defined in a policy will be issued an |IP Address from the specified range.

Configure the start and end |IP address for the range. The start and end |P addresses for the

range must be within the start and end |P addresses of the scope.

The cument scope |P address range is 10.1.101.1-10.1.101.254

If an IP address range is not configured for the policy, policy clients will be issued an IP

address from the scope range.
Do you want to configure an IP address range for the policy:

Start IPaddress: | 10. 1 .101. 1
End IP address: | 10 . 1 .101.254|

Percentage of IP address range: 100.0

% Yes

" No

RICRTRSIE, CORBETEEDDHCPA 7> IV ZBRTBDEETEET,



Configure settings for the policy
If the conditions specified in the policy match a client request, the settings will be

applied.

Vendor class: DHCP Standard Options

Available Options " Description
[J 002 Time Offset UTC offset in seconds

[J 003 Router Amray of router addresses order

[J 004 Time Server  of time server addresses,
>

<

v

—Data entry
Long:
[0

RICFRT &>, [Finish) £ERLET,



A new policy will be created with the following properties. To configure DNS settings.,
view properties of the policy and click the DNS tab.

Name: Vian101 [VNI10101] Option 82
Description: Vian101 [VNI10101] Option 82

Condttions: OR of

Conditions Operator
Relay Agent Infformation - A... Equals

RICRI KRS, BOELETERFERD

REZITOBENHVET,



& DHCP
4 5 WIN-BS529NARH1V.EVPNDHCPTEST.com
4 T IPv4
4 || Superscope VXLAN Fabric

b | Scope[10.1.101.0] VIan101 DHCP scope [VNI10101]
p || Scope[10.1.102.0] Vlan102 DHCP Scope [VNI10102]
b g >cope[10.1.251.0] Relay IP Loopbacks|
p | Scope[10.2.201.0] VIan201 DHCP scope [VNI10201]
b | | Scope[10.2.202.0] VIan202 DHCP scope [VNI10202]
-3 Server Options

= Policies

b % Filters

b @ IPv6

COIFIATE, SVIOBIZH L TVTEPZ EIC1DO—EDIPT RLAODKEZFRATE,
VTEPZ EZVNISVICZEIC1 DD —EBEDII—TNY U ZERTHIERFETEFE A,

ALY FDRE :

ip dhcp relay information option vpn <<< adds the VRF name/VPN ID to the option 82

ip dhcp relay information option <<< enables option 82
1

i p dhcp snooping vlan 101-102, 201- 202

i p dhcp snooping

|
vl an configuration 101

menber evpn-instance 101 vni 10101

!

interface Loopbackl01l

vrf forwarding green

i p address 10.1.251.1 255. 255. 255. 255

!

interface Vlanl01l

vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source
i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server
!

interface Vlanl02

vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source
i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

Windows Server 2016 0 # iR,

- Windows Server 2016lk, # 7> 38247 #7> a>5( CiscolfEM150) "> Ti#IR
ZEHR—NLTVWET, ChiF, 7—IILBRIC—ZBOVL—IPPRLAZFEALEVC L%
BRLULET, fDYIZ, TUOVIBBR, BT7A72araFEALT, REZARBICEHERLLL
x£7,

- JL—IP7RLAAOT—INEEHZIBEICHKRETT, T5THEWESE, DHCPNT Y ~
FEDAD=TELE—HET, LEBEEhFHA,



ZOHITE, Tlink selectiony A7 a>OFERAFEERLET,

RICRTELSIC, UL—IP7RLADIPT RLAT =L ZRBLET,



< DHCP
File Action View Help

e | 2@ E | A E

% DHCP
v 3 WIN-IC90QQIUTES.EVPNDHCPTEST2016.com

~ Display Statistics...

< | NewsScope..

New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
View

Refresh

Properties

Help




RICRTKSIZ, [Next] ZBIRLET,

New Scope Wizard

Wizard

addresses to computers on your network.

To continue, click Next.

Welcome to the New Scope

This wizard helps you set up a scope for distributing IP

oo

ack Next

RICRIKRSIC, AOA-—TDEROHDEREHAZBERL KT,

Cancel




New Scope Wizard

Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Relay ip pool

Description: Relay ip pool|

< Back Ned> || | Cancel

RICRIELSIC, IPUL—ICERAEhBIPT RLAZEZADLET,



New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start |P address: 0.1 . .25. 1

End IP address: 10 . 1 .251.254

—Configuration settings that propagate to DHCP Client

Length: [ 24+

Subnet mask: 255.255.255. 0

<Back | Met> ]| | Cance

BICRT&ESIC, RAA—TASTRTOEEEBRALT. COBENSOBY U TEBEET,




New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the @
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |P address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:
| | . . . | . . _ Add
Excluded address range:
10.1.251.1to 10.1.251.254 Remove
Subnet delay in milli second:
i |
| 0
<Back | Net> || Cancel

KICRTERDIC, AT IUDNSWINSIBREDNTA—R (COBITIEER ) 2BIRTBZEE
TEET,



New Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the @
scope.

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

" Yes, | want to configure these options now

(¢ No. | will configure these options later:

<Back [ Net> ||| Cancel

K RT KD, [Finish) ZiBIRLET,



New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specffic options (optional).
2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back [ Finish Cancel

JL—OAI—7DEEHNFTEEL I,

RIS, OFAT U RNFIPPRLAZEIBTD 7 —ILZERLE T,
BV YOL, RICRTKSIC[New Scope] ZiEIRLEFT .



¥ DHCP

File Action View Help

| B _' Q) = E |;|I;P
:..; D_HCP Contents of DHCP Server Status Description Failov
v B ‘nfl|\||F-\|C."-}.JQQ|UTEB.EVPNDHCPTESTEUIﬁ.com [ g Scope [10.1.251.0] Relay ip pool ** Active ™ Relay ip pool
- Display Statistics... - . Server Optiens
1. Policies
New Scope... ¥ Filters

Mew Superscope...

= Mew Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

U Define User Classes...

Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View »
Refresh

Export List...

Properties

Help

KIZRTKDIC, [Next] ZiBIRLET,

New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Back Next > Cancel

RICRTLSIC, 7—ILOEROHZBFEHAZBRLET,




New Scope Wizard

Scope Name

You have to provide an identifying scope name. You also have the option of providing @
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Vian101 [VNI10101] pool

Description: Vian101 [VNI10101] pool|

< Back Net> |  Cancel

RICRTELSIC, vian101IZE) HTHIP7 RLAZEFZADLET,




New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start |P address: 0.1 .101. 1

End IP address: 10 . 1 .101.254

— Configuration settings that propagate to DHCP Client

Length: 24+

Subnet mask: 255.255.255. 0

<Back [ Net> ||| Cancel

RICRTRSIC, RAOA=TASF7ALRNT— I IAIPERALET,




New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the @
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

_Start IP address: _End IP address:

| | . .. | S Add
Excluded address range:

Address 10.1.101.1 Remove

Subnet delay in milli second:

| 0+

<Back | Net> || Cancel

RICRTLSIC, V—ABBZEZRELET,



New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:
| B | o [ o

< Back Next > || Cancel

HICRT KD, DNS/WINSHEEDEBIMNTA—RZRETEET (COHITREEBLET ),



New Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the
scope.

N

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

Server Options folder for this server.
Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now

(* iNo. | will configure these options later

The settings you select here are for this scope and ovemide settings configured in the

< Back Next >

Cancel

FinishZ#RL T, RICRTRSICREZTRTLET,




New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).

2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back Cancel

J)L—IP7 RLAZEDT—ILRFBREEINTEST, 16ERTRE—BLEFEA, 7—IILDOERIE
. Y7 F 7> 3a>link selection] ImET&E £,

FLOWT—IZEBINTE, RICRTEDICEBMOEREIHEHY EEA,

¥ DHCP
File Action View Help
&= | rmE . HE B2
‘?, E_'HCP Contents of DHCP Server Status Description
v “f"’:;?mq"’“&?‘rp“DHCPTESTM"U’” 7] Scope [10.1.102.0] VIan102 [VNI10102] po... ** Active ™ Vian102 [VNI10102] pool
v VS 10.1.102.01Vian102 [VNIT0102 7 [] Scope [10.1.101.0] Vlan101 [VNI10101] pool ™ Active ™ Vian101 [VNIT0101] pool
S Apoo [ @5cope [10.1.251.0] Relay ip pool ** Active ** Relay ip pool
| Scope [10.1.101.0] Vlan101 [VNI10101] pool &S Ooti
3 Scope [10.1.251.0] Relay ip pool S SERVEE Chions
- - 1| Policies
5 Server Options S
/| Policies 7| Filters
T Filters
B IPv6

Linux DHCP H#—/\

Linux®isc-dhcp-serverM i EZ R L £,



L —FAT723r82YR—KLTVET, CCTREEEZEORFVIBRY TS
AT, I—2 I NERIDBEHRE1GEBRDIYAV/—FE, BEDT7 4 —)L RIZHL T3]
EHMEFHTEET (Win2012ICH/ L TITbhiELSIC) ., RANEEANS, I—21T
NEMRIDIEHRZEZRETDILNE, 82B5|2FEHATZIHANIHNICEHETT,

SV OBRYT AT 0ORERK., YTXRY REROTTITONET,

CDHITIE, ISCH—/ViEUbuntu LinuxTERENE T,

DHCPH—NZEA 2 AR—=ILLET,

apt-get install isc-dhcp-server
DHCPH—/\%E&ET B (ZI&. letc/dhcp/dhepd.confZiREL £T. (FITRVIMIT 1 X &E/HER
LEXT ),

vi m /et c/ dhcp/ dhcpd. conf

BEOEW (— RO EREE L)

subnet 10.1.101.0 netmask 255.255.255.0 {
option agent.link-selection 10.1.101.0; <<< suboption 82[5] definition

option routers 10.1.101. 1;
option subnet-mask 255.255. 255. 0;

range 10.1.101.16 10.1.101. 254;
}

subnet 10.1.102.0 netmask 255.255.255.0 {
option agent.link-selection 10.1.102.0; <<< suboption 82[5] definition

option routers 10.1.102. 1;
option subnet-mask 255.255. 255. 0;

range 10.1.102.16 10.1.102. 254;
}

subnet 10.2.201.0 netmask 255.255.255.0 {
option agent.link-selection 10.2.201.0; <<< suboption 82[5] definition

option routers 10.2.201. 1;
option subnet-mask 255.255. 255. 0;

range 10.2.201.16 10. 2. 201. 254;
}

subnet 10.2.202.0 netmask 255.255.255.0 {
option agent.link-selection 10.2.202.0; <<< suboption 82[5] definition

option routers 10.2.202. 1;
option subnet-mask 255.255. 255. 0;

range 10.2.202.16 10. 2. 202. 254;
}



ALY FORE
ST, —BBICHR—REhTVBIFUAERALET,

1.DHCPO ZA4T7 > NETF > RVRFIZHY) . DHCPH—/NNEL A V30T 7 # )L NVRFIZ&H V)
£
2.DHCPYZATF7 > NETF MVRFIZH V), DHCPH—NEEUTF > MVRFICH W XS
3.DHCPUZ A7 NETFZ RVRFICH V), DHCPHY =N BIDTF > RVRFICH ) ET
4. DHCPU ZA T NETFH 2 MVRFICHY) . DHCPH —/NE T 7 # )L b LA D IEVXLAN
VRFIZH VKT
chsn>FIFTRE., AA4Y FRITDHCPUL —DRENBETT,

REEMBZF TS 32 BES20ODHCPRE.

ip dhcp relay information option <<< Enables insertion of option 82 into the packet
ip dhcp relay infornation option vpn <<< Enables insertion of vpn name/id to the packet - option
82[151]

FT7AIRNTR, 7> 3>820% 7 7 7< 3 > Link Selection & Server ID Overrideld < 2 134
BOA7>3a>Td (ENTENI50£152),

v Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID

Option 82 Suboption: (2) Agent Remote ID

Option 82 Suboption: (151) VRF name/VPN ID

Option 82 Suboption: (150) Link selection (Cisco proprietary)
Option 82 Suboption: (152) Server ID Override (Cisco proprietary)

vyvyYyjvvyy

A5 DEHRTDHCPH =N ATIMBADOAT > a2 z2B@RTEZVERR,. BEOFTS 3
JICEETEXT,

ip dhcp compatibility suboption link-selection standard <<< "Link Sel ection" suboption
ip dhcp compatibility suboption server-override standard <<< "Server |D Override" suboption

v Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Option 82 Suboption: (11) Server ID Override

vV vy vVYVvyy

HEZVLANIZK U TDHCPARX—EV T ZBMICTIHBEN BV ET,

i p dhcp snooping vlan 101-102, 201- 202
i p dhcp snooping



DHCP-relay source-interface/ O—/NIL > 74 F1L—> 3> #EATEE T,

ip dhcp-relay source-interface Loopbackl01
Fh@F, I3 —TJIA ABNTHRETDCEETEXRT (A X—TITAARERRIO—NI
BRERVEBEEIET ),

interface Vlanl01

vrf forwarding green

ip dhcp relay source-interface Loopbackl0l <<< DHCP source-interface
ip address 10.1.101.1 255. 255. 255.0

i p hel per-address 192. 168. 20. 20

MAEZIL—IP7 RLAEDHCPY —NIC KB IPEGAN HD L ZHBLET,

Leaf-01#ping vrf green 192.168.20.20 source lol0l

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICVWP Echos to 192.168.20.20, tinmeout is 2 seconds:
Packet sent with a source address of 10.1.251.1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
A2VB—T IAARETIE, DHCPH—NOT RLANREENE T, COONY RICIE3DDF
72U BINET, VAT MEY—NEEUVRFRICH Y ET,

interface Vl an101
vrf forwarding green
ip dhcp relay source-interface Loopbackl01l
ip address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.20 <<< DHCP server ip address

VAT NEY—NEEBBVRFICHY)ET (cDBITRE. 77472 M. Y—NEFK
) o

interface Vlanl01

vrf forwardi ng green

ip dhcp relay source-interface Loopbackl01

ip address 10.1.101.1 255.255.255.0

ip helper-address vrf red 192.168.20.20 <<< DHCP server is reachable over vrf RED
end

VRFRDVZA TN, 8XRITO-NIMIL—F 14T FT—T I GRT)IRDOH—/\ :

interface VI an101

vrf forwardi ng green

ip dhcp relay source-interface Loopbackl01

ip address 10.1.101.1 255.255.255.0

i p hel per-address global 192.168. 20. 20 <<< DHCP server is reachable over global routing table
end

TR, IRXNTOAT a2 O—MBNBEREEHEIELET,
DHCPOZA4F > METFH>2 MVRFIZH Y, DHCPH—/NEL 1 V377 #)LNVRFICH Y KT

CD/E, GRTOLoOKE) L —Y—ATY, DHCPUL—k, —BDAE—T I L AICRLT
JO-—NI+IIBREEIET,



fEZWE, vian1011Y > R TIP DHCP relay source-interface Loopback01 A" REL TWVWTE,
JO-NILAV714F1L—>arHFFERENTVET,

ip dhcp-relay source-interface Loopback0 <<< DHCP relay source interface is Lo0
ip dhcp relay information option vpn <<< adds the vpn suboption to option 82
ip dhcp relay information option <<< enables DHCP option 82

ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]
ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]
ip dhcp snooping vlan 101-102,201-202 <<< enables dhcp snooping for vlans
ip dhcp snooping <<< enables dhcp snooping globally
1

interface Loopback0

i p address 172.16. 255. 3 255. 255. 255. 255

ip ospf 1 area O

1

interface Vlanl01l

vrf forwarding green

i p address 10.1.101.1 255.255.255.0

i p hel per-address global 192.168. 20. 20 <<< DHCP is reachable over GRT

1

interface Vlanl02

vrf forwarding green

i p dhcp relay source-interface LoopbackO

i p address 10.1.102.1 255. 255.255.0

i p hel per-address global 192. 168. 20. 20 <<< DHCP is reachable over GRT

1

interface Vlan201
vrf forwarding red

ip dhcp relay source-interface LoopbackO

ip address 10.2.201.1 255.255.255.0

i p hel per-address global 192. 168. 20. 20 <<< DHCP is reachable over GRT

FD#ER, DHCPUL—/N7 Y NEEUSRC IP/IDST IPEERAL TGRTREATEEFET T T,
BH7AT7aREBRYET,

vlan101MDZ 4 :



[ NON ] 7 dheg
aAm e RE e EF I EF @4 QaqE
[Hbootp

No. delta ip.id Time Source Destination

4 v vYVYY

1 0.000000 @x8bb7 (35767)

i LD

23:09:5

0.565098
d.565355

2 A ATINAELe AvQkkO 207801

172.16.255.3

MAsMOEMA ETEATD 172 1& IEE 2

Frame 1: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
Ethernet II, Src: a@:b4:39:21:92:3f (a®:b4:39:21:92:3f), Dst: Vmware_aB:b8:b4 (00:50:56:a8:b8:b4)

|Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.29.28]

User Datagram Protocol, Src Port: 67, Dst Port: 67
Bootstrap Protocol (Discover)

41 Y vVVYVYY

Message type: Boot Request (1)

Hardware type: Ethernet (@x@l)

Hardware address length: 6

Hops: 1

Transaction ID: @x@80007f3

Seconds elapsed: @

Bootp flags: @x8000, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 172.16.255.3

Client MAC address: Cisco_43:34:c1 (fd:cf:e2:43:34:¢1)

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Discover (1)

Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@) Vendor class identifier

Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID

Option 82 Suboption: (2) Agent Remote ID

Option 82 Suboption: (151) VRF name/VPN ID

d|v v v

Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.101.0

>

» Option 82 Suboption: (11) Server ID Override
Option: (255) End

. Vlan102M 54 -

192.168.20.20

LiL.

1072 182 24 A




» Frame 8: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
|p Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.2@|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x000007f4
Seconds elapsed: @
» Bootp flags: @x8008, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 172.16.255.3
Client MAC address: Cisco_43:34:c3 (fd:cf:e2:43:34:¢3)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Length: 8
Vendor class identifier: ciscopnp
v Option: (82) Agent Information Option
Length: 44
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Uption 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.102.0
» Option 82 Suboption: (11) Server ID Override
v Option: (255) End
Option End: 255

4 vVvYvYYY

dvwyyw

VIan201 ( VLAN 101&£1020 &K S ICBRBE TR &L, vifredTRR ) DIFS :



» Frame 19: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
[» Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Reguest (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: 1
Transaction ID: @x00008cch
Seconds elapsed: 0
» Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: ©.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 9.0.0.0
Relay agent IP address: 172.16.255.3
Client MAC address: Cisco_43:34:c4 (fd:cf:e2:43:34:c4)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (82) Agent Information Option
Length: 42
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.2.201.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

4 Yy VVYVYYY

4y v v

Spine-01T, 12 —T7 I A AN SLeaf-0INDNT Y RF ¥ TFyARITEhELE,

Spine-01#sh mon cap TAC buff br | i DHCP

5401 4.402431 172.16.255.3 b F*R 192. 168. 20. 20 DHCP 396 DHCP Discover - Transaction |ID Ox1feb
5403 4.403134 192.168. 20. 20 b"F*R 172. 16. 255. 3 DHCP 362 DHCP Offer - Transaction |ID Ox1feb
5416 4.418117 172.16. 255.3 b~ F*R 192. 168. 20. 20 DHCP 414 DHCP Request - Transaction |ID Oxlfeb
5418 4.418608 192.168. 20. 20 b"F*R 172. 16. 255. 3 DHCP 362 DHCP ACK - Transaction |ID Ox1lfeb

AF7RODHCP/NT Y M&E. VXLANAZ EIMEDEWVIPT T,

Spine-01l#sh mon cap TAC buff det | b Frame 5401:

Franme 5401: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits) on interface 0O
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:dhcpl

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:0d4:92:b2:e4
(7c:21:0d4:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.20

<...skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67

<...skip...>

Dynamic Host Configuration Protocol (Discover)

<...skip...>



COF77O0-FOREBFR/E, EXRBVRFEJO-NIBTIL—MRHETRI B, R
37T RNVRFICEUUL—IP7 RLAZERATESDZETT,

DHCPYZ A4 7> NEDHCPY—NKFRBRUTF> NVRFICH S

_— —_— -_— " N — RS =

CDBEEBE, TFTVRNVRFIZUL—IP7RLAZHRETZ2ON BT,

ALY FDEERE :

ip dhcp relay information option vpn <<< adds the vpn suboption to option 82
ip dhcp relay information option <<< enables DHCP option 82

ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]

ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]

ip dhcp snooping vlan 101-102,201-202 <<< enables dhcp snooping for vlans

ip dhcp snooping <<< enables dhcp snooping globally

interface Loopbackl01l
vrf forwarding green
i p address 10.1.251.1 255. 255. 255. 255

interface Vlanlo01l

vrf forwarding green

i p dhcp relay source-interface Loopbackl01
ip address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.20

interface Vlanl02

vrf forwarding green

i p dhcp relay source-interface Loopbackl01
i p address 10.1.102.1 255.255.255.0

ip helper-address 192.168.20.20

vlan101MDZ 4 :

<<< DHCP is reachable over vrf green

<<< DHCP is reachable over vrf green



4 vV Vv VI

Frame 1: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)

Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)

lInternet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|

User Datagram Protocol, Src Port: 67, Dst Port: 67
Bootstrap Protocol (Discover)

4 vy vyyYy vy vy

>

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x@000016¢cc

Seconds elapsed: @

Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 9.0.0.0

Your (client) IP address: 0.0.0.9

Next server IP address: 0.0.0.0

Relay agent IP address: 10.1.251.1

Client MAC address: Cisco_43:34:cl (f4:cf:e2:43:34:c1)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@8) Vendor class identifier

Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID

4qv v ¥

Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.101.0

» Option 82 Suboption: (11) Server ID Override
Option: (255) End

vlan102M 354 :



» Frame 5: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
» |Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x@1)
Hardware address length: 6
Hops: 1
Transaction ID: @x000016cd
Seconds elapsed: @
» Bootp flags: 8x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: ©.0.0.0
Next server IP address: 0.0.0.9
Relay agent IP address: 10.1.251.1
Client MAC address: Cisco_43:34:c3 (fd:cf:e2:43:34:c3)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Length: 8
Vendor class identifier: ciscopnp
v Option: (82) Agent Information Option
Length: 44
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.102.0
» Option 82 Suboption: (11) Server ID Override
v Option: (255) End
Option End: 255

4 vy vyvYyYVvYYy

4q|vy v Vv

Spine-01h 5Leaf-014 > X—T7 T A ANONTY RF+ T F+ .

Spine-01#sh monitor capture TAC buffer brief | i DHCP

2 4.287466 10.1.251.1 b"F*R 192. 168. 20. 20 DHCP 446 DHCP Di scover - Transaction | D 0x1894
3 4.288258 192.168.20.20 b F*R 10.1.251.1 DHCP 412 DHCP Ofer - Transaction | D 0x1894

4 4.307550 10.1.251.1 b "F*R 192. 168. 20. 20 DHCP 464 DHCP Request - Transaction |D 0x1894
5 4.308385 192.168. 20. 20 b F*R 10.1.251.1 DHCP 412 DHCP ACK - Transaction | D 0x1894

A7 ADODHCP/NT Y MZIEVXLANA T 2L HY) £T,

Frame 2: 446 bytes on wire (3568 bits), 446 bytes captured (3568 bits) on interface 0
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:udp:dhcpl

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:0d4:92:b2:e4
(7c:21:0d4:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.5 <<< VTEP IP addresses
<...skip...>

User Datagram Protocol, Src Port: 65283, Dst Port: 4789

<...skip...>



Virtual eXtensible Local Area Network

Fl ags: 0x0800, VXLAN Network 1D (VNI)

0... GBP Ext ension: Not defined
Don't Learn: Fal se

VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

1...

. 000 .000 0.00 .000
Goup Policy ID: 0
VXLAN Network Identifier (VNI): 50901 <<<<<<<<<<<< L3VNI for VRF green
Reserved: 0

<--- Inner header started --->

Ethernet II, Src: 10:b3:d5:6a:00:00 (10:b3:d5:6a:00:00), Dst: 7c:21:0d4d:bd:27:48
(7c:21:0d4:bd:27:48)

<...skip...>

Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20

<...skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67

<...skip...>

Dynamic Host Configuration Protocol (Discover)

<...skip...>

»27TF > BVRFODHCPO 54 F > M EBIDTF 2 BVRFODHCPH —/Y

COBITIE, 94T MEvrfredT, H—/\Nikvrf greenT 9,
ROD2ODATZ A HYET,

DTAT T L—IPZ#EFL., KYEMEBIL—NEHZERETS

H=NrfICUL—IPERIZFETS (BRIDT—ATRGRTICHL TIT2 0 L EH)
ELDIFAT 2 M HR—REATEY ., L—NREFFTETHSD S, 2EBEOT7 70—
FEBIRTDANEETT,

ALY FORE :

ip dhcp relay information option vpn <<< adds the vpn suboption to option 82
ip dhcp relay information option <<< enables DHCP option 82

ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]
ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]
ip dhcp snooping vlan 101-102,201-202 <<< enables dhcp snooping for vlans
ip dhcp snooping <<< enables dhcp snooping globally

1

interface Loopbackl01l

vrf forwardi ng green

ip address 10.1.251.1 255. 255. 255. 255

!

interface Vl1an201

vrf forwarding red

ip dhcp relay source-interface Loopbackl101

ip address 10.2.201.1 255.255.255.0

i p hel per-address vrf green 192.168. 20. 20 <<< DHCP is reachable over vrf green

vlan201 MH 4 :



» Frame 7: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
» |Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x000016ce
Seconds elapsed: ©
» Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 18.1.251.1
Client MAC address: Cisco_43:34:c4 (f4:cf:e2:43:34:c4)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (82) Agent Information Option
Length: 42
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.2.201.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

4 vy Y VYVYVYY

4dq|v v ¥

Spine-014' 5Leaf-014 > X —T7 T4 A D/NT Y RF v TF v

Spine-01#sh mon cap TAC buff br | i DHCP

2 0.168829 10.1.251.1 b F"R 192.168. 20. 20 DHCP 444 DHCP Di scover - Transaction | D 0x10db
3 0.169450 192.168.20.20 b"F*R 10.1.251.1 DHCP 410 DHCP Ofer - Transaction |ID 0x10db

4 0.933121 10.1.251.1 b"F*R 192. 168. 20. 20 DHCP 462 DHCP Request - Transaction | D 0x10db
5 0.933970 192.168.20.20 b"F R 10.1.251.1 DHCP 410 DHCP ACK - Transaction | D 0x10db

COBITRE. OT7AONTY NEVXLANAZT EILEENET,

Frame 2: 446 bytes on wire (3552 bits), 444 bytes captured (3552 bits) on interface 0
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:udp:dhcpl]

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:04:92:b2:e4
(7c¢:21:04:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.5 <<< VTEP IP addresses
<...skip...>

User Datagram Protocol, Src Port: 65283, Dst Port: 4789

<...skip...>

Virtual eXtensible Local Area Network

Fl ags: 0x0800, VXLAN Network 1D (VNI)

0... .... .... .... = GBP Extension: Not defined



... .0.. .... = Don't Learn: False
1...

T O M
. 000 .000 0.00 .000
Goup Policy ID: 0
VXLAN Network Identifier (VNI): 50901
Reserved: 0

<--- Inner header started --->

Policy Applied: False
Reserved(R): 0x0000

VXLAN Network ID (VNI):

True

<<< L3VNI for VRF green

Ethernet II, Src: 10:b3:d5:6a:00:00 (10:b3:d5:6a:00:00), Dst: 7c:21:0d4d:bd:27:48

(7¢:21:0d4:bd:27:48)
<...skip...>

Internet Protocol Version 4, Src: 10.1.251.1,

<...skip...>

Dst:

User Datagram Protocol, Src Port: 67, Dst Port: 67

<...skip...>

Dynamic Host Configuration Protocol (Discover)

<...skip...>

192.168.20.20

1207 F > BVRFRODHCPY Z 4 72 b £ BIDIEVXLAN VRFA ODHCPH—/

CHOBEHRHOBHELVAABTVS, EHEVRE. NT Y NMIEVXLANA 7 &)L {6 (7
IP(MPLS/GRE/ETC)BEVN BV ETTHN, RENDBEANSEELTT,

COBITIE, 94T NvrfredT, H—/NidvrfgreenTd,

RO2DOOATaUFHY)ET,

- UL—IPRIZAT > bvflCHhY), L— iRtz

RETHLY, EHEHET

CUL—IPRY—/NRICB Y ET (BIOT —ATRGRTIEML THDNEEOEFE) .
ELDISATY MY R—REn, L—NBEATER:®, 2BBEOF 7O—F &38R

PHNEHETY,

AAYFDORE :

ip dhcp relay information option vpn
ip dhcp relay information option

ip dhcp compatibility suboption link-selection standard
ip dhcp compatibility suboption server-override standard

ip dhcp snooping vlan 101-102,201-202

ip dhcp snooping

|

interface Loopbackl01l

vrf forwardi ng green

i p address 10.1.251.1 255. 255. 255. 255

|

interface Vlan201

vrf forwarding red

ip dhcp relay source-interface Loopbackl01l
i p address 10.2.201.1 255.255.255.0

i p hel per-address vrf green 192.168. 20. 20

LB

. RFC 3046
. RFC 3527
. https://docs.microsoft.com

P
1

<<< adds the vpn suboption to option 82
<<< enables DHCP option 82

<<< switch to standard option 82[5]

<<< switch to standard option 82[11]
<<< enable dhcp snooping for vlans

<<< enable dhcp snooping globally

<<< DHCP is reachable over vrf green

cTO_ AN YR—PE RFI XD -Cisco Systems



https://datatracker.ietf.org/doc/html/rfc3046
https://datatracker.ietf.org/doc/html/rfc3527
https://docs.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://www.cisco.com/c/ja_jp/support/index.html
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