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switch: 7O 7 N, FINA AD rommon/7 —hRO—4X—F—RTHDEZRLET,
switch: 7 — RNO—F —F, FNAAEZBEEITZDL-OORENE—ENDT I3 vEETLET, £
AAEERTO2a> D) ARNERTRTDICIE, switch: 7O 7R TOX REHITLET,

?switch:

delete

dir
dns-Tookup
emergency-install
help
history
md5

mkdir
meminfo
net-show
ping
rename
reset
rmdir

set
unalias
unset
version

J—hO—5—#$5

Set and display aliases command

Load and boot an executable image
Concatenate (type) file(s)

Copy a file

Show or Set system date

delete file(s)

List files 1in directories

Send DNS standard query packets
Initiate Disaster Recovery

Present Tist of available commands
Monitor command history

Compute MD5 checksum of a file

Create directory(ies)

Main memory information

Display current network configuration
Send ICMP ECHO_REQUEST packets to a network host
Rename a file/directory

Reset the system

delete directory(ies)

Set or display environment variables
Unset an alias

Unset one or more environment variables
Display boot loader version

AAYTFZREBITDFT7>a>
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1. 7Y A7 74N ATALAICEETD 774 5T S,



2. TFTP £/1& USB A 5 DB E.
3. emergency-install ( CDT V2 3AVICRY), TV 2T FANDATLREBEEENET
) o

A72321:7FY22T7FANSATLICEFETD T 7ML SERTS

COtEU2a>Tlk, 7—rO—F—/rommon 7OV 7 NTREBLEARASNYFOTISYSI1T7
ANYAFLE, REBT—NTET 7 ALATTERETBHELRTTHFIECOLTHH
LET. AMYFRACT7AUABRESATOEVES, TLETHS DT 7 A L OREN T
BBAE., A7 ar2F bk 73 3 &2EALET,

AT Y 71 : boot flash:packages.conf N> RZEE{TULET, dir flash:

ATV 2: AAVTFEBBTRDEDIC2DDTTFANEZATOVThALZEELET, 774
LWEATIZE, RO228HYET,

« Catalyst 9000 ) —X R4 YFRADO T —RNAIBEBNAFVAX=DT 74N (7740
BFIE Tbing )o bnCDT77AILNRFRORSIZRTIENT T, catk_iosxe

.SPA.bin

o Catalyst 9200 ) —X A4 ¥ F Tk, BEED 9300, 9400, 9500, & KT 9600
=X AAYFERUIZN—HIA A= ERENEL A, Catalyst 9200 >
=X RAAYFONAFTIVAAX=DIZR., ROXSBTT7AIGERAUNFHYET,

cat9k_lite_josxe...SPA.bin

s BETBINRILTZZAIUDSHBEBFHRONYT—DRBETD, 77— NATREREBR
(.conf) 774 )Ne confc D7 FANZATZREETAICE., 7ZVZIRICHEDONY T
—2(.pkg) 77ANEBETT, pkg

N OB RTE. N RLE—REAVARN—LE—REBEND 2 DDREHED
BEFOEWCIOVTEHRBLELA, AMYFRAERYITR., 7T—RE—RHFAZYIX
N—BET—HLTVRIRAENHYET, ZHITDTIY NTF—ALNDFE, StackWise 1R
HRTREAAN=IE—RTETITILENHYVET, BIERFOAAMYTFARAEY VORE
N7 —RE—RZHEFETSDICE, exec 7OV 7 MDA 5T R show version 22T LET

o Show versionexec

AAVFENRILE—RTEBTDLEHICFEATES bin 774 OH : bin

<#root>
switch:

dir flash:



<snip>

cat 9k_i osxe. 16.12. 04. SPA. bin

7Z2921RAONY T—2%%FD conf 77 AIILDBlcont (IRODATY T TR, Chso/NYT—
/75‘IEL/\,\C_t’éﬁﬁwﬂ'éﬂnﬁh_?\,\fnﬂﬂﬂbﬁ?’)o

<#root>
switch:

dir flash:

<snip>

14464008 -rw cat9k-cc_srdriver. 16.12. 04. SPA. pkg
89134084 -rw cat9k-espbase. 16. 12. 04. SPA. pkg
1684484 -rw cat 9k-guestshel | . 16. 12. 04. SPA. pkg
531063808 -rw cat 9k-rpbase. 16. 12. 04. SPA. pkg
41799673 -rw cat 9k-rpboot. 16. 12. 04. SPA. pkg
31478788 -rw cat 9k-si pbase. 16. 12. 04. SPA. pkg
60392448 -rw cat9k-si pspa. 16. 12. 04. SPA. pkg
23217156 -rw cat9k-srdriver.16.12. 04. SPA. pkg
7560 -rw packages. conf <-- .conf file calls a group of packages
12907520 -rw cat 9k-webui . 16. 12. 04. SPA. pkg

9216 -rw cat9k-w c. 16.12. 04. SPA. pkg

ATY T 2aconf 77 A DEEZBIRL EHEE. 75V 1RNICEYEBEE/NY F—2 A %
ETT, confCDRATDT—ROKBKIE, NVT—HABBLTWVWSDA, 75V 1RONY T
—TIZ conf 77 AINDFIELTWEWC ENREDOAEESENH Y ETo “conf

BR7T7ANN 7Y 10ONY T2 —HBLTWRAESHERFETSICE, cat

flash:<filename>.conf ZHFTL £, <filename> @EXWREBLDNYT—BR T 7MILBICE
R TLEEV, confeat flash:

.conf

COBEDT 7 A ) AW packages TT o packages

~ E NV T—DBERO conf 77 AILDTFT T # )L NB & packages.conf. TF, TV T L—
REBIZE>TEBDT7ANBICBEZIHEEEH) FTT, confpackagesconf.

ZA Y FHEL<RBTAEDIE TS YL 1T 7 ALY AFACBER phg (/1Y 5= ) 77
4 JL% "9 packages.conf DT F A KNH H : packages.conf.pkg

<{froot>

switch:



cat flash: packages. conf

#! /usr/binos/bin/packages_conf.sh
shalsum: fb7ea5ea75a0cbfl4ce8lcecfl10e5a6d526df86
# shalsum above - used to verify that this file is not corrupted.

#
# package.conf: provisioned software file for build 2020-07-09_21.53
#

# NOTE: Editing this file by hand is not recommended.

<snip>
# This is for CAT9k

boot rp O O rp_boot cat9k-rpboot.16.12. 04. SPA pkg <-- package files are for version 16.12. 4

iso rp 0 O rp_base cat 9k-rpbase. 16. 12. 04. SPA. pkg

iso rp 0 O rp_daenons cat 9k-r pbase. 16. 12. 04. SPA. pkg

isorp O O rp_iosd cat9k-rpbase. 16. 12. 04. SPA. pkg

isorp 0 O rp_security cat9k-rpbase. 16. 12. 04. SPA. pkg

isorp OO0 rp_wc cat9k-w c. 16.12. 04. SPA. pkg

iso rp 0 O rp_webui cat9k-webui.16. 12. 04. SPA. pkg

isorp O O srdriver cat9k-srdriver.16.12.04. SPA. pkg

iso rp O 0 guestshell cat9k-guestshell.16.12.04. SPA. pkg

<snip>

AT Y 7 3 @Yl <filename> T, boot flash:<filename>.bin < > RE /= (& boot

flash:<filename>.conf V> RZFHITL £ T, boot flash:

.bin
boot flash:



.conf

<#root>
switch:

boot fl ash: packages. conf

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf
HURH#HHHRRHHHRR R HHAAR BB HHRR R HHARR LR R AR EHHAR R R HRAR LR R AR LR . . <SNip>

#F7°>3>2 2:USB/TFTP A S EIZEE TS

COtYaUTR, USBT7SYSARSATEERFTFTP H—N—2FEAL T, 7—hO—4
—/rommon 'O 7'~ A 5 Catalyst 9000 ) —X A/ VY FZRBITHFIBICOVTHBALET
o COFETRE, AAYFRNRILE—RTOXBETEEXT, AMYFik, BEITZD 774
NET7SYVDA1TT7TALNDATAICIE—ET, A7 aVEFRATEREA. AV TFEESR
. AMAVYFORBRICEEI7AIINETISYIIICIAE—TRIHENHGBVET, 1 VA=)
E—RICTEIHBENHZDHEEE. N RILE—RTEEICEBBLERBICAVARN=ILE—RICT
BN, A7 3 THEENTVSFIEEFERALET,

AT Y 71 :cisco.com A5 Catalyst 9000 )V —X A/ YF VYT RIITFTEAIO—RLE
9 (5 : catOk_iosxe.16.12.4.bin ) caok_iosxe16.12.4hin B THEA T D L, BRE N TS Message
Digest5 (MD5 ) /\VZ 1 2EZBHTHEFET,

ATYVT2: 89VO—RULEAX—=DZUSB 7Y 21 RTIATEEG TFTP Y —/N—ICEix
LET,

ATY 7 3a: (USB M ) USB BAAYFICEHELET, OV R dirusbflash0: 22170, IE
LOWT7Z7AIIDNRRENTVWDCEZERLET, dir usbflasho:

<tfroot>
switch:

dir usbfl ashO:

Size Attributes Name

805827585 -rw-

cat 9k _iosxe. 16.12. 04. SPA. bin



ATY73b: (TFTP D& )TFTP ZFEATSICIE. BHZFREL T, TFTP H—N—ICEHRT
PO0-HANLIPRYRNIT—DVETARAAYTFHNBETEDRSICTIHREN HVET,

set #FEHLTT7 RLAZRELE,

switch: set IP_ADDRESS 192.168.1.2

set eEALTH T/ RY NYRVERELE T,

switch: set IP_SUBNET_MASK 255.255.255.0

set ZEALTTF7AINT—RIIA2RELEXY,

switch: set DEFAULT_GATEWAY 192.168.1.1

ping ZFEAL T TFTP H—N—ADQEHETANLET,

switch: ping 192.168.1.10
Pinging 192.168.1.10, 4 time(s), with packet-size 16
service type : 0

total length : 9216 bytes
identification : 56580
fragmentation : 0

time to live : 254
protocol : 1

source : 192.168.1.2
destination : 192.168.1.10
<snip>

ATY 7 4 :boot ZEHAL T TFTP £/ & usbflash0 5 A X— % REL £, usbflasho

<tfroot>
switch:

boot tftp://192.168. 1. 10/ cat 9k_i osxe. 16. 12. 04. SPA. bi n

boot: attempting to boot from [tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin]
h/w (environment):

mac : aa:bb:cc:dd:ee:ff

n/w (environment):



ip : 192.168.1.2

mask : 255.255.255.0
gateway : 192.168.1.1
h/w:
interface : ethO0 (Ethernet)
mac : aa:bb:cc:dd:ee:ff
n/w (ip v4):
ip : 192.168.1.2
mask : 255.255.255.0
route(s) : 0.0.0.0 -> 192.168.1.0/255.255.255.0
n/w (ip v6):
ip(s) : FE80::1234:5678:9123:4567/64
: 2001:111:2222:333:4444:5555:6666:7777/64
route(s) : :: -> 2001:111:2222:333::/64
: :: -> FE80::/64
: FE80::999:8888:7777:6666 -> ::/
tftp v4:
server : 192.168.1.10
file : cat9k_iosxe.16.12.04.SPA.b1in

blocksize : 1460
rrrrrrrrrrrrrrrrrrrnrnd

<snip>

F7°2 3> 3: emergency-install Z2EFERALTIE—LERT S

emergency-install DFEZFERA TR E, BEBNY T =K7Y 21T 74N AT ALK
BE., FERERMCN RILE—RTEBL, BTA AN —ILE—RIZEBRL E<HWEEIC
AIYVTF A ARN—IIE—RTREEITEET, emergency-install XV Y RTlE, AM4 Y Fi&E
BRYORBECEBNENY T 27740, NVT—2BRT774I)L, BRET—NEBZFEH
LTEBHLET,

N EE  UTOFETR. 7593177 (LY ATFANESICEEE TS, USTOBRE
FRREENE TP AR TN THEENET,

o Catalyst 9200 1) —X A A ¥ F Ik emergency-install 7 R—K L TVWEH A,

ATY T 1 TFTPEEEGE USBRAHATT IV EAAELBNAFTVAX—=2 (bin) 774N ERE
LET, bingflIIC2VWTEE, COHA RO TS 3> 2 : USB/TFTP A S EIEZREEITS, DA
TYT1~3EERELTLIEETV,

ATY 7 2:dirsda9: AN RZFERALT, 75v221 UANI N=FT4>3IZUANUT7
AN HBDERERLET, dir dao:

DANI T 7AIE, ciscocomhASE T O0—RLEVIZINDITI774I)EEFHLT, OB
—BLOER7OEAEZETLET,

<tfroot>
switch:

dir sda9:



Size Attributes Name

21656489 -rw-

cat 9k-recovery. SSA. bin <-- Recovery | nage

AT Y 7 3 : emergency-install <filepath> AN > RZFEAL T, BRA VAN —I)LFIEZHEHBL
x£¥9, emergency-install

COOXVRE, 72Y2 217 FPANDATLEZT7A—IYBML, A X=2ZAVKR—FK2 N
VTI—JILREALET, TOLAFETITRICE. HI2EEOEHBIAHIAVET,

<tfroot>
switch:

emergency-install tftp://192.168.1. 10/ cat9k_i osxe. 16. 12. 04. SPA. bi n

WARNING: The system partition (bootflash:) can be erased during the system recovery install process.
Are you sure you want to proceed? [y] y/n [n]: vy

Starting system recovery (tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin)

boot: attempting to boot from [sda9:cat9k-recovery.SSA.bin]

boot: reading file cat9k-recovery.SSA.bin

HHARHHHHBHBHBHBH AR AR AR AR H R H 1

<snip>

Downloading bundle tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin...

curl_vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 768M 100 768M 0 0 5522k 0 0:02:22 0:02:22 --:--:-- 7646k

<snip>

Preparing flash....

Flash filesystem unmounted successfully /dev/sda3
Syncing device....

Emergency Install successful... Rebooting

can reboot now

ATY T 4: A4 Y FIE7—bO—A—/rommon ( switch: ) 77O 7 MMZRY £, (switch)boot
flash:packages.conf 1N > RZZE1TL £ boot flash:packages.conf

<#root>
switch:

boot fl ash: packages. conf

boot: attempting to boot from [flash:packages.conf]



boot: reading file packages.conf
#
HHHHHRRHHAHRHHRRRAA AR

NATD—REBEENLZAA Y FOETE

NAD—RTREENERAAMYFZERETSHEE. AZ—KNPYZ7 A0 T74F1L -3 %28
RWTEFERT, 7—NO—F—7OV7 N TEHREZFHAEL T, NAT— RZED startup-config &
/\‘4/\"7\b¥3“o startup-config

B UAMZMA - Catalyst 9400 A4 Y F (2 DOARA—=/N—=)N\A4%) Tk, NAD—
ROEEEERITITREE, BREAVICTDENCEHAIZIRA=N=—NAHZHIBRTS

PBEAFBYNET, ThUADBE, 774XV A=—N=—N1HFEEHZ ) A==

AL SBREOREZO—RTEXRT, BEIZWUTNAT—RZRELLES, EHY

H)A=N=NAHF'FEAL, T7FAIXVA=—N=—"NAHFHLSHEOREZTITEZE

9,



7—hO—&— (switch: ) 77O 7 N T, SWITCH_IGNORE_STARTUP_CFG=1 Y R%=%
1ITUE 9, switch:SWITCH_IGNORE_STARTUP_CFG=1

<{froot>

swi tch: SW TCH_ | GNORE_STARTUP_CFG=1

77— NO—HX PSRV FEREH TR AT32 ) OIZIAVTHAETHATVSIEET,
boot #EAL TAA Y FEREBEBLET,
ALY FHNEREL =5, copy:startup-config <filepath://> 1Y > RT, RXBRODAA Y F=EAL
C72Y22AT7FPANDATLANSAZ—KNPY 7T A 74F1L—>30ZE0ETEET,
copy:startup-config

DEICHUTARAIYTFZREL LS, exec 7O 7 M A S no system ignore startupconfig switch
all IN¥ > R& write memory AN RERITL, AM Y FHASEOT—NTYTHICAZ—KNT
WA 74F21L—230 20— RTEDEDICLERT, nosystem ignore startupconfig switch allwrite

memor yexec

/N 5EE - no system ignore startupconfig switch all & write memory ZF1TL B WEES, AA Y
?‘1’%‘?&@ JO—R H%' = Eﬁi’& L T@EJ LET, no system ignor e startupconfig switch allwrite memory

NAT—=RUANY OYITIN XAZXLDNANA

EBHVOELAZHML T/ —RO—H—ICTIEALELDETRE, AMVYFICIS—AY+t—
INRRENDBDENHYET,

COXYE=2JRF, NAD—ROEEFEMCE>TWVWREZRLTVET,

<tfroot>

The

passwor d-recovery nechani sm has been triggered, but

is currently disabled

. Access to the boot Toader prompt

through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you Tike to reset the system back to the default configuration (y/n)?

YEANTDE, RAYFATFI7FIREREICUEY hEh, 7—rO—F —/rommon 7’07
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