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Policy:

Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)
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Switch#license smart trust idtoken < > all/local
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B, locdA 73 EEATERT,

Switch#license smart trust idtoken < > all/local.

On Successful installation of policy, the same can be verified through 'show license status' CLI.
Switch#show license status

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Policy:

Policy in use: Installed On Nov 07 22:50:04 2020 UTC
Policy name: SLP Policy

Reporting ACK required: yes (Customer Policy)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 60 (Customer Policy)
Reporting frequency (days): 60 (Customer Policy)
Report on change (days): 60 (Customer Policy)



Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 30 (Customer Policy)
Reporting frequency (days): 30 (Customer Policy)
Report on change (days): 30 (Customer Policy)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 90 (Customer Policy)
Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Poalicy)
Report on change (days): 90 (Customer Policy)

Miscellaneous:
Custom Id: <empty>

Usage Reporting:

Last ACK received: Nov 03 12:57:01 2020 UTC
Next ACK deadline: Dec 03 12:57:01 2020 UTC
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Nov 07 22:50:35 2020 UTC
Last report push: Nov 03 12:55:57 2020 UTC
Last report file write: <none>

Trust Code Installed:

Active: PID:C9500-24Y 4C,SN:CAT2344L4GH
INSTALLED on Nov 07 22:50:04 2020 UTC
Standby: PID:C9500-24Y 4C,SN:CAT2344L4GJ
INSTALLED on Nov 07 22:50:04 2020 UTC
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Switch#license smart sync all
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Usage Reporting:

Last ACK received: Nov 03 12:57:01 2020 UTC
Next ACK deadline: Dec 03 12:57:01 2020 UTC
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Nov 07 22:50:35 2020 UTC
Last report push: Nov 03 12:55:57 2020 UTC
Last report file write: <none>
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Configure the desired Transport mode using below CLI.
Switch(config)#license smart transport smart

Running config on Smart Transport Mode:
!
license smart url smart https://smartreceiver.cisco.com/licservice/license

license smart transport smart
!

EEES  Cdl Home RS AR—K

Direct Connect= = [ Direct Cloud AccessE— R D RAROP Tlk, CdlHomeh SV AR—KNZFERATIHBE. T/INA ATROKRED
PHETY,

Configure the desired Transport mode using below CLI.
Switch(config)#license smart transport callhome

Running config on Smart Transport Mode:



service call-home
|

call-home

contact-email-addr shmandal @cisco.com

no http secure server-identity-check

profile"CiscoTAC-1"

active

reporting smart-licensing-data

destination address http https://tools.cisco.com/its/service/oddce/services DDCEService

destination transport-method http
!

% F:F7A4IBMTRE, Cdl-home®IEHET RL AKCSSM URLICEREENTWVWET, Chik, showrunalDERETHERTE
£9,

SLP.CSLU

CSLUE—RIF, 17320 B ZRTTH2THHFROTFNARADTFT7ANLMORNZVAR—NE—RTT, iz, Eva/EvaHiRY)
NTAE AN SBITTRHE, SLPEBITLEREORNS Y AR—ME—REFECSLUT T, CSLUR—A®D MROZ TR, CSLUK
PIECSSMOMBICH Y ET, CSLU Ik, I1—H'—A" CiscoCloud (CSSM ) ICEERY NI —UEKETEBRVKRSICLET, CSLUK
TZAR—RZY ND—=OLTO—ANICETL, BETZIITXNTOPINSEARALR—RNEHXIO—RTEET, FHRR
LAR—KE, 182—%Y MEBTCSSMICEEE D HIIC. WindowsPCILO—AILICREFEENET, CSLUREBERY—ITT
o HEMNWIShEPIOUARNDANRTREN, UDIZFEAL THEBITEET, CSLU TR, P OTREEBRP A2 ALRILE
ERZAEVAGEARRERRLEY, ThSZEHR LR TETEA,

Your

Cisco Product CSLU CSSM —_—

CSLUD A ARN=)L &

CSLUY —JLiE, Windows10NZ 24V AR—)l&h, BfELET, cOYTRIITRCCONMSHATO—RTE, EBHTHE
ATEFET, COV—ILZEAVAN=ITBE, HdpXZ 11— SHelp> Download Help Manual IZ &I L T, Quick Start Guide/User
Manual 27 O—RTEE T,

CSLUZ AV ARN=ITBICE, SAEAZHNECAETIVEN HYET,

FT7Ir—=23>E BEOI—H—ICO&AARM—I)L, OVEI—RTHETZIIXNTOI—H—ICEAAR=ILLEL
CEEBHOLET. UAON—232 0 CSLU N PCICBRICHFETRHER, BRIICT VAV AR—ILTREEZHEBHLET
o TNTE, HLLWAVARN—ITRYTIRNIITOTYTIL—RICEBNFBETT,



I CSLU Setup — X
Choose Installation Options
1 Who should this application be installed for? .

Please select whether you wish to make this software available to all users or just yourself

(O Anyone who uses this computer (all users)

(® Only for me (Emy——)

There is already a per-user

installation. (C: \Users s AppData\Local \Programs\CSLU)
Will reinstall/upgrade.

< Back Next > Cancel
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Add Single Product
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Refresh Product Instance List
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CELU Connectivity
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Switch(config)#icense smart url cslu http://<IP_of CSL U>:8182/cdu/v1/pi

The same can be verified through 'show license status' CLI

Switch#show license status

Load for five secs: 0%/0%; one minute: 0%; five minutes. 0%

No time source, 20:59:25.156 EDT Sat Nov 7 2020

Utility:

Status: DISABLED

Smart Licensing Using Policy:

Status: ENABLED

Data Privacy:


http://%3CIP_of_CSLU%3E:8182/cslu/v1/pi

Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED

Version privacy: DISABLED

Transport:

Type: cslu

Cdlu address: http://<IP_of CSL U>:8182/cdu/v1/pi
Proxy:

Not Configured

Palicy:

Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:

First report requirement (days): 0 (CISCO default)


http://10.106.30.112:8182/cslu/v1/pi

Reporting frequency (days): 0 (CISCO default)

Report on change (days): 0 (CISCO default)

Miscellaneous:

Custom Id: <empty>

Usage Reporting:

Last ACK received: <none>

Next ACK deadline: Feb 05 15:32:51 2021 EDT
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Nov 07 15:34:51 2020 EDT
Last report push: <none>

Last report file write: <none>

Trust Code Installed: <none>
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Add Singla Produwct Refresh Product Instance List
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o HREAVAZVANSOFERRRLA—K

o PAOTY7O—RENEZFEARRLR—K
e HRAVARVANSORBER

o RHMERANCSSMIC7Y7FO—REhFRLL

+ CSSMASEEFELLEIERE

s BRAVAZVALILKMITZEARRL AR — N ORIBLSE

% FEHAYATLADCSLUTRE, IV>RNUBEEICTI9TFA7OUDICHLTOAERTRENET, UJARNCREATVS, VA
FLILEENZEBNFNAADTXNTO UDI ZREFLTVDNDIE CSSM EHFTT,

CSLU B &t H
BPROBRETCHECILEARZEHR—RNTIEHIC, CSLUNDBBRENYR—KENTWVWET, DFVY, CSLUNIPT RL A

JURLZEHNICHRETIHERHY)ERBA. ChiE. DNSH—N—ICIV NV ZBMTRLFFTERREAE T, Chicky, b
SUAR—=RE—RHICSLU (F7 2K ) THBF/INA AK, CSLUZEBNICKREL, LR—KNZREETEET,

CCTHRETIFHRIROELY T,

o DNSH—N—ICIVKNUZERLET, CSLUNIPT RL AZZHicdu-localCI Y E T TRHEN B ET,

o EETREMERRIBILEHIC. R—LY—/N—E DNSEENFNAAFETHEZEALETS,

ZhiCkY), BMOREZTHLBELTE, XYM IT—THAOF/NA AKCSLUICEIEL ., EHHNICRUMLKR—KNZREETEET,
TILE—REFEAL L CSLU

PULLE— RTl&, CSLUNTFNA AN SRUMLAR—RNZEBIZ7OLAZHALET. COT—RTRE, F/N1 ADEMIER
A" CSLU ICEBiEh, CSLUA, BMENEIXNTOTFNSAADT—REEHNICTIIVYFLET, CSLULSOTILIE, FET
R)H—FBZEETEET, RICCSLUNRUMLIR— KN ZCSSMICIEEL ., CSSMA S ZEL EACKX Y E—JAPICEEE N
£9, PULLE— RIE, RESTAPI. NETCONF, 3 &KU'RESTCONFD3DNERZDFRIZL>THR—REIAhTVET,

RESTAPI ZEAL &7 ILE—R

PULLE— RA'RESTAPIZN LU TEMET B ICIE. /N1 RECSLUN SRDBREN BETT,



Configson PI:

Ensure the network reachability from Pl to CSLU is available and working.

!
ip http server
ip http authentication local

ip http secure-server
|

aaa new-model
aaa authentication login default local
aaa authorization exec default local

username admin privilege 15 password 0 lab
!

N I P RBELALISOT O b A RETT,

CSLU-tY NTY7TFIE

LA—NEBENICABRELDICEK. CSLUA CSSM ICAT A LTVRRENHYET,
ATYT1: 4R NJR—=2TAdd Single ProductZ 2R L £ 9,

ATV 2: FINAADIPEAALET,

ATY7 3 EfRFEEL TReAPIZIBIRLE T,

ATYT 4. BRERAVAZAOOQTA 2V IL T v )LZBIRLET,

ATY 7 5:PivIsP VR AELZFE D I—HOI—HFILFov )2 AHLET,

FIE6: REZRTFLET,



L5V Product Instances  Edit Help

Add Product

Host identifier

bt
10.105.41.245

Connncs Memos
CSLU Inftiated - REST AP -

s R

FTINA A, [BET (Name) ] 74 =)L RICIP7RLAOHTEMENET,
FINA A%&BIRL ., Actionsfor Selected > Collect Usagelc BEIL £ 9,

FERRRT—ENEBICIREENDE, Name7 1 — )L RAPIOUDIICEHEh, RALAZTEEHFEIhES, 75— 71—
ILRICKE, BFOARAT—RANRBMENET,

CHU Produet Inptances  Bdit Help
Logout from Ciago

Inventory Freferences.

Product Instances

Add Single Product Acticns for Selected... | Refresh Product Instance List

B s Remove ] Last Contact & Alorts
Filter By HostnP, SM of Filtés By Last Contaet Filtes By Abits
— Eot —_———————————

B wsosaas Collect Usage. . P

Authorization Code Request

e 1-1al1 1€ € 3 3




Froduct Instances
Add Single Product Actions for Selected Refresh Product Instance List

ast Comtact 4

CSSM A5 ACK XY t—&ZELEEEICTFNA AN EEFERATEZBEIE. ACK NP ILREENET., ThUADEE.
ACKIFXDTI)ERTEBENET,

RESTCONFZfRL 7 I)ILE—R

RESTCONFZ/ LU CTPULLE— RZEESEBICE. FNA ATHELRREELCSLUTOFIEZRIZRALET,

Configson PI:

restconf

!

ip http secure-server

ip http authentication local

ip http client source-interface GigabitEthernet 0/0
!

username admin privilege 15 password 0 lab
!

N i chsoBEEO-PABERTT. UT— FREGEATEET.

CSLU-tY NTYTFIE

LR—RNZEBWICAHEES(CE,. CSLUA CSSM ICOT A LTWBHBENHY ET, CSLUNREIR., RUMLR—KNDULE
ELR—MNORESTAPIERIL T,

ATYT1: AR NIAR—TTAD Single Product Z238RL £,
ATYT2: FNAARIPEAALET,
ATY T 3 #EHEE L TRESTCONFEERL £ 9,

ATV T4 BBRAVAZAOOT A2 OLT U v L2 BRULET,



ATY T 5:PivIsT Vv A#ELZF D I—H0I1—ILF oo vIIEANLET,

FIE6 : REZREFLET,

FIR7 : BRULTNA AOERRRT - EZRELET,

Add Product

Host Identifier
Product Instance Login Credentials

Hast "

General
Connect Method
CSLU Initiated - RESTCONF -

NETCONF #FERAL =7 JLE—R

PULLE— RA'NETCONFZN L TEET B ICIE. FNA ATHELRRELCSLUTHOFIEZRICRLET,

Configson PI:

!

ip ssh version
!

netconf-yang

netconf ssh

netconf-yang feature candidate-datastore
|

username admin privilege 15 password O lab
!

To ensure yang process is running, execute the command:

Switch#show platform software yang-management process
confd : Running

nesd : Running

syncfd : Running

ncsshd : Running



dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Not Running

N i chsoBEEO-PLEEATE. UT— NBELEETEET.

CSLU-tvY N7 Y 7FIE

LR—hZBEEBNICERESESICE. CSLUAN CSIM IO A LTVBHBENHY)ET, CSLUNRER. RUMLIR—KNDURE
ELAR—NORESTAPIEELU T,

ATYT1: AR NIAR—2TAd Single Product 28R £,
ATYT2: FNARIPEAALET,

ATV 3 EfAEE LU TNETCONFEERLET,

ATYT 4 BRAVAZZA0O074 LT v L2 BIRLET,

ATYT 5 PivIST O AEEF DI—HOI—HIL TV vIILEADLET,

FIE6: REZREFLET,

FIE7 : BRULTNAADEARRT - ZRNELET,

Add Product

Host Identifier
Product Instance Login Credentials
Host *

General
Connect Method
CSLU Initiated - NETCONF hd

-

%4 #: IXTOEFI(NETCONF, RESTCONF, & &T'RESTAPNT, FNA AVARNZE—FELTEBMNTEET,




—FET7 v 7O0—REERTT S, Menu/N—TProduct Instance > Upload Product Instance Listic BBIL £ 9 ( RORESHE )

Bl 'S JIgiL Liwslias Ul-llll-]

CSLU Product Instances Edit Help

Download All Product Instance List Ctrl+S
Upload Product Instance List Ctrl+U
Send All To Cisco Ctrl+Enter
- Download All For Cisco Ctrl+Shift+S
Upload From Cisco Ctrl+Shift+U

HLWRYTTFYTIA4 RINBAEELET, TCHASTUTL—RNI7AINEAIO—RTEES, CVERD 7 7AILICTF
NAAVARNDTF/NA AQOFEMIEREASDL, CSLUICTYZ7O—RLTEHOFNA A EZBMLET,

Upload Product Instances

Drag & Drop a File

or Browse from your computer.

We have a predefined .CSV template to help you! Download

% EIRXTOERALATOCSLUPULLE—RIZFLT, PICRSVAR—RNEY NEOICERETDHCEEHELET, ChiF
. CLIZERALTRITTEET,

Switch(config)#license smart transport off

Il E— RZEAL %= CSLU

CSLU [k, CSSM A S E— RTRITTEE T, Chlk, CSLUDA U Z—XY NERZHFTLEVERBTY ., ERMERET—
RTERE, IXTOFNAADLR—KHNCSLUNSFETHA I O—REN, CSSMIZTY7TO—RENET, TDE, ACK AV
T—IHCSSM ABSKTIO—REN, CSLUICT Y 7TO—RENET, CSLUR, BlIEHmEPINSERBNZTI/TY 2L,



PIZACKX Y E—2 ZRIELE T,

AT Y7 1:CSLU PreferenceX—< T, #7°2 3> Cisco Connectivity2 A 7ICLET, ChiZkY, AN Y —EREFATE
BWCENBREEIET,

ATV 2 REEREFELET,

CELY  Product ingtances  Edit  Help

Preferences

Cisco Connectivity CSLU Connectivity

W Cisco Is Not Availabie
- 8182

&180
BU Production Tes!

Starfieet
O vaigate Device

CllsersinagramaciAppDataiRoamingiCSLU

Product Instance Initiated only

Reset

AFY 7 3 : Menu/N—T, Product Instances> Download All for Cisco2 7Y I LET, ChiZ&kY), targz® 7 7 A4 LA CSLUICH
JAO—RENET,

CSLU Product Instances Edit Help

Download All Product Instance List Ctrl+S

ATYVT4: J7AINECSSMIZFT Y 7O—RLET, CSSMAN—RFT AT MAR— T, Report > Usage Data Files > Upload
usage datal_ BEIL£9., RYTT YT T, tagz7 74N ET7Y7O-RLET,

Upload Product Instance List
Send All To Cisco

Download All For Cisco

Upload From Cisco

Ctrl+U

Ctrl+Enter

Ctrl+Shift=S
Ctrl+Shift=U



Cisco Software Ceniral > Smart Software Licensing @l BU Production Test

Smart Software LlCEnSlng Feedback Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity
Reports
Report Usage Data Files Reporting Policy

Devices can be configured to report the features that they are using,
This usage then determines which licenses are needed, in order to be compliant.

Upload Usage Data... Search by File Name, Virtual Account Q,
G) Usage Data File Reporied Virtual Account Reporting Status Devices  Acknowledgement
Usage_SLR_1.txt 2020-0ct29  Quake @ No Errors 21\ Covimiload
Usage_SLR.txt 2020-0ct29  Quake ) No Errors 1  Download
UD_SA_BU_Production_Tes!_200ct28_11_11_03 2020-Oct-28  DLC-VA1 © No Errors A
UD_SA_200ci28_10_49_13_092.tar.gz 2020-0ct28  DLC-VAT O o Errors j) (ICowncsd
UD_SA_BU_Production_Test_200¢128_10 46 26 2020-0ct-28  DLC-VA1 © No Errors g  Download
Usage_17_3_2.txt 2020-0ct-28  Quake D o Errors 1  Download
Usage_17_3 2.6 2020-Oct-28  Quake € Errors (1) T aad
Usage_17_3 2.txt 2020-Oct-28  Quake O no Ernors 1  Download
25 J Showing Page 1 of 3 {74 Records) > bl

Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File:

UD_SA _BU_Production_Test_20Nov12_01_01_02_466.tar.gz

Upload Data Cancel

AFVT 5 F—AFnBENhD E, BRBENERENET, ACK7FPAINEA D O—RL, CSLUILT Y7 O—RLET,



Reports

Report Usage Data Files Reporting Policy

Devices can be configured to report the features that they are using.

This usage then determines which licenses are needed, in order o be compliant.
Upload Usage Data...
() Usage Data File Reported Virtual Account

® UD_SA_BU_Production_Test_200ct28_11_11_03 2020-Oct-28  DLC-VA1

Search by Fife Name, Virtual Account Q,

Devicesll Acknowledgement
1 Download

FIEG6:CSLUT, XZ1—/N—H"SACKT77AI)I%EAKR—KL, ROBEIZTT &S IZProduct Instances > Upload from CiscolZ #

BLEY,

CSLU Product Instances Edit Help

Download All Product Instance List

Upload Product Instance List

“ Send All To Cisco

Download All For Cisco

Upload From Cisco

Ctrl+S
Ctrl+U

Ctrl+Enter

Ctrl+Shift+5
Ctrl+Shift+U

FIE7 : ACKAT7Y7O—REhDE, XvE—IHAPICEEENET, AUEZE [7T—b (Alets) | JITHERTEET,

CSIU  Product Indtances Edt  Help

Product Instances

Add Single Product for & | Refresh Product Instance List
O Hame Last Contact §
O UDI_PID:COS00-320C; UDI_SN-.CAT2143L15K 12-Now-2020 01:10

SLP-F7Z42E—R

Al

& COMPLETE: Usage report acknewiedgement to product instance

o 8

SLPiE, BEATSAVE—RTEEELET, ChIFEIL, 1 VF—FY NERZBEXETIC, CSLUZFEALAVWCZ & ZER
T3, AMWEEBLELTVWEVRY RD—TRAITTT, 754 VE—RTR, FTUAR—NEOfICEREENET,



Switch(config)#license smart transport off
Same can be verified through, 'show license status
Switch#show license status

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Transport Off

Policy:

Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Miscellaneous:
Custom |d: <empty>

Usage Reporting:

Last ACK received: Nov 11 15:41:10 2020 EDT
Next ACK deadline: Dec 11 15:41:10 2020 EDT
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Dec 07 21:42:30 2020 EDT
Last report push: Nov 07 21:42:30 2020 EDT
Last report file write: <none>

Trust Code Installed: <none>



FARRT—2%Z CSSM ICLAR—RNTRHEREIC, FARRLR—RNZ2774ILELTHIO—RL, CSSM ICFETT Y
T7O—RIBBEFHNET. HAVATALATRK., FITATENAARFARZYNAIXN—FINAADERRTEZWREL £,

To download the usage data from Pl -
Switch#license smart save usage unreported file bootflash:<file-name>

Above option 'unreported' is recommended to use. This downloads only the files that are yet to be reported
and discard old usage reports, that were Acknowledged.

However, there are other options available for the amount of data that needs to be reported.
For downloading all the available report use option all,
# of daya can be specified

Switch#license smart save usage ?

all Save all reports

days Save reports from last n days

rum-ld Save an individual RUM report
unreported Save all previously un reported reports

RIZ, COLR—KNECSSMICFE T Y 7T7O—-RIIBENHYNET,
REFLVEERARRT—2EPINSTAIRNY TICIVAR—KNLET,

CSSMAN—RTHT> RR—T T, Report > Usage Data Files> Upload usage datalc BEIL £ T, RY T T7 Y704 RUTHERAR
RLAR—KNZBIRL, wloadZE P VY ILET,

J77AANTYy7TO-RENES, TFNAAFBEERFTSNTVSZELWAZBRIDBEN B KT,

Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File: usage_report_5-nov

Upload Data Cancel



Select Virtual Accounts X

Some of the usage data files do not include the name of the virtual account that the data refers to, or the
virtual account is unrecognized.

Please select an account:

© Select one account for all files: Starfleet v

Select a virtual account per file;

Cancel

TF—EAARRICAEETh, BELEOEBHI TELS, 774X TO—-RLTPICO—RLET,

To import the ACK to P,
Switch#license smart import bootflash:<file-name>
Import Data Successful

Switch#

Nov 11 20:23:06.783: %SMART_LIC-6-POLICY_INSTALL_SUCCESS: A new licensing policy was successfully installed
Switch#

Policy Installed syslog is displayed on console if successful.

Also, the same can be verified using CLI, 'show license al'. Thefield 'Last ACK received' tellsthe

last TimeStamp when ACK message was received.

Switch#show license all
Load for five secs: 0%/0%; one minute: 1%; five minutes; 0%
No time source, 16:23:22.294 EDT Wed Nov 11 2020

Smart Licensing Status

Smart Licensing is ENABLED

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED



Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Transport Off

Miscellaneous:
Custom Id: <empty>

Policy:

Policy in use: Installed On Nov 11 16:23:06 2020 EDT
Policy name: SLP Policy

Reporting ACK required: yes (Customer Policy)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 60 (Customer Policy)
Reporting frequency (days): 60 (Customer Policy)
Report on change (days): 60 (Customer Policy)
Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 30 (Customer Policy)
Reporting frequency (days): 30 (Customer Policy)
Report on change (days): 30 (Customer Policy)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Poalicy)
Report on change (days): 90 (Customer Policy)
Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Palicy)
Report on change (days): 90 (Customer Policy)

Usage Reporting:

Last ACK received: Nov 11 16:23:06 2020 EDT
Next ACK deadline: Dec 11 16:23:06 2020 EDT
Reporting push interval: 30 days

Next ACK push check: <none>

Next report push: Dec 07 21:42:30 2020 EDT
Last report push: Nov 07 21:42:30 2020 EDT
Last report file write: <none>

Trust Code Installed: <none>

License Usage

network-advantage (C9500 Network Advantage):
Description: network-advantage

Count: 1

Version: 1.0

Status: IN USE

Export status: NOT RESTRICTED

Feature Name: network-advantage

Feature Description: network-advantage
Enforcement type: NOT ENFORCED

License type: Perpetual

dna-advantage (C9500 32QC DNA Advantage):



Description: C9500-32QC DNA Advantage

Count: 1

Version: 1.0

Status: IN USE

Export status: NOT RESTRICTED

Feature Name: dna-advantage

Feature Description: C9500-32QC DNA Advantage
Enforcement type: NOT ENFORCED

License type: Subscription

Product Information

UDI: PID:C9500-32QC,SN:CAT2148L 15K

Agent Version

Smart Agent for Licensing: 5.0.6_rel/47

License Authorizations

Overadll status:
Active: PID:C9500-32QC,SN:CAT2148L 15K
Status: NOT INSTALLED

Purchased Licenses:
No Purchase Information Available

BENEE

ChoDZEERF., VV—ABTAYN—RSM 2 ABBEICHL TITHIRET,

o Trust Sync17.7.1A BTk, EEI— RECSLUR A7 ZA4 Y ARBKEDTNTOHR—MRHRINROZORAA Y FIC
A2VAR=ILENRTVET,

o TIANY—OETEATTIUERTE., 17912 50ON—2 I3V NFHERANEOBRIEE. ThERAOTSSANY—F
ENEMCE2TVWBHEEIC, CSSMICEFEENDRUMLA—KNIZEENET,

o THhYUY MO 17 7TIE T, CSSMA S DACKA Y E—JICTHIY MNMERESAIVAD A EENTVET,

e« RUMVKR—KRAOY NUT17910 TR, PN BEEZFEBIZEROLAR—MAOY NI TENET, LR

—hOBPMEERIBICHREAET, 2FY, BRAVAXVABRUMLAR—NZ1BIC1EIREEFELERA,

RZ7ILZa—hk

BB RNTZTN2—F1TT7T7—hN

PFVA1L—FOZTORNIIL (2FV., HSRP) &, CiscolOSXEZEEICHMBOU—R (2FVY., 169x)A5FYTIL—R
THREHELELSEYET,



FAEVADT—RLARILEBREL T, CiscolOSXEZT YT I L—RIDHERUTHINESHERBLET, F1EVAD
7 — K LRI A Networking-EssentialsiC U2y hENEAEENHYET. COBE. BEAREL TWD7ORNIL(HSRP)E Y
R—REhEtA,

VIV X254 AAT—RAIZ TFailure reason: Fail to send out Call Home HTTP message. & 7z l& " Last Communication Attempt:
PENDING, O XY tE—IARREND

chlk, EXANBEGOBBEICEEL TV A ARSI HYET, FIVIEHERTZICE

c CSSMICEETRLONERY ND—J8K  IPPRLA, L—h&E
ip http client source interface
e RRELLKBEEATLET,

e BE, (ELVWIOYIKB/IYV-EZRHIDEIDIIINTPEZRETDILEN HWET )

o WETFATIA=INEBENCSSMADKRS 74y o27OYILTVBES

Y+ Y #3:09 15— "%SMART_LIC-3-AUTH_RENEW_FAILED: Cisco Smart Software Manager(CSSM)IZ & % 55 7] E#T
nil:NilClassD R EZX Y Y R'each's MMEDBRBICKELLBE

HEZzEERLET, CSIMTH LW R—UVIDEERKL. CSSMIZRRBA VAR AZBERLUET,
VF VT4V 2OAERIS—HFEVBENDIT—XY— T%SMART_LIC-3-COMM_FAILED: Communications failure,

CSSMADEFDEBEN L, PLICERBOIS—AERRENDBERE., REOY—NTYTIL—RICK> TARENHIBRE h
ECENRRTHAAREENHYET. COHAER. BEZITI2D20AOTLSEIEICHETT, TNHESIE. PITCLIiphttp
client secure-trustpoint SLA-TrustPointZ 5% EL . BRETLET,

Pl OFNY Y

BEENZ TN 1—TFTAVIITREHICPAST—RERETHIAN Y RIE, ROEHBYTT,

show license dl

show license tech support
show license eventlog

show license history message
show license tech events
show license rumid all

For debugging Trust Installation/Sync -

Switch#show license tech support | s Trust

Trust Establishment:

Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>

Failure Reason: <none>

Last Success Time: <none>

Last Failure Time: <none>



Trust Acknowledgement:

Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>

Failure Reason: <none>

Last Success Time: <none>

Last Failure Time: <none>

Trust Sync:

Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>

Failure Reason: <none>

Last Success Time: <none>

Last Failure Time: <none>

Trusted Store Interface: True

Local Device: No Trust Data

Overall Trust: No ID

For debugging Usage reporting timers/intervals -

Switch#show license tech support | in Utility

Utility:

Start Utility Measurements: Nov 11 16:46:09 2020 EDT (7 minutes, 34 seconds remaining)

Send Utility RUM reports: Dec 07 21:42:30 2020 EDT (26 days, 5 hours, 3 minutes, 55 seconds remaining)
Process Utility RUM reports: Nov 12 15:32:51 2020 EDT (22 hours, 54 minutes, 16 seconds remaining)
For Collecting al btrace logs for debugging -

Step 1. Switch#request platform software trace rotate all

Step 2. Switch#show logging processiosrp internal start last boot to-file bootflash:<file-name>

If there are any failues on PULL mode, ensure server SL_HTTPisAcive

HTTP server application session modules:

Session module MName Handle Status Secure-status Description
SL_HTTP 2 Active  Active HTTP REST I0OS-XE Smart License Serwver
HOME_PAGE 4 Active  Active I0S Homepage Server
JPENRESTY_PKI 3 Active Active I0S OpenResty PKI Serwer
3S5I7FBDE91B27B0-web 8 Actiwve Active wsma 1nfra
HTTP_IFS 1 Active  Actiwve HTTP based I0S File Server
BANNER_PAGE 5 Active  Active HTTP Banner Page Serwver
wWEB_EXEC 6 Active Active HTTP based I0S EXEC Serwver
aSIZFBDED27A1AR-11cC o Actiwve  Active Ticense agent app
SSI7FBDFOBDACAD-web a Active Active wsma 1nfra
NG_WEEUI 10 Active  Actiwve Web GUI

CSLUDFNY T

CSLU MEEZT/NY JTB5EE, CSLUFMVAR—ILENLEPCLEOROTFALIVNIUASOTTI7ANEREBTHEN
BEETY,

C:\Users\<user-name>\AppData\Roaming\CSL U\var\logs



RUS—=FEAL L SLADOEIT . "Migration of legacy SL/SLR/PLR licensesto SL using Policys

TO—_HAIN HBR—BRE RFI XTI - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/17-3/release_notes/ol-17-3-9200.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/release_notes/ol-17-3-9300.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-3/release_notes/ol-17-3-9400.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/release_notes/ol-17-3-9500.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-3/release_notes/ol-17-3-9600.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/17-3/configuration_guide/sys_mgmt/b_173_sys_mgmt_9200_cg/sl_using_policy.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sys_mgmt/b_173_sys_mgmt_9300_cg/sl_using_policy.html
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