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16.X versions:
CAM Wilization for ASIC [0]

Tabl e Max Val ues Used Val ues
Uni cast MAC addr esses 16384/ 256 15/ 21

L3 Multicast entries 1024/ 256 0/7

L2 Multicast entries 1024 9
Directly or indirectly connected routes 8192/ 3072 2/ 19

QoS Access Control Entries 1024 40 <<< QoS Entries
Security Access Control Entries 1408 125

I ngress Netfl ow ACEs 128 8

Pol i cy Based Routing ACEs 512 9

Egress Netfl ow ACEs 128 8

FI ow SPAN ACEs 256 13
Control Plane Entries 512 211

Tunnel s 128 17

Li sp I nstance Mapping Entries 128 3
SGT_DGT 2048/ 256 0/1

CLI ENT_LE 2048/ 64 0/0

I NPUT_CROUP_LE 1024 0
OUTPUT_GROUP_LE 1024 0

Macsec SPD 128 2

17 .x Versions:

Codes: EM - Exact_Match, | - lnput, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Jsed V4 V6 MPLS Other ---------------m--n-
--------------------------------------------------------------------------------- Mac Address
Table EM| 16384 17 0.10%0 0 0 17 Mac Address Table TCAM| 256 21 8.20%0 0 0 21 L3 Milticast
EM1 1024 0 0.00%0 0 0 O L3 Multicast TCAMI 256 9 3.52% 3 6 0 O L2 Multicast TCAM| 1024 11
1.07%3 8 0 0 I P Route Table EM1 4096 3 0.07% 2 0 1 O IP Route Table TCAM | 2048 19 0.93% 6 10

2 1 QOS ACL TCAM IO 1024 85 8.30% 28 38
0 19 <-- QoS Entries

Security ACL TCAM (0] 1408 129 9.16% 26 58 0
45

Net f | ow ACL TCAM | 128 6 4. 69% 2 2 0
2

PBR ACL TCAM | 512 9 1.76% 3 6 0
0

Net f | ow ACL TCAM (@] 128 6 4. 69% 2 2 0
2

Fl ow SPAN ACL TCAM (0] 256 13 5. 08% 3 6 0
4

Control Pl ane TCAM | 512 262 51.17% 114 106 0
42

Tunnel Term nation TCAM | 128 18 14. 06% 8 10 0
0

Li sp I nst Mappi ng TCAM | 128 1 0.78% 0 0 0
1

CTS Cell Matrix/ VPN

Label EM (@] 2048 0 0. 00% 0 0 0
0

CTS Cell Matrix/ VPN

Label TCAM (@] 256 1 0. 39% 0 0 0
1

Client Table EM | 2048 0 0. 00% 0 0 0
0

Client Table TCAM | 64 0 0. 00% 0 0 0
0

I nput Group LE TCAM | 1024 0 0. 00% 0 0 0
0

Qut put Goup LE TCAM (@] 1024 0 0. 00% 0 0 0

0



Macsec SPD TCAM 128 2 1.56% 0 0 0
2

QoSRU—HF/N—RIIFICEEICAVARN=ILENTVDEZHRLET, REN
VALDS K U'SET_INHWTH B 2R LET, VANDTEICHIYWEBA U Z2—TIA AL
DRNUZEBRELET, A4 Y TFARY JFXEstackwise-virtual TlE, A4 Y FEES, DXVYTY
TATIAZNAZFERBLT, N—RIITOAVAN—IIERIETIAA Y FEERICRBRL
£9,

C9200( confi g) #policy-map egress_pmap
C9200( confi g- pmap) #interface gi2/0/9
C9200(confi g-if)#service-policy output egress_pmap

C9200#show platform software fed switch 2 gos policy target status <-- switch 2 is used
because the interface in question is Gi2/0/9 which is on switch 2

TCG status sunmmary:

Loc Interface I1F-1D Dir State:(cfg,opr) Policy
<sni p> L: 0 G gabitEt hernet2/0/9 0x00000000000010 OUT VALID, SET_INHW egress_pmap <-- VALID /
SET INHW indicates the policy is understood by software and installed to hardware successfully

B—TYRNA R =T TAAICKHLTVALID/ SET_INHWORKD V) ICEMBZR) S —FK G IS
—ARFENDFEE., QSR —ZHREL, REEW\NERIALET, &y N\—RIIT
DEARELERALET, CORFIXIMNOEOEI>IDTR, RUZ—HHEIZDVY—-RA
ZEBIBDFECOVTHLLBALET,

C9200#show run policy-map egress_pmap
Current configuration : 624 bytes
1
pol i cy-map egress_pmap
cl ass COS_DSCP6
priority level 1
queue-buffers ratio 5
cl ass COS_DSCP5
bandw dt h remai ni ng percent 10
queue-buffers ratio 5
<snip...>

C9200#show run class-map COS_DSCP6
Current configuration : 66 bytes

!

cl ass-map mat ch- any COS_DSCP6
match ip dscp ef

!

end

QoSN\N—RIITFVY—AOREDCERAROER

{# FI 61(9200L 17.3.4)

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i
Codes|ASIC|-|Qos

Codes: EM - Exact_Match, | - Ilnput, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used v4 vé MPLS Other



Q0S ACL TCAM (NO) 1024 85 8.30% 28 38 0
19 <-- Baseline utilization with minimal configuration

BORVD—IYTERELIFRYFLET, CORIZ—NYTTRIZAYY THAHTH
ERTVWEWEYD, CORVD—RBERILEMRZFSFTEA

C9200( confi g) #policy-map egress_pmap
C9200( conf i g- pmap) #interface gil/0/9
C9200( confi g-if)#service-policy output egress_pmap

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i
Codes|ASIC|-|Qos

Codes: EM - Exact_Match, | - Input, O- CQutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used V4 vé MPLS
Other

QOS ACL TCAM 10 1024 89 8.69% 29 40 0

20 <-- 4 additional entries consumed
VDAY THEAOBERT VI VN RTENEBEETE, 4DON—RIJITIVRNINE
AEh, V4, V6, BRUVZTOMICHEIEND EZBRBLET,

COBITIE, ZEOTANIZANFEBMENET, BEOFUATE. ZOmatch-anyy T A
RYTICKY, BEOZATDODSCP, CoS, FEEFIPPIRILOBENAREICHEY ET, £EL
 COBITRENX TI-—LEhTVEVES, 9TFANYTRRINZ 714V 0IC—HBLELEA,

C9200( confi g) #class-map match-any TEST CLASS
C9200( conf i g- cmap) #policy-map egress_pmap
C9200( confi g- pmap) #class TEST CLASS

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i
Codes|ASIC|-|Qos

Codes: EM - Exact_Match, | - Input, O- CQutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used v4 V6 MPLS Other
Qs ACL TCAM (O] 1024 92 8.92% 30 42 0

20 <-- 3 additional entries consumed
COBFE, FROUEHEINDIEMIZAZEIL, —BIBIBEDORT T4V IHFBLITE, 120
VATV RDE2DDVEIY RUDR—=ATA A BEEND EZRLTVET,

BT A ICmatchX 2BMT3E. AOI NUNFERAEhET,

C9200( confi g) #class-map match-any TEST_CLASS
C9200( conf i g- cmap) #match precedence 0

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Qs ACL TCAM (O] 1024 96 9.38% 31 44 0
21 <-- 4 additional entries

C9200( conf i g- cmap) #match precedence 1

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
Qs ACL TCAM (O] 1024 99 9.67% 32 46 0

21 <-- 3 additional entries

C9200( confi g- cmap) #match cos 1



C9200( confi g- cnap) #do show platform
QCs ACL TCAM
22 <-- 1 additional entry

C9200( confi g- cmap) #match dscp 21
C9200( confi g- cnap) #do show platform
QCs ACL TCAM

22 <-- 3 addditional entries

C9200( confi g- cmap) #match dscp 22
C9200( confi g- cnap) #do show platform
QCs ACL TCAM

22 <-- 0 additional entries

C9200( confi g- cmap) #match dscp 23
C9200( confi g- cnap) #do show platform
QCs ACL TCAM

22 <-- 3 additional entries

C9200( confi g- cmap) #match dscp 31
C9200( confi g- cnap) #do show platform
QCs ACL TCAM

22 <-- 3 additional entries

C9200( confi g- cmap) #match dscp 32
C9200( confi g- cnap) #do show platform
QCs ACL TCAM

22 <-- 3 additional entries

C9200( confi g- cmap) #match dscp 33
C9200( confi g- cnap) #do show platform

Qs ACL TCAM
22 <-- 3 additional entries
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fed switch
1024

ac fwd resource
100 9.77%

ac fwd resource
103 10.06%

ac fwd resource
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ac fwd resource
106 10.35%

ac fwd resource
109 10.64%

ac fwd resource
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ac fwd resource
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tcam utilization
32 46

tcam utilization
33 48

tcam utilization
33 48

tcam utilization
34 50

tcam utilization
35 52

tcam utilization
35 52

tcam utilization
36 54

i QOs

i QOs

i QOs

i QOs

i QOs

i QOs

i QOs
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COtEo2arvTR, N—RIIFTEVINIITZEIZEDELLERO FUAZRL., BE
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CEEOERRCHEBNLEOI N ZEMT B NERRI S —

BN BEARIEBENAEOI N ZEMNT 2 KFEREZR) S —
CEORV—DAVARN=IZERBRTRI2EBEORERRY S —
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2317 : QoS TCAMAT—I)L D H#ERE

F:2hsopITR, AT7STIORNIIN—TR—ADACLEZEFERALET, HAT/ZIUKY
W=7, ROTIELAIVARNKYEFIDNICKEBHA X EZDERNICRLET, NEH
2, TCAMOEEERFERLEFEA, TLA, ACEQFEEICRVWNR—{tcniZUARNE
KIEOOBENENEETEDI—-ILAKTT,

COBITE. AARVD—%2ERALTNTY NeX—F2JLET, T IORNTIL-T,
IP7OtEAJVAKN, BLVPTCP/UDPR—MR—AD—HHFEENET,

. _ ATSIONIN-TEERATD o S
AT ONITN-T FPHERURR ISAIVY RUS—

ip access-list extended
APP_1_PORTS_1

object-group network 10 permit udp any object-group

RFC1918-Private-IPv4 app_1 range 1433 1434

10.0.0.0 255.0.0.0 20 permit udp object-group app_1

172.16.0.0 255.240.0.0 range 1433 1434 any class-map match-any policy-map

192.168.0.0 255.255.0.0 30 permit tcp any object-group BigClass ingress_pm:
app_1 range 1433 1434 match access-group name class BigCl

object-group network 40 permit tcp object-group app_1 APP_1_PORTS_1 set dscp cs

app_1 range 1433 1434 any

group-object RFC1918- 50 permit tcp any object-group

Private-IPv4 app_1 range 14300 14400

60 permit tcp object-group app_1
range 14300 14400 any

REERE L, AT T O RNITIN—T"%FY ND—2RFC1918-Private-IPv4iZ32DH 7T Zx Y NA'®
BCEICERL TS EE

obj ect-group network app_1
group-obj ect RFC1918-Private-IPv4d

obj ect-group network RFC1918-Private-IPv4
10.0.0.0 255.0.0.0

172.16.0.0 255.240.0.0

192.168.0.0 255.255.0.0

& 512, ip access-list extended APP_1_PORTS_1126 2 ®matchXT— K X2 KRB F T,



ip access-list extended APP_1 PORTS 1

10 permt udp any object-group app_1 range 1433 1434 <-- permits any source, to group app_1l on
UDP ports 1433 - 1434

20 pernit udp object-group app_1 range 1433 1434 any <-- reverse of previous line, reminder
that app_1 is made up of RFC1918-Private-IPv4, which is 3 separate subnets

30 pernmit tcp any object-group app_1 range 1433 1434

40 pernit tcp object-group app_1 range 1433 1434 any

50 pernit tcp any object-group app_1 range 14300 14400

60 permit tcp object-group app_1 range 14300 14400 any

object-group network app_1l&. object-group network RFC1918-Private-IPv4d®D ¥ XTNHOI> K1)

%ip access-list extended APP_1_PORTS 1D d~NTHOI>KNUICBALFET
APP_1_PORTS_1TAM&ACEICRL T, A7 IO RNITIN—Tapp 125RBITD L, ChigiE
BOMRNFHVET, CcOATZTIRNTI—Tapp_ 1k, ThBEHNRFC1918-Private-IPv4H
5MN3DNEBIMACEZRT-OHTT

DSARIYTERDSD—I Y TIZELHEL EBE D, ip access-list extended APP_1_PORTS_10&
EAROEEERFRIOEBY)TT,

APP_136fEx30A T U NI ) —7ACEZ EH=18
R)S—%EAL, TCAMOEREREZEELET,

C9200#show platform hardware fed switch 2 fwd-asic resource tcam utilization | i Codes|ASIC]|-
| Qos

Codes: EM - Exact_Match, | - Input, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used V4 V6 MPLS O her
Qs ACL TCAM (O] 1024 85 8.69% 29 40 0

20 <-- baseline utilization

C9200( confi g- pmap) #interface gil/0/9
C9200(confi g-if)#service-policy input ingress_pmap

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i
Codes|ASIC|-|Qos

Codes: EM - Exact_Match, | - Input, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used V4 V6 MPLS O her
Qs ACL TCAM (O] 1024 107 10.45% 47 40 0
20 <-- 22 entries consumed

EW

CACLRAT DT ORNIN—TRERBLET, ATSTIVRNITIN—T&, AT ORI I —
TOHEMNRICEKY), 18EAOENMI N EEHBETDRSICHRENET

AR —=R YT, FTAIBNTLAI N ZBEEBLET

CChREARDERSICEMENET 2O MNUFERENELE

2F )7 : QoS TCAMAT—I)LDEhn (EiBAEL )

COPE, KRYREBZBRID—ZHFHFOFOHFOHKEETT, ChiCKY, REDTCAMZRZREICH
BIDHENBIUEIKT,



R —1:

AT HONITN—-T

object-group network
experimental_1
240.1.192.0
255.255.192.0
240.2.96.0 255.255.224.0
240.3.160.0
255.255.240.0
240.4.32.0 255.255.224.0
240.5.160.0
255.255.224.0
240.6.192.0
255.255.224.0
240.7.128.0
255.255.128.0

240.8.0.0 255.255.0.0
240.9.128.0
255.255.192.0
240.10.224.0
255.255.224.0
240.11.0.0 255.255.240.0
240.12.160.0
255.255.224.0
240.13.192.0
255.255.224.0
240.14.192.0
255.255.240.0
240.15.128.0
255.255.224.0
object-group network
experimental_2
241.0.0.0 255.255.192.0
241.4.0.0 255.252.0.0
241.8.0.0 255.252.0.0
RABN241.12.1.1
RABN241.13.1.1
RABN241.14.1.1
RABN241.15.1.1
241.16.0.0 255.252.0.0
RABN241.20.1.1
RABN241.21.1.1
RAN241.22.1.1
RABN241.23.1.1
object-group network
RFC1918-Private-IPv4
10.0.0.0 255.0.0.0
172.16.0.0 255.240.0.0
192.168.0.0 255.255.0.0

FTSTONIN-T%ERTS
FORAJVADM

ip access-list extended
APP_1_PORTS_1

10 permit udp any object-group
app_1 range 1433 1434

20 permit udp object-group app_1
range 1433 1434 any

<Z D4 E4R>

ip access-list extended
APP_1_PORTS_2

10 permit udp any object-group
app_1 range 7750 7759

20 permit udp object-group app_1
range 7750 7759 any

<T Dt 18E#x>

ip access-list extended
APP_1_PORTS_3

10 permit udp any object-group
app_1 range 22030 22031

20 permit udp object-group app_1
range 22030 22031 any

<T D61T>

ip access-list extended
APP_2_PORTS_1

10 permit udp any object-group
app_2 range 6000 9291

20 permit udp object-group app_2
range 6000 9291 any

ip access-list extended
APP_3_PORTS_1

10 permit tcp any object-group
app_3 eq 7563

20 permit tcp object-group app_3
eq 7563 any

<ZT D4 EER>

ip access-list extended
APP_3_PORTS_2

10 permit udp any object-group
app_3 eq 554

20 permit udp object-group app_3
eq 554 any

<¥ Of217>

ip access-list extended
APP_3_PORTS_3

10 permit udp any object-group
app_3 eq 22331

20 permit udp object-group app_3
eq 22331 any

<¥ O f217>

DSARIYTS

class-map match-any
BigClass_1

match access-group name
APP_3_PORTS_2
class-map match-any
BigClass_2

match access-group name
APP_4 _PORTS_1
class-map match-any
BigClass_3

match access-group name
APP_1_PORTS_2

match access-group name
APP_3_PORTS_3

match access-group name
APP_2 PORTS_1
class-map match-any
BigClass_4

match access-group name
APP_1_PORTS_3

match access-group name
APP_3_PORTS_4
class-map match-any
BigClass_5

match access-group name
APP_1_PORTS_1

match access-group name
APP_3_PORTS_1

RYS—3

policy-map
big_ingress.
Y

class BigCl
set dscp cs
class BigCl
set dscp af
class BigCl
set dscp cs
class BigCl
set dscp af
class BigCl
set dscp cs
class class:
default



object-group network
app_1

group-object RFC1918-
Private-IPv4

object-group network
app_2

group-object RFC1918-
Private-IPv4

object-group network
app_3

group-object RFC1918-
Private-IPv4
object-group network
app_4

group-object RFC1918-
Private-IPv4
group-object
experimental_1
group-object
experimental_2

ip access-list extended
APP_3_PORTS_4

10 permit tcp any object-group
app_3 eq 5432

20 permit tcp object-group app_3
eq 5432 any

<T D61T>

ip access-list extended
APP_4_PORTS_1

10 permit udp any object-group
app_4 range 1718 1719

20 permit udp object-group app_4
range 1718 1719 any

<T D14 EHR>
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