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Four-Pair POE Supported: Yes <++
Spare Pair Power Enabled: No
Four-Pair PD Architecture: Shared <++
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%I LPOWER-3-CONTROLLER_PORT_ERR: Controller port error, Interface Te3/0/1: Power Controller reports power Imax error detected
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BEFNAARN Cas T—TNERER Cab T—TIIDARTRTDEREERL., ThHNFAEhLEZEEZRLTVET, Ch
REOHRBEFETT,

3. POWER CDP SHUT

%I L POWER-5-ILPOWER_POWER_CDP_SHUT: Interface Gi3/0/1: inline power shut

%L INEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet3/0/1, changed state to down
%L INK-3-UPDOWN: Interface GigabitEthernet3/0/1, changed state to down

%I LPOWER-7-DETECT: Interface Gi3/0/1: Power Device detected: IEEE PD

%I LPOWER-5-POWER_GRANTED: Interface Gi3/0/1: Power granted


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-3850-series-switches/200607-Troubleshooting-PoE-Imax-Errors-on-Catal.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-3850-series-switches/200607-Troubleshooting-PoE-Imax-Errors-on-Catal.html
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O SysloglE, COPEEARMY FR—NTOHEBENINROVWThADEZBRALCEZ COPARBLELEOIC, 4125420
D—HELEENElEZEKRLET,

LEIYETShIZED
2N=RIIFT AV E—T7 T4 ADFIR
BIA—H—NRELIEEKRED

4. COARAY FTRIRAEZED

ChHN—BNERETHIBERR. FIORDSICAAIYFR—RNENTATHEHBENBRICERLET., BENfERLEVES
&, BIRD 4 SEFREL TBRALET,

—EBOFIATIE, A4AYFR—KNTCDPE LLDPOWEANFEMICHE>THEY ., PEEFNYTICL>TEHZXRDTI—>3 >
TOmMADZORNIIINOERANBASHICEZBEIC, COIT—NRETDZENHYET, BEZERITHEHIC LLDP ZEX
ICTEET,

no 11dp tlv-select power-management
OR
no 11dp transmit / no 11dp receive

BEODENTRATICEVWT, COOATNFZEFNA AOEBEOERTHAIUEUN BB ENBRRUETIhTVET, e,
PD ABRIINDZAI—2 a3 TERVEHEZERL, RAYFHERENEENZ PDICEYYTET, TOE, EL PD A,
BEi& ) EZ<O (UFICEN HTSNEENERBAD )BHEERLET, ChilklY, CODPOIYY NATER—RNDTS
YEINNIH—EhET, COESIBIFTIUATR, EELER PEFELFIERPENEMTHEIBEEN HYET.

4. INVALID IEEE CLASS

%ILPOWER-5-INVALID_TEEE_CLASS: Interface Gil/0/1: has detected invalid IEEE class: 8 device. Power deni
%ILPOWER-7-DETECT: Interface Gil/0/1: Power Device detected: IEEE PD

COIT—k, BERENTVIZEFNAAD IEEE VT AN EMBBEICRELET, AMYFRETOFNAADERZ ANE
ﬁ/bo POE??ZL:—D\/\_C‘I\ |_ EEZ&J E?Rﬁbf<7‘;éb\o

JAOAUNDEZETNA A (PD ) ZEALTVRHEE. PD BB ITZATHRILESH EHIEBL T EE L,

5. SHUT OVERDRAWN

%ILPOWER-3-SHUT_OVERDRAWN: Interface Gil/0/1 is shutdown as it is consuming more than the maximum confi
%ILPOWER-5-IEEE_DISCONNECT: Interface Gil/0/1: PD removed
%PM-4-ERR_DISABLE: inline-power error detected on Gil/0/1, putting Gil/0/1 in err-disable state

COIT—k, BEFNA ADHEBENNRE/ZAI—NEROBRREHEBALCEEREBLERMYFAHN, (052 —7X
AADTHY NEIUERELECEEZRLET,


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/npl/b_169_npl_9300_cg/configuring___perpetual_poe.pdf

ZETNAADESHWARELEERICETVT, COAMVE—TIAAOND—ND Iy NFBYUTHD L Z2BABLTLEE
Ve FNAADEBEN A2 IEREERDEDHIZ, RUS—ICKRDEHLEREL)BFVMEICEETDEEHEHLET,

JATAUNDRETNAAZFEALTVREEE, BELEXEENEHELTLWRENEZHBL TS EEL,

6. TSTART SPAREPAIR

%ILPOWER-5-TSTART_SPARE_PAIR: Interface Te3/0/1: spare pair power error: TSTART

CNIT—F., AMVYFR—NCEBRENESEFNA AN Cas £EIE Cab DART VA VRTICLZDENHBOEREH &,
ALY FH, FHIchEZ2BADIRABR (Tt To7— ) ZRELELEDIC, EROVYY RATZERELECZEEEZRLE
S

CNIT—, Z<OBE. IMX IT—FLEFLERLEMOTIS—cECRELET, RRENEIT—ICBUEREI> Y
THRETNTVWBIBERFIEZRITLTSLEE W,

7.SINGLE PAIRSET FAULT

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed state to up
%ILPOWER-5-SINGLE_PAIRSET_FAULT: Interface Gil/0/1: shutting down Al1t-B pairset due to OVERCLS fault
%ILPOWER-5-SINGLE_PAIRSET_FAULT: Interface Gil/0/1: shutting down Al1t-B pairset due to OVERCLS fault

COIT—E, AMYFR—RNOFITILIITRFYEEFNARAIZEVT, 1 DORTEY NTERGEEBEN REL LD,
FTORTEY R DVYYRE T ENDEEZERLET, LROHIE. UPCE+ RENDZETF/NAREARSYFNENDTT,

8. PGOOD TIMEOUT SPARE PAIR

%ILPOWER-5-PGOOD_TIMEOUT_SPARE_PAIR: Interface Tel/0/1: spare pair power good timeout error

CDIS—E, AMYTFR—NCEBEENESETFNA AN Cas £k Cab DART DA VRTICLDENHBOERER K 1=
EOD, ARTFRTFEREEZALTIRNIT—HNREELELEDIZ, ARTFRTFTEINHBE BV EEEKRLET,

802.3bt (UPOE+ ) RA Y F Tk, B4 7 3 ZEF/NA AR IEEE802.3bt BEZFR—NT B Cisco ALY FHAFTAIKNT
802.3at E— RICBE>TLVWAAREMA HBD ZEITEBEL TKEE W, 80230t E— RiE, JO—NIBEE—RTIOREZTSC
ETHMITEERT, COONYRICKY, RERLCACMYFOERNSIMEh, BRAEhZ ZEITERELTKEEZY, ZOF
JEIE. UPOE+ IR L TVWERWARAS Y FEFILICEEREhEEA,

C9K(config)# hw-module switch 1 upoe-plus
11 TWARNING! ! ! This configuration will power cycle the switch to make it effective. Would you 1like to con

E51DO0OMREE LT, powerinlinestatic/ VR —7 I A AREEZEAL TAAM Y FR—NTHEZEREZHAL. N\—RI—RT
DEENBYVETS,

FhiZ, 8022bt A U H—RIAA Y FEFEALTVWREEICCNDIS—ERETHENBYET,

%I LPOWER-5-SINGLE_PAIRSET_FAULT: Interface Gi1/0/1: shutting down Alt-B pairset due to OVERCLS fault



chid, BEOZET/NM A% 80230t POE AT ATHEATERVWCEZEKLE T, 802.30t AAD POE RS v FZEFEAL T
<EZV,

9. ILPOWER POWER DENY

%I L POWER-5-IEEE_DISCONNECT: Interface Gi1/0/1: PD removed
%I L POWER-7-DETECT: Interface Gi1/0/1: Power Device detected: IEEE PD
%I L POWER-5-ILPOWER_POWER_DENY : Interface Gi1/0/1: inline power denied. Reason: insufficient power

ZOIZ—I&, Power over Ethernet ( PoE ) R— MNZHIET R OO T O BRENN RA Y FILBE>TVEREVZEZEKRLET,

ChiRE<DEE. AVFAND—OEHNIEATREBENR)EREVCENERTT, ND—ND 1y heBBLTKEE
Ve BEICHELUT, *YS<OBREEZREL TKLEEV, BEROARMEZAREN SEERICHABIDZLHNIRIDBELD
WET ARV VD ATLADEE., AZRY VBARARY V2UhDRBHET—ITREEXSNET,

10. CONTROLLER POST ERR

%I LPOWER-3-CONTROLLER_POST_ERR: Inline Power Featureis disabled on this switch because
Power On Self Test (POST) failed on this switch.

DAY FTERBRABEHCDH T AN (POST ) AFRBULELES, RAYFH PEEREIYYRATITBEERELEL S

Power over Ethernet (PoE ) I RO—S O#MEET AN EZRIEL T, BEREBEOVEEUAT—RXAERERLET. FHMAICODVWTE.
TPOEDQHANEF—ZIRE O "TPOST) £33 ZZRBLTSEEL,

11. IEEE DISCONNECT

%I LPOWER-7-DETECT: Interface Gi2/0/1: Power Device detected: Cisco PD
%I LPOWER-5-IEEE_DISCONNECT: Interface Gi2/0/1: PD removed

COIZ—E. BEFNAANAAMYFICEREATVEVD, BRENMATVEIZEF NS ANAT ACERICTERZShEL
HIZ, AMAYFHNR—KND PE ZHIBRLECEEZERLET,

BRICEITR. COIS—RBRROISBHOIS—EEEIRELET,

%I LPOWER-5-IEEE_DISCONNECT: Interface Tw1/0/1: PD removed
%I LPOWER-3-CONTROLLER_PORT_ERR: Controller port error, Interface Tw1/0/1: Power is given, but State Machine Power Good wait timer timed o
%I LPOWER-5-IEEE_DISCONNECT: Interface Tw1/0/1: PD removed

COESBHREZF, TOROIZ—ICISUTEYET I3V ERITLTLEEZY,

12. LOG OVERDRAWN

%I LPOWER-4-LOG_OVERDRAWN: Interface Gi1/0/1 is overdrawing power. it is consuming 2346 milliwatts where as maximum configured power is ((



%I L POWER-5-IEEE_DISCONNECT: Interface Gi1/0/1: PD removed

AVB—TIAAXNEHEBRIHELELLE, HEBEANYIUDYRTHZOICHL, RECNTVIBAEIRK Z =
DY RTY, ChFELZZBEHROTTHY ., RAIYFOEANFTE TS (SHUT_OVERDRAWN ) A BID TS — ﬁ%ibtw#%
W, A4YFREAR—NTPoEZRHELODTHET,

mETA4Z® ESNARBIVOERICEIVT, COMYE—TIAAONT—=NDIY MBI THRZEERABLTLEE
Vo BEIIBLUT, RUS—ILL2BHNLREZBUICEEITZCEZHBOLET,

13. CLR OVERDRAWN

%I LPOWER-3-CONTROLLER_PORT_ERR: Controller port error, Interface Gi1/0/1: Power given, but State Machine Power Good wait timer timed out
%I LPOWER-4-LOG_OVERDRAWN: Interface Gi1/0/1 is overdrawing power. it is consuming 2346 milliwatts whereas maximum configured power is (C
%I LPOWER-5-IEEE_DISCONNECT: Interface Gi1/0/1: PD removed
%I L POWER-7-DETECT: Interface Gi1/0/1: Power Device detected: Cisco PD
%I LPOWER-5-CLR_OVERDRAWN: Interface Gi1/0/1is NOT overdrawing power.

it is consuming 2346 milliwatts whereas maximum configured value is (15400) milliwatts.

COBHROTE. 1 VF—TIAAXNBHZBRICHEL TV EEEOOREF TN BHEEATVWA L ZI—Y—ICEBAL
£, YIUDYRZHEBELELLEN, RETNTVWRIEAERZIUDY RTT,

14. DET TIMEOUT SPARE PAIR

%I LPOWER-6-SET_|ILPOWER: Set power allocated to POE to 17180 for slot 0

%I L POWER-7-DETECT: Interface Gi4/0/1: Power Device detected: IEEE PD

%I LPOWER-5-POWER_GRANTED: Interface Gi4/0/1: Power granted

%I LPOWER-5-DET_TIMEOUT_SPARE_PAIR: Interface Gi4/0/1: spare pair detect timeout

CODIT—IE, E%Tﬂ41ﬁ&ﬁﬁl@&%@l«774V ENICKBDENRBEZERL., TOBEBETARTRTDEALT
INRBREENEZEZERLET, TOHFER, ARTRTTCREINHIBEEATOEL A,

BEHIHBEhTWETHA, BHhay ba—Sh Power Good Z3REL TWEH A
PoE O h&EF—RUNE
PoE @ Syslog

show logging® H 1 ® Common PoE sydogtZ V2 AV ICRBE TV, EETDZI IS — AV E—IHFRVWAESHZERARNET,
ez, PEdNA—FIF5—, PEEND I Y RNIS—, EROBELALETT,

POST AT —% A

POST Tl&. Power over Ethernet (PoE ) d FO—Z OMEEN TARMEN, FYTOTFTIEATWEYE, 77—LADI 7040
—R, BLPEREBOEEMRAT —RXANBRENET,

C9K#show post
Stored system POST messages:
Switch 1



POST: Inline Power Controller Tests : Begin <++ PoE related test
POST: Inline Power Controller Tests : End, Status Passed <++ Desirable outcome

A2FAND—BLTNDTY N

AAYFAN—=IZGAVA—RIAVE—TILAADPEEND IY RELVATFAVNT—AT—2AZEAELET, show
power inline; N> RZFEATDE, ROBERZFARNDENTEEXT,

. AAYFTEDOFAALERE PoE S,
© AMYFOIRTOR—NMIK 2> THEAETNTVS PoEE
+ BERENTLIERBRECL > THEAETND PEES.

e POEENDODE.

C9348U#show platform software ilpower system 1 <++ This value represents switch number for C9300/C9200 and line card number for C9400

ILP System Configuration
Slot: 1
ILP Supported: Yes
Total Power: 857000
Used Power: 8896
Initialization Done: Yes
Post Done: Yes
Post Result Logged: No
Post Result: Success
Power Summary:
Module: 0
Power Total: 857000
Power Used: 8896
Power Threshold: 80
Operation Status: On
Pool: 1
Pool Vdid: Yes
Total Power: 857000
Power Usage: 8896

C9348U#show power inline module 1 <++ This value represents switch number for C9300/C9200 and line card number for C9400

Module Available Used Remaining
(Watts)  (Watts) (Watts)
1 857.0 8.9 848.1 <++ available PoE budget on switch 1
Interface Admin Oper Power  Device Class Max
(Weatts)




Gil/0/1 off off 0.0 n/a n/a60.0

Gil/0/2 auto off 0.0 n/a n/a60.0
Gil/0/3 auto off 0.0 n/a n/a60.0
Gil/0/4 auto on 8.9 IPPhone8851 4 60.0
* % Snl p* *

C9348U#show power inline gigabitEthernet 1/0/4

Interface Admin Oper Power  Device Class Max
(Watts)

Gil/0/4 auto on 89 [IPPhone8851 4 60.0<++ Oper statusistypically "on". Other states are bad/faulty/off and so on

C9348U#show power inline gigabitEthernet 1/0/4 detail
Interface: Gi1/0/4

Inline Power Mode: auto

Operational status: on <++ Success

Device Detected: yes <++ Success

Device Type: Cisco IP Phone 8851 <++ Success

|EEE Class: 4 <++ Success

Discovery mechanism used/configured: leee and Cisco
Police: off

Power Allocated

Admin Vaue: 60.0

Power drawn from the source: 8.9 <++ Success
Power available to the device: 8.9 <++ Success

Actual consumption
Measured at the port: 3.4 <++ Success
Maximum Power drawn by the device since powered on: 3.8

Absent Counter: 0

Over Current Counter: O
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

Power Negotiation Used: CDP
LLDP Power Negotiation --Sent to PD-- --Rcvd from PD--
Power Type: - -
Power Source: - -
Power Priority: - -
Requested Power(W): - -
Allocated Power(W): - -

Four-Pair POE Supported: Yes
Spare Pair Power Enabled: No



C9348U#show power inline police gigabitEthernet 1/0/4

Interface Admin Oper Admin Oper Cutoff Oper
State State Police Police Power Power

Gil/0/4 auto on none n/a n/a 3.4 <++ Verify Operating Power

C9348U#show platform software ilpower port gigabitEthernet 1/0/4
ILP Port Configuration for interface Gi1/0/4
Initialization Done: Yes
ILP Supported: Yes
ILP Enabled: Yes
POST: Yes
Detect On: No
PD Detected Yes
PD Class Done No
Cisco PD: No
Power isOn: Yes
Power Denied: No
PD Type: IEEE
PD Class: IEEE4
Power State: OK
Current State: NGWC_ILP_LINK_UP_S <++ Success
Previous State: NGWC_ILP_LINK_UP_S
Requested Power: 8896
Short: 0
Short Cnt: 0
Cisco PD Detect Count: 0
Spare Pair mode: 0
Spare Pair Arch: 1
Signal Pair Pwr dloc: 0
Spare Pair Power On: 0
PD power state: O
Timer:
Bad Power: Stopped
Power Good: Stopped
Power Denied: Stopped
Cisco PD Detect: Stopped
| EEE Detect: Stopped
|EEE Short: Stopped
Link Down: Stopped
Vsense: Stopped

PoE M

AUZAVBHEFERTRE, FNAANTATRY RD—DICEBEREATVWREEIL, FNLMADN—RIITH#EEZTANL
TRIETZDCENTEERT, AUTAUBMICRE, EXREEB/N—RIIFTIAVR-FVNEFIVIL, F—RNALFHHUES
ZRAETINTY RRBT AR BENE T, AUTA VBT, RICEETS (ChSICRESAZL ) BENMMREEINET

o



e POEN—RIIF7IAVER—FVH
« AVR—TIAA

o RBALESBELVEROTEM

FERATERV DN OZMTARNZRICRLET, chsiFk, BBRICOKRTEND POST ERFELVY ., AUFIVRTRITT
EEY. TANDHIC, ROBFHBESHWL TEENBHEZIEEL TLEETL,
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Catalyst 9200 || DiagPoETest | % L A7 N, AVFIVRFANELTOREFT |00
227,

TAC OHER/RIANZVAEY), BEORAY
FEMERICCOZDHTANEREBLEVTL
Catalyst 9300 | TestPoE Hiid V> 77 EEW, COTANE, R—KNTPEOV K ||166.1
O—Z0BBEARELEBEICRTTE, F
UFEIVRFARNELTORETTEET,

R—RTPEEINO—ZORBENfREL I
. BAE. COFARNERFLTLIEEY, <
Catalyst 9400 |[|DiagPoETest 775 L ** 16.6.1

y ' L x7 niz. FVFIVKRFANELTOREFT

EXT,

*ERIC THMRL,L ICTERHAESHESAOTHEEDRTT,
** THEIEL) OTARNTHY, EHREBICELZSICERTTEET,

Catalyst 9200

C9200L -24P-4X -A#diagnostic start switch 1 test DiagPoETest <++ 1 is switch number, use respective switch number in question
Diagnostic[switch 1]: Running test(s) 6 may disrupt normal system operation and requires reload
Do you want to continue? [no]: yes <++ hit yes, thisis non-disruptive. Enhancement is being tracked to remove warning message

*Jun 10 10:22:06.718: %DIAG-6-TEST_RUNNING: switch 1: Running DiagPoETest{ D=6} ...
*Jun 10 10:22:06.719: %DIAG-6-TEST_OK: switch 1: DiagPoETest{ ID=6} has completed successfully

C9200L -24P-4X -A#sh diagnostic result switch 1 test DiagPoETest
Current bootup diagnostic level: minimal

Test results: (. = Pass, F = Fail, U = Untested)
6) DiagPoETest --------------------- > . <++ expected result ispass"."

Catalyst 9300

C9348U-1#diagnostic start switch 1 test DiagPoETest <++ 1 is switch number, use respective switch number in question
Diagnostic[switch 1]: Running test(s) 8 may disrupt normal system operation and requires reload

Do you want to continue? [no]: yes << use with caution, thisis disruptive test

C9348U-1#

*Mar 7 06:28:39 CET: %DIAG-6-TEST_RUNNING: switch 1: Running DiagPoETest{ ID=8} ...

*Mar 7 06:28:39 CET: %DIAG-6-TEST_OK: switch 1: DiagPoETest{ D=8} has completed successfully

C9348U-1#

C9348U-1#show diagnostic result switch 1 test DiagPoETest
Current bootup diagnostic level: minimal

Test results: (. = Pass, F = Fail, U = Untested)

8) DiagPoETest --------------------- > . <++ expected result is pass"."



Catalyst 9400

C9400#diagnostic start module 3 test TestPoe <++ 3 isline card number, use respective line card number in question
*Jun 10 10:15:23.835: %SY S-5-CONFIG_I: Configured from console by console

test94#

*Jun 10 10:15:26.118: %DIAG-6-TEST_RUNNING: module 3: Running TestPoe{ D=5} ...

*Jun 10 10:15:26.119: %DIAG-6-TEST_OK: module 3: TestPoe{ID=5} has completed successfully

C9400#sh diagnostic result module 3 test TestPoe

Current bootup diagnostic level: minimal

Test results: (. = Pass, F = Fail, U = Untested
5) TestPoe > . <++ expected result is pass "."

EESRNSTNV21—FaY

CCTlk. PEEDREEDORNS TN 1—F A TIZRIDPEETFNYIETTY N7+ —LBEEHRERLET. ChsnHEAIC
E., BERZRZEEVEDOP, ABFROZERATI RI—HF—ICBEHEZABEVEDEHYYET, CNSRFERARETESICE
TTCERENBREENTHY, PEEO RTINS —F 42U DOBIZ CiscoTAC LB TR ERIBET,

PoE @ InlinePower (ILP ) /Xy &
ILpower ( ILP ) &, CiscolOS Dameon ( Cisco 10Sd ) A TETE B HE CiscolOSXEV 7 RV T F7IAVR—F KT,

ilpower |k, POE #EENE XL FIEZEHIMH TS POEAT—KMYI UV ERELFET, KIZ, CiscoloSd FNY T EBAEEHLET
SRELTHERATE S ilpower DEERLET,
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AT—KIZDEARATYTHESOTFNY TEFART, EORTY T THEICEENf RELTVD2OL ZIBEBELET, BL/ER
DOPDEFEALT, BHELTVSD PEER—RNEBELTVWAEWVWPER—KRDCNSOFNYITEZRRTRBCEE, BEOREIC
‘’IAIBET,

LROFNY T ZRBELETS,

debug condition interface GigabitEthernet <> <++ Specify interface number for conditional debugging. This helpsto limit impact on CPU.
debug ilpower event

debug ilpower controller

debug ilpower powerman

2BEOR—NEZFHUET,

3a¥YTAYY—LERKRE=Z2—2FT7ICLET (FO—/NILEETE— RTHE nologging console, 1 —4 — Exec £ — R T&
termnomon ) .

AROFIETOF >IN 77N UEY hEeahd s, KBICHELUTOFTENENYIOTFTYTLET, 6l : showlogging |
redirect flash:showlogbackup.txt

5OFINYTTLRILK [Ty ¥ 7 (debugging) ] ICEREEhTWB S EZBRELET, OF >INy 7744 X% 50K
BAEIZ#X LET (logging buffer 50000 ) « COFIBICK > TEBOTNFEEEND EICEBELTLKEEL,



6. RMUNEFNY I ZBMIILT, OF VI ZHELET (OF U TDHEE )
7.EEOR—NO vy RATEZBERL, PEEXIST—2320®IC30 ~ 40 WUEFEET,
8.undebug al TTFNY T EAFTICL, FINY T ZEET S - (Zshow loggingZ INEL £7 .
9.FIE2 ~ 7 T2 LEIXNTOEEETICRLETT,

BE, ERBPERNZIHIZIVREROISICENET,

*Mar 6 22:18:33.493: ILP:: ilp enabled in hwidb Gi1/0/4

*Mar 6 22:18:33.493: ILP notify LLDB-TLV: lldp power classtlv:

*Mar 6 22:18:33.493: (curr/prev) pwr value 15400/0

*Mar 6 22:18:33.493: ILP:: ILP CLI 'no shut' handling ( Gi1/0/4 ) Okay

*Mar 6 22:18:33.493: ILP:: Sending poe coredump msg to slot:1

*Mar 6 22:18:33.493: ILP::

Sending E_ILP_GET_DEBUG_CORE_DUMP IPC message from RP to platform
*Mar 6 22:18:33.493: ILP:: ilp hwidb Gi1/0/4 admstate 2

*Mar 6 22:18:33.493: ILP:: ilp hwidb Gil/0/4 admstate auto, start detect 2

*Mar 6 22:18:33.493: ILP:: ILP CLI 'no shut' handling ( Gi1/0/4 ) Okay

*Mar 6 22:18:33.493: ILP:: ilp enabled in hwidb Gil/0/4

*Mar 6 22:18:33.494: ILP:: Gil/0/4: State=NGWC_ILP_SHUT_OFF_S-0, Event=NGWC_ILP_CLI_START_DETECT_EV-17
*Mar 6 22:18:33.494: ILP:: START_DETECT_EV, shutoff_state Gi1/0/4

*Mar 6 22:18:33.494: ILP:: Sending poe detect msg to slot:1 port:4

*Mar 6 22:18:33.494: ILP::

Sending E_ILP_START_I|EEE |PC message from RP to platform

*Mar 6 22:18:34.617: ILP:: ILP:get_all_events: num_port: 1, if_id: 4

*Mar 6 22:18:34.617: ILP:: interface in get_all_events: Gi1/0/4, dlot 1, port 4

*Mar 6 22:18:34.617: ILP:: ilp event CLASS DONE <++ Classification done

*Mar 6 22:18:34.617: ILP:: posting ilp slot 1 port 4 event 1 class 4

*Mar 6 22:18:34.617: ILP:: ilp fault O

*Mar 6 22:18:34.618: ILP:: Gi1/0/4: State=NGWC_ILP_DETECTING_S-2, Event=NGWC_ILP_IEEE_CLASS DONE_EV-1
*Mar 6 23:18:34 CET: %ILPOWER-7-DETECT: Interface Gi1/0/4: Power Device detected: |EEE PD
*Mar 6 22:18:34.618: (Gi1/0/4) data power pool 1 <++ power is taken from a single pool on the PSE called pool 1
*Mar 6 22:18:34.618: IIpower PD device 3 class 7 from interface (Gi 1/0/4)

*Mar 6 22:18:34.618: (Gil/0/4) state auto

*Mar 6 22:18:34.618: (Gi1/0/4) data power pool: 1, pool 1

*Mar 6 22:18:34.618: (Gi1/0/4) curr pwr usage 30000

*Mar 6 22:18:34.618: (Gi1/0/4) req pwr 30000 <++ requested power is 30W i.e 30000 mw

*Mar 6 22:18:34.618: (Gi1/0/4) total pwr 857000 <++ total current available POE on switch 1 is 875000 mw
*Mar 6 22:18:34.618: (Gil/0/4) power_status OK

*Mar 6 22:18:34.618: ilpower new power from pd discovery Gi1/0/4, power_status ok

*Mar 6 22:18:34.618: IIpower interface (Gi1/0/4) power status change, allocated power 30000

*Mar 6 22:18:34.618: ILP notify LLDB-TLV: lldp power classtlv:

*Mar 6 22:18:34.618: (curr/prev) pwr value 30000/0 <++ current value 30W and previous value was 0
*Mar 6 22:18:34.618: ILP::

Sending E_ILP_USED_POE IPC message from RP to platform

*Mar 6 22:18:34.618: ILP:: Update used poe power 30000 to platform_mgr for ot 1

*Mar 6 22:18:34.618: ILP:: Sending icutoff current msg to slot:1 port:4

*Mar 6 22:18:34.618: ILP::

Sending E_ILP_SET_ICUTOFF IPC message from RP to platform

*Mar 6 22:18:34.618: ilpower_notify_lldp_power_via mdi_tlv Gi1/0/4 pwr alloc 30000

*Mar 6 22:18:34.618: Gi1/0/4 AUTO PORT PWR Alloc 255 Request 255

*Mar 6 22:18:34.618: Gi1/0/4: LLDP NOTIFY TLV: <++ values are pushed down to software in form of TLV (type-length-value)
(curr/prev) PSE Allocation: 25500/0



(curr/prev) PD Request : 25500/0

(curr/prev) PD Class : Class 4/ <++ class 4 device, 30W from PSE
(curr/prev) PD Priority : low/unknown

(curr/prev) Power Type: Type 2 PSE/Type 2 PSE

(curr/prev) mdi_pwr_support: 15/0

(curr/prev Power Pair) : Signal/

(curr/prev) PSE Pwr Source : Primary/Unknown

*Mar 6 22:18:34.619: ILP:: Sending ieee pwr msg to slot:1 port:4
*Mar 6 22:18:34.619: ILP::

Sending E_ILP_APPROVE_PWR,DENY IPC message from RP to platform
*Mar 6 22:18:34.619: ILP:: ILP Power Accounting REQ_PWR ( Gi1/0/4 ) Okay sys used=30000
*Mar 6 22:18:34.619: ILP::

Sending E_ILP_SET_ICUTOFF IPC message from RP to platform
*Mar 6 22:18:34.619: ILP:: Sending icutoff current msg to slot:1 port:4
*Mar 6 22:18:34.619: ILP::

Sending E_ILP_SET_ICUTOFF IPC message from RP to platform
*Mar 6 22:18:34.619: ILP::

Sending E_ILP_SET_ICUTOFF IPC message from RP to platform
*Mar 6 22:18:34.619: ILP:: Sending icutoff current msg to slot:1 port:4
*Mar 6 22:18:34.619: ILP::

Sending E_ILP_SET_ICUTOFF | PC message from RP to platform
*Mar 6 22:18:34.619: ILP::

Sending E_ILP_SET_ICUTOFF |PC message from RP to platform
*Mar 6 22:18:34.619: ILP:: Sending icutoff current msg to slot:1 port:4
*Mar 6 22:18:34.619: ILP::

Sending E_ILP_SET_ICUTOFF |PC message from RP to platform

*Mar 6 22:18:34.909: ILP:: Rx Response ILP msg: response_code 12, sw_num 1

*Mar 6 22:18:34.909: ILP:: ILP msg: received E_ILP_GET_POWER_SENSE

*Mar 6 22:18:34.909: ILP:: ILP:pwr_sense: num_ports. 48, switch_num: 1

*Mar 6 22:18:34.910: ILP:: ILP:Gi1/0/4:power real 0, min 0, max 0, police O, overdraw: O
*Mar 6 23:18:35 CET: %SY S-5-CONFIG_I: Configured from console by console

*Mar 6 22:18:35.205: ILP:: ILP:get_all_events: num_port: 1, if_id: 4

*Mar 6 22:18:35.206: ILP:: interfacein get_all_events: Gi1/0/4, slot 1, port 4

*Mar 6 22:18:35.206: ILP:: ilp event PWR GOOD

*Mar 6 22:18:35.206: ILP:: posting ilp slot 1 port 4 event 2 class 0

*Mar 6 22:18:35.206: ILP:: ilp fault O

*Mar 6 22:18:35.206: ILP:: Gi1/0/4: State=NGWC_ILP_IEEE_PD DETECTED_S-4, Event=NGWC_ILP_PWR_GOOD_EV-2
*Mar 6 23:18:35 CET: %ILPOWER-5-POWER_GRANTED: Interface Gi1l/0/4: Power granted

*Mar 6 23:18:35 CET: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/4, changed state to down

*Mar 6 22:18:39.318: ILP:: ilpsm posting link up event Gi1/0/4

*Mar 6 22:18:39.319: ILP:: Gi1/0/4: State=NGWC_ILP_LINK_UP_S-6, Event=NGWC_ILP_PHY_LINK_UP_EV-20

*Mar 6 23:18:41 CET: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/4, changed state to up

*Mar 6 22:18:41.317: ILP:: ilp enabled in hwidb Gi1/0/4

*Mar 6 23:18:42 CET: %SY S-5-LOG_CONFIG_CHANGE: Console logging: level debugging, xml disabled, filtering disabled
*Mar 6 23:18:42 CET: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet1/0/4, changed state to up
**mi p**

Catalyst 9200 BEH O 7 — X2 UR&

1. show tech-support POEZ YREL £ ¢,

C9200#show tech-support poe | redirect flash:shtechPOE9200.txt



2ETNTNOARAYFAUN—DIMIVEV T ZBBLET, POEDBEENFEEISIELV A/ Y FESEFAL VWD L
EEBLTLSEEV, CZhik, TACH, REENEMHOHEIERBRTDIEHICRIEET,

C9200#show platform software fed switch 1 ifm mappings

Interface IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
GigabitEthernet/0/1 0x7 0 0 0 4 0 12 4 1 1 NIF Y
GigabitEthernet1/0/2 0x8 0 0 0 5 0 4 5 2 2NIF Y
GigabitEthernet1/O/3 0x9 0 0 0 6 0 14 6 3 3NIF Y
GigabitEthernetl/0/4 0Oxa 0 0 0 7 0 13 7 4 4NIF Y

**Snip**

BRNL—RZRELET, COCLIRTZYZAIINAFTITT7AIILNZERLET, CODT 7 A% CiscoTACTTFI—RLT
RYFEHICHEETREANTERT,

C9200#request platform software trace archive

C9200#dir flash: | in tar
48602 -rw- 404145 Jun 9 2020 03:12:36 +00:00 C9200L-48P-4X-1_1 RP_0_trace archive-20200609-031235.tar.gz <++ upload to TAC case
C9200#

4,52, PELYAREZNRELET, COCLIRTIZVIICT7PAINEERLET, CDODT 7 A% CiscoTAC THHL T,
KYEHMICRAETDENTEET,

C9200#show controllers power inline
For logs refer to /flash/poe_controller_logs *

C9200#dir flash: | in poe
32472 -rw- 33566 Dec 42021 09:12:10 +00:00 poe_controller_logs sw2_Sat-Dec-04-21-09:12:10-UTC



ECOCLIE 176X UBRTERICHR—REATVET,

Catalyst 9300 E & O 7 — R UNE&E

1. show tech-support POEZYREL £ 7,

C9300#show tech-support poe | redirect flash:shtechPOE9300.txt

2ABBICUREL THRAXD &N TE B EFxshowI Y > R(show tech poelc £ & V) £ 7).



show clock

show version

show running-config

show env al

show power inline

show power inline police

show interface status

show platform software ilpower details

show stack-power budgeting

show stack-power detail

show controllers ethernet-controller phy detail
show controllers power inline module 1

show platform frontend-controller version 0 1
show platform frontend-controller manager 0 1
show platform frontend-controller subordinate O 1
show platform software ilpower system 1
show power inline Gi<> detail

3. frontend-controller®/N\— 3 AV RNO—S0OA T2 NEL T,

3.1 .show platform frontend-controller version O <switch number>

C9348U#show platform frontend-controller version01 <++ 1 isswitch number here, use your respective switch number in question
Switch 1 MCU:

Software Version 129

System Type 6

Deviceld 2

Device Revision 0

Hardware Version 41

Bootloader Version 17

3.2 .show controllers power inline module <switch number>

show controllers power inline module 1 <++ 1 is switch number, use respective switch no. in question

33 MNO—FLZARZHIMIET,
test frontend-controller read-poe <M CU no> module <switch member #>

V=T OotEAZERALT,. COHEDENRITEIXENHYET, BBEOAMYFLEOIXNTOMCUIZDOWVWT, COHEH
EUNELTLKEEW,



i :UPCE E2 1 —I)LDBEE MCUBEBH 1 ~24 THY), PoE+ EZP21—I)LDFEE MCUBE SN 1~ 12T,

test frontend-controller read-poe 1 module 1 <++ MCU #1 of switch 1,use respective switch number as applicable
test frontend-controller read-poe 2 module 1 <++ MCU #2 of switch 1,use respective switch number as applicable
test frontend-controller read-poe 3 module 1 <++ MCU #3 of switch 1,use respective switch number as applicable
test frontend-controller read-poe 12 module 1 <++ MCU #12 of switch 1,use respective switch number as applicable

<++ Output for MCU 13-24 is applicable only to UPoE devices

test frontend-controller read-poe 24 module 1



Sample Output-

C9300¢#test frontend-controller read-poe 24 module 1
Switch 1 Power controller instance 24
Switch number:1

Basic registers:

0x08 0xF6 0x00 0x00 0x01 0x01 0x00 0x00
0x00 0x00 0x00 0x00 0x06 0x00 0x00 0x00
0x00 0x2C 0x02 OxOF 0x11 0xFO 0xCO0 0x80
0x00 0x00 0x10 0x1B 0x10 0x01 0x00 0x00
0x00 0x00 0x10 0x02 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Extended registers:

OxFF OxFF 0x00 0x00 0x00 0x00 0x00 0xA8
0x00 0x69 0x03 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x15 0x16 0x60 OxFF
0x00 0x00 0x00 0x02 OXAA 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

4 FTNFNODRAAYFXAUN—DOIFMIYE T ZBEBLET., PoE DREABENEETHEL WV StackWise A/ Y FEESZFRAL T
WBEEBRBLTLKEESV, ChlEk, TACH, REThEMOHIEBIRIDZDEHICKRIEET,

C9348U#show platform software fed switch 1 ifm mappings
Interface IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active

GigabitEthernet1/0/10x8 1 0 1 0 O 26 6 1 1 NIFY
GigabitEthernet1/0/20x9 1 0 1 1 O 6 7 2 2 NIFY
GigabitEthernet1/0/30xa 1 0 1 2 0 28 8 3 3 NIFY
GigabitEthernetl/0/40xb 1 0 1 3 0 27 9 4 4 NIF Y
* % S‘“ p* *

5. TACHplatform manager tracestiX £

51PoE RL—AL X% Tverboses ICERELFET, BBEORARAAM Y FEFTEFAL TIEE L,

N—=3> 16.11.x & V) HIDCisco IOS XE

set platform software trace platform-mgr switch <switch_num> r0 redearth verbose set platform software trace platform-mgr switch
<switch_num> r0 poe verbose
Cisco IOSXE /N—2 3> 16.11.x LAR&

set platform software trace chassis-manager switch <switch_num> rO re_poe verbose set platform software trace chassis-manager switch
<switch_num> r0 redearth verbose

set platform software trace chassis-manager switch 1 rO re_poe verbose
set platform software trace chassis-manager switch 1 rO redearth verbose



52 MR — N O shut/noshut Z2E2TLET,

interface gi1/0/4
sh
no shut <++ wait 2-4 sec before issuing no shut

5320 ~ 30 WEFEEET,

54 L—RAZRELET,

X > Rrequest platform softwaretrace archiveld . 7’2 A XVARAYFDT SV 1INAF VT 7 AN EZERLETH,. ChiF
TACICKR 2 TFIA—RENBBENBYUET,

CIK #request platform software trace archive

COK#dir flash: | in tar
434284 -rw- 7466248 June 07 2020 13:45:54 +01:00 DUT_1 RP_0 trace archive-20191125-134539.tar.gz <++ upload thisto TAC case

55 RL—ALAXILZ [info] ICBRELET,

N—>3> 16.11.x & V) HiDCisco IOS XE

set platform software trace platform-mgr switch <switch_num> r0 redearth info set platform software trace platform-mgr switch <switch_num>
r0 poe info
Cisco IOSXE /N—2 3> 16.11.x LAR&

set platform software trace chassis-manager switch <switch_num> rO re_poeinfo set platform software trace chassis-manager switch
<switch_num> r0 redearth info

Catalyst 9400 BB O 7— X IRE

1. show tech-support POEZ YXEL £ ¢,

C9400#show tech-support poe | redirect bootfl ash: showtechpoed400.txt

2AEBINCUREL THAXD N TE B EF xshow I > R(show tech POEICEH V) £F),

show clock

show version

show running-config
show env all

show power inline



show power inline police

show interface status

show platform software ilpower details

show controllers ethernet-controller phy detail

show power inline upoe-plus (applicable to modules supporting UPoE+ like C9400-L C-48H)
* % Snl p* *

372V N7 A—LBEEOBERENELET,

show platform software iomd redundancy show platform show tech-support platform | redirect bootflash: showtechplatform9400.txt

4 R—KNLIDARE D TZRELET,

test platform hard poe get <line card slot #> global test platform hard poe get <line card#> port <port# in question for PoE>

test platform hard poe get 3 global <++ line card slot number 3, use respective line card number
test platform hard poe get 3 port 1 <++ line card slot number 3, port 1, use respective line card/port number

C9400t#est platform hard poe get 2 global
Global Register for slot 2 0x00FFFFFF 0x00FFFFFF 0x80001304 0x000000C1 0x00000000 0x00000700 OXOFFDOFFD 0x00000015 0x0000000E 0x000(

5ER—RDIFMIYYETEZMBLET. ChiE, TACH., REZN-HBOEIEBRITZEDICRIBEET,

show platform software fed active ifm mappings

C9400#show platform software fed active ifm mappings

Interface IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
GigabitEthernet1l/0/1 0x8 0 0 0 0 0 4 4 1 101NIF Y
GigabitEthernetl/0/2 0x9 0 0 0 1 1 4 4 2 102NIF Y

GigabitEthernet1/0/3 0xa 0 0 0 2 2 4 4 3 103NIF Y
**mip‘k*

6.IOMD NL—AZIRELFT,

6.11IOMD RL—ALAXIL%Z Tverbosey ICERELET. BAEOEED 1—-IIBSEZFEAL TIEEL,

set platform software trace iomd <module_number>/0 poe verbose.

set platform software trace iomd 3/0 poe verbose <++ Here 3 isline card slot#, use respective slot number as applicable

6.2 EAEMAR— N D shut/noshut ZETLET,



conf t

interface gi3/0/1

shut

! wait 2-4 sec before issuing no shut
no shut

6.340 ~ 60 HEB5E T,
64RNL—AZPRELET,

X~ Rrequest platform software trace archiveld, 7’2 A XV AAYFOT TV 2 CNAFIUT 7L ZERLETH. hid
TACIKCE 2 TTFI—RENBDBEN B ET,

C9400#dir bootflash: | intar
194692 -rw- 50261871 Jun 9 2020 02:53:36 +00:00 test94 RP_0_trace_archive-20200609-025326.tar.gz <++ upload thisfileto TAC case

65 NL—ALAXI % [info] ICEBERELET,

set platform software trace iomd <module number>/0 poe info

set platform software trace iomd 3/0 poe info <++ Here 3 isline card slot#, use respective slot number as applicable

ZANI Y= KNTHHEEFIR

ERUEVWTFIhOFIETE PEENEEREET. YVIRIITOFEGNEETHZEBRDONZHER. tOFIETEEEZRAS

ENTEET, ChSOFIEEFTHHNTHY, BENEIZVRALOFRREBDTWEMNI HDZEICFELTLKEEY, £,

—BRICBEEEROBEICKAEET— AN EEENDIAELESYET. BEEROBENEETHDHERF. ChSOFIEERT
THHEIC TACICEHE L, HRERBHRENEL T EE L,

1. Catalyst 9000 A4 Y F O #EXE CiscoIOSXE VU —RAZSBL T, BV U—-RAILTYTIL—RULET, HEEVV—-RIZEK, 7
TICERENEBAOBBEICHATEDMREDHIBELERBILIEENRTVET,

2AZYVEBHEFBALTVWRBEER. ChSOFIEZRTIBEIC, RAEZYVENT—T I E—RKWICRYALET,
BEBEODARAYTFAUN—IZAVA—ROUO—RZHAZKET,

4. StackWise & A7 [ ( C9200, C9300) T, BEDAN—ITITATRAYFOEFRZE/N\—RKL, BRALET., ZOF
JBlE, MCUUEY RZERTLTVRBEICESETT,

5EN—RUEYRTRLEHIC, AEZY IADIXRTOANBROT—T L ZRVTEREYVET, 10BF>THS, BRT—
TN EZBEERKLE T, Cadyst9400 DFEEFE. FAVH—RON—RUEY heFEAT<EE W, T4 H— REYEHICEY)
ALT, BUR 2 THASH—RZRICELET,

6. BAMAM (HA) EY RTY T T, AZY VDEBOX Y N—FE CUO0Y v+ —> OEBOT A H— RICEEN 25581
 HA 7 T—=)F—=/N—/SSO ( TRBHAA Y FA—N—) ZHHET,

TEAENBRAET. BEORSYFAUN—HFAZYVO—HTHZHEER}. AOFIEEZHZET,
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