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NAT A8 RETNTVET, 2FV) ., BHD Inside »O—AHI) ZRLANFELZO—-/N)L 7 RL
ACEHPICEREND ZEILBYET, CcOBE, 1> X—7 I A A FastEthernet 4/4 (ZE]V)
TSNETRLAN, ChiZBYET,

&5, TCPR—K 25 (SMTP ) @O—AJL 7 KL R 10.10.10.2 ZR#ETETB/NT Y KA,

TCP R— N 2525 M4 > &—7 T 4 A FastEthernet 4/4 @ IP 7 RL AICEE B LS 0. NAT
PBHUICREENTVET, ChBAXTAYINATIVNUTHD D, ABOBEFX—ILY
SAT > MNESMTPNT Y R&2TO—/N)LT7 RL A172.16.10.64ICRETEET, AIBAR—BNEE
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%4 T 17 T— RO Catalyst 6500

6509sup720#show running-config

Bui | di ng configuration..

Current configuration : 7524 bytes

|

version 12.2

service tinmestanps debug datetine

service tinmestanps |og datetine nmsec localtine
servi ce password-encryption

service counters max age 10

|

host nane 6509sup720

!

boot system sup-bootfl ash: s72033-psv-ne. 122-18. SXD6. bi n
l'user nane naui - nas-05 password ci sco

]

no i p domai n-1ookup

1

noms flowip

no mMs flowipv6
spanni ng-tree node pvst

1

r edundancy

node sso

mai n- cpu

!

!

interface FastEthernet4/4

i p address 172.16. 10. 64 255. 255. 255.0

ip nat outside

!--- Defines interface FastEthernet 4/4 with an IP
address and as a !--- NAT outside interface. ! interface
VI an2 ip address 10.10.10.1 255.255.255.0 ip nat inside
!--- Defines interface VLAN 2 with an IP address and as
a NAT inside !--- interface. ! interface M an3 ip
address 10.10.20.1 255.255.255.0 ip nat inside !/---
Defines interface VLAN 3 with an IP address and as a NAT
inside !--- interface. ! ip nat inside source list 100
interface FastEthernet 4/4 overload

!--- Specifies the translation for inside workstations

and !--- servers to access the outside world. ip nat




inside source static tcp 10.10.10.2 25 interface
FastEthernet 4/4 2525
!--- Specifies the static mapping for the outside email

clients !--- to access the inside email server. !---
Refer to ip nat inside source for more details !--- on
the command. ! | ip classless no ip http server ! /---

ACL 100 permits only the desired traffic for
translation. access-list 100 permit ip 10.10.10.0
0.0.0.255 any

access-list 100 permit ip 10.10.20.0 0.0.0.255 any
1

line con O

transport input none

line vty 0 4
!

end

CatOS DEEEHI

NATVY RE-—RTHEEIDASY FOBEERE., RAOICA—N—NAHTVLAN ZRELTH
5, MSFC TNAT REZBRIZIMENHBYVET, NAMTVYRE—-—RTREREEODR—KNIZIP
T RLAZEETERZRVEYD, Outside DIR—KN A1 2 Z—T I A R&EF KDY, 12—7
IA{AVLAN ZRETHDRLENHYET,

A=N=NRA4Y ( A4y F 7Oy H)CBHDINAT
)y R £— REET®D Catalyst 6500

!--- Configure VLAN 2, VLAN 3 and VLAN 4 on the
Supervisor. !--- Add VLAN 2. Catal yst 6500> (enable) set
vlan 2 VLAN 2 configuration successful !--- Add VLAN 3.
Cat al yst 6500> (enable) set vlan 3 VLAN 3 configuration
successful !--- aAdd vLAN 4. Catal yst 6500> (enable) set
vlan 4 VLAN 4 configuration successful !--- Assign port
fad/4 to VLAN 4. Catal yst 6500> (enable) set vlan 4 4/4
VLAN 4 nodified. VLAN 1 nodified. VLAN Mod/Ports ---- --
--------------------- 4 4/ 4 Catal yst 6500> (enabl e)

MSFC (JL—bh 7Oty H ) CBHFAINAITUY R E—
RERTE T Catalyst 6500

MSFCH#show running-config
Bui | di ng configuration..

Current configuration : 1024 bytes
!

version 12.1

no service pad

service timestanps debug uptinme
service timestanps | og uptine

no service password-encryption

!

host nane Rout er

!

boot system fl ash bootfl ash: cénmsfc2-j k203sv-ne. 121-
26. E1. bin

!

i p subnet-zero

!

!
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|
ip ssh time-out 120
ip ssh authentication-retries 3
redundancy
hi gh-availability
si ngl e-rout er - node

interface M an2

i p address 10.10.10.1 255.255.255.0

ip nat inside

!--- Defines interface VLAN 2 with an IP address and as
a NAT inside !--- interface. ! interface M an3 ip
address 10.10.20.1 255.255.255.0 ip nat inside /---
Defines interface VLAN 3 with an IP address and as a NAT
inside !--- interface. ! interface Vlan4 ip address
172.16. 10. 64 255.255.255.0 ip nat outside !--- Defines
interface VLAN 4 with an IP address and as a NAT outside
!--- interface. ! ip nat inside source list 100
interface Vlan4 overload

!--- Specifies the translation for inside workstations
and !--- servers to access the outside world. ip nat
inside source static tcp 10.10.10.2 25 interface Vlan4
2525

!--- Specifies the static mapping for the outside email
clients !--- to access the inside email server. ip
classless no ip http server ! access-list 100 permit ip
10.10.10.0 0.0.0.255 any
access-list 100 permit ip 10.10.20.0 0.0.0.255 any

!-—-— ACL 100 permits only the desired traffic for
translation. ! ! line con O line vty O 4 no login ! !
end

j 2

ST, RENERICHELTVINESHERELET,

TPIRTYIRNAVR=TVERY—) (BHEI—YFERH) (OIT) &, BED show I R&EH
R—KMLET, OIT ZFEAL T, show AN REIDOEHERRTEET,

. show ip nat translations : 795 1 77 NAT B EZRRULET,
Cat 6k#show ip nat translations
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal

tcp 172.16.10. 64: 2525 10. 10. 10. 2: 25 --- ---
. show ip access-list : TIXTHBEDIP FIEA VARNDAHARERRLET,

Cat 6k#show ip access-lists

Extended | P access list 100
pernmt ip 10.10.10.0 0.0.0.255 any (32 matches)
pernmit ip 10.10.20.0 0.0.0.255 any (22 matches)
deny ip any any

- show ip nat statistics : NAT O #fEEHEHRERRLET,
AR | Rl

TR BEORS TN 1—F 42T ICERATERBRERLETS,
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NSTIN1—F4200EHOIOIVR

TORTYINADR=7TD)RZY—=), (BEFI—YEH) (OIT) . BE®D show I R&EY

R—KLEF, OITZFEAL T, show AN ROBIODWHZERRLET,
¥ :debug OIN REFEATSHEIIC, Tdebug AN ROEELWEK, 2B L TSV,
- debugip nat : IP NAT #gEIC K> TEBENEZIPNNT Y ROBHRERRLET,
Cat 6k#debug ip nat
I P NAT debugging is on
Cat 6k#
*Mar 1 01:40:47.692 CET: NAT: s=10.10.10.2->172. 16. 10. 4, d=172. 16. 150. 2 [80]
*Mar 1 01:40:47.720 CET: NAT*: s=172.16.150.2, d=172.16.10.4->10. 10. 10. 2 [ 80]
*Mar 1 01:40:47.720 CET: NAT*: s=10.10.20.2->172. 16. 10. 4, d=172.16.150.2 [81]
*Mar 1 01:40:47.748 CET: NAT*: s=172.16.150.2, d=172.16.10. 4->10. 10. 20. 2 [81]
*Mar 1 01:40:47.748 CET: NAT*: s=10.10.10. 2->172. 16. 10. 4, d=172.16. 150. 2 [82]
*Mar 1 01:40:47.784 CET: NAT*: s=172.16.150.2, d=172.16.10.4->10. 10. 10. 2 [82]
*Mar 1 01:40:47.784 CET: NAT*: s=10.10.20.2->172. 16. 10. 4, d=172.16.150.2 [83]
*Mar 1 01:40:47.836 CET: NAT*: s=172.16.150.2, d=172.16.10. 4->10. 10. 20. 2 [ 83]
*Mar 1 01:40:47.836 CET: NAT*: s=10.10.10.2->172. 16. 10. 4, d=172.16. 150. 2 [ 84]
*Mar 1 01:40:47.884 CET: NAT*: s=172.16.150.2, d=172.16.10. 4->10. 10. 10. 2 [ 84]
- clear ip nat translation * : ZT—T A SHLFIV I XY RT—U 7 RLAZH]
(NAnu&éngm%bivo
BBEOV> R

cipnat: 1 2B —T7IA ATEZFBENBDRTTAVINNATHRTHBDEZEELEXT

o

- ip nat inside destination : Inside 38567 KL A® NAT 24 X—7I)LICLFE T,
- ip nat inside source : Inside IEfEL7 KL AD NAT 24 Z—7I)LICLE T,
- ip nat outside source : Outside EETL7 RLAD NAT 24 X—7)IZLET,
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