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SW1 (config)#int tl1/4/2

SW1 (config-if) #ip address 172.16.0.1 255.255.255.0
SW1 (config-if)# cts layer3 ipv4 trustsec forwarding
SW1 (config-if)# cts layer3 ipv4 policy

SW1 (config-if) #no shutdown

SW1 (config-if) #exit

SW2 (config) #int tl1/2

SW2 (config-if) #ip address 172.16.0.2 255.255.255.0
SW2 (config-if)# cts layer3 ipv4 trustsec forwarding
SW2 (config-if)# cts layer3 ipv4 policy

SW2 (config-if) #no shutdown

SW2 (config-if) #exit

ATYT2CTSAAVIZLOZTO-NILERMLCTS



SW1 (config) #platform cts ingress
SWl#sh platform cts
CTS Ingress mode enabled

FECTSTHR—RENTVRTAH—RASIXIALA 2V R—TIA RAEZEHELET,

SWl#sh run int gi2/4/1
Building configuration...

Current configuration : 90 bytes

1

interface GigabitEthernet2/4/1

no switchport

ip address 10.10.10.1 255.255.255.0
end

SWICEHRENEIXIAIASZFLENTY MIRUL T, SWIRSAYTFOART 1Y USGTZE|
WYETET, CTSLIZA—tEVTAT—2OBHOYTZRY NONTY MCHLTOHKEITTS
RDICERELET,

SW1 (config) #cts role-based sgt-map 10.10.10.10 sgt 15
Swl
Swl
SW1 (config) #cts policy layer3 ipvé4d traffic traffic_list

32

CITH., BENERCHELTVAAES A ERBLET,

config) #ip access-list extended traffic_list

(
(
(config-ext-nacl) #fpermit ip 10.10.10.0 0.0.0.255 any
(

WADALYFT, IFCAT—RAOPEN ICB>TVB L ZHALET, HOARROKRSIZH
WERT,

SWl#sh cts int summary

Global Dotlx feature is Enabled
CTS Layer2 Interfaces

Interface Mode IFC-state dotlx-role peer-id IFC-cache Critical Authentication
Tel/4/1 DOT1X OPEN Supplic SW2 invalid Invalid
Tel/4/4 MANUAL OPEN unknown unknown invalid Invalid
Tel/4/5 DOT1X OPEN Authent SW2 invalid Invalid
Tel/4/6 DOT1X OPEN Supplic SW2 invalid Invalid
Te2/3/9 DOT1X OPEN Supplic SW2 invalid Invalid

CTS Layer3 Interfaces
Interface IPv4 encap IPv6 encap IPv4 policy IPv6 policy
Tel/4/2 OPEN  ————————— OPEN  ——mm—————

SW2#sh cts int summary
Global Dotlx feature is Enabled
CTS Layer2 Interfaces



Critical-Authentication

Interface Mode IFC-state
Tel/1l DOT1X OPEN
Tel/4 MANUAL OPEN
Tel/5 DOT1X OPEN
Tel/6 DOT1X OPEN
Ted/5 DOT1X OPEN

dotlx-role peer-id IFC-cache
Authent Swl invalid
unknown unknown invalid
Supplic Swil invalid
Authent Swl invalid
Authent Swl invalid

IPv6 encap IPv4 policy

Invalid
Invalid
Invalid
Invalid
Invalid

IPv6 policy

NetflowH b (C & 2 R

NetFlow Z5&ET D Ik, R

SW2 (config)#flow record rec2

SW2 (config-flow-record) #match
SW2 (config-flow-record) #match
SW2 (config-flow-record) #match
SW2 (config-flow-record) #match
SW2 (config-flow-record) #match

NDIAX> REFEALET,

ipv4d protocol

ipv4d source address

ipv4d destination address
transport source-port
transport destination-port

#match flow direction
#match

config-flow-record) #match

SW2 (config-flow-record
SW2
SW2
SW2 (config-flow-record) #collect routing forwarding-status

config-flow-record flow cts source group-tag

flow cts destination group-tag

)
)
)
)
)
)
)
)
SW2 (config-flow-record) #collect counter bytes
SW2 (config-flow-record) #collect counter packets
SW2 (config-flow-record) #exit

SW2 (config) #flow monitor mon2

SW2 (config-flow-monitor) #record rec2

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

SW2 (config-flow-monitor) #exit

RICRTERDIC, SWAAYTFA U R—TIAADAAR—NnetflowZBALET,

SW2# sh run int tl1/2
Building configuration...

Current configuration
|

166 bytes

interface TenGigabitEthernetl/2

ip address 172.16.0.2 255.255.255.0
ip flow monitor mon2 input

cts layer3 ipv4d trustsec forwarding
cts layer3 ipv4d policy
end

IXIA1ASIXIA2IENT Y REEEBELET. RZT74YIRVD—(CH>T, SW2RAS Y FICHE
BENLIXIA2TELLS ZEITIHVENHYNET, NTY NMISCTRIANFVWTVS Z & 2 HR
LET,

table
Normal
4096
Current entries: 0

SW2#sh flow monitor mon2 cache format
Cache type:
Cache size:



High Watermark: 0
Flows added: 0
Flows aged: 0
- Active timeout ( 1800 secs) 0
- Inactive timeout ( 15 secs) 0
- Event aged 0
- Watermark aged 0
- Emergency aged 0
There are no cache entries to display.
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0
There are no cache entries to display.
Module 4:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0
There are no cache entries to display.
Module 2:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0
There are no cache entries to display.
Module 1:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 4
IPV4 SRC ADDR IPV4 DST ADDR TRNS SRC PORT TRNS DST PORT FLOW DIRN FLOW CTS SRC GROUP
TAG FLOW CTS DST GROUP TAG IPPROT ip fwd status bytes pkts

0 Input
10 0 255 Unknown 148121702 3220037
10.10.10.10 10.10.20.10 0 0 Input
15 0 255 Unknown 23726754 515799
10.10.10.1 224.0.0.5 0 0 Input
2 0 89 Unknown 9536 119
172.16.0.1 224.0.0.5 0 0 Input
0 0 89 Unknown 400 5

RIZ, A=t TFAT—B2ZAAYFOEBEDIPT RLAANONT Y NMCXTBCTSL3IZAFY S
FTBHELDIC, BRI —BBRELET,

SW1 (config) #ip access-list extended exception_list
SW1 (config-ext-nacl) #permit ip 10.10.10.0 0.0.0.255 any
SW1 (config) #cts policy layer3 ipv4d exception exception_list

SW2#sh flow monitor mon2 cache format table

Cache type: Normal
Cache size: 4096
Current entries: 0

High Watermark: 0



Flows added: 0
Flows aged: 0
- Active timeout ( 1800 secs) 0
- Inactive timeout ( 15 secs) 0
- Event aged 0
- Watermark aged 0
- Emergency aged 0
There are no cache entries to display.
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0
There are no cache entries to display.
Module 4:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0
There are no cache entries to display.
Module 2:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0
There are no cache entries to display.
Module 1:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 3
IPV4 SRC ADDR IPV4 DST ADDR TRNS SRC PORT TRNS DST PORT FLOW DIRN FLOW CTS SRC GROUP
TAG FLOW CTS DST GROUP TAG IP PROT ip fwd status bytes pkts
1.1.1.10 2.2.2.10 0 0 Input
10 0 255 Unknown 1807478 39293
10.10.10.10 10.10.20.10 0 0 Input
0 0 255 TUnknown 1807478 39293
10.10.10.1 224.0.0.5 0 0 Input
2 0 89 Unknown 164 2

IXIA1ASIXIA2IENT Y RZEFBELET, BIARIS—ICH>T, SW2RA Y FICELKEE N
IXIA2TNTY NZELKREITILEN BT,
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CTS SRC GROUP TAG=0,
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