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Catalyst 6500/6000

set qos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. set qos acl ip
udp_qos_port dscp O aggregate udp_lnbps udp any any eq
111 !--- This creates QoS ACL to select traffic and
attaches !--- the policer to the QoS ACL. commit gos acl




all !--- This compiles the QoS ACL. set qos acl nap
udp_gos_port 2/8 !--- This maps the QoS ACL to the
switch port.

ROBERUTT, £EL, COBITE, KUY —% VLAN ICBHEFITERT. K-~ 2/8 &
VLAN20 ICBLTL&E T,

ER—PFDQoSZEVLANK—ADE—RIZEETVE, TOLHICIE, setportqos AX K%&
FERALET,

CORIVY—IZKVY, VLAN R—AD QoS ICREENTWVEZD VLAN TOIXTOR—KAH
S5ORNZ 74y ONFHAiENET,
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set gos enable

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. Set qos acl ip
udp_gos_vl an dscp 0 aggregate udp_lnbps udp any any eq
111 !--- This creates the QoS ACL to select traffic and
attaches !--- the policer to QoS ACL. commt qos acl al
!--- This compiles the QoS ACL. set port qos 2/8 vl an-
based !--- This configures the port for VLAN-based QoS.
set qos acl map udp_qos_vlan 20 !--- This maps QoS ACL
to VLAN 20.

KT, DSCP3R2O7O77ALANTY NEEETZDTIREL, DSCPO(NRAN I 74—
|\ ) L:?_?Q‘l‘j)b‘(b\ijo
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set gos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 policed-dscp /--- This
defines a policer. For the calculation of rate and

burst, !--- refer to Calculate Parameters. Set qos acl
ip udp_gos_nd trust-ipprec aggregate udp_1lnbps udp any
any eq 111 dscp-field 32 /--- Note: The above conmand
shoul d be on one line. !--- This creates the Q0S ACL to
select traffic and attaches !--- the policer to the QS
ACL

conmt gos acl al

!--- This compiles the QoS ACL. set qgos policed-dscp-nmap
32:0 !--- This modifies the policed DSCP map to mark
down DSCP 32 to DSCP 0. set port qos 2/8 vlan-based !/---
This configures the port for VLAN-based QoS. set gos acl
map udp_qos_nmd 20 !--- This maps the QoS ACL to VLAN 20.

ROBITE, A=IN=NAF I 720 DHICHTAIEHARVD VT OREN RENTVET
o VLANBDIXTOREFEIPRZ 74V IZLETI0Mbps ICRVSD VT FTBHENRENT
WET,
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set gos enabl e

!--- This enables QoS. set qos policer aggregate
egress_10nmbps rate 10000 burst 20 drop !--- This defines
a policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. Sset qos acl ip egress_pol
trust-ipprec aggregate egress_10nbps ip any any !/---
This creates the QoS ACL to select traffic and attaches
!--- the policer to the QoS ACL. conmt qgos acl all !---
This compiles the QoS ACL. set qos acl map egress_pol 3
output !/--- This maps the QoS ACL to VLAN 3 in the
output direction.

WEDRDDIHEKRDO DSCP XY 7&K RT SIZIE, show gos maps runtime policed-dscp-
map ZFEAL &7,

show qos policer runtime {policer_name | all}2 > ') Y VLT, RUB—ONTX—2ZHEL T
o RUB—NEEFTSNTLVSD QoSACL ZHFEITD_ELETEET,

3 : Supervisor Engine 18 & T1aTlk, B2 OEHNRIT—ICHTRI RIS T OREHERZ R
DCERTEFRRA, DATAZEDRI D VT ORIEREZRRITDICEK, ROV RZEME
AULET,

Cat 6k> (enabl e) show gos statistics 13stats
Packets dropped due to policing: 1222086

| P packets with ToS changed: 27424

I P packets with CoS changed: 3220

Non-| P packets with CoS changed: 0O

RAOVAO70-0ORIVS I OFEFHERZWEITDICE, ROOYN RZEALET,

Cat 6k> (enabl e) show mls entry gos short
Destination-1P Source-1P Port DstPrt SrcPrt Uptine Age

I P bridged entries:

239.77.77.77 192.168. 10. 200UDP 63 6300: 22: 02 00: 00: 00
Stat-Pkts : 165360

Stat-Bytes : 7606560

Excd- Pkts : 492240

Stat-Bkts : 1660

239.3.3.3192. 168. 11. 200UDP 888 77700: 05: 38 00: 00: 00
Stat-Pkts : 42372

Stat-Bytes : 1949112

Excd-Pkts : 126128

Stat-Bkts : 1628

Only out of the profile M.S entries are di splayed
Cat 6k> (enabl e)

A=N=NAHY IV I TR, RUB—EDENRD ST DFkETEHR%E show qos
statistics aggregate-policer ANV > RTCRARTE XY,

COBITE, RTTA4VIOSIRL—ENR—R2BICEHKEENTVET, BER—N11T17
MbpsMUDPRZ 7 4 v O BRZEELET, RUB—HFRNZT74voD16172 ROYTTRE, 1
MbpsA'iEBBL £T,

Cat 6k> (enabl e) show gos statistics aggregate-policer udp_lmbps
QoS aggregate-policer statistics:



Aggregate policerAll owed packet Packets exceed Packets exceed
count nornal rate excess rate

udp_1nbps58243997321089732108

Cat 6k> (enabl e) show gos statistics aggregate-policer udp_lmbps

QoS aggregate-policer statistics:

Aggregat e policerAll owed packet Packets exceed Packets exceed
count nornal rate excess rate

udp_1nbps58250497331989733198

X BETEhD/NT Y ME6sEML, BB/NT Y ME1090BML TVWBD EICEELTLKEEY
o CHIFE 1090 NTY KA R —CR>TROYTEhizc&&, 65T Y RAFAEThTE
BLECEZEKRLUET, 65/(1090 +65) =0.056, TLEEFEHWINMTZFETEET, LEN T
RO —REULSEELET,

CiscolOS V7 RV ITFTORIUS T DR EE ER

CiscolOS Y7 RIJITTHORIUSVIDRER. XROFIETITWVWET,

1. RIS —2EHXLET,

2RV VIRRORNT 714 v VR BIRTDLEHDACL ZHERLET,

3.ACL & DSCP/IP BEIBENO—FFLEAMAETRS 714V IR BRTDEONDITAIVS

ZEELET,

4. VS AZFERTRIH—ERARIS—ZEEL, RUY—ZEELLISAICHERALEY,

5, R—NEEEF VLAN ICH—ERA RV —ZHEBAHALET,
FTCatOS Y7 R I ITF TRV VIDERELEER o2 a>ERUBICOVWTRELETH
. C_TECiscolOS Y7 RIIT7HRFEALET, COHITRK, RTFT14VvIOIITXRL—FHR
— R2BICEEENTVET, BEKR—BN111T17 MbpsDUDP RS 7 4 Y U EREELE T,
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m s gos
!--- This enables QoS. m's qos aggregate-policer
udp_1nmbps 1000000 2000 conformaction transmt exceed-

action drop !--- Note: The above command shoul d be on
one line. !--- This defines a policer. For the
calculation of rate and burst, !--- refer to Calculate
Paraneters. !--- Note: The burst is 2000 instead of

1518, due to hardware granularity.

access-list 111 permt udp any any eq 111

!--- This defines the ACL to select traffic. class-nmap
mat ch-all udp_qos match access-group 111 !--- This
defines the traffic class to police. policy-nmap
udp_policy class udp_qos police aggregate udp_lnbps !---
This defines the QoS policy that attaches the policer to
the traffic class. interface G gabitEthernet?2/8

swi tchport service-policy input udp_policy !/--- This
applies the QoS policy to an interface.

CiscolOS V7 R VITFICRRD 2 DD RATDEHNR IS —HH V) &ET. RAFERKNARIY
—tAVB—TIAARQOENR) Y —TT, BRNEENRIY—TR, BAENDIINT
DAVE—TIAADSREENIZRS T4V IERLTRUS D IHRITENES, EROHI
TRIOZATHEDNTVES, 1V E—T I AEMORUG—Tlk, BAEh2EEEA



VB—TIAALORZ 714y OICRUTRERBICRIS D INRITENET, per-interface 7R 1)
H—F, RUZ—NXYVTOREICBVTERENE T, RICRIBITRE, 1 0X—T T4 AEN
DENRIVG—NFERAEThTVET,
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m s gos

!--- This enables QoS. access-list 111 pernmit udp any
any eq 111 !--- This defines the ACL to select traffic.

class-map match-all udp_gos match access-group 111 /---
This defines the traffic class to police. policy-map
udp_policy class udp_qos !--- This defines the QoS
policy that attaches the policer to the traffic class.
pol i ce 1000000 2000 2000 conformaction transnmt exceed-
action drop !--- This creates a per-interface aggregate
!--- policer and applies it to the traffic class.
interface G gabitEthernet2/8 switchport service-policy

i nput udp_policy !--- This applies the QoS policy to an
interface.

X4oO070— RS-, 1 V2—TIA ABNOENRIY—ER@AKIC, RUZ—IYT0D
RETERENET, RICRIHTIRK, KA 192.168.22 5 VLAN2 ICEEFEE D IANTO

7O—A"100kbps LRI TENTVET, 192.16822 A5DITXTHORT 71V Ik, £
E8T 500 kbps RV T&ENET, VLAN2 ICIE, /1> Z—T T4 A fad/11 & fadl12 "B V)

9,
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!--- This enables QoS. access-list 1 permt 192.168.2.2
!--- This defines the access list to select traffic from
host 192.168.2.2. class-map match-all host_2_2 natch

access-group 1 !/--- This defines the traffic class to
police. policy-map host class host_2_2 !/--- This defines
the QoS policy. police flow 100000 2000 confornmaction
transmt exceed-action drop !--- This defines a

microflow policer. For the calculation of rate and !---
burst, refer to Calculate Parameters. police 500000 2000
2000 conformaction transmt exceed-action drop /---
This defines the aggregate policer to limit !--- traffic
from the host to 500 kbps aggregate. interface fa4/ll

m s qos vl an-based interface fa4/12 ms qos vl an-based
!--- This configures interfaces in VLAN 2 for VLAN-based
Qos. interface vlan 2 service-policy input host !---
This applies the QoS policy to VLAN 2.

RDOPBIE, Supervisor Engine 720D H AR VT DOREZRLTVWE T, 1 X—TIA( A
Gigabit Ethernet 8/6 M T XTORERZT 71 Y VDRI > %100 kbpslCFREL F T,
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!I--- This enables QoS. access-list 111 permt ip any any
!-——- This defines the ACL to select traffic. All IP
traffic is subject to policing. cl ass-map match- al

cl _out match access-group 111 !--- This defines the
traffic class to police. policy-map pol_out class cl_out
pol i ce 100000 3000 3000 conformaction transmt exceed-




action drop !--- This creates a policer and attaches it
to the traffic class. interface G gabitEthernet8/6 ip
address 3.3.3.3 255.255.255. 0 service-policy output

pol _out !--- This attaches the policy to an interface.

X DBIE, Supervisor Engine 7200 1—HZ ORI T D

REZRLTVWET, R—K1/1OD

BRICHDI—HYHLSAE2—XYNIEANSKNT 714V Dk, I—HFZE&IZ1 MbpsiC RS>
TJENET, A VF—FYRMPSI—HICATTEBENTLKBZINT 714y 0@, I—H¥Z &l

5Mbps ICRUS > TENTVERT,
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!I--- This enables QoS. access-list 111 permt ip any any
!--- This defines the ACL to select user traffic. cl ass-
map match-all cl_out match access-group 111 !--- This
defines the traffic class for policing. policy-map

pol _out class cl_out police flow mask src-only 1000000
32000 conformact transmt exceed-act drop

!-—— Only the source IP address 1is considered for flow
creation !--- on Iinterfaces with this policy attached.
interface gigabit 1/1 /--- 1/1 is the uplink toward the
users. service-policy input pol _out !--- Traffic comes
in from users, so the policy is attached !--- in the
input direction. class-map match-all cl_in match access-
group 111 policy-map pol _in class cl_in police flow mask
dest-only 5000000 32000 conformact transnmt exceed-act
drop

!-—— Only the destination IP address 1s considered for
flow creation !--- on interfaces with this policy
attached. interface gigabit 1/2 /--- 1/2 is the uplink
to the Internet. service-policy input pol_in

RISV T#ERTBICE, ROON REZERATERY,

br at an# show mls gos

QS is enabled globally

M crofl ow policing is enabled globally

QoS gl obal counters:

Total packets: 10779

I P shortcut packets: O

Packets dropped by policing: 2110223

I P packets with TOS changed by policing: 0

I P packets with COS changed by policing: 0
Non- 1 P packets with COS changed by policing: 0

br at an# show mls gos ip gigabitethernet 2/8
[In] Policy map is udp_policy [CQut] Default.

QS Sunmary [IP]: (* - shared aggregates, Mdd - swi tch nodul e)

I nt Mod Dir C ass-map DSCP Agld Trust Fl1d AgForward-Pk AgPoliced- Pk

G2/81 In udp_qos 0 1* NoO 127451 2129602

br at an# show mls gos ip gigabitethernet 2/8
[In] Policy map is udp_policy [CQut] Default.

QS Sunmary [IP]: (* - shared aggregates, Mdd - swi tch nodul e)

I nt Mod Dir Cass-map DSCP Agld Trust Fl1d AgForward-Pk AgPol i ced- Pk



G2/81 In udp_gos 0 1* NoO 127755 2134670

¥ FTENB/NT Y MNE3041E ML, BB/NT Y NE506818E ML TWET, Child 5068 /N
YRARDY—ICK 2T ROY7EniECEE, 304N Y RAEFRESNATEBL 22 & Z2ERK
LEFTo ABDL—KA 17 Mbps THBDETRDE, RUB—RE RS T4 OD 117 2BLECZE
ICBRVYWET, ROVFENENTY NEEEENENTY N 2R TDE, XOFTENYTEE
BENDHIYET, 304/ (304 +5068) =0.057, F£EEW1/17. N—RIITFTRIUS IO
BlLLl), ETOZEHNARETDAEENI BV ET,

RA4oO070— RV VIO ERZERTTSICIE. showmlsip detail AR REFALET

o

Ori on# show mls ip detail

I P Destination |IP Source Protocol L4 Ports VI an Xtag L3-protocol
-------------- D T e e e B B ..
192. 168. 3. 33192. 168. 2. 2udp555 / 5550 lip

192. 168. 3. 3192. 168. 2. 2udp63 / 630 lip

[NV QUT] Ports Encapsul ati on RW VI an RW MACSour ceRW MACDest i nat i onByt es

-------------- R e e S
Fa4/ 11 - ----ARPA3 0030. 7137. 1000 0000. 3333. 3333314548

Fa4/ 11 - ----ARPA3 0030. 7137. 1000 0000. 2222. 2222314824

Packet s Age  Last SeenQoS Pol i ce Count Threshol dLeak

------------ R e e S

6838 36  18:50:090x80 34619762*2"5 3*2"0

6844 36  18:50:090x80 34669562*2"5 3*2"0

Drop Bucket Use-Tbl Use-Enabl e
R ommmmo - . +

YES 1968 NONO
YES 1937 NONO

3 : [Police Count] 7 1 —JLR7O— DRIV VITENENTY NOBERLET,

BEE 15 ¥§

. QoS MERE

. Catalyst 6000 7 7 = 1) A4 Y F® Quality of Service ( QoS ) 2V T
LIANBRICBETEIHR—KN R—D
CLANZRAYF I To00—CHYTRIHR—K R—=D
cTOZAhAL BHR—bE RFI XD - Cisco Systems
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