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ROV ARNE, PVLAN OEANBEREFIEZTRL TWET, Catalyst 6500 & DMZ AT L2 AA
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ecomm 6500-2 (enabl e) set vlan 41 pvlan primary

VTP advertisenents transmitting tenporarily stopped,
and will resune after the conmand fini shes

VI an 41 configuration successfu

ecomm 6500-2 (enabl e) sh pvlan

Primary Secondary Secondary- Type Ports

41 - -

ecomm 6500-2 (enabl e) set vlan 42 pvlan isolated

VTP advertisenents transmitting tenporarily stopped,

and will resune after the conmand fini shes

VI an 42 configuration successfu

ecomm 6500-2 (enabl e) set pvlan 41 42 3/9-10

Successfully set the following ports to Private Vlan 41, 42:
3/9-10

ecomm 6500-2 (enabl e) set pvlan mapping 41 42 3/35
Successful ly set napping between 41 and 42 on 3/35
ecomm 6500-2 (enabl e) set pvlan mapping 41 42 3/34
Successful ly set nappi ng between 41 and 42 on 3/ 34

Port Name St at us VI an Dupl ex Speed Type

3/9 server_dnel connected 41,42 a-half a-10 10/ 100BaseTX
3/ 10 server_dne2 connected 41,42 a-half a-10 10/ 100BaseTX
3/ 34 to_6500_1 connect ed 41 auto auto 10/100BaseTX
3/ 35 external _router_dm connected 41 a-half a-10 10/ 100BaseTX

754X VLAN T VACL DERTE

CQOHEF, DMZOtEF1UT 1 2HLEERDEOHICHERICEETT, "VACL B LU PVLAN O
BRAQOFREE ) OEBEBTHPEETATWVWEIESIZ, Y—/\N2D20EEZDEHF) VLAN X[E—
DML VLAN ICBL TVREATE, WEBENChSEZHEWIBEEESEZ-HICHERATESHE
FEHYWET, H—NEELHNEZEBEELLDELTE, PVLANNFH D EHIC L2 TEREE TS L
FTEEBA, T—/\NFEMASIhTLZEENBRDN, BABICEL>TEALYTZRY MIX
TRERTTAYVININ—RIZEBEIhDELSICEREETNESE, CERNTS 7Y 0ZTORELU
HBTZYNELCIL—FT1>2T9FBZ &2, PVLAN O BRI EMLENET,

LT, 754XV VLAN (IL—E2HASRNTT 1Y D%ZIRIETSD VLAN ) TRORD S —IC
EJKVACL ZRETAHENHYET,

CEERIPAL—BOIPTHBIRNT 74V IRBHATTS,
CEETERENDEED IPADMZ YT RY RTHBIRF 71V VRERT S,
CBYDRNZ 74V ORI XNTHAT S,

ecomm 6500-2 (enable) sh sec acl info protect_pvlan

set security acl ip protect_pvlan

1. permt ip host 172.16.65.193 any

2. permt ip host 172.16.65.201 any

3. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0. 15

4. permt ip any any



econm 6500-2 (enable) sh sec acl

ACL

protect _pvl an

CDACLE, H—NICE>TERENDRNT T4V DI

Type VLANS

IP 41

FEBLULERA, L—ZHY—-NHA5D

RZ749 OB LVLANICIN—FT 12032 Z2B<EFTT, RN 2 DOXTIE., IL—
A A" icmp redirect X° icmp unreachable BRE DAY =T H—/NICEETD L EZHFILET

o

+Hh> A1) VLAN TDH VACL DEE

ROAV74F1L—>3a> O, Y—NFERLENZ T4V 027 4INRITTB1-9
D VACL DFREHZEZRLTVET, COVACL ZREITHEHHNFXODESY TT,

- F—=N\H S5 D ping ZFF A TS (echo ZFFHATS ),
=D SREEThDII—RKEZEILET S,
- AEBA SEHRENLE HTTP B2 09 5,
. RADIUS F25E (UDP R— K 1645 ) B8RV T HI T 142 (UDPR—K 1646 ) KT 7 4
YORFAT D,
-.DNS "5 749Y%9 (UDPR—K53) Z2FHA T3,
FRUADKRZ T AV VR IXNTELETIMBENHYET,

TS0 X7=2a2ll20TR, =N EIXKRTRRODEISIZEBELE T,
cH—NEERILLIENT 74y OZ2ERLEW,
CH—NEWBEICLERNRS TA v O RSETDAREN B,
Catalyst 6500 @ Supervisor 1 ® PFC D/N\— RV ITPRFFZEEAD &, icmp 75T A M EHAR
HICHEBRTDCEZBEBOLET, chik, ICMPO 759X NETI-IEENF ZD/N—RD
I7ICK2TRILVEDERBEN, FECON—RIITREFTAINTTIZITIXD NZEBHREH
ICEFHTBLSICTOTZLENTVRLEOTY, O, TOA—RENTY M —NH5
REENBZVXRSICTBHE. denyicmp any any fragment T ERAL T, ARHNICERET S
PVENBYET,

ecomm 6500- 2
ecomm 6500- 2
ecomm 6500- 2
ecomm 6500- 2
established
ecomm 6500- 2
established
ecomm 6500- 2
eq 1645 host
ecomm 6500- 2
eq 1645 host
ecomm 6500- 2
eq 1646 host
ecomm 6500- 2
eq 1646 host
ecomm 6500- 2
ecomm 6500- 2

(enabl e) acl
(enabl e)
(enabl e)

(enabl e)

Set
Set
Set
Set

sec dmz_servers_out deny icmp any any fragment
icmp host 172.16.65.199 any echo
icmp host 172.16.65.202 any echo

tcp host 172.16.65.199 eq 80 any

ip
ip
ip
ip

sec acl dmz_servers_out permit

sec acl dmz_servers_out permit

sec acl dmz_servers_out permit

(enabl e) set sec acl ip dmz_servers_out permit tcp host 172.16.65.202 eq 80 any

sec acl host 172.16.65.199
eq 1645
sec acl
eq 1645
sec acl
eq 1646
sec acl
eq 1646

sec acl

(enabl e) set
172.16.171.9
(enabl e) set
172.16.171.9
(enabl e) set
172.16.171.9
(enabl e) set
172.16.171.9
(enabl e) set
(enabl e) set

ip dmz_servers_out permit udp

ip dmz_servers_out permit udp host 172.16.65.202

ip dmz_servers_out permit udp host 172.16.65.199

ip dmz_servers_out permit udp host 172.16.65.202

172.16.
172.16.

65.
65.

host
host

dmz_servers_out permit udp

udp

199 any eq 53
202 any eq 53

ip

sec acl ip dmz_servers_out permit

ecomm 6500-2 (enabl e) Commit sec acl all

ecomm 6500-2 (enabl e) Set sec acl map dmz_servers_out 42



ecomm 6500-2 (enabl e) sh sec acl

ACL Type VLANS
protect _pvl an IP 41
dne_servers_out 1P 42

ecomm 6500-2 (enabl e) sh sec acl info dmz_servers_out

set security acl ip dne_servers_out

deny icnp any any fragnment

pernmit icnp host 172.16.65.199 any echo

pernmit icnp host 172.16.65.202 any echo

permit tcp host 172.16.65.199 eq 80 any established

permit tcp host 172.16.65.202 eq 80 any established

permt udp host 172.16.65.199 eq 1645 host 172.16.171.9 eq 1645
permt udp host 172.16.65.202 eq 1645 host 172.16.171.9 eq 1645
permt udp host 172.16.65.199 eq 1646 host 172.16.171.9 eq 1646
. permt udp host 172.16.65.202 eq 1646 host 172.16.171.9 eq 1646
10. permt udp host 172.16.65.199 any eq 53

11. permt udp host 172.16.65.202 any eq 53

BRENDTAD

©ONOUAWONE

ROHAE, PVLAN BEREENTUVBREOD, VACLIEELEBATATWEVEEICF Y I F v
ENEENTT, COTARNTR, AFIL—FASTI—HHIH—NEFTHELLAZIL—ZIC ping
TED_EZRLTVET,

external _router#ping 172.16.65.193
Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 172.16.65.193, tinmeout is 2 seconds:
(NN

external _router#ping 172.16.65.202

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.65.202, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns
external _router#ping 172.16.65.199

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.65.199, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 ns
ROBIE, T—NHPSARERY ND—D, FT7AILNT—KRITIAAD ping EAIEETIEH B A
RBAUEAVEU VLAN CBL TWBH—/NICE ping TEBVWZEZRLTVET,

server _dnel#ping 203.5.6.10

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 203.5.6.10, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.65.193, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max

4/ 4/ 4 s

server _dnezl#ping 172.16.65.202
Type escape sequence to abort.



Sending 5, 100-byte |ICMP Echos to 172.16.65.202, timeout is 2 seconds:

Success rate is 0 percent (0/5)

VACL DR Y EZJ#&IE, HNBIL—F2H S0 ping &, RITTEBRLSBZEY KT,

external _router#ping 172.16.65.199
Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 172.16.65.199, tinmeout is 2 seconds:

Success rate is 0 percent (0/5)

ROBIE, —NHAAFRY ND—IOD S HTTPGET ERZZEFEITHEZRLTVET,

server _dnzl#debug ip http url

HTTP URL debugging is on

server _dnzl#debug ip hhtp tran
HTTP transacti ons debugging is on
server _dnzl#debug ip http auth
HTTP Aut henti cati on debugging is on
server _dnel#

*Mar 7 09:24:03.092 PST: HITP: parsed uri '/'

*Mar 7 09:24:03.092 PST: HTTP: client version 1.0

*Mar 7 09:24:03.092 PST: HTTP: parsed extension Connection

*Mar 7 09:24:03.092 PST: HITP: parsed line Keep-Alive

*Mar 7 09:24:03.092 PST: HITP: parsed extension User-Agent

*Mar 7 09:24:03.092 PST: HITP: parsed line Mdzilla/4.7 [en] (X11; |; SunGCS 5.5.1 sun4u)
*Mar 7 09:24:03.092 PST: HITP: parsed extension Host

*Mar 7 09:24:03.092 PST: HITP: parsed line 172.16.65.199

*Mar 7 09:24:03.092 PST: HTTP: parsed extension Accept

*Mar 7 09:24:03.092 PST: HITP: parsed line inmage/qgif, image/x-xbitmap, imagel/jpeg, image/
*Mar 7 09:24:03.092 PST: HITP: parsed extension Accept-Encodi ng

*Mar 7 09:24:03.092 PST: HITP: parsed line gzip

*Mar 7 09:24:03.096 PST: HITP: parsed extension Accept-Language

*Mar 7 09:24:03.096 PST: HTTP: parsed line en

*Mar 7 09:24:03.096 PST: HTTP: parsed extension Accept-Charset

*Mar 7 09:24:03.096 PST: HTTP: parsed line is0-8859-1,*, utf-8

*Mar 7 09:24:03.096 PST: HTTP: Authentication for url /' /' level 15 privliess '/

*Mar 7 09:24:03.096 PST: HTTP: authentication required, no authentication information was
provi ded
*Mar 7 09:24:03.096 PST: HTTP: authorization rejected

*Mar 7 09:24:22.528 PST: HITP: parsed uri '/'

*Mar 7 09:24:22.532 PST: HTTP: client version 1.0

*Mar 7 09:24:22.532 PST: HITP: parsed extension Connection

*Mar 7 09:24:22.532 PST: HITP: parsed line Keep-Alive

*Mar 7 09:24:22.532 PST: HITP: parsed extension User-Agent

*Mar 7 09:24:22.532 PST: HITP: parsed line Mdzilla/4.7 [en] (X11; |; SunGCS 5.5.1 sun4u)
*Mar 7 09:24:22.532 PST: HITP: parsed extension Host

*Mar 7 09:24:22.532 PST: HITP: parsed line 172.16.65.199

*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept

*Mar 7 09:24:22.532 PST: HITP: parsed line inmage/qgif, image/x-xbitmap, image/jpeg, image/
*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept-Encodi ng

*Mar 7 09:24:22.532 PST: HITP: parsed line gzip

*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept-Language

*Mar 7 09:24:22.532 PST: HTTP: parsed line en

*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept-Charset

*Mar 7 09:24:22.532 PST: HITP: parsed line is0-8859-1,*, utf-8

*Mar 7 09:24:22.532 PST: HTTP: parsed extension Authorization

*Mar 7 09:24:22.532 PST: HITP: parsed authorization type Basic

*Mar 7 09:24:22.532 PST: HITP: Authentication for url /" "/' level 15 privliess '/

*Mar 7 09:24:22.532 PST: HTTP: Authentication username = 'martin' priv-level = 15 auth-type

aaa



*Mar 7 09:24:22.904 PST: HITP. received GET "'

4\ #DMZ

AEDMZ D> FUFRE, BTS<HEELE—MRHNBERETT, AHFDMZE, TORDKLSICT7 A
TOA=INDA2VE—TITA A% 1 DULEERALTERLEXT,

4 : 5\EDMZ

k -
o by
= |
S ! Internet 1
=t Inside ;
T
Rhm_ﬁxuf

Servers

DMZ DEHE, BERFERRFCHP P DSTEICALTY, AT —AERKIC, DMZ H—/N
&, ABRY RND—IODSENRITAT R SETIVEATEDHRENHVET. DMZ H¥—
NE, FEHICV2AOREBIY—ALT IV ERATIUEN HVET, £z, DMZ H—NE=L
FBBELBEVCENERENET, ARIC, DMZASA 2 R—FXY MADORNTT7 1Y JRRREKE
hEtA. CNhSODMZY—NE, BEERICHNETIDIRZTAYITOHXRSETILENHY)
x9,

HOT—AARARXT A EARIC, RENDKRNDATY FI&, PVLANICK 2T L2 THEEL ., DMZ

H—NELHFBETELBVRIICTDIELEEIL, AEBRANS RTHAEBARANE DMZ H—/NIC

B TEDLDICTRIETT, ChERETBICE., EHFY) VLAN RO —/\ N FREER—
RaeFERITEIESICEHRELET, 7747 04—=)E. 724X VLAN TTOZAF v A R—
ReFRITDIEIDICERTIDUENHYET, 7747 74=)LIF. COTZ4X1J VLAN W T
H—DFT/NA ALY ET,

RKDATYTTlE, DMZATREEND RN 71V I ZHBEITADLSICACLZERLET, <
DACLZERTDEER, BITREBEBRNTTAYIDHNHAENDKLSICLET,

538 DMZ OTA B

TORKE, COT—AARAZTFADEODTAIY RZRLTVWERT, CZTlE. DMZA®D 3
DHDAVE—TIA AN EBENIZPIX 77AT A=) 2FEALE Lz, AU—HFHDIL—X
& Web H—NELTEFEAETNET., INXTOHTTP Y > 32 EELU RADIUS ¥ —/NTFRE



ENET,

5: 48 DMZDTFAMKY R

17216 65.201 ISCUOUS ports

198561

external rouber

intermal router

secondary pors

AAA Server

1721617189

Server_dmz Ser\re-r_ﬂz_z
19956.199 19956202

PVLAN & & T VACL OREDFMICODVTRBIDT—A ARF A4 THALLZLZH, 20>+
FATREBEROBEIHTOHEA714F1L—>232 T7A4IILDSHEHELET,

PIX QEEE

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 dnz security50

i p address outside 198.5.6.10 255.255.255.0

i p address inside 172.16.65. 201 255. 255. 255. 240

ip address dnz 199.5.6.10 255. 255.255.0

gl obal (outside) 1 198.5.6.11

gl obal (dnz) 1 199.5.6.11

nat (inside) 1 0.0.0.0 0.0.0.00 0

static (dne,outside) 199.5.6.199 199.5.6.199 net mask 255.255.255.255 0 0
static (dne,outside) 199.5.6.202 199.5.6.202 net mask 255.255.255.255 0 0
static (inside,dng) 172.16.171.9 172.16.171.9 net mask 255. 255.255.255 0 0
static (inside,dng) 171.68.10.70 171.68.10.70 net mask 255. 255.255.255 0 0
static (inside,dng) 171.69.0.0 171.69.0.0 netmask 255.255.0.0 0 O
conduit permt tcp host 199.5.6.199 eq ww any

conduit permt tcp host 199.5.6.202 eq ww any

conduit permt udp any eq domai n any

conduit permt icnp any any echo-reply

conduit permt icnp any any unreachabl e

conduit permt udp host 172.16.171.9 eq 1645 host 199.5.6.199

conduit permt udp host 172.16.171.9 eq 1646 host 199.5.6.199

conduit permt udp host 172.16.171.9 eq 1646 host 199.5.6. 202

conduit permt udp host 172.16.171.9 eq 1645 host 199.5.6. 202

conduit permt icnp any host 199.5.6.199 echo



conduit permit icnp any host 199.5.6.202 echo

route outside 0.0.0.0 0.0.0.0 198.5.6.1 1

route inside 171.69.0.0 255.255.0.0 172.16.65.193 1
route inside 171.68.0.0 255.255.0.0 172.16.65.193 1
route inside 172.16.0.0 255.255.0.0 172.16.65.193 1

RADIUS D& E

NAS D&E

aaa new node

aaa authentication login default radius |oca
aaa aut hentication |ogin consol eauth none
aaa aut hori zation exec default radius |oca
aaa aut hori zati on exec consol eaut ho none

aaa accounting exec default start-stop radius
aaa accounting exec consol eacct none

radi us-server host 172.16.171.9 auth-port 1645 acct-port 1646
radi us-server key ciscol23

|

line con O

exec-tinmeout 0 O

password ww

aut hori zati on exec consol eaut ho

accounting exec consol eacct

| ogi n aut hentication consol eauth

transport input none

line aux O

line vty 0 4

password ww

|

end

RADIUS %—/Y® CSUX

User Profile Information
user = martin{
profile_id = 151
profile_cycle = 5
radi us=Ci sco {
check_itens= {

2=ci sco

}

reply_attributes= {
6=6

}

}

}

User Profile Information

user = NAS. 172. 16. 65. 199{
profile_id = 83
profile_cycle = 2
NASNane="172. 16. 65. 199"

Shar edSecr et =" ci sco123"

Radi usVendor =" Ci sco"

Di cti onary="DI CTI ONARY. Ci sco"

}
Catalyst Configuration




COERETE., PXAKRZ 71V I0%ZZELEQERUVUAVEZ—TIAANSKNT 71V 0%
SALORNTRDEN BV, 7T4X) VLAN TVACL ZRETHHLENf BZVRIZEELT
<EEW, "Z7Z74XY VLAN THO VACL OFEE 1 DETHAETATWBLS5% VACL E, TR
ICEWRT,

set security acl ip dmz_servers_out

1. deny icnp any any fragnent

2. permt icnmp host 199.5.6.199 any echo

3. permit icnmp host 199.5.6.202 any echo

4. permt tcp host 199.5.6.199 eq 80 any established

5. permt tcp host 199.5.6.202 eq 80 any established

6. permt udp host 199.5.6.199 eq 1645 host 172.16.171.9 eq 1645
7. permit udp host 199.5.6.202 eq 1645 host 172.16.171.9 eq 1645
8. permt udp host 199.5.6.199 eq 1646 host 172.16.171.9 eq 1646
9. permt udp host 199.5.6.202 eq 1646 host 172.16.171.9 eq 1646

10. permt udp host 199.5.6.199 any eq 53
11. permt udp host 199.5.6.202 any eq 53
ecomm 6500-2 (enabl e) sh pvlan

Primary Secondary Secondary- Type Ports

41 42 i sol at ed 3/9-10

ecomm 6500-2 (enabl e) sh pvlan mapping
Port Primary Secondary

3/14 41 42

3/34 41 42

3/35 41 42

ecomm 6500-2 (enabl e) sh port

Port Name St at us VI an Dupl ex Speed Type

3/9 server_dnel connected 41,42 a-half a-10 10/ 100BaseTX
3/ 10 server_dne2 connected 41,42 a-half a-10 10/ 100BaseTX
3/ 14 to_pix_port_2 connected 41 full 100 10/ 100BaseTX
3/ 35 external _router_dm notconnect 41 auto auto 10/100BaseTX

Z7ATF A=) EHWIICHBEIBIVPN I BL—4

77tzwmmpmmmmemvqu FrI TZAR—NZRYRND—D ) Z2REKTH5E
 FORORSBENTZLIIRFOT77O0—FHFELKFEATNTVSRZEFRAEVH Y EE A,
DT 7O0—FHN—BHICEEFNTVWREREG., BEOAVTFARNTIFYICEEALRE
@ﬁﬂ‘%it‘.;@ TEDLS, T, REBETFNAABOTHEENBZICHRTEDLHTT,

NZLIL 770—FTlE, VPN It ML —ZEABEABOBMBEOEIT XD NMIERE
£F9, IXNTOVPN Y>3V, 774704 )L2@BETICIAENL—2TKTL
F9, VPN ITA T, BERAIBRY RD—IOANDT IV ERAZFHIBRENBVWENDRET
A, BBIAFHT—NOEY N (H—NT7—L)NOTIVLARGFHRENDENHYET,
BEFELVHERED 12k, VPN NS T AV INBEDAVEZ—FXYN KNS T4V Ihs5HBEh
EDEHIC, FERF VPN OSAT ORI CEDOT7ATOF—I)LBHTA 2 EZ—FY NI
TOERATERVWZETT,

6: 7F7AFIA-I)EAICEBE D VPN I ML—&



Firewall |r

Internet 2
"\\wu tunnel

.
"
L X
B !
B -

YPHN Concentrator

Sernvers

Z2PAT A=)V EXFTIBVPNIERL—BDOTADL

COFITE, VPN5000 Ot RL—RZPIX 77AT7 04— )LEXITLUTRYNGTEAL
Tl Web H—NELTREREThE2EBDIL—FE, REBY—/NN T77—LELTAHAEBEI X
RCEYSHTSTWVWET, VPN ITSATURNE, Y=N T 7—LANODT IO ADO &K EHT
TENET, A VF—FXYDNKNFTAVIRF VPN NT T4V IDSHBENETT (IPSec) o X
ODRIFE. COTANRY RERLTVWET,

7:77AFI0F=)LECRTAINFZLIOVPN IOV ML—2DOFTARMKY R

10.1.1.% isolated

172.16.65.203 188.5.6.203
22— = "

e 45

COMmimu nity

193.5.6.1

17T216.65.1
- 314
ktenmalmnter
206116
promiscuous
172.16.65.201 198.9.6.10

is0lated g
Saerue.r_1 Saerue-r_z

oM pte
206.1.1.10
172.16.65.1499 172 16.659.202

COIFIVATRE, BRRVEEZIVF7ZH22HYET,

CAEL2 RA Y F
CHEBL2 ALY F
AEL2ZAAYFORZ74v 9 70—, ROXICEIVWTERENET,



VPN OZA T RNE, BRIEEECNERHT—NOEY N (T—NT7—L4L)ICREICT D
t+ATES,
CALOZATUORNEY—=NNT7—LNOT VA ZHFATETND,
CAHBPISAT U REAEZ—FY RAOT O EAZEIBRE iV,
VPN Ot NL—ZFASORZTAVIREPIXTT7TATIF=)IDLSDBMENDILEND
%,
ABL2AMYTFORZT T4V JO0—RBRODRSICEREET,

W= SORNT T4V IR VPN AV ENL—ZFFLBEPIXICEETEDIHLENHD,
PXHASDODRZTAY IR VPNALSDORTTAYVINSHTBMENDIHBENf BB,
T, ABRYRND—IDSORNTTAYINFVPNRANCEETHDOZEBENf ZIEL W
BENHYVET, ChEEBEITSICE, 77F4Y ) VLAN TRRES N2 VACL ZRALET
(VACL BRI —BZHSEHEINDIRNZT T4V IO0ORKBETAIINRITIL, BONT T4V D
EEBESAFELA )

PVLAN QOE87E

DFEFTOEBZEMNE., PXASDORZ 74V 0% —NBELPVPNIERL—E2H50D K
774’ VOLDBMIBDIERDT, CCTRY—NBLRTF VPN ML —ZABEENID
PVLAN & [F£7%% PVLAN TPIX Z5RELE T,

RBRYRD—IASORZT74Y 0, VPNIAVEV ML =B LT PIXZGFTELS, =N
J77—LICET IV EATERRENHVET, LIENF>T, AMBRY ND—JCERITDHR—b
FZ7OIARAF YA R—NIBYET,

B—NEVPNIVEVRL—ZRRBEVICEBETERILEN $B1-H. BULEAZE VLAN IZ
FIEBLE T,

AEBL2AA Y FICOVWTIR, 1V F—FKY MOTIVLRAZREIZI—ZFEERFAE2—FY
RY—ERAZONAZ—(SP)ICETB)E. BER—NIEHKE A, VPNIERL—&E
PXERUZ7ZAXR—RNBLVBRHVLANICELET (RF 71V IV ERM|TEXREA ), I
&V, Y—ERXAZ7ONAE—HDSDODRZ T4V IE VPN IE RL—FZADNAFE I PIX
ANDNADEESHICHENET, PIXEVPN IV E NL—2AD8EhD -, EF1UFT4
REHNSBELET,

HNEB L2 A4 Y F D PVLAN DERE

sh pvlan

Primary Secondary Secondary- Type Ports

41 42 comunity 3/7,3/9-10
41 43 i sol ated 3/ 12

ecomm 6500-2 (enabl e) sh pvlan map
Port Primary Secondary

ecomm 6500-2 (enabl e) sh port 3/7
Port Name St at us VI an Dupl ex Speed Type



3/7 to_vpn_conc connected 41,42

ecomm 6500-2 (enabl e) sh port 3/9
Port Name St at us VI an

3/9 server_1 connected 41, 42

ecomm 6500-2 (enabl e) sh port 3/10
Port Name St at us VI an

3/ 10 server_2 connected 41, 42

ecomm 6500-2 (enabl e) sh port 3/12
Port Name St at us VI an

3/12 to_pix_intf1l connected 41,43

ecomm 6500-2 (enabl e) sh pvlan map
Port Primary Secondary

3/34 41 42-43

ecomm 6500-2 (enabl e) sh port 3/34
Port Name St at us VI an

3/34 to_int_router connected 41

HE L2 A4 Y FD PVLAN OERTE

sh pvlan
Primary Secondary Secondary- Type Ports

41 45 i sol at ed 3/ 7,3/ 33

ecomm 6500-1 (enabl e) sh pvlan mapping
Port Primary Secondary

3/43 41 45

ecomm 6500-1 (enable) sh port 3/7
Port Name St at us VI an

3/7 fromyvpn connected 41, 45

ecomm 6500-1 (enable) sh port 3/33
Port Name St at us VI an

3/33 to_pix_intfO connected 41,45

ecomm 6500-1 (enabl e) sh pvlan map
Port Primary Secondary

3/43 41 45
ecomm 6500-1 (enable) sh port 3/43
Port Name St at us VI an

3/43 to_external _router connected 41

RRENDTAD

a- hal f

10/ 100BaseTX

10/ 100BaseTX

Dupl ex Speed Type

a-full

Dupl ex

Dupl ex

a- 100

Speed

Speed

10/ 100BaseTX

10/ 100BaseTX

10/ 100BaseTX



CORBRTE, RBL—ZRBFT77ATIOF—)2BBLTIABL—R(A2Z2—TITARH
198.5.6.1 DA T FATIOA—=) IL—5% ) ICEETEDLZRLET,

ping 198.5.6.1
Type escape sequence to abort
Sending 5, 100-byte I CWP Echos to 198.5.6.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

CDEBERIE, Server1 "SRTRXOZEZRLTVERT,

. Server 1 [FAEFIL—ZIZ ping TE B,

server _l#ping 172.16.65.193

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.65.193, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

- Server 1 [& VPN (C ping TE %,

server _l#ping 172.16.65.203

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 172.16.65.203, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max

- Server 1 l& PIX AEBA > Z—7 T A4 AIC ping TER&KL,

server l#ping 172.16.65.201

1/2/4 s

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVMP Echos to 172.16.65.201, tinmeout is 2 seconds

Success rate is O percent (0/5)

. Server 1 FAZIL—2ZI(Z ping TEEV,

server _l#ping 198.5.6.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.5.6.1, tineout is 2 seconds

Success rate is 0 percent (0/5)
RDOERBRREE, RERY ND—=Oh5H—=NT7—ALICHTTP Y I ZHARTESD L ETRL
TVWET,

server _2#

iwld: HTTP: parsed uri '/'

iwld: HTTP: processing URL '/' from host 171.68.173.3

Iwld: HTTP: client version 1.0

iwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive

iwld: HTTP: parsed extension User-Agent

lwld: HTTP: parsed line Mzilla/4.7 [en] (X11; |; SunCS 5.5.1 sun4u)
lwld: HTTP: parsed extension Host

lwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept

iwld: HTTP: parsed line image/gif, imgel/x-xbitmap, inage/jpeg, image/
lwld: HTTP: parsed extension Accept-Encodi ng

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en



lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line is0-8859-1,* utf-8

lwld: HTTP: Authentication for url /" '/' level 15 oprivliess '/

lwld: HTTP: authentication required, no authentication information was provided
lwld: HTTP: authorization rejected

ilwld: HTTP: parsed uri '/'

lwld: HTTP: processing URL '/' from host 171.68.173.3

Iwld: HTTP: client version 1.0

lwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive

lwld: HTTP: parsed extension User-Agent

lwld: HTTP: parsed line Mzilla/4.7 [en] (X11; |; SunCS 5.5.1 sun4u)
lwld: HTTP: parsed extension Host

lwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept

lwld: HTTP: parsed line immge/gif, imgel/x-xbitmap, inage/jpeg, imge/
lwld: HTTP: parsed extension Accept-Encodi ng

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line 1is0-8859-1,* utf-8

lwld: HTTP: parsed extension Authorization

lwld: HTTP: parsed authorization type Basic

lwld: HTTP: Authentication for url /" /' level 15 privliess '/

lwld: HTTP: Authentication username = 'maurizio' priv-level = 15 auth-type = aaa
iwld: HTTP: received GET '

RDEEE, VPN XY RD—=TASOHTTP hZ 74 Y O —NT7—LICRETED L
ZRUTVET (TRLA10111IEBLTLSEEV ),

iwld: HTTP: parsed uri '/'

iwld: HTTP: processing URL '/' fromhost 10.1.1.1

iwld: HTTP: client version 1.0

1wld: HTTP: parsed extension Connection

Iwld: HTTP: parsed line Keep-Alive

1wld: HTTP: parsed extension User- Agent

iwld: HTTP: parsed line Mzilla/4.76 [en] (Wndows NT 5.0; U

lwld: HTTP: parsed extension Host

Iwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept\

ilwld: HTTP: parsed line inmage/gif, inmage/x-xbitmap, inage/jpeg, inmage/
lwld: HTTP: parsed extension Accept-Encodi ng

iwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

1wld: HTTP: parsed line en

1wld: HTTP: parsed extension Accept- Charset

iwld: HTTP: parsed line is0-8859-1,* utf-8

ilwld: HTTP: Authentication for url /" '/' level 15 privliess '/

1wld: HTTP: authentication required, no authentication information was provi ded

KICVPN O E ML —ZDOREZRLET,

[ P Ethernet 0:0 ]
i pbroadcast = 172.16. 65. 255
nmode = rout edSubnet Mask = 255. 255. 255. 240

| PAddr ess = 172.16. 65. 203
[ General ]

| PsecGateway = 198.5.6.1

Devi ceNane = "VPN5008"
Enabl ePasswor d = "ww'



Passwor d = "ww'

Et her net Addr ess = 00: 30: 85: 14: 5c: 40

Devi ceType = VPN 5002/ 8

Concent r at or Conf i gur edOn = Ti meserver not configured

Confi gur edFrom Command Line, from 171.68.173.3
[ IP Static ]

206.1.1.0 255.255.255.0

198.5.6.1 10.0.0.0

0.0.0.0 172.16.65.193 1

[ P Ethernet 1:0 ]

i pbroadcast = 172. 16. 65. 255

node = rout edSubnet Mask = 255.255.255.0
| PAddr ess = 198.5.6.203

[ IKE Policy ]
Protecction = MD5_DES Gl

[ VPN Goup "RenpteUsers" ]

maxconnections = 10l PNet = 172.16. 65. 0/ 24
Local | PNet = 10.1.1.0/ 24

Transform = esp(des, nd5)

[ VPN Users ]

martin Confi g="Renot eUsers"
Shar edKey="rmysecr et key"

mauri zi o Confi g="Renot eUsers"
Shar edKey="rmysecr et key"

ROAXY REFE, #EHELTWARI—TFDOVARNZRLET,

sh VPN user

Por t User G oup dient Local Connect Nunber
Addr ess Addr ess Ti me
VPN 0: 1 martin Renot eUser s 206.1.1.10 10.1.1.1 00: 00: 11: 40

B—NEDFT7AIRNT—RITAEREFIN—2172.16.65.193T, icmp A AL I %
172.16.65.203ICRITLET, CcOERETR, FRETEVWRNZ 74V IOT7O-HFRELET, Ch
. RARA7O0-OFANONTY hZ)IL—RIEFEL, VEALINEZETDE, TOERD
NTYRZREBLET, REFRELT, 10xxx DT RLAIZKLTE VPN ZiELRL., O
RZ7 49 JICR/L TR 172.16.65.193 ZIEL RTRDIC, TRETENROHY—-/NT2 DDEZZE
BERETDEETEXRT, Y—NTTF7FILNT—RNIIAMDHENRETNLTVREEE.
LW—=2 A2 B2=7T4AI Tipredirecty "REETNTVD L ZHEITIHBENF HYET,

FARBICRD LS BEKREVEANAESNELE, 198561 DESBABT RLAICH—NEkE
id VPN 25 ping 2 &2EE, F72)K S —KRIIT A icmp & 172.16.65.201 A A L
IORNULTHEEBELET,

Sending 5, 100-byte |ICMP Echos to 198.5.6.1, tinmeout is 2 seconds:

iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.

Success rate is 0 percent (0/5)
COBAT., Y—/NEIEVPNIE172.16.65.201 937 RL AER7 O N JJLARP)ER % 3%
BL. BlOEAVFVUVLANLIZH B 120201 S ORBEBEZZFELERRA. Jhid, PVLANA R



THENDTT, EEICEF. ChiFEEIP A 1721665201 DRT 74 Y U % 193 O MAC (2%
ETHETHEILRBTEEXT,

LN—2 1B BN T4V IZELAVER—TIAACRLETN . L—F A2 —TITARN
TOZAF YA R—KRTHDLH, CORNFT 7490l 201 ICEELET, chi@FEIELEV
BETT. cORBEIRK., "VACLB LU PVLAN OBEAIOHIREE | OETHHALEL £,

VACL QOEZE

COBEEFE, Y—NT77—LOtEF1)T1 %20t DLEHICHEEREICEETT, "VACLBLY
PVLAN OBEHNOGIPREE ) OBETHHAT A TVWBRSIC, Y—NEPIXHF2O20OELDEHY
A1) VLAN IZCBLTVREATE, HEBENChSZHEWICBES U EHICERATESHZER
HYET, H—NEPXHNEEBELLISELTE, PVLANAN SR EHICEETHLEEETE
FtA,. Y—I\HFFEMAShTLRELMNBLEDONh, BABICLEL>TEALY XY NIRRT BB
STAVININ—BRICEEENDELDICREEC IS, ChFNS 714y 0 ETORLY T X
YNEZI—=—TFT12T0FB2&liY), PVLAN O B ERILE N E T,

LEA2T, 74XV VLAN (IL—BRASKT T4V V%ZEIETSD VLAN ) TROKRI>—IC
HEJ3<K VACL ZRETIHEN BV ET,

CRETIPAL—RDIPTHBNT T4 Y IRHTTS,
 REEREREOTED P AY—N 77 —LOYT XY NTHBNS T4 Y FRIEFT S,
CBYDRS AV ORTRTHTT .

ecomm 6500-2 (enabl e) sh sec acl info protect_pvlan
set security acl ip protect_pvlan

1. permt ip host 172.16.65.193 any
2. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0. 15
3. permt ip any any

ecomm 6500-2 (enabl e) sh sec acl
ACL Type VLANS

protect _pvl an IP 41

CDACLIE, H—N\RPIXICE>TERENERNT TV VICREFELERBA, L—FHH—)1\DH
SORZ 74V IZRBUVLANICIL—T A2 092EZMH<ETTT, HRID 2 DOX TR,
JL—2AZ A icmp redirect X° icmp unreachable BED XY t—J &2 H—/NICEETBH & EFAIL
£,

BEEENVACLIZK > TELELEVERDNZNZ 74y 70-HFE512H5UET, Chid
AEFEY RT—IHLSVPNRARMADKNTT74Y9 JO0—TF, CcNEZIETEHLEHICIE,
VACL #7754 VLAN(AN)ICX Y7L, BIDEDEHKZEREET,

show sec acl info all
set security acl ip protect_pvlan

deny ip any 10.1.1.0 0.0.0. 255

pernmt ip host 172.16.65.193 any

deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0. 15
permt ip any any

PownpRE



RENDTAL

CCTI—%Z 193 (zundapp ) A5 10.1.1.1 RAKNIZ ping ZFITLET, VACLZIYEY
J 930, ping KL ET,

Type escape sequence to abort.
Sending 5, 100-byte |ICWMP Echos to 10.1.1.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns

VACL Z VLAN 41 £ETY v E>J L&, BU ping FERTTELLBZYET,

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVMP Echos to 10.1.1.1, tineout is 2 seconds:

Success rate is 0 percent (0/5)

EEL, ABIL—REKRE ping TEXT,

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 198.5.6.1, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 100/171/192 ns

- FoAX IO ) A BDDERTE - Catalyst 6000 ¥l
- T2 _AIYHR—Db - Cisco Systems
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