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Cisco I0S XE 16 xABED ) U—2R
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CORFIXNTE., FTLLVCiscOIOSPXETSY R 7+ —AT, FICEN)AKICE > THRE
TAHCPUEREROBEEZERNS TN 1—F 40T BFEICODVWTHBALET,

BER#H

Cisco IOS® XENBER L ZBMIT D _ENEETT, CiscolOS®XEZFEAL T, AR
Linux A—XJIICBITL, IXTOH T ATANF 7OCAICDEEhELE, ED2—-ILRSA
NRNATRAZE T 1 (HA)RE, BLHEIECisco IOSHICEEL TVWEITXNTOH T AT AR
 BEELnUXxFARL =T 14 I RATALAOSYHADY 7 NI IT77O0AELTEELET,
Cisco IOSB# &, Linux OS(IOSA)NDF—TE> & L TEMEL £, Cisco IOS® XElk, HiEk®D
Cisco IOS®ERBUIY VT RT74—=)ILETTHEL, TOBE, HYER—bF, BLUTEBEREFL
TWET,

TSI, CORFIXUPMTR., CPUEREOBEODRNS I 21 —FT 4 JICFRAIRE, Z0
TS5YRTA—LEOHFLVWII REVS D2ABNLET,

W<OHLDERBEREZRICRLET,

« Forwarding Engine Driver(FED) : Z fil&Cisco Catalyst 3850/ 1) —X A Y FOHZTH V)
 IRXTON—RDIT77TO7Z I EiE=2BELET,

+ Cisco 10Sd:Linuxh—Z I\ TE#ET B Cisco IOS®TF—E>TT. D—XILADYTIRNIIT
T7OEAELTEFTENET,



« Packet Delivery System (PDS ; N7 Y REEZ AT L)  EXRESEEY T ATLENH
TNTY NEBETDIHFENT—FTIOFYETOLATY, EXIE, FED &£ 10Sd M
BTONTY NOEZEEFBLET,

s NRIL:NRIWERADVREEZRDZENTEET, Chid, RYOANERTDIHD
THEAETNDHFENERICEATHFMABERER DTDLEHICEAETNET, Cisco Catalyst
6500 =X RAAYFOO—AIIL X—=FY N OV (LTL) 1TV ITAOBRICET
WET,

T—AAZT4 : TRLAFERZ7ONIIL(ARP)EI V) 3A

COEIIIAVTHAITBZIRNRS TN 1—FAUIBLCRIEZ7OEAR, ElVIAKIZE2TE
VW CPU AN U TVWARATIBASERATEET,
ATYT1CPUN A UL ZHEBLTVWA7OELAEZEETS

show process cpu AN > Rk, CPU DBEENREZZNDEETRRLE T, Cisco Catalyst 3850/
J—Z ALY FR4DOATEFERAL. 400 AT TNTOCPUEREN ZRENET,

<{froot>
3850-2#

show processes cpu sorted | exclude 0.0

Core 0: CPU utilization for five seconds: 53%; one minute: 39%; five minutes: 41%
Core 1: CPU utilization for five seconds: 43%; one minute: 57%; five minutes: 54%
Core 2: CPU utilization for five seconds: 95%; one minute: 60%; five minutes: 58%
Core 3: CPU utilization for five seconds: 32%; one minute: 31%; five minutes: 29%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

8525 472560 2345554 7525 31.37 30.84 30.83 0 iosd

5661 2157452 9234031 698 13.17 12.56 12.54 1088 fed

6206 19630 74895 262 1.83 0.43 0.10 0 eicored

6197 725760 11967089 60 1.41 1.38 1.47 0 pdsd

HAHAH S, Cisco lOS®F—F A, CORY IVADHLTHBDFEDE EEICCPUNDKED #HE
LTWBZENFDAYET, ENIAKICK > TCPUERARAE<E2TWBEAE, Cisco
IOSdEFEDA'CPUD KEoZFEALTHY, AOH T 7OAR (FEEhsoH T2y M) K
CPUZBERALTWVWBCEN DAY ET,

* FED Punject TX

* FED Punject RX

* FED Punject replenish

* FED Punject TX complete

show process cpu detailed <process> AN RZfFEATR L, ChsO7OEREZFLLFAXND
CENTEET, CPUBEAZERDKE D IFECisco IOSAHFEHL TV 8, RICFEFHHEZERLET,



<ffroot>
3850-2#

show processes cpu detail ed process iosd sorted | ex 0.0

Core 0: CPU utilization for five seconds: 36%; one minute: 39%; five minutes: 40%
Core 1: CPU utilization for five seconds: 73%; one minute: 52%; five minutes: 53%
Core 2: CPU utilization for five seconds: 22%; one minute: 56%; five minutes: 58%
Core 3: CPU utilization for five seconds: 46%; one minute: 40%; five minutes: 31%
PID T C TID Runtime(ms)Invoked uSecs 5Sec IMin 5Min TTY Process

(%) (%) (%)

8525 L 556160 2356540 7526 30.42 30.77 30.83 0 iosd

8525 L 1 8525 712558 284117 O 23.14 23.33 23.38 0 dosd

59 I 1115452 4168181 0 42.22 39.55 39.33 0 ARP Snoop

198 I 3442960 4168186 0 25.33 24.22 24.77 O IP Host Track Proce
30 I 3802130 4168183 0 24.66 27.88 27.66 0 ARP Input

283 I 574800 3225649 0 4.33 4.00 4.11 O DAI Packet Process
3850-2#

show processes cpu detail ed process fed sorted | ex 0.0

Core 0: CPU utilization for five seconds: 45%; one minute: 44%; five minutes: 44%
Core 1: CPU utilization for five seconds: 38%; one minute: 44%; five minutes: 45%
Core 2: CPU utilization for five seconds: 42%; one minute: 41%; five minutes: 40%
Core 3: CPU utilization for five seconds: 32%; one minute: 30%; five minutes: 31%
PID T C TID Runtime(ms)Invoked uSecs 5Sec IMin 5Min TTY Process

(%) (%) (%)

5638 L 612840 1143306 536 13.22 12.90 12.93 1088 fed
5638 L 3 8998 396500 602433 0 9.87 9.63 9.61 O PunjectTx
5638 L 3 8997 159890 66051 O 2.70 2.70 2.74 0 PunjectRx

Hi 1 ( Cisco 10Sd CPUH 1 ) l&, ARPAX—7, IPRAK KRS Y 2 7OtA, $LTARPADN
BWCEERLTVET, Chid. ARPNT Y NICED CPUEIRAAFRELTVDEEICE
<BESh2BEKRTT,

FIE2 : SCPUERARNOREREZ>TWVWACPUF1I—ZRET D

Cisco Catalyst 3850 1) —X A4 Y FIClF, EXETFTBEZATONTY MICRBETBD-H DB
DF1—HFHYVET (FEDIE 32O RXCPUF1—ZHREFLTVWET, ChsSlE CPU ICERE
EEENDF1—TF ), EONT Y MCPUIC/N REh, ED/NT Y MA Cisco IOSAdTALEE
ENBINZERETDICE. ChSOF1—ZERTDCENEETT, chsnF1—Ek ASIC
SEREHYERT,

S JEASICICIROET1D2DONHYET, R—BM1 ~ 24FASICOICELTWET,

F1—%KRRITBDICIE. show platform punt statistics port-asic <port-asic>cpuq <queue>
direction
ON RZFERALT, 7Y7TI9L—REZZITLET,



show platform punt statistics port-asic 0 cpuq -1 directionrx AN > RT -1 5|$iz2igET R E. T
XNTODFI1—HNRRENET, LENf2T, COONRZETITDE, Port-ASICO DIANT
NEFEFI—NRREIET,

RIZ, ZBONTY NZBETTY21LTVARF1I—ZRETILENHBYET, COBITRE
FIEFLLKFARBDZETAROFI-—NFRRICBE2>TVRENFDAVET,

<snip>
RX (ASIC2CPU) Stats (asic 0 gn 16 Tgn 16):
RXQ 16: CPU_Q_PROTO_SNOOPING

Packets received from ASIC 1 79099152
Send to IOSd total attempts : 79099152
Send to I0OSd failed count 1 1240331
RX suspend count : 1240331
RX unsuspend count : 1240330
RX unsuspend send count : 1240330
RX unsuspend send failed count : O
RX dropped count : 0
RX conversion failure dropped : 0O
RX pkt_hdr allocation failure : 0O
RX INTACK count : 0
RX packets dq'd after intack : 0
Active RxQ event : 9906280
RX spurious interrupt : 0

<snip>

F1—-%SF 16 T, F1—% Ik CPU_Q_PROTO_SNOOPING T,

BEZGZEELTVAF1—2RO03%E€£5 1 DDFEIE. show platform punt client 1Y > R
BANTBETT,

<{froot>
3850-2#

show pl atform punt client

tag buffer jumbo fallback packets received failures
alloc free bytes conv buf

27 0/1024/2048 0/5 0/5 0 0 0 0 0
65536 0/1024/1600 0/0 0/512 0 0 0 0 0
65537 0/ 512/1600 0/0 0/512 1530 1530 244061 0 0
65538 0/ 5/5 0/0 0/5 0 0 0 0 0
65539 0/2048/1600 0/16 0/512 0 0 0 0 0
65540 0/ 128/1600 0/8 0/0 0 0 0 0 0
65541 0/ 128/1600 0/16 0/32 0 0 0 0 0
65542 0/ 768/1600 0/4 0/0 0 0 0 0 0
65544 0/ 96/1600 0/4 0/0 0 0 0 0 0
65545 0/ 96/1600 0/8 0/32 0 0 0 0 0
65546 0/ 512/1600 0/32 0/512 0 0 0 0 0
65547 0/ 96/1600 0/8 0/32 0 0 0 0 0
65548 0/ 512/1600 0/32 0/256 0 0 0 0 0



65551 0/ 512/1600 0/0 0/256 0 0 0 0 0
65556 0/ 16/1600 0/4 0/0 0 0 0 0 0
65557 0/ 16/1600 0/4 0/0 0 0 0 0 0
65558 0/ 16/1600 0/4 0/0 0 0 0 0 0
65559 0/ 16/1600 0/4 0/0 0 0 0 0 0
65560 0/ 16/1600 0/4 0/0 0 0 0 0 0
s65561 421/ 512/1600 0/0 0/128 79565859 131644697 478984244 0 37467
65563 0/ 512/1600 0/16 0/256 0 0 0 0 0
65564 0/ 512/1600 0/16 0/256 0 0 0 0 0
65565 0/ 512/1600 0/16 0/256 0 0 0 0 0
65566 0/ 512/1600 0/16 0/256 0 0 0 0 0
65581 0o/ 1/1 0/0 0/0 0 0 0 0 0
131071 0/ 96/1600 0/4 0/0 0 0 0 0 0
fallback pool: 98/1500/1600

jumbo pool: 0/128/9300

BREAEDODNTY BN HETSNTVWRRTZRELERT., cOHITIE, 65561 TI,

FBEWT, XN RZADLET,

<#froot>
3850-2#

show pds tag all | in Active| Tags| 65561

Active C(Client Client
Tags Handle Name TDA SDA FDA  TBufD TBytD
65561 7296672 Punt Rx Proto Snoop 79821397 79821397 0 79821397 494316524

cOEHBIE, F1—ARxProto SnoopTHd&ZRLTVET,

show platform punt client N> ROHEHD 65561 DEID s &, FED /\> RILAZEOBEE/INT
YREREBLENT, FEREICA>TVWAZEERLTVET, s FEABVERRK, F1—
FEEICAZYILTVWBREZEKRLET,

ATYT3CPUICEEEhBINTY N DR T

show pdstag all AN > ROFERTE. /\> KRJL 7296672 A" Punt Rx Proto Snoop D##EICRRE
nTLET,

M /\> R)L% show pds client <handle> packet last sink ANX > RTHEALET, cOINYU R
ZERAT3HIC, debug pds pktbuf-last ZEMICTBIHBENHYET, ChETHELVE, XD
IT5—HNRELET,

<{froot>
3850-2#

show pds client 7296672 packet |ast sink



% switch-2:pdsd:This command works in debug mode only. Enable debug using
"debug pds pktbuf-Tast" command

TNV T 2B TRDE, RODEANFRRENET,

<{froot>
3850-2#

show pds client 7296672 packet |ast sink

Dumping Packet(54528) # 0 of Length 60

Meta-data

0000 00 00 00 00 00 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 ....'vvvvvnnnnnnn
0010 00 00 16 1d 00 00 00 00 00 00 00 00 55 5a 57 fO ............ uzw.
0020 00 00 00 00 fd 01 10 df 00 5b 70 00 00 10 43 00 ......... [p...C.

0030 00 10 43 00 00 41 fd 00 00 41 fd 00 00 00 00 00 ..C..A...A......
0040 00 00 00 00 00 00 OO 00 00 OO 00 00 00 00 00 00 ....vvviuunnnnnn

0050 00 00 00 3c 00 00 00 00 00 01 00 19 00 00 00 00 ...<...i.iuuunnnnn
0060 01 01 b6 80 00 00 00 4f 00 00 00 00 00 00 00 OO0 ....... Oovvnt
0070 01 04 d8 80 00 00 00 33 00 00 OO 00 00 00 00 00 ....... 3.t

0080 00 00 00 00 00 00 OO0 00 OO0 00 OO0 OO0 00 00 00 00 ....vvvvvnnnnnnn
0090 00 01 00 00 00 00 OO0 00 OO0 00 OO0 OO0 00 00 00 00 ....vvvvvinnnnnn
00a0 00 00 00 00 00 00 00 02 00 00 00 00 00 OO0 00 00 ....vvvvennnnnnn
Data

0000 ff ff ff ff ff ff aa bb cc dd 00 00 08 06 00 01 ................
0010 08 00 06 04 00 01 aa bb cc dd 00 00 cO a8 01 0a ........ccuvuu.n.
0020 ff ff ff ff ff ff cO a8 01 14 00 01 02 03 04 05 .......civuiunnnn.
0030 06 07 08 09 Oa Ob Oc Od Oe Of 10 11 . .iiiiin...

COOXRVRIEE, >0 (ZOBHITECiscol0Sd ) M"BEICZELENTY N EZX T LET,
CNEIAY R =N TEN, IwWRNX—AD Wireshark ( TShark ) TFI1—RTED L &RL
TWET, Meta-data AT ALANHABTHEATSZEDTT N, Data HHFEBEO/NT Y NMEHK
ERMHULET, =L, Meta-data EIEFICRIEET,

0070 TIRARBDTICEBLTLKEZL, ZTORDE D 16 EY RZXRDLSICEAL KXY,

<{froot>
3850-2#

show platformport-asic ifmiif-id 0x0104d88000000033

Interface Table

Interface IIF-ID : 0x0104d88000000033
Interface Name : Gi2/0/20

Interface Block Pointer : 0x514d2f70

Interface State : READY

Interface Stauts : IFM-ADD-RCVD, FFM-ADD-RCVD

Interface Ref-Cnt HI )



Interface Epoch : 0

Interface Type : ETHER
Port Type : SWITCH PORT
Port Location : LOCAL
STot 12
Unit : 20
STot Unit : 20
Acitve Y
SNMP IF Index 1 22
GPN : 84
EC Channel : 0
EC Index : 0
ASIC
0
ASIC Port : 14
Port LE Handle : 0x514cd990

Non Zero Feature Ref Counts
FID : 48(AL_FID_L2_PM), Ref Count : 1
FID : 77(AL_FID_STATS), Ref Count : 1
FID : 51(AL_FID_L2_MATM), Ref Count : 1
FID : 13(AL_FID_SC), Ref Count : 1
FID : 26(AL_FID_QOS), Ref Count : 1
Sub bTock 1nformat1on
FID : 48(AL_FID_L2_PM), Private Data &colon; 0x54072618
FID : 26(AL_FID_QOS), Private Data &colon; 0x514d31b8

CCTCRBEZSIZRELTVWASA U EZ—T I/ AN HBELET, ARP RF T4V UZZEYVHELT
WBRSTA4Y D SIRL—ENFHDDIE Gig2/020 TFo CDAVER—TIAAEI Y Y KT
g BE, BENMERE N, CPUERENFZ/IDIRICHIZSNET,

ATYT4FEDNL—ADEHA

OIS IV THRALEFTEOE-—DORRRF. VI CARREONTY NeHTIB1EG
THY), BEORRAICENBZWVWCETT,

KYBYBERNS TN 1—FT 10 5%lk, FED RL—RERENZBEEEFRITZHETT,
RL—R&R, FEDASCPUICT Y2 1EhaNTYRNE (BE7AIINEREZFERLT)F v
FYy$2HETT, L. FED L —AF Cisco Catalyst 6500 > ') —X A4 Y F® Netdr #
BREEDVTITRERHY)EE A,

CCTR., CO7TOERAZVWK 2ADATFYTICHEIL THMALET,

1.5y XT2BICTD, T7FILRTR, /XN NL—=ABRAICHE2>TVE
T EEBONTYREZEXFYTFVYI2ICE, HHMNL—AZEBMICTIHENHYVET,

<#froot>
3850-2#

set trace control fed-punject-detail enable



2.F Y TFY NV T 7 MBAESTD, HFMHNL—AICERATINY T 7OH A AXA%EREL,
PMEICHEUTHA X ZEPLET,

<tfroot>

3850-2#

show ngnt-infra trace settings fed-punject-detail

One shot Trace Settings:

Buffer Name: fed-punject-detail

Default Size: 32768

Current Size: 32768

Traces Dropped due to internal error: No
Total Entries Written: 0

One shot mode: No

One shot and full: No

Disabled: False

NYT77 HAXEZEETRICE, ROOXY RZFEALET,

<#froot>
3850-2#

set trace control fed-punject-detail buffer-size

EATERERRODESY T,

<#froot>
3850-2#

set trace control fed-punject-detail buffer-size ?

<8192-67108864> The new desired buffer size, in bytes
default Reset trace buffer size to default



3.FVY7F¥ JA4INEEEMTD, R, FYTFVICEATRZEETAIE2EEBMNT 3%
ENfHYNET, EROERD 74N EZEML, ThSsODT71I)IEZAOINTIC—H, £hiF
WTFhAIL—BTB2/NTY N EXFYTFYTEXT,

74N E2ZEMTBICE, ROOIV REZEALET,

<tfroot>
3850-2#

set trace fed-punject-detail direction rx filter_add

RECATEDFT2a2VEROEBYTT,

<tfroot>
3850-2#

set trace fed-punject-detail direction rx filter_add ?

cpu-queue rxq 0..31
field field
offset offset

RIZ, BERERONIRBENHYVET, CORNTFTIIND1—F420 JOLADART
Y72 THSAILE £, MEORRALCEZ>TVWAF1—2BVHLTKEEY, ¥1—
16 &, CPU ILZBONTY RZET7Y21LTVWBF1—TF, TOLYH, COF1—%bH
L—AL., SOF1—HAS CPUILESNTVWAINTY REFARNDEILRERN B ET

o

F1-ZRL—ARFTBICRK, ROV RZERALET,

<{froot>
3850-2#

set trace fed-punject-detail direction rx filter_add cpu-queue



COBITE, ROON RZFEALET,

<#root>
3850-2#

set trace fed-punject-detail direction rx filter_add cpu-queue 16 16

JALE—OIRTIL—HEEDH, VThAC—HRETEIHZERL, RL—RZFHIC
FRILBENBHYNET,

<tfroot>

3850-2#

set trace fed-punject-detail direction rx match_al

3850-2#

set trace fed-punject-detail direction rx filter_enable

TANBRUENTY NERRT D, FY7F v LENTY MNE. show mgmt-infra trace
messages fed-punject-detail AN > RTRRTE XY,

<tfroot>
3850-2#

show ngnmt-infra trace nessages fed-punject-detail

[11/25/13 07:05:53.814 UTC 2eb0c9 5661]

00 00 00 00 00 4e 00 40 07 00 02 08 00 00 51 3b
00 00 00 00 00 01 00 00 03 00 00 00 00 00 00 01
00 00 00 00 20 00 00 Oe 00 00 00 OO OO 01 00 74
00 00 00 04 00 54 41 02 00 00 00 00 00O 00 00 0O



[11/25/13 07:05:53.814 UTC 2eb0Oca 5661]

ff ff ff ff ff ff aa bb cc dd 00 00 08 06 00 01

08 00 06 04 00 01 aa bb cc dd 00 00 cO a8 01 Oa

ff ff ff ff ff ff cO a8 01 14 00 01 02 03 04 05

06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 f6 b9 10 32

[11/25/13 07:05:53.814 UTC 2ebOcb 5661] Frame descriptors:
[11/25/13 07:05:53.814 UTC 2eb0Occ 5661]

fdFormat=0x4 systemTt1=0xe
ToadBalHash1=0x8 ToadBalHash2=0x8
spanSessionMap=0x0 forwardingMode=0x0
destModIndex=0x0 skipIdIndex=0x4
srcGpn=0x54 goslLabel=0x41

srcCos=0x0 ingressTranslatedVlan=0x3
bpdu=0x0 spanHistory=0x0

sgt=0x0 fpeFirstHeaderType=0x0

srcVlan=0x1 rcpServiceld=0x2
wccpSkip=0x0 srcPortLeIndex=0xe
cryptoProtocol=0x0 debugTagId=0x0
vrfIld=0x0 salndex=0x0
pendingAfdLabel=0x0 destClient=0x1
appId=0x0 finalStationIndex=0x74
decryptSuccess=0x0 encryptSuccess=0x0
rcpMiscResults=0x0 stackedFdPresent=0x0
spanDirection=0x0 egressRedirect=0x0
redirectIndex=0x0 exceptionlLabel=0x0
destGpn=0x0 inlineFd=0x0
suppressRefPtrUpdate=0x0 suppressRewriteSideEfects=0x0
cmi2=0x0 currentRi=0x1
currentDi=0x513b dropIpUnreachable=0x0
srcZoneld=0x0 srcAsicId=0x0

originalDi=0x0 originalRi=0x0

srcL3IfIndex=0x2 dstL3IfIndex=0x0
dstV1an=0x0 framelLength=0x40
fdCrc=0x7 tunnelSpokeId=0x0

[11/25/13 07:05:53.814 UTC 2eb0Ocd 5661]

[11/25/13 07:05:53.814 UTC 2eb0Oce 5661] PUNT PATH (fed_punject_rx_process_packet:
830):RX: Q: 16, Tag: 65561

[11/25/13 07:05:53.814 UTC 2eb0Ocf 5661] PUNT PATH (fed_punject_get_physical_iif:
579) :RX: Physical IIF-id 0x104d88000000033

[11/25/13 07:05:53.814 UTC 2eb0d0 5661] PUNT PATH (fed_punject_get_src_13if_index:
434):RX: L3 IIF-id 0x101b6800000004f

[11/25/13 07:05:53.814 UTC 2eb0dl 5661] PUNT PATH (fed_punject_fd_2_pds_md:478):
RX: 12_logical_if = 0x0

[11/25/13 07:05:53.814 UTC 2eb0d2 5661] PUNT PATH (fed_punject_get_source_cos:638):
RX: Source Cos 0

[11/25/13 07:05:53.814 UTC 2eb0d3 5661] PUNT PATH (fed_punject_get_vrf_id:653):

RX: VRF-id 0

[11/25/13 07:05:53.814 UTC 2eb0d4 5661] PUNT PATH (fed_punject_get_src_zoneid:667):
RX: Zone-id 0

[11/25/13 07:05:53.814 UTC 2eb0d5 5661] PUNT PATH (fed_punject_fd_2_pds_md:518):
RX: get_src_zoneid failed

[11/25/13 07:05:53.814 UTC 2eb0d6 5661] PUNT PATH (fed_punject_get_acl_log_direction:
695): RX: : Invalid CMI2

[11/25/13 07:05:53.814 UTC 2eb0d7 5661] PUNT PATH (fed_punject_fd_2_pds_md:541) :RX:
get_acl_log_direction failed

[11/25/13 07:05:53.814 UTC 2eb0d8 5661] PUNT PATH (fed_punject_get_acl_full_direction:
724) :RX: DI 0x513b ACL Full Direction 1

[11/25/13 07:05:53.814 UTC 2eb0d9 5661] PUNT PATH (fed_punject_get_source_sgt:446):



RX: Source SGT 0

[11/25/13 07:05:53.814 UTC 2eb0Oda 5661] PUNT PATH (fed_punject_get_first_header_type:680):
RX: FirstHeaderType 0

[11/25/13 07:05:53.814 UTC 2eb0db 5661] PUNT PATH (fed_punject_rx_process_packet:916):

RX: fed_punject_pds_send packet Ox1f00 to IOSd with tag 65561

[11/25/13 07:05:53.814 UTC 2eb0dc 5661] PUNT PATH (fed_punject_rx_process_packet:744):

RX: ##*** RX packet 0x2360 on gqn 16, Ten 128 #**%%*

[11/25/13 07:05:53.814 UTC 2eb0dd 5661]

buf_no 0 buf_len 128

<snip>

COHENFZLLOBERERHEL, BEFGNTYNOEERENBTEZRETZIOICTHTT,

ANYE—FTORADEBI . ERECARICATATHERAE NS Meta-data TI, 2
EBORDEEBEONTY NTT,

ff ff ff ff ff ff - destination MAC address
aa bb cc dd 00 00 - source MAC address

COEFETMACT RLAZRNL—ALT, RREBZR—KNEZRETERT (Zhy+f2
— 16D SN RENBNTY NORBAITHIZENREE NS, COBBICRENT Y
RDAVABRYANIDIEGNF REh, BOBEARNTY NEIUYTEIhET ),

EIEL, E85LRVAENBVET, AVA—BHRORBICHZOVICEBELTSEE WL,

[11/25/13 07:05:53.814 UTC 2eb0Oce 5661] PUNT PATH (fed_punject_rx_process_packet:
830):RX: Q: 16, Tag: 65561

[11/25/13 07:05:53.814 UTC 2eb0Ocf 5661] PUNT PATH (fed_punject_get_physical_iif:
579) :RX: Physical IIF-id 0x104d88000000033

SO0, CONTYNDEBROF1I—ERTZRE2>EYRLTVWET, HaAIlcF 2
— LKA BA 2 IEBER. COFETFI—ZHRICAEABTERT,

2EEOOY IR, REXAVE—TIAADYEA U R—TIARID7 72 NU(IF)-ID%ER

HIBLH, ESICENTY, 16 ERER. TOR—NIEITIBEWREF T IBLEHIC
FATESD/N\VRILTT,

<#froot>



3850-2#

show platformport-asic ifmiif-id 0x0104d88000000033

Interface Table

Interface IIF-ID : 0x0104d88000000033
Interface Name : Gi2/0/20
Interface Block Pointer : 0x514d2f70
Interface State : READY
Interface Stauts : IFM-ADD-RCVD, FFM-ADD-RCVD
Interface Ref-Cnt )
Interface Epoch : 0
Interface Type : ETHER

Port Type : SWITCH PORT

Port Location : LOCAL

Slot A

Unit : 20

Slot Unit : 20

Active Y

SNMP IF Index 1 22

GPN : 84

EC Channel : 0

EC Index : 0

ASIC : 0

ASIC Port ;14

Port LE Handle : 0x514cd990

Non Zero Feature Ref Counts
FID : 48(AL_FID_L2_PM), Ref Count : 1
FID : 77(CAL_FID_STATS), Ref Count : 1
FID : 51CAL_FID_L2_MATM), Ref Count : 1
FID : 13(CAL_FID_SC), Ref Count : 1
FID : 26(CAL_FID_QO0S), Ref Count : 1
Sub block information
FID : 48(AL_FID_L2_PM), Private Data &colon; 0x54072618
FID : 26(AL_FID_QOS), Private Data &colon; 0x514d31b8
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8622/25 - 8622 is PID for IOSd and 25 implies that this process 1is using 25% CPU.
5753/12 - 5733 1is PID for FED and 12 implies that this process 1is using 12% CPU.
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event manager applet highcpu

event syslog pattern "%CPUMEM-5-RISING_THRESHOLD"

action 0.1 syslog msg "high CPU detected"

action 0.2 cli command "enable"

action 0.3 cli command "show process cpu sorted | append nvram:<filename>.txt"
action 0.4 cli command "show process cpu detailed process <process name|process ID>
sorted | nvram:<filename>.txt"

action 0.5 cli command "show platform punt statistics port-asic 0 cpuq -1
direction rx | append nvram:<filename>.txt"

action 0.6 cli command "show platform punt statistics port-asic 1 cpuq -1
direction rx | append nvram:<filename>.txt"

action 0.7 cl1i command "conf t"

action 0.8 cli command "no event manager applet highcpu"
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