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2. Publish

FINANCIAL |5 observablesto
SERMCES = Sensors
THREAT() A ST)I(X NGFW / NGIPS
L T.o .8 Block Monitor
InfobloX e,
@1V o eclecticiq t |
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1. Ingest third-party create incidents
Cyber Threat
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Overview Analysis Policies Devices Objects = AMP ROIGHITET, ] S0 System Help ¥

Incidents Sources Elements Settings

Sources
Q C' 4 sources

4 Name 4 Type 4 Delivery  Action Publish ¥ Last Updated Status
uu“t‘fnhu“—d' STIX TAXIL M & 3 hours ago | Pause Updates Completed with Errors
guest.CyberCrime_Tracker STIX TAXII M - 3 hours ago | Pause Updates @ Completed
user_AlienVault STIX TAXIT -« 4 hours ago | Pause Updates Completed with Errors
test_flat_file

1Pv4 Flat File Upload D Block + 3 days ago & Completed

mzadilo v

E:74—RIEYR—PENRTVEVEZENFr@FENTVBREE, REIZ—TETHFYE
T9,
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Add Source @ X

DELIVERY prvdil URL Upload

URL* | http://hailataxii.com:80/taxii-discovery-service
SSL Settings v

USERNAME guest

PASSWORD eeesse
A\ Credentials will be sent using an unsecured HTTP connection

FEEDS” *x  guest.CyberCrime_Tracker b4

Note: A separate source will be added for each feed selected. The
name will default to the name of the feed and can be edited later.

ACTION Monitor
UPDATE EVERY (MINUTES) | 1440 |:| Never Update
ITL (DAYS) 90

puBLIsH @)

¥:ERATEDT I3[ Monitorl DA TT, BRICKITZ IOV IOTFI A%
STIXIRTERET D CERFTEEE A

- URLSSTIXOBEKXLET7ZY N7 7AIUNBREZ M TWVWABHTTP/HTTPSO—AIL Y —NAD
V2 O%BRETERY,




Add Source @ X

DELIVERY | TAXII URL Upload

TYPE  STIX i

URL™

NAME™

DESCRIPTION

ACTION Monitor
UPDATE EVERY (MINUTES) 1440 [] Never Update

TTL (DAYS) | 90

puBLISH @ )

Save Cancel
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Add Source @ X

DELIVERY  TAXII URL Upload

YPE Flat File o CONTENT | SHA-256 -
R SHA-256 )
LE* |
: Domain :
I rof |
I URL |
| |
: IPv4 '
e N | W
IPv6
NAME*
Email To
DESCRIPTION EmaliErom v
ACTION €3 Block -
ITL (DAYS) 90
puBLIsSH @)
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Overview Analysis Policies Devices Objects I8 Intelligence

Incidents Sources Elements Settings
Indicators
* Last Updated ~|Q, C' 111 Indicators
Type 4 Name ¢ Source. Incidents  Action Publish ¥ Last Updated Status.
i Feodo Trarkp.r-: | This 1P address has been identified as malicio © Monitor + -« Sep 13, 2017 10:50 AM EDT © Compieted
i Feodo Tracker: | This IP address has been identified as maliclo... . © Honitor o Sep 13, 2017 10:50 AM EDT ® Cornpleted
Comikc ZeuS Tracker (online) | Eii(‘.hsi.l.-‘yawn'.l:.!(idyl|i:,-‘|i'lp.|ahp (201 " quest.Abuse_ch -« G R i Complited with Emors
Complex Zeus Tracker (offline) | IJIJ.I.lp.rIJ.I’UIULIdULUrII'\:_I.i!J (2017-08-.. ar Sep 13, 2017 10:50 AM EDT & completed
o ZeuS Tracker (offline) | masolc.com.na/images/bro/config.jp.. « Sép 13, 2017 10:50 AM EDT ot W ERvoiE
i Feodo Tracker: | This IP address has been identified as malicio.. o T « Sip 1% LT 10 SE A T © compieted
e Feodo Trac er.r: | This TP address has been identified as u.ldlu i0... B ovitor:» -« iR ® Completed
comise Zeus Tracker (offline) | lisovfoxcom.418.comL.ru/clock/cidph.. 0o oy o 413 2017 16550 AW EDT T p—
o Feoda Tracker: | This IP address has been identified as maliclo.. i © Monitar - « i 50 B A B i
1Pvd Feado Tracker: | This IPF address has been identified as maliclo... t.Abuse_ch © Monitor - ar Sep 13, 2017 10:50 AM EDT @ completed
1Pva Feodo Tracker: | This 1P address has been identified as mdlitu.J  iomnor « S I3 2O I LU U RN EDT © compiesia
1Pve Feodo Tracker: | This IP address has been identified as malicio.. © Monitor - -« Sep 13, 2017 10:50 AM EDT @ Completed

AFYVTA AVDT—ROEHERRIDE, AVIT—ROHMIRTENES, €51, ¢
SH—CNTUYT 1T, FUOVIAVELEI RN ERETERT (RMBAIIT—2D
BE) .

RICRTEDIC, OREEFICE>TELSEENE2DOBAEEZEELCESA ST —2FVARNE
h&Ed,



Indicator Details @ X Indicator Details @ X

NAME NAME
Zeus Tracker (offline)| 13d.pp.ru/global/config.jp Feodo Tracker: | This IP address has been identified as
(2017-08-16) | This domain has been identified as malicious malicious by feodotracker.abuse.ch

by zeustracker.abuse.ch

DESCRIPTION

SOURCE guest.Abuse_ch SOURCE guest.Abuse_ch
EXPIRES Nov 27, 2017 7:16 PM CET EXPIRES Nov 27, 2017 7:16 PM CET
ACTION O Monitor ACTION O Monitor

ruBLIsH @) puBLIsH @)
INDICATOR PATTERN INDICATOR PATTERN

13d.pp.ru
OR

3

13d.pp.ru/global/config.jp/

Download STIX m Download STIX Clo:

AT Y 75 [Responsive] R 7 ICBEIT D E, 1D T—RIZEENTVWAURL, IPPRLA, RX
1, BRUSHA2N RRENET, LY —IC7Y21$B2EEEREL., BEICSLUTT

V2aVEZEETEEFET, REBEOHICK., 2BHEEL AROAT > a2V ICHYETEZHRTAMNIARR
RONFBHYVET,

Overview Analysis Policies Devices Objects AMP [BOISIIEERES : em  Help v

Incidents Sources Elements Settings
Observables
Q C" 1432 Observables
p—

Pv4 1 © Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Pv4 1 © Monitor + [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain eite.asia 1 © Monitor + - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL eite.asia/yaweh/cidphp/ file.php/ 1 © monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain 13d.pp.ru 1 © Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL 13d.pp.rufglobal/ config.jp/ 1 0 Maonitar - [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
URL masoic.com.ng/images/ bro/ config.jpg/ 1 © monitor « - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 :50 AM EST
Domain masolc.com.ng 1 © Monitar + - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
1Pve 1 © Monitor - [ ¢ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
e 1 © monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
Domain lisovfoxcom.418.comL.ru 1 © Monitor [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 5:50 AM EST
URL lisovfoxcom.418.comL.ru/ dock/cidphp/file.php/ 1 © Monitor ~ [ & Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST




AT Y 7'6:[Elements] 2 7 ICBEL T, TIDABHMICHE>TVWBRFNAAD VAN ZERELET,

Overview Analysis Policies Davices Objects LUEE Intelligence ey ] System  Help v  admin v

Incidents Sources Elements Settings
1 Element
Name Element Type Registered On Access Control Policy

@ Fro_622 Cisco Firepower Threat Defense for VMWare Sep 5, 2017 4:00 PM EDT ag

ATY T T7T( A7 32 ) : [Settings]A 7 IBEIL., [Pause] RZ>ZBIRL T, EoH—AD
ADT—3QOT7V1EEFELELET, COBRECEER20DA2HVVET,

Overview Analysis Policies Devices Objects | AMP RO ELT . System Help v admin »

Incidents Sources Elements Settings

TID Detection

@ The system is currently publishing TID observables to elements. Click Pause to stop publishing and purge TID
observables stored on your elements.

Pause

3

FELTDF RS 74V 0ICRUTT I3 VERTLENESH ZHEZET B ICIE, [Incidents] X
TILBETIVENHYET,

Overview Analysis Policies Devices Objects = AMP ROVGIENTLS b , System Help» admin »
Incidents Sources Elements Settings
* Last Updated . - Q C' 89 Incidents

¥ Last Updated 4 Indicator Name Type 4 Action Taken ¢ Status
2 days ago Py 1 Blocked Mew [w]
2 days ago 1Pvé € slocked New I+
7 days ago SHA-20170907-81 2922f0bb1ac 1121 17f4556c304f94122350¢ SHA-256 € Blocked New [u]
7 days age SHA-256 ) slocked Mew o
7 days ago SHA-256 € Blocked New [u]
7 days ago 2117fa556c30494122350¢..  SHA-256 €3 slocked New o
7 days ago bblacfocazl SHA-256 ) Blocked New 5]

FiE2. 47 Nk, TIDRY O T DO[Security Intelligence Events] 2 7 THRETE XY,

Overview JEUENRIEN Policies Devices Objects = AMP Intelligence

Context Explorer Connections * Security Intelligence Events Intrusions * Files » Hosts » Users * Vulnerabilities = Correlation * Custom Lookup * Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search
Security Intelligence Events ¢ _ s g ’
. . . . . P PO i Il 2017-09-17 11:59:53 - 2017-09-17 13:04:34 3
Security Inteliagence with Application Details * Tabls View of S enge Events = -
Fxpanding
No Search Constraints (Edit Search)
Jumpto.. ¥
[[] | =First Packet Last Action  Reason Initiator IP Initiator der 1P d Security Intelli Ingress Egress Source Port /  Destination Port |
Packet Country Country Category Security Zone  Security Zone  ICMP Type ICMP Code
B [ 2017:00-17 1301511 Allgyy DN Monitor 192.168.16.2 = NLD T Domain Name Monitor 57438/ udp 53 (domain) L ude
1 ] |_] 2017-09-17 13:01:11 Allow DNS Monitor 192.168.16.2 = NLD TID Domain Name Manitor 83873 / udp 53 (domain) / udp
B [ 2017-09-17 13:01:11 Allow DNS Monitor 192,168,162 == NLD Tl Domain Name Monitor 60813 / udo 53 {domain} / udp
£ O 7-09-17 13:01: Allgw DNS Monitar 92.168.16.2 = NLD TR Domain Name Monitor 53451 / udp 53 (demain) / udp|
3 [ 2017-09-17 13:00:15 Block 1P Block 192.168.16.2 o g usa TID IPvd Block 51974 / wp 80 (htp) / tep
# [ 2017-09-1712:59:54 Elack 1B Block 192.168.16.2 ] 5 usa T IPv4 Block 1972/ o 80 {hiw) / top
$ [0 2047:00-4712:59:33 Block  [EBlock 192.168.16.2 ° . UsA TID.IPvd Block 51970/ tp 80 thupl / tp
Page| 1 [of1 Displaying rows 1-7 of 7 rows
View Delete
View All Delete All
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FEIREZFHANDY—A (71— R)DFFMCEEUH—ILBEETIHNESH ERBTEET,
NZITSICE, CLITRDBRICBEBLE T,

/var/sf/siurl_download/
Ivar/sf/sidns_download/

Ivar/sf/iprep_download/

SHA2567 1 — RAICHFLWVWF 1L I NUNFERE NE T, /var/sfisifile_download/ IC 7 VAL
TLEEL,

root @t d622: /var/sf/sifile_download# |s -1

total 32

-rwr--r-- 1 root root 166 Sep 14 07:13 8ba2b2c4-9275-11e7-8368-f6cc0e401935. | f
-rwr--r-- 1 root root 38 Sep 14 07: 13 8ba40804-9275-11e7-8368-f 6cc0e401935. | f
-rwr--r-- 1 root root 16 Sep 14 07:13 | PRVersion. dat

-rwrwr-- 1 root root 1970 Sep 14 07: 13 dmfilel. acl

Srwrwr-- 1 ww w167 Sep 14 07: 13 file.rules

drwxr-xr-x 2 ww ww 4096 Sep 4 16:13 health

drwxr-xr-x 2 ww ww 4096 Sep 7 22:06 peers

drwxr-xr-x 2 ww ww 4096 Sep 14 07:13 tnp

root @t d622: /var/sf/sifile_downl oad# cat 8ba2b2c4-9275-11e7-8368-£f6cc0e401935.1f
#Ci sco TID feed: TI D SHA- 256 Bl ock: 1

7a00ef 4b801b2b2acd09b5f ¢72d7¢c79d20094ded6360f b936bf 2c65alf f 16907

2922f Obblacf 9c221b6cec45d6d10ee9cf 12117f a556c304f 94122350c2bchdc

S : TIDIE. FMCOYO—/NL RXA Y TOIEHTT

E:NATRASEUT15RE ( WEFMC77°54 A ) TF YT 414 7 %%Firepower
Management Center(FMC)TTIDZR AN T BFE., AT LARTIDEREELETIDTF—XZE AR
>IN 1 OFirepower Management CenterlC[FEIL £ A,

NZ7)L21—hk

tidEFEND NY TLRILOTOEANF SN ET. COTOLRRF, RO3207OEARICKE
L ¥, RabbitMQ. Redis. mongo. 7Ot AR T2 ICIE., pmtoolD AT —RAZRITLE
9 | grep 'RabbitMQ\|mongo\|redis\|tid' | grep " - "X > R

root @ nc622: / Vol une/ hone/ adm n# pmtool status | grep 'RabbitMQ\|mongo\|redis\|tid' | grep " - ™
Rabbi t MQ (nornal) - Running 4221

nongo (system - Running 4364

redis (system) - Running 4365

tid (normal) - Running 5128

root @ nct622: / Vol une/ hone/ adni n#

EQORSBTIIAaUNTOIENZITIEA LTHEFETSICIE. system support firewall-
engine-debug < > K& = lksystem supporttrace AV RZERTITDCENTEET,



> gystem support firewall-engine-debug

Pl ease specify an | P protocol

Pl ease specify a client IP address: 192.168.16.2
Pl ease specify a client port:

Pl ease specify a server |P address:

Pl ease specify a server port:

Monitoring firewall engine debug nmessages

192. 168. 16. 2-59122 > 129.21.1.40-80 6 AS 1 | 1 URL SI: ShmDBLookupURL("http://www.example.com/")
returned 1

192. 168. 16. 2-59122 > 129.21.1.40-80 6 AS 1 | 1 URL SI: Matched rule order 19, Id 19, si list id
1074790455, action 4
192. 168. 16. 2-59122 > 129.21.1.40-80 6 AS 1 | 1 deny action

TOIaVOBERITE, RO2DOOAIEENF HY KT,

. URL SIJL—)LDJEF19, ID 19, SIU A NID 1074790455, P93 4- NS 74V OK7
Ay hEL L

- URL SI:IL—JLD)JEF20, ID 20, SI'JABNID 1074790456, 79> 3>26-NZ 714V ONE
BEanEL



	Cisco Threat Intelligence Directorの設定とトラブルシューティング
	内容
	概要
	前提条件
	要件
	使用するコンポーネント

	背景説明 
	この仕組みを説明しましょう

	設定 
	ネットワーク図
	コンフィギュレーション 

	確認 
	トラブルシュート


