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switch# configuration terminal
switch(config)# switchname <switchName>
SwitchName (config)# ip domain-name example.com

X AAZSOERRBICIPRANBRLEFIPRAA D B2EETDH L, EASHIEMICED A6
AHYWEY,

W< OHPDEREF—T— ROEHE

RZARRAY N : O—HAIRSAF—RT, CANT VY JFEHE, CAILK > TAA Y FICHT
ENLIDIARELE, BHEINLFARBCAICEIZBEHREZSCO—NUAREF T IR,
BRORNZARNRAUNEREL T, BHOCAN S AA Y FIDIIAEZERTEERT., ~FA
RRAY NADTELZIDERIE. NAT—RTREENLPKCS12EEEXDT77AIILICIVA
R—KRTEEXT, BTRALAAMYTFILAVR—NLEY (LA, DATLIZYZ10%
) RBULERAAMYFICAVR—KLIEY TEEXRT, PKCS127 7 A ILADERIF. RSAF—R
7. IDELRAE. BKRUCAGERE (KL FI—2 ) THEEINZET,

CAGIBAE : BB (CAICK 2> THEICHL TRITENBIARETT, Y N7 Y TICHEBCAE
R TRUCANFETHARMENIHYET., ZNBE. ChiFPFREEERETMCA/NT Y Y VLA
EXSHBIDEETEET,

SRLR(CA) : RIFAEEREEFEL, RAN, XYKND—=O9FNA AR, I—HFBEDIVT1T4
(CIDSIBAEZHKITTHT/NA AR, CAE, CORIBIVTATAICHLTHhHREFROF—SIE
ERELET,

RSAF—RT : A4 Y FTclizEAL TEKE N, FTFARNKRAY MNIBRENITShET, AA
YFILREENTVWBIRTZARRSA NI EIL, —BORSAF—RTZEKL. NFZARKA Y
NEEENTAILENFHYERT,

ABAEBRERICSR): A/ YTFASEREh, BREOLHIZCAICEBENDERTT, 20
CSRICK L T, CARKIDIEIFAEZREL £,

Identity Certificate ( IDFEBAE ) .CSROERTTHBDAM Y FICRL T, FERBICK>TERH K
ORITENLAAETT., CSRICALLEFENDE, CAFLREBREREFXA—ILETLE

Web7 ZOHZERAL TIDIAEZRELE T, IDIAEEZEMDSM S ARNKRA > NCBEY) i
B2k, BEPEM(base6H)FEXTHRIYLEN HYET,
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JL— K CA(CA).

Sub CA Certificates ( Identity Certificates#'Sub CAIC&K 2 TEREhTWVWBHES ) CDFEE.
Sub CAOCAGEFHEE AM Y FIZEMT B XENHYET,

TATFTATARHAE



RSAF—ART DER

switchName# configure terminal
switchName (config)# crypto key generate rsa label <rsaKeyPairName> exportable modulus xXxx

(BHBREDISAMER (F74IN) 512, 768, 1024, 1536, 2048, & &T4096TF).

FE 2
CARTSANRAL> N EERL, RSAF—RFPERNSAMNRA MCRHRERITS

AA Y FFQDNEF, F—RT7OERFICAEEBESABWVWERIC, T7FILMOF—FXR)LEL
THEAEhET,

switchName (config)# crypto ca trustpoint <trustpointName>
switchName (config-trustpoint)# enroll terminal
switchName (config-trustpoint)# rsakeypair <rsaKeyPairName>

FIE3
hSARNRA > NRIERORE

RALE NBDCANECFEEBCATAHRVEEE. CAFIELFIEOBIC, AEAEFI—2AOIANTO
CAODCAFLFAEN LB VAR ZANTIHBEN BV ET, ChiF. RASNhBCAOCALRET
I—2EFENEKT, CAREAEF I —ADAZEOHEAHKIK10TT,

IL—KRCADO XD HBHE

switchName# configure terminal
switchName (config)# crypto ca authenticate <trustpointName>

input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIDmjCCAOKgAWIBAgIGAVTGVPXRMAOGCSgGSIb3DQEBCWUAMFO0xXCZzAJBgNVBAYT
AKFVMSUwIwYDVQQKDBxDaXNjbyBTeXNOZW1zIE1luYy4gQXVzdHIThbG1hMRIWEAYD
VQQLDA1DaXNjbyBUQUMxEzARBgNVBAMMCk5pa29sYXkgQOEwWHhcNMTYWNTESMDIw
MTAXWhcNM] YWNTIwMDIWMTEOW]BAMQswCQYDVQQGEWIBVTEIMCMGA1UECgwcQ21z
Y28gU31zdGVtcyBIbmMUuIEF1c3RyYWxpYTESMBAGAIUECWwJIQ21zY28gVEFDMRMwW
EQYDVQQDDAPpOaWt vbGF5IENBMIIBI jANBgkghkiGO9w0OBAQEFAAOCAQ8AMIIBCOKC
AQEAM60NnX1i3JREIe2NpQ53CDBCUTN8cHGU67XSyagL7M1YBhH032QaVrT3b98KcW
55U0gQW15kANThNTIQ+f0£80]j9A5UbwcQwIXQUHGKDZVvJIULFidM37tGF90ZVLIs7
sMxsnVSPIe05w71B9Zuvgh3b7QEAdW0ODMevNwhuYgaZ0TWrkRROS0oG+6160DWVZ T
GX0I7MCpLE8JevHZmwfutkQcbVliozcu9sueemvL3v/nEmKP+GlxboRIEQFhXQeyy
/akhr707] /pPHIbvTSuf09VgVRi5¢c03u7R1XccO0taNzZxSENWovyy/EXKEYjbWaFr7
u+Npt5/6H3XNQKI0PCSuoOdWPwIDAQABO2AWX JAfBgNVHSMEGDAWGBSE /ugXmcfx
DeH/OVLB6G3ARtAVYZAJABgNVHQ4EFgQUhP7gl5nH8Q3h/z1SwehtwEbQL2MwDgYD
VROPAQH/BAQDAgGGMAWGA1UJEWQFMAMBA £ 8wDQYJK0oZ IThvcNAQELBQADggEBAHOT
a89CFrIUIGGQFg6L2CrYmuOEObv69UnuodvzG/gEy4GwiWUNKkUCNUS8wNEx3RAgJI8R
KHUbeQYOHjGRaThY8z7Qx8ugA6pDEiwf /BMKPNBPKfhMEGL2IKk02uRThXruA82Wi
OdLYOE3+£fx0KULVKS5Vv09Iu5sGXa8tdriDwGWLkfQo2AMLzc+SPAT3udEpG/9BD
nwGOseizb5a/kTAsMircoN2TcgoMBf5LQoA52DIf6MAHA2QZxcnm9ez81igKhzvMGl
O0iopI3jTQ38Y9fgCKB8E30wUwCozaY3jT0G3F57BfPCEBkkdzla/Lw7en991xtBcp
0iptGTDJISt7TruaTvDs=



END OF INPUT ---> press Enter

NECAR LI TUCAN HBHE

HAZERFADISICE#HEhET,

switchName# configure terminal
switchName (config)# crypto ca authenticate <trustpointName>

Input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIDmjCCAOKgAwWIBAGIGAVTGVPXRMAOGCSAGSIb3DQEBCWUAMFE 0xXCzAJBgNVBAYT
AKFVMSUwIwYDVQQKDBxDaXNjbyBTeXN0ZW1zIEluYy4gQXVzdHIThbG1hMRIWEAYD
VQQLDA1DaXNjbyBUQUMxEzZARBGNVBAMMCk5pa2 9sYXkgQ0EwHhcNMTYWNTESMDIw
MTAXWhcNM YWNTIwMDIWMTEOW] BAMQswCQYDVQQGEwWJIBVTE1MCMGALIUECgwcQ21z
Y28gU31zdGVtcyBIbmMuIEF1c3RyYWxpYTESMBAGA1UECwWwIQ212zY28gVEFDMRMw
EQYDVQQDDApOaWtvbGF5IENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKC
AQEAM60nXi3JRETe2NpQ53CDBCUTN8cHGU67XSyggL7M1YBhH032QaVrT3b98KcW
55U0gqQW15kAnThNTIQ+f0£f807 9A5UbwcQwIXQuHGkDZvIULF1dM37tGF90ZVLIs7
sMxsnVSPIe05w71B9Zuvgh3b7QEdW0DMevNwhuYgaZ0TWrkRROS0G+6160DWVZET
GX0I7MCpLE8JevHZmwiutkQcbVlozcu9sueemvL3v/nEmKP+GlxboRIEGFhXQeyy
/gkhr703 /pPHIbvTSuf09VgVRi5¢c03u7R1XccO0taNZxSENWovyy/EXKEYjbWaFr7
u+Npt5/6H3XNQKJI0PCSuoOdWPwIDAQABO2AWXjAfBgNVHSMEGDAWGBSE /ugXme £x
DeH/OVLB6G3ARtAVYzAdBgNVHQAEFgQUhP7ql5nH8Q3h/z1Sweht wEbQL2MwDgYD
VROPAQH/BAQDAgGGMAWGA1UJEWQFMAMBA f 8wDQYJKoZ ThveNAQELBQADggEBAHIJ
a89CFrIUIGGQFg6L2CrYmuOEQObv69UnuodvzG/gEy4GwiWUNKUCNu8wNEx3RAGJI8R
KHUbeQYOHJjGRaThY8z7Q0x8ugA6pDEiwf /BMKPNBPkfhMEGL2Ik02uRThXruA82Wi
OdLYOE3+fx0KULVKS5Vv09Iu5sGXa8tdriDwGWLkfQo2AMLzc+SPAT3udEpG/9BD
nwGOseiz5a/kTAsMircoN2TcqgoMBf5LQoAS2DIf6MAHA2QZxcnm9ez81gKhzvMGl
010pI3jTQ38Y9fgCK8E30wUwCozaY3jTOG3F57BEPCEBkkdzla/Lw7en991xtBcp
0iptGTDJISt7TruaTvDs=

MIIC4jCCAOYgAwWIBAgGIQBWDSiay0GZRPSRI1jK0Ze]jANBgkahkiGOwOBAQUFADCE
kDEgMB4GCSQGSIb3DQEJARYRYW1hbmRr ZUBjaxXNjby5jb20xCzATBgNVBAYTAkKLO
MRIWEAYDVQQIEwWlLYXJuYXRha2ExEjAQBgNVBACTCUJThbmdhbG9yZTEOMAWGA1UE
ChMFQ21zY28xEzARBgNVBASTCmM51dHNOb3JThZ2UXEjAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjUIMTdaMIGQMSAwWHgYJKoZ IhveN
AQKkBFhFhbWFuZGt1QGNpc2NvLMNVvhbTELMAKGA1UEBhMCSU4XEjAQBgNVBAGTCUth
cm5hdGFrYTESMBAGA1UEBXMIQmMFuZ2Fsb3J1MQ4wDAYDVQQKEWVDaXNjbzETMBEG
A1UECXMKbmV0Oc3RvcmFNZTESMBAGA1UEAXMIQXBhcm5hIENBMFwwDQYJKoZIThveN
AQEBBQADSWAWSAJIBAMW/ 7b3+DXJPANBsIHHZz 1uNccNM8 7ypy zwuoSNZXOMpeRXX T
OzyBAgiXT2ASFuUOWQ1iDM8r0/41jf8RxvYKvysCAWEAAaOBvzCBVvDALBgNVHQ8E
BAMCACYwDwYDVROTAQH/BAUWAWEB / ZAdBgNVHQ4 EFgQUJY j yRoMbr CNMRU20yRhQ
GgsWbHEwawYDVRO £BGQwYjAuoCygKoYoaHROcDovL3NzZS0wOCIDZXIORWSyb2xs
LOFwYXJuYSUYMENBLMNybDAwWoC6gLIYgZmlsZTovL1xcc3N1LTA4XEN]1cnRFbondv
bGxcQXBhem5hITIwQOEUY3JsMBAGCSsGAQQBg ] cVAQQDAgGEAMAOGCSAGSIb3DQEB
BQUAAOEAHV6UQ+8nE399Tww+KaGr0g0ONIJagNgLhOAFcTOrEyuyt /WYGPzksF9Ea
NBG7E00ON66zex0EOEfG1Vs6mXpl/ /w==

END OF INPUT ---> press Enter
BEODTFAN ->ChEFCAGIAEASOAE—h (FEOTFARNITFAITHEEXET ). A
AYFOCLITTOYT RARRENLEZICHYFHSIET,

Red Color Text > &, FEHEZRTITADLEHICAILET,

EII_I;

PABLCIZ—HHdE, ROLSICHYXRT

failed to load or parse certificate



could not perform CA authentication

IL—RCARIHEZEME TICHTCALERAEN SRAL LS5ETR L,

incomplete chain (no selfsigned or intermediate cert)
could not perform CA authentication

AELBLITIE

Fingerprint(s): SHAl Fingerprint=E1:37:5F:23:FA:82:0C:63:40:9C:AD:C7:7A:83:C9:6A:EA:54:9A:7A
Do you accept this certificate? [yes/no]:yes

)6 4
AAREEEROER

NX-OS 8.4(1x) A&

switchName# configure terminal

switchName (config)# crytpo ca enroll <trustpointName>

Create the certificate request.. Create a challenge password. You need to verbally provide this
password to the CA Administrator in order to revoke your certificate. For security reasons your
password not be saved in the configuration. Please make a note of it. Password: abcdefl234 -----
> (Keep a note of this password that you are entering) The subject name in the certificate be the
name of the switch. Include the switch serial number in the subject name? [yes/no]: no Include
an IP address in the subject name [yes/no]l: yes ip address: 192.168.x.x The certificate request
be displayed... ---—-- BEGIN CERTIFICATE REQUEST-----
MIIBgzCCARQCAQAWHDEaAMBgGA1UEAXMRVMVNYXMtMSS5jaXNjby5jb2 0wgZ8wDQYT
KoZIhveNAQEBBQADGYOAMIGJIJAOGBALSY1UAJ2NC7jUJT1DVaSMgNIgJI2kt8rl141KY
0JC6ManNy4gxk8VeMXZSiLJ4JgTzKWAxbLDKTTysnjuCXGvjb+wjO0hEhv/y51T9y
P2NJJ80orngShrvFZgC7ysN/PyMwKcgzhbVpj+rargZvHtGI91XTgdWoVkSCzXv8S
VayHOVEVAgMBAAGYTzAVBgkghkiGI9w0BCQcxCBMGbmI 2MTIzMDYGCSAGSIb3DQEJT
DjEpMCcwJQYDVRORAQH/BBSwGYIRVMVNYXMtMS5jaXNjby5jb22HBKwWH6 IwDQYJ
KoZIhveNAQEEBQADGYEAKT60KER6Q08n]j 0sDXZVHSEIZh6K6JtDz3Gkd99G1FWgt
PftrNcWUE/pwbHayfQl2T3ecgNwel2d15133YBF2bktExiI6U188nTOjglXMjjas
8a23bNDpNsM8rklwA6hWkrVLENUZEFIxqbj fngPNTZacJCUS6ZgKCMetbKytUx0= ———-—-— END CERTIFICATE REQUEST---

FrLOPNAD—RBEREELEEILRFENTEA. CONADT—RE, AREFZRVEES
RENFHIHEIXETT, TOLO, CONAT—REEITHBEN BV ET,

A NAD—RICE T XF2FEALBVTLSEZV, CSRAXKBRIZFRERICKYETT,

OE—0ORBT :

CNEAAYFOMBRELET. Chidk, L—RCARLERYTCA(BBLLF ) LEFX—
LELETOMOAETERTZAEN SV ET. CAFBENEZIDIABEERLET,

NX-OS 8.4(1) AR,



Cisco Bug ID CSCv043832 ( & 1—H=EHH ) DEELL T, EZ{& 77027 MMENX-0OS 8.4(1)T
TEEhEL L,

F7AIRTR, YTPI O RNEBRBRAAMYFEERBLUTT,

BER 7O 7 T, [Alternate Subject Name]7 1 — )L REEBHODNT 1 — )L REFHATEET

o

A HleELT, DN7A4=)ILROZTOVT NIEENF RRIENDHEE. TOXFHBENEENX
FHEFEHATEET, L&z, State DNZOV T RNCRROESICRRENE T,

RR&Z A B[1-128]:

1D 5128 FETHOEEONFIZIEETEET,

switchName# configure terminal

switchName (config)# crypto ca enroll <trustpointName>

Create the certificate request

Create a challenge password. You need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password not be saved in the configuration.
Please make a note of it.

Password:abcdefl1234

The subject name in the certificate is the name of the switch.
Change default subject name? [yes/no]:yes

Enter Subject Name:customSubjectName

Include the switch serial number in the subject name? [yes/no]:yes
The serial number in the certificate is: XXXXXXXXXXX

Include an IP address in the subject name [yes/no]:yes

ip address:192.168.x.x

Include the Alternate Subject Name ? [yes/no]:yes

Enter Alternate Subject Name:AltName

Include DN fields? [yes/no]:yes

Include Country Name ? [yes/no]:yes

Enter Country Code [XX]:US

Include State ? [yes/no]:yes

Enter State[1-128]:NC

Include Locality ? [yes/no]:yes

Enter Locality[1-128]:RTP

Include the Organization? [yes/no]:yes

Enter Organization[1l-64]:TAC

Include Organizational Unit ? [yes/no]:yes

Enter Organizational Unit[1-64]:sanTeamn

The certificate request is displayed...

MIIDEjCCAfoCAQAWbzELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAkKS5DMQwwCgYDVQQH
DANSVFAXDDAKBgNVBAOMA1RBQZEQMA4GA1UECWWHC2FUuVGVhbTEIMCMGA1UEAWWC
RJjIOMSOxNS0xMCO05MTQ4VCOyLmNpc2NvLmMNvbTCCASIwDQYJKoZ IThveNAQEBBQAD
ggEPADCCAQOCggEBAJIxGBpaX7j1lS5rtLfzhttgvevDPeXrt FCwOwr SSshPnJ fzKN
ZFxzqgTtyTSZpTUAPfhd2QEDu+rdz+5RBALF6CcP5YNJeiYwQat t f65QF fxWf fFEuk
BSSvkBwx7y0Bna0fW7rMhDgVF5¢c9C]2gNItwk04Wxx56Guzn/iQGbGQ8AK3YA/mZ
61wl4x8Xj15jHwPrg57HB0IJoVFta0SV7DRsCwguqg7Vg3CxViQSgdlOndop699£fn
TmENVOFHUfZhPF+YgsUakGeTcdpebu524kgdnZzHleiu9mlrs9vrU0d2gG7Ez+Goi
+GFDONrauCQSVREpk7dv718jMk+tYR6U3ETFYYUCAWEAAaBeMBKGCSgGSIb3DQET
BzEMDAphYmNkZWYxMJjMOMEEGCSQGSIb3DQEJDjEOMDIWMHYDVRORAQH/BCYWJIIIC
RIIOMSOxXNSOxMCO5MTQ4VCOyLmNpc2NvLMNvbYcEwKgBCjANBgkghkiGOwOBAQSF
AAQOCAQEACBrh5x0bTI/SOJ7DLm9sf5rfYFad0/1BafKgi2Dp3QPLMIaljydZwz4dg
NAN3j7Igb4vZPVv/KBrJCibdjEJUn/YiGMSTIPFQLys/Qm0fhQmsWeDxDX5xkE+/x
jZ+/805W/p6fPVAxT6sGDydjhASMcYrlo3grj0iPWloP+BaDpZgLpIoUHQygk8RB


https://cdetsng.cisco.com/webui/#view=CSCvo43832

SITbRR48QK16pOVwcLPMXWy4w9Yp24hoJ8LI4L110D+urpyeEulIpXywQdOJShQ3sS
LWDEgVQSOhFQ+L7¢c+GGhnrXNXBD37K5hQ2mwr SIgI0FjDOMf zsBDe8bnDgx/H1La
EP0sjBxo5AxmGon3ZEdlj6ivoyCA/A==

FIES5
IDEEFRED 1 AN—=)L

A AAYFICRETEDIDAEAZTORZRAKIEF16TT,

switch# configure terminal

switch(config)# crypto ca import <trustpointName> certificate
input (cut & paste) certificate in PEM format: ----- BEGIN CERTIFICATE-----
MIIEADCCA6QgAwIBAgIKCGO00QAAAAAAdDANBgkahkiGIwWOBAQUFADCBkDEGMBAG
CSgGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5ib20xCzAIBgNVBAYTAk1OMRIWEAYD
VQOIEW1LYXJuYXRha2EXE]jAQBgNVBACTCUJThbmdhbG9yZTEOMAWGAIUEChMFQ21z
Y28xEZARBgNVBAsSTCmM51dHNOb3ThZ2UXEjAQBgNVBAMTCUFWYXJUuYSBDQTAeFwOw
NTExXMTIwMzAYNDBaFwOwNjEXMTIwMzEYyNDBaMBwxGJjAYBgNVBAMTEVZ1Z2FzLTEuU
Y21zY28uY29tMIGEMAOGCSgGSIb3DQEBAQUAALGNADCBiQKBgQC/GNVACd]jQu4lC
dQ1WkjKjSICdApLfK5eIJSmMNCQuU]jGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5EQ8rJ47
glxrd2/sI9IRIb/8udU/cj9jSSEtKK56koa7xWYAu8rDfz8jMCnIMAWlaY/g2g4Gb
x7R1ifdVO6UFgFZEgsl7/Elash9LxLwIDAQABo4ICEZCCAg8wIQYDVRORAQH/BBsw
GYIRVMVNYXMtMS5jaXNjby5jb22HBKWWH6 IWHQYDVROOBBYEFKCLi+2sspWEfgrR
bhimlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6w]j TEVN] skYUBOLFmMxxX0YGW
PIGTMIGQOMSAWHIYJK0OZIhvceNAQKBFhFhbWFuzZGt1QGNpc2NVvLMNVhbTELMAKGA1UE
BhMCSU4xEjAQBgNVBAGTCUthcm5hdGFrYTESMBAGA1UEBXMIQMFUZ2Fsb3J1MQ4w
DAYDVQQKEwWVDaXNjbzETMBEGA1UECXMKbmV0c3RvcmFNZTESMBAGA1UEAXMJIQXBh
cm5hIENBghAFYNKJrLQZ1E9JEiWMrR1 6MGSGA1UJHWRKMGIWLgASoCgGKGhOdHAG
Ly9zc2UtMDgvQ2VydEVucm9sbCIBcGFybmE1M]jBDQS5 jcmwwMKAUoCYGKmMZpbGU6
Ly9cXHNzZS0wOFxDZXJ0RW5yb2xsXEFwYXJuYSUyMENBLMNYybDCBi1igYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwO18ve3N1LTA4LON1cnRFbnIvbGwvc3N1
LTA4X0FwYXJuYSUYMENBLmMNYdDA9BggrBgEFBQcwAOYxZml sZTovL1xcc3N1LTA4L
XEN1cnRFbndvbGxcc3N1LTA4XO0FwYXJuYSUYMENBLMNYJdDANBgkghkiG9w0OBAQUF
AANBADbGBGsbe7GNLhIxeOTWBNbm24U697ZSuDDcOcUZUUTgrpnTgVpPyejtsyflw E36cIZudWsEXREgxbTk8ycx7V50= --
---END CERTIFICATE-----

FIE 6

REDRE

switch# copy running-config startup-config

R

switchName# show crypto ca certificates
Trustpoint: <trustpointName>

certificate: ---> Identity Certificate

subject= /CN=CP-SAND-MDS-A.example.com

issuer= /C=GB/0O=England/CN=Utility CAl

serial=16D34BA800004441C69D

notBefore=Nov 15 08:11:47 2021 GMT

notAfter=Nov 14 08:11:47 2023 GMT

SHAl1l Fingerprint=03:E0:73:FE:31:C5:4A:84:C0:77:21:0F:3A:A0:05:29:55:FF:9B:7E
purposes: sslserver sslclient ike



CA certificate 0: ---> CA Certificate of Sub CA

subject= /C=GB/0O=England/CN=Eng Utility CAl

issuer= /C=GB/0O= England/CN=EngRoot CA

serial=616F2990AB000078776000002

notBefore=Aug 14 11:22:48 2012 GMT

notAfter=Aug 14 11:32:48 2022 GMT

SHA1l Fingerprint=DF:41:1D:E7:B7:AD:6F:3G:05:F4:E9:99:B2:9F:9C:80:73:83:1D:B4
purposes: sslserver sslclient ike

CA certificate 1: ---> CA Certificate of Root CA

subject= /C=GB/0=England/CN=Eng Root CA

issuer= /C=GB/0O=Bank of England/CN=Eng Root CA
serial=435218BABA57D57774BFAT7A37A4E54D52

notBefore=Aug 14 10:08:30 2012 GMT

notAfter=Aug 14 10:18:09 2032 GMT

SHAl Fingerprint=E3:F9:85:AC:1F:66:22:7C:G5:36:2D:89:5A:B4:3C:06:0E:2A:DB:13
purposes: sslserver sslclient ike

switchName# show crypto key mypubkey rsa
key label: <rsaKeyPairName>

key size: 2048

exportable: yes

key-pair already generated

switchName# show crypto ca crl <trustpointName>
Trustpoint: <trustpointName>
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Cisco Bug ID CSCv043832:MDS 90007t EF & ER(CSR)ICT N TDEBIA(DN)7 1 —JL RA
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Cisco Bug ID CSCvt46531:PKI® Mtrustpools N> RZXEBILTEIHEN H B

Cisco Bug ID CSCwa77156:Cisco MDS 90002 ) —XtF+ 174> 74F1L—> 3> HiA
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https://cdetsng.cisco.com/webui/#view=CSCvo43832
https://cdetsng.cisco.com/webui/#view=CSCvt46531
https://cdetsng.cisco.com/webui/#view=CSCwa77156
https://cdetsng.cisco.com/webui/#view=CSCwa54084
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