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Case 1.JAfEt "Leafl e1/11 e1/348 & U'Leaf2 e1/11, | Dst "192.168.254.1

Case 2 A{ETT Meafl e1/11B L Wleaf2 e1/11, | Dst "192.168.254.1

Case 3JAfETT "Leafl e1/11 & Leaf2 e1/11 & EPG1 filter, | Dst 71192.168.254.1
—A 43%ER "Leafl-Leaf2 vPC, | Dst 7192.168.254.1
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Case 1.3AfE5T MLeafl e1/11e1/34, | Dst "Leafl e1/33
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Case 7.35fE T "Leafl e1/11 | Dst “Leaf1 e1/33 & e1/33 belongs to EPG” (EE &
T 7> hSPAN(ERSPAN)

Case 13455t "EPG1 Dst 192.168.254.1
7 771) v U SPAN(ERSPAN)

Case 1.J5fEt "Leaf1 €1/49-50, | Dst 7192.168.254.1

Case 2 A5fE 7t "Leaf1 €1/49-50 & VREF filter; | Dst 7192.168.254.1,

Case 3JAfE7t "Leaf1 €1/49-50 & BD7Z 4 JL X, | Dst 71192.168.254.1,
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== TY¥PE == = SR == == 05T ==
@ Fabric SPAN SPAN on Fabric ports on Spine or Leaf == ERSPAN (remote IP)
@ Tenant SPAN SPAN on EPG{=VLAN) on Leaf — ERSPAN (remote IP)

—r ERSPAN (remote IP)
—3 Local SPAN (Local port)

® Access SPAN  SPAN on Access ports on Leaf —

5 Infra SPAN = Access SRAN

Cisco ACIIC [, Fabric SPAN, Tenant SPAN, & & T¥Access SPANDIEENDSPANA H V) £F, FSPANDIEVE, OE—/
7Y NORETTT,

TTICRNEKS I -

interfaces between L eaf and Spine switches

o FabricSPAN TRESEENBNTY RN EF Y SFv¥$35ETT,

o Access SPAN interfaces between Leaf switches and external devicesTEZEENDNT Y R EF Y TIF v I22ETY,

«  Tenant SPAN EndPoint Group (EPG) on ACI Leaf switchesCREZEENBNT Y N EF Y TFY¥IT52ETT,

CMDSPANE (X, CiscoACI GUITHRETAEMICIELET,

o 7771)vYYSPANIE. Fabric> Fabric Policies



T 2t ASPANIE, Fabric > Access Policies

*  T7F 2 BSPANIE. Tenants> {each tenant}

BSPANDIESEIZEIL Tk, Access SPANTE 1A Locd SPANEERSPANDEFICHIEL TWE T, D22 D SPAN(Fabricd & T
Tenant)l&, ERSPANO & ZHR—KNLTWVWET,

HBRE HA K4 >

FCisco APICR S FN2 A —=F AT HA R © "THIRBEBEEHA RS A1 2FRL T &V, Troubleshooting Tools and
Methodology > Using SPANTREIBAE L TWE T,

A 74¥alb—Y 3y

COtEYaUTR, BSPANRA7OREICHETHIFEBHZB/NLET. BOEI>a2 T, ANVORA(TZBERITZH
EICEITIREOYTNT AN BN ET,

SPANDEREIZ DWW T, FCisco APICKRSFNZA—=FAVIHA R vSTNZa—F 1TV —=)L & HEH> SPANDFER
ESBLTLSEEW,

UIFREDN—D IV EERBITRRENDCENHYEIHN, REFERELUTT,
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
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Dst EPG 182,168,254.1

Destination Group

_

_—] Source Group I

vlan-751

VMs to be captured

182.168.1.0/24

Eg

Ef

TENANTS ADMIN

OPER

SPAN Source Group - SRC_GRP1

I3
PROPERTIES
Ruma: SRE_GRPL
[

= A State: ) Disabled
* Enstied

DESTINATION GROUPS

| rouo [ESTRE T T

vian-753 vian-754 vlan-755 vlan-756
EPG2 EPG3 EPG1
192.168,2.0124
SPAN Destination - DST i
[O[H | _ncro: |
PROPERTIES
N DT
Dwserpton.

ACTIONS ~

Tt LN, M LELINLTTA, M- SRR LL

B

FABRIC > ACCESS POLICIES > Troubleshoot Palicies > SPAN

CBBLEY,

Dtrusten LG kU T g SPAN_AFF gy 5000
P s Version §
Dutrutien B: 1501001548

St Db 1901 I HAT
Fam 1
™ie
w1518

G Unpectind

SPAN Version :

ERSPAN Type
ERSPAN dstIP :

SPAN packet will be thrown to this IP. Need to be learmned as EP in Dst EFG.
ERSPAN srcIP :

192.168.254.254 : every Leaf use this

192.168.254.0/24 : each Leaf use it's own node id { ex. 192.168.254.101)

SPAN Source - SRC1 i I

o e
e [ acricess - |
PROPERTIES
P SACT
Corgtan

Direction :

Both / Incoming / Outgoing
Source EPG .

Option. When you need EPG(VLAN) filter.
Source Paths :

Normal port, PC, vPC




¢ SPAN Source Groups

e SPAN Destination Groups

SPAN Source Group ties# & T* DestinationSources,

Bk

SPAN Source Group

1. (SRC GRP)ZER L £9,

2. (SRC_GRP1)® T IZ SPAN SourceSPAN Source Group (SRC1)ZER L £ 9,

SPAN Source
e (SRCHICCNSONTAXA—RZEBRELET,
-FE-Y—AREPG (#7723
—REERNA (BEOARA—T T4 AN )



EBENTA—ZOFHEICOVTE, RESRLTEZL,

SPAN Destination Group

« (DST_EPG)E#ERLET,

SPAN Destination

« (DSNHEERLET,

SPAN Destination

o (DSTOKRDONTX—REHRELET
- 5B KEPG

385 1P

~REERIPTL7 A VAEEDIPEIEETEE T, TL71 Y IVANEAENTVZEE, REBEY NCRY—R/—
RO/—RIDAEAENET, LEXIE, node-101 => src 1P 1.0.0.101M prefix: 1.0.0.0/8)
—ZFOMDONTX—BREFT7ALNOERICILTHBLKENTEFT



FEBNSA—ROFAICOVTR., RESBLTLSEEY,

SPAN Destination Group

«  AIELIESPAN Source Groupll BB TS hTWB S & ZRRELE T,
Admin State
. FEMCHELOTVRZELEERELEY,



. COBERETDIshledZBIRT B L, SPANEEBLELET, BTEBIATZIEARE. IXTORUS—%
BT 2 4EGEHYEEA,

F /. ERSPANDIEEIPH . BEENLTBEEPGOTNOIY RRA U NELTEBENATVR I EEZRALTLKEEY, FROH
Tk, 192.168.254.11k Tenant TK > Application profile SPAN_APP > EPG SPANTEE T2 MEN BV E T, £k, BET/NA A
HFHALYNRANDIBE, BEIPECOEPGO T THINI Y RRA 2 NELTRETEERT,

724 Z2SPAN (B —HJL)
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Destination Group

Dst EPG 192.168.254.1

vian-753 vian-754 vlan-T55 vian-756
W ¥ ¥
EPG2 EPG3 EPG1

REH

SYSTEW TEMANTS FABRIC

kel 5PAN Source Group - SRC_GRP1

[l
PROFERTIES
i SRC_GRFL
Omergon:

A Srztae ) Donatied
# Tl

DESTINATION GROUPS

N e

| icnow_|

SPAN Destination - DST

[#]
PROPERTIES
Hame: DST
Description:

—

DESTINATION ACCESS PATH

[ Destination Path: Node-101/eth1/33 ]

SPAN Source - SRCL

[l
PROPERTIES
Hame: SRCL
[

i

| roucr | I

Durection: Boh -
Souwte ERG: unktnTKap-SPAN_AP) aeg-ERGL

Node 100/etN11

Mode- 10/eth L

o PR

Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN

- SPAN Source Groups




- SPAN Destination Groups

SPAN Source Group & 4 Destination & Sources.

1. ¥ERSPAN Source Group(SRC_GRP1)

+  (SRC_GRPL)® T IZSPAN SourceSPAN Source Group (SRC1) KL £
SPAN Source

¢« (SRCHDEXDNTXA—REHRELET

-F 18

-Y—RAEPG (A7>3)

-EERNA (BEOAVE—T T4 AN TE)
XENTAXA—ZOFMIEREZSRL T LT,

o {ERSPAN Destination Group(DST_L eaf1)

«  {ERSPAN Destination(DST)

SPAN Destination

e DSNHORONTA—RZEZFRELET
—BWEAVE—TIAABRY /—R,

SPAN Destination Group

o AEYISPAN Source Groupll BER TS N TWVWB L ZRRBLET,
Admin State

AEMCE2>TVWBREZHERLET,
CXBEERRETDIshledZiBIRT D &, SPANAEILELET, BTEINAITZIHEE. IXTORUS—ZHIBRTIHEG
HY)FEBA,

BAEAVE—TIAATR, AVE—TIAAR)—TIN—TILLDBREIBEHYEEA. ACIU—TDA>E—TIAAIZ
TN EERTDEHMELET,

HIPR -



« O—NILSPANTR, BEAVE—TIAALREBRAVE—T I/ AZRALI—T7 LICRETIHENHYNET,

¢« BWEAVER—TILARK. UPTHBRY) . EPGLICHZHBERBFHY) EEA,

o REAR—RFYRILWVPO)M Y E—T I/ AFREERR—NELTHEEENTVSEHEE, O—HILSPANKERTEELEA

L. BRERSBYET, FMHROU—T TR, VPCEERPCOXUNTHZEL DYEAR—RNESPANY —RELT
BETEXT, COO—HNIISPANZFEAL T, VPCR—RED RS 71 Y DICERATEET,
EEL, 20FT>av g1 —7(CSCvcll0s3) TREATERR A, KD WIZ, TVPCOYR—F2 KPC) TO
SPANDHR— KNiE, 2.1(2e). 2.2(2e)AFETCSCvcad643% N L TIEMENK L I, ChIZKY), EOHADU—TTE,
VPCOXNTHBR—BRF v RIESPANY—ARELTHRETEE T, chlZkl), EQHERADI—TTE, vPCR—b
FORZ 74y OICO—HIISPANZFEATEEXT,

o FHRDU—TTR—RF+r+RILOBLOR—NEEETDE, NTYRNOYTEY NOKF ANV TEhET
(CSCvc11053¢ B R),

+ PCEVPCIF, O—HILSPANDIER—MELTRFEATERL A, 41(1)H S5, PCEO—HNISPANDIESER—KEL T
FHTERT,

7 2t ZSPAN:ACL 7 ¢ v 2 %1

TOEBARANY—ATACL7 AN R EFEATEET, COBEEICKY, BEOTO—FLEFSPANY—AICHAYTEIRT T 1
YONOT7O—ICSPANEERATEE T,

I1—%&F, 7JO0-BEORNZ 714V VICSPANEZ BRI XEN HDBAIC. SPANAAZEETICEATEET,

777UV ISPANB LT FTFT 2 RSPANDY —RIIN—T1V—ATRYR—rEhFEtA,
TANRIN=TICTAIINEINIZEMT R HERIEEN BETT, TOEBEARK, BE7ILZIIL—T2FALTVETAX
TOYV—RIZHL TUtcamI MU BINENDAEEN HBDLHTT,

TANLBRITIN—TREROEDICHENS TR ENTEET,

-Span Source : 7 AL R T IN—T"1&, ZDOSpan SourceD FTERENTWRIXTODA UV E—TIAADKT 714 Y 0% T1)ILR
DoJ3dEbICERENET,

-Span Source Group : 7 1 LR T IL—7" (x% & ) I&, Z M Span Source Group® & Span Source CERENEITXNTDA X —T I A
ADRNZ T4V O TANRIVITTHLEHICERENET,

CORERAFTYTSIYIRNTR, Z4NE2TN—=THKFSpanV —RATIN—TICBRENhET,
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el APIC = Q00000

[n)
Pelicy Ot ' Ory
o Lo
Filter Group 0
associated with SPAN = =
source group ’
Source IP Prel Sourc Lasi Source Do o 1P Pred First Destiraton Port Last P Protocol -
Port Deutin.
Per1
! You can also
— . ) associate a filter
— Group with SPAN
source

BEOSPANY —AN T TIC 7 AN ETIIN—T (yB&E ) CHERTSNATVWREE, TOT7 LRI IL-T (). CORKED
SPANY —ADTDIXRTDA 2V B—TIAATIIN—TZT71INEZVITITBOICERAEhET

“VY—RIN=TCBRAENLETANEITIL—TE, TOV—RATL—TAOIRNTOY-AICHBNICEREAET,
“VY—RCEAETNZ 71U ETIL—TR. TOVY-RACOKBBRAEhET,

—7ANE TIL=TR, V=R JI—=TE2DV—A TI—7TAOY—-AOEHFICERAEh, V-—ALERELLET LA
CIN=THBEENET,

“VY—ARKHEAENLET7 AL RTIN—THHIBREN, BY -ARTIL—TCEBRENLETANETIL-THEBNCEREAET,
V=R TIL=TCEBRENIETALR TJIL—THHIBREh, BEZTOVY—R JI—TEZHEL TVWBIIXKTOY—ANS
HIBRE N E T,

7 + > F SPAN(ERSPAN)
N =AY

PEE 3% ERSPAN only
bR ¥ EPG(=VLAN) filter on whole Leaf
[ ST - - X 192.168.254 il | §'|"""'|'|'§- I 3 No Interface filter

! w4 |11 EEE 12] | Pot(ei] SPAN SRC

Dst EPG 192.168.254.1 SPAN SRC - vian-756 :
vian-751, 752 [ =RC I EFGIT )
Destinaticn Group fro— —

o [-s ~¢][~n '-fj["l][‘-!]
VMs to be captured EPG1 EPG2 EPG3 EPG1
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bl gyorpn TENANTS  FABRIC ADMIN  OPERATIONS Fel i
€ISCO

SPAMN Destination - DST_A

[
PROPERTIES
Dwscripton:

DESTINATION EPG

orenanona || mass || rsronr
e | scnons_]
PROPERTIES W
Haess: SRE_GHP
Descrghien:
| Acdewn Ste: 1 Diiabled
@ Eratied
TENANT DESTINATION GROUPS
[ [
J

Y

Destnation EPG: wnl/tn-TK/2p-SPAN_APP/epg-SPAN
PN Versen: Version 1
Datingtion P: 191.168.154.1
Seurce BfPeefic 192 168.234.0/24
Flow B1: 1
TIL: &4
LT
DSCP: Usspecdnd

Same as Access SPAN

< Wr 02 42

SPAN Source - SRC_A

o P

Tenants > { tenant name} > Troubleshoot Policies > SPAN

- SPAN Source Groups

- SPAN Destination Groups

% SPANI%{S 7t )L — 7 Destination® B3 4% & Sources.

. K

PROPERTIES
Name: SRC_A
> Description: | <!
Direction:  Both W
Source EPG: | uni/tn-TK/3p-SPAN_AFF/ ep0-EPGL v @
Direction :
Both / Incoming / Qutgoing

Source EPG :

SPAN source EPG.
(appropriate VLAN sources are automatically configured on each Leaf)

(Source Paths cannot be configured)




1. fERSPAN Source Group(SRC_GRP)

+  (SRC_GRP)® T IZSPAN SourceSPAN Source Group(SRC_A)ZER L £ 9
SPAN Source
+ (SRCARICKONTA—BRZRELET
-7E
- IX{ELEPG
XENTA—ZOFMTEGRZSRLTSLEZL,

»  {ERSPAN Destination Group(DST_GRP)

«  {ER{SPAN Destination(DST_A)
SPAN Destination
e (DSTADRODNTA—ZRERELET
- 3B HXEPG
-5EE IP
-REERIPTLT7 1Y IR
—ZOMDONTX—BETF7FILNOERICLTBLKENTEET
XBENTA—ZOFMFEGRESRL TSLEEL,
SPAN Destination Group
«  AEYI/SPAN Source Groupl_ BEEF TS hTW B & #HRELE T,
Admin State
e HFEBEWIHBE2>TVWBREEZHRLETD,
CXEERETDishledZBIRT B E, SPANNFELELET, BETEHIATZEER. IXTORUI—ZEIRITIHER
HYUEEA,

7 7 7Y v 2 SPAN(ERSPAN)

N =AY

Destination Group

Dst EPG 182.168.254.1

[ EPG

gg
it
&



W La-L7
HETWORKING  SERVICES

atlnatlne TENANTS ABRSC ADMIN  OPERATIONS

T x5

LAo] SPAN Source Group - SRC_GRP i
| rove [P e |
| scnos |

%
PROPERTIES
Rame: SRO_GRP
Descrpnen:

Acmin Sttes ) Driabbed
& Eatind

DESTINATION GROUPS

e Tl Given

SPAN Destination - DST_A

=
PROPERTIES
tame: DST_A
Decripten;

SOURCES

Wk = Mo LWL, Node- JEAMEATS

. B

Fabric > FABRIC POLICIES > Troubleshoot Policies > SPAN

- Fabric

- SPAN Destination Groups

3 SPAN Source GroupDestination Sources

- FiE:

Sousce BPrefte: | 192.168.254.0/24
Flow 15 3
T &4
MTU: 1518
DSCP: | unspecified

SPAN Version (ERSPAN Type) : 2
Others are same as Access SPAN

SPAN Source - SRC_A

(]3]
PROPERTIES
Harse: SBE_A
Descrighan:

Dirvetoe: | Both
Privice Metwark:
Bl DSROIR | usd/tn-Ti/BO-E0IL

Rt WAt

Mo Li3/ethl 30

-

Direction :

Both / Incoming / Outgoing
Private Metwork / Bridge Domain :
Either of them, Filter packets on Fabric ports with specific VRF/BD




1. fER SPAN Source Group(SRC_GRP)

*  (SRC_GRP)® T IZSPAN SourceSPAN Source Group(SRC A)Z#ER L £ 9
SPAN Source
e (SRCARAICRONZA—REZRELET

-5

~TTAR—RZRYRND=D (FT>3a>)

~TVYDRAAL (AT 3Y)

-BEERINR (BEOAE—T7 T4 AN W)
XENTFA—ZOFMEERZSRL TSEEZV,

+  {ERSPAN Destination Group(DST_GRP)

«  {EBSPAN Destination(DST_A)
SPAN Destination
o (DSTARILRONTA—REZRELET
- 5B EEPG
-FE5E IP
—-RERIPTLTAYIRA
—FOHMONTA—RETTALRNDERICLTBLKZENTEET
XENTA—2OFMBEERZSRL T EE,
SPAN Destination Group
«  AEYI/SPAN Source Groupl_ BB TS hTW B & #HRELE T,
Admin State
o ANEMIELOTVRILERBLET,
Z %Admin State TDisabledZ IR B &, SPANNEILLLE T, BTEFATZEGE., IXTORUS—%2HIBRTIHE
FHWEEA,

ERSPANN—2 3> (A7) IL2WTREDOEIZ IV THALEITH . ERSPANN—= I VIHNT 77U Y JSPANICERE h
IN=DIUIFTFURSPANET U ASPANIZERAE N TVB L EZRRBTEE T,

GUI It & 212



1 [ I{;. SYSTEM TEMANTS FABRIC _ _ i ADMIN  OPERATIONS P

¥ See Use Case for CLI verification

ADUSKISTRATIVE STATE OPERATICMAL STATE

Ropeligiipod-Unode-101  tn_TH_SRC_GRP_DOT_GRP_DSTA 23 tnabled w

opologuped-Linede- 101 tn_TK_SRC_GRP_DST_GRP_DSTA 3 Enabled w

La-L7

0 ¥ i wicoma, ad
NETWORKING  SERVICES ADMIN OPERATIONS £ 1 - el

sl SYSTEM TENANTS FABRIC
CISCo

= | A
LAo) Session - tn_TK_SRC_GRP_DST_GRP_DST_A

IRVENTORY

[ operanonaL || meth || rauwts || mistory |

PROPERTIES
Hamne: tn_TK_SRC_GRP_DST_GRP_DST_A
o 23
Administrative State: Enabled
Source IP: 192.168.254.101/24
Destination IP: 192.168.254.1/32
Flow ID: 1
DECF: Unspecified
TTL: 64
Type: Gre encapsulated
WVersion: Wersion 1
WHID ID: wxdan-3080192
| WEF: TH:VRF1
MTU: 1518
Operational State: Up
Operational State Info: The sassion is up

Double Click

{Hl Fabric soume SRC_aB0-15287318
B infra_srC_GaP1_DST_Leaf1_DST

Bl Local Dest

-
_Jﬁc:-(fﬁ
{El source SRC1an-752

B tn_m_shc_crp_DsT_GRP_DST_A
{E] ERSPAM Destination
{Hl source sRC_avan-751

1Bl source SRE_Avisn-752

« SPANRLER Z— DAL

1. Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

¢ Fabric > FABRIC POLICIES > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

¢ Tenants > {tenant name} > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

BERESrEREBL TVWBS e ZBREL TS EE L,

o /—REMEDOSPANE Y S 3> O#EE



1. F /=& SPAN Configuration Policy 5 & v > a> & X 7)LY )Y U LET, Fabric>INVENTORY > Node > Span Sessions >

{ SPAN session name}

BEREFrBBL TVBEZRABL TEE L,

SPANE Y IV HERE

-7 7 7)Y Y SPAN:fabric_xxxx

— 7 Ut ASPAN:infra_xxxx
—7F > FSPAN:tn_xxxx

ACI SPAN % 4 7 Di&R

Dst EPG 192.168.254 1

vian-751

- e o mm mm mm mm mm mm Em =

\

vian-T55 vlan-756

o N’
EPG3 EPG1

Y2 a> Tk, BACI SPANAR A 7 (Access, Tenant, Fabric) DA FUFICOWTHBALET, 2 FUFOEKRKNRO

DR, BIOEIIIVTHALTVET,

Chen>FUAEBBELTVNIE, BEHICELUEACISPANRA T EZBIRTEET, EexlE, BEODAZ—T I/ ALON
TYRNETEFYTFYITIMBEBENHD, LAV EF—TIAAICBRE<SEEDEPGENIRNTONTY NEF Y TFvr T3

BEFHDBETT,

[[ epct | [ EPes ]] [[ EPG2 ]] [[ EPGX ]]’



Cisco ACIT &, source groupd & Ufdestination groupZ A L TSPANERREL £ T, EEXTIN—TICE, 1V Z—T T4 A®
EPGREDEBOREERTI 7T VAN EENTVET, BEIIL—TIC1&., O—HIISPANDTEELE S > X —7 T 4 AXPESPANDFEE
IPREDREFTRFIEENET,

NTYRFFYTFreank Fv7FYENLENTY R EFI—RTBICEFE. "SPANF—R2OFEAF OEZSBLTLKE
=L,

EEMROPHATHREDS A NTRARXRRESNATVWABVYMIFEBLTLEEW, E2FUATR, Chsn@aH\mXRTR
ENEVMASNTY RN EF Y TFYLET,

7 2 £ ZSPAN(ERSPAN)

Case 1iR{E7t"Leafl el/11el/346 & U'Leaf2el/11, | Dst"192.168.254.1,



e

Dst EPG 192.168.254.1

WMs to be capiured

Destination Group

Pot(el)

vian-752

vian-753 vian-754
EPG2

vlan-T55

vian-758

¥

EPG3

Mg

EPG1

description
Type
versien
statce
erspan-id
granularity
wef-name
acl-name
ip-ttl
ip-dacp

origin-ip

mode

soures inef
=

filcer VLANS

deacination-ip

: Ethil/11

FabZ-Leafl§ show monitor session all
segzion 13

: Span session 13

: erspan

: wersion not specified
1 up (accivel

|

:WRFL

T 4

: ip-dsep net spacified
t 162.168.254.1/32

1 152.166.254.101724

: access
: Ethl/11 Ethl/34
1 Ethl/11 Ethl/ 34

Ethl/34

: filter not specified

¢ Source Group

- J—=T1el/11

- J—71el/34

- J—="72el/11

¢ Destination Group

- EPG X®1192.168.254.1

FabZ-LeafZ§ show monitor session all

session 127

erspan-id
granularity
vel-name
acl-name
ip-ttl
ip-dacp
destination-ip
origin-ip
node
seurce incf

fel

tx

both
source VLANg

£x

1=4

both
filter VLANs

: Span session 12
: erspan
: wersion not specified
i up (active)
1

: TR:VRF1

¢ B4

: ip-dsep not specified
t 162.168.254.1/32

: 192.169.254.102/24

1 access
: Ethl/11

¢ Ethl/11
: Ethl/11

: filter not specified

FabZi-Leafl§ show monitor session all
Note: No sessions configured

TOHEASPANTIE, 1DDOSPANEYZ 3 VICHULTEBROA >V Z—T IA RAEEETEET, EPGICBEEAEL, BELEA

~

b4

2




—T7IMATEZBEENRIINTONTY R EF ¥ TFYTEEXT,

BEOV—TAAYFHSEBBDOA LV R—TIARAEZRERIIN—TELTEETZHE, BEJIL—TRBO—HISPANTIR &

<ERSPANT &3 HEN BV XT,

ZOFITIE, EPGLEEPG2O T XTOVMA SNy NEJE—LE T,

CLIdFzv oKLY}

o AT—RAN Tup(active)y THB D EZBERL TS EEL,

+  Tdestination-ips [ERSPAND3EEIPT T,

o Torigin-ips @ERSPANDIEETIPT T,

Case 23RS Leaflel/116 & ULeaf2el/11, | Dst'192.168.254.1,

Dst EPG 192.168.254.1

Destination Group

VMs to be captured

vian-T51

wy

] _—1 Source Group I

EPG1

vian-752

vian-753

vlan-755

vlan-756
¥
EPG1

spurce VLRANS
2.3
tx
both

filcer VLANs : filter not s;

Fab2-Leafl§ show monitor session all

pecified

origin-ip
mode
souree incf

source VLANg
EX
tx
both

filter VLANs

: Span sessiocn 3
: erspan
: version not specified
: up (active)
1

: TK:VRF1

: filter not specified

4.1/32
4.102/24

Fab2-Leaf3§ show monitor session all
Note: No sessions configured




o« V=AY L—-T

IJ—71el/11

J—72¢el/11

. BHIXKIN—T

EPG X1 192.168.254.1

COBITIE, Leaflel/34H, BIDCael THREE NESPANY — AT IL—THSHBIBRENTVWET,

COBITEERRIE, TIEASPANSEPGICBEBELKEERAVE—T7IAARAEEETED LT,

CLId?Fzv oKLY}

o leaf1DREETA R —T T A4 AN TEthUV11 Ethy/34, A5 TEthY1l, ICEEEhET,

Case 32157t Leaflel/11 & Leaf2el/11 & EPG1filter; | Dst™192.168.254.1,



Ds X 192.168.254.1

Dst EPG 192.168.254.1

1134
SRC
poe

Destination Group

vian-751

¥

vian-754 vian-T56

W d ~#

EPG2 EPG3 EPG1

WMs to be captured

FabZ-Leafl§ show monitor session all Fab2-Leaflf show monitor session all

Bow F1553 : Failed to configure SPAN with socurce SRC_A due to missing/invalid EPG
F1561 : Failed to configure SPAN with source SRC_A due to Source Epg not available
# SPAN on Leafl works

: filter not ap

source VLANS

R =

e =

both H
filter VIANs T 35,39

agurce VLAHS

1
1 1
n 12 [ ! Wote: Wo sessions configured
| =
: Span session 12 | deseription : Span seszsion 11 '
: erspan | type : erspan :
wersion : version not specified | wersion : wersion not specified I FabZ-leaflff show vian id 35,39 extended
state i up lactive) | state : failed (no-oper-src-dst) :
erspan-id t 1 | erspan-id - ! | WLAN Name Status Ports
granularity t | granularity : '
w ame : TH:VREL | vrf-name 1 TH:VREL : 35  THISEAN_MPPIEPGL active
a : ! 2 : I 39 1SERN_RPPIEPGL aetive
ip= .t : 64 !
ip-dscp : ip-dscp not specified 1 : ip-dscp mot 1 VLAN Type Vlan-mode Encap
descination-ip + 192.168.254.1/32 : 192.168.254 ] : - -
srigin-ip _254.101/24 | srigin-ip : 102,168 35 enet CE vlan-751
mode :nm..‘.l‘ = 39 enet OB vlan-752
spurce intf | source intf
x 1
e r
'
1
|
1
1
1
'
'
'

o V=AY IL—=T

- U—71el11

- J—="72el/11

- 74 REPGL

o BHRKZISN-—T

- EPGX®1192.168.254.1

ZOfllE., TOEASPANAEETR— N THEDEPGEIEETED ZEERLTVET, Chik, BHOEPGH 12D 2—7
I ALERNZESIZERT, COAMVE—TIAALDEPGIO RS 74V IDHEFYTF Y ITIHBENHYWET,



EPGLE ) —72ICBRAE hTWEVES, U—T720SPANRKEEFISE3HE K UFI561TARBMULUET, 220, LeaflEMSPANIE S| &
HEEBELET,

£/, EPGLIELeaf1 T2 D MVLAN(VLAN-751, 752)&ERAT B8, 2DDVLANT 4 )L AN LeafIOSPANE Y > 3 ICHBIRIIC
EmMEhErT,

CLI(35. 39)MVLAN IDIE, Wb ipBPI-VLAN(Platform Independent VLAN) & FEE N B REVLANT H V), EBOEKR EDIDTIEE
WS EIEBELTLEE W, RIZRTKRSIZ, showvlan extended Y > Ridk, EEO AT E/L{LVLANIDEPI-VLANDOI YV E>
JERLET,

COSPANEY 2 32 Tld, EPG2VLAN-TSYABLU A VR —T7 I A ALERNBBATE, Leafl el/11L DEPGL(VLAN-752)D/\
TYRNETZEFYTFYTEET,

CLIdFzv oKLY}

o 7A4)RAVLANE, 74N RICEAENBDEPGICHE> TEMENET,

e U=TICRBITBEPGH BEWVEE, TOU—TTOSPANEY I VRFABMLET,

F—R 432 Leafl-Leaf2vPC, | Dst™192.168.254.1,

[C EPG : . }

@ |

Dst EPG 192.168.254.1

Destination Group

Fab2-Leafl§ show vpo extended wpo 2

Fab2-Leafl§ show monitor session all Fab2-Leaf?§ show monitor session all

Poi

108
Fab2-Leafl§ show port-ch extended int po2 | grep Fo

Fabl-l4afll show vpc extended vps 2

FabZ-leafl§ show port-ch extended int pod | grep Fo




e V=RHIL=T

1J—71-2el/11

o SBHIEISN—T

- EPG X1 192.168.254.1

VPCA UV B—TIAANBEERELTREENTVEES, BERFAVEZ—TI A A (O—AISPAN) TREESVE—N
IPERSPAN)TH D HEN HYET

7 2+ ZSPAN ( B —#JLSPAN )

Case 13217t "Leafl el/11el/34, | Dst'Leafl e1/33,



Destination Group

DST: 101/1/33

R

Dst EPG 182.168.254.1

VMs to be captured

] _‘—] Saurce Group I

vlan-753 vlan-754

vian-755

vian-756

¥

EPG2

¥

EPG3

R

EPG1

1§ show monitor session all
on 14
t Span sesaion 14
: local
1 up factive)
: access
source intf -
rx : Echl/11 Ethl/34
X : EChl/11 Ethl/34
both + BEthl/11 Ethl/34
source VIANs =
X
X
both :
filter VIANs + filter not specified
destination ports § BEhl/33

Fab2-Leaf2i
Hote: No sess

itor session all
s configured

o V=RYN=T

J—71el/11

IJ—71el/34

o BHRKZISN-T

1J—71¢el/33

wnitor session all
ns configured

Fab2-Leaf3

T O HASPANIE, O—HISPAN (BAELTHEDA 2V RX—TIAA) Z2FRATREETEXRT

EEL, COBE, BERAVE—TIAARREA 2V E—TIAARLRABU T LLFETIREN B ET,




Case 23i2fEt "Leafl el/11 e1/34 & EPG1 filter | Dst"™ Y — 71 e1/33,

Destination Group

DST: 101/1/33

R

Dst EPG 182.168.254.1

VMs to be captured

_‘—] Saurce Group I

vian-753 vlan-754 vian-755

vian-756

vy t

EPG2 EPG3

¥

EPG1

session 14
descriprion
Type
state
mode:
source intf

£x

|3

both
source VLANS

X

X

both
filter VIANs
destination ports

: Echl/11

Fab2-Leaflf§ show monitor session all

: Span seasion 14
: local
1 up factive)

1 access

Ethl/34
: Ethl/11 Ethl/34
: Ethl/11 Ethl/34
; 35.39/
: Bthif33

Fab2-Leaf2

W monitor sessicn all
ns configured

o V=RYN—=T

J—71el/11

J—71el/34

EPG17 1)L Z

. BHRIEKISN—-T

1J—71¢el/33

Fab2-Leaf3# show monitor session all
Note: Mo sessions configured

FabZ-Leaflf show vlan id 35,39 extended

VLAN Name Status

35 TE:SEAN_AEEF:EFG1 active
3% TH:SFAN_AFF:EFG1 active

s Encap

Ports

Echl/34
Ethl/11

vian-751
vlan-752

3% enet CE

O—AHISPANZER T3 72V ASPANIE. ERSPANEBEICEPGT7 1 LR EFATEET,




Case3iR1E7t Leaflel/118 & FLeaf2€/11, | Dst "Leafl e1/33" (BWT —X)

‘W
O, SRC :101/1/11 JK SRC: 102/1/11

e || —==

vlan-751 vlan-752 vian-753 y

I B
EPG1 E EPG3 EPG1

Unable to configure in the first place
“Source GroSerwver Error:d400 Span zource and deatination group combination
not supported”

=> In Local mode, SRC and DST port must be on the same Leaf)

~

Fab2-Leafl$

Hote: Ho = mfigured

itor session all ‘

« V=AY IL—T

J—71el/11

J—72el/11

o BHRKZITSN—T

1)—71¢el/33

F—R 432E"Leafl el/11 & EPG3filter; | Dst "Leafl e1/33" (BWT —R)



Dst EPG 192.168.254.1

=== —PORT

101/1/33.%8

vian-7T51

‘ SRC : 101/1/11

=
SRCTEPGS

J

vlan-752 vian-753

‘vul&
EPG1 EPG2

Fab2-Leafl§ show monitor session all

ession 14

W (ne

Oper=9rC-lat) sy

e VY—RYTL—T

J—71el/11

EPG37 1)L &

o SEBHIESN—T

IJ—71el/33

vian-755
w |
H
PG3 |

__Snun:e Group

FabZ-Leafl# sh
Hote: No se

255

F1553 : Failed to configure SPAN with source SRC_A due to missing/invalid EPG
F1561 : Failed to configure SPAN with source SRC_A due to Source Epg not available

)

ZhiE, 7O EASPANERSPAN)D T —ASIZEUTWVWET A, COBITIE. EPG3NLefllCFEELBZRWVLEY, LeaflED1DEHD
SPANEYZaUAKBLET, TOLSH, SPANFE L<HEELERA,

F—A5:BEXL'EPGL7 ¢ W%, | Dst"Leaflel/33" (BWI—X)



=

Dst EPG 182.1688.254.1

U

vian=T51 vian-752 vian- 753 vian-755 vian-756

oo | [“' %))
EPG1 EPG2 EPGS EPG1

)\

... Mo Faults ; Just capture nothing b
---' Meed to use Tenant SPAN instead of Accass SPAN  |pns ©
1 T

c V=R L-T

. EPG17 1 )&

o BHRKZITSN—T

1J—71¢el/33

TIOEASPANDEPG7 1 LRk, RETXR—MNBEEENTVIBEEGIIOABELET, EETDY—ANEPGOAXATHDHE
T IEASPANORDL VY IZTF > NSPANZFERTIHEN BV ET,

Case 63217t Leafl- Leaf2vPC, | Dst "Leafl e1/33" (BVW/ I —2X)



[ H
Dsi EFG 192 163 054 1 [

Unabls to configure in the first plaos

Errorc:d ! '|- .I.I: --. i_ - ih anatian
» wBC cannot be configured with Local Dest port
I | |

« Y—RGL-T

1J—71-2vPC

o SBHIEEISN—T

IJ—71¢el/33

VPCA B —T7 I/ AL, O—HISPANZFEAL TEFTELTRETEEE A, ERSPANEZFERALTLKEEY, 7I9EA
SPAN(ERSPAN)IZ DWW Tk, 7 —R4ZZRL T EE W,

Case 732fE7 "Leafl el/11 | Dst “Leafl 1/33 & e1/33 belongsto EPG” (BEEH 1 )



Just a warning
—
: / =N

Dst EPG 192.168.254.1 e l.; - "'“: : i =
)

: Port has invalid configuration of both EPG and span destination
But SPAN itself works

S SIESIES
EPG2 EPG3 EPG1

Fab2-Leafll show monitor session all ‘ Fab2-Leaf2# show menitor session all

SPANDZESEIFA T TICEPGICE L TWBIHE. WEI/FO T TEE TF1696 : Port has an invalid configuration of EPG and span
destinationy A"HEL X T,

LAL., COEREANRELTE, SPANGBBELZ<BELEY. COIZ—R. BLIFLOBEOBEDEPGRZ 7 1 v VICHE
EERZUREMEN BB, SPANICK > TEIERIEIIENORS 7 1Y VICHIZEEICTEREA,

7+ > b SPAN(ERSPAN)

Case LifEt"EPG1, | Dst'192.168.254.1,



- X 192.168.254.1

E§~ A

Dst EPG 192.168.254.1

SPAN SRC :
vlan-751, 752

Destination Group

vian-751

WMs to be captured

3 ERSPAN only
¥ EPG(=VLAN) filter on whole Leaf
¥ No Interface filter

Polfel/

SRC : EPG1

SPAN SRC :
vlan-756

vlan-753

W W

EPG2 EPG3

vian-758

EPG1

FahZ-Leafl§ show monitor session all
session 15

description : dpan session
1 erspan
t versien not specified
D up (active)

: 1

: THIVRFL

1 64
: ip-dscp not specified,
H -168.254.1432

1 192.168.254.10102

: access

source intf
=

e
both

source VLANS H
X : 35,39
£ : 35,39
both : 35,39

FabZ-Leaf2§ show monitor session all
Note: Mo sessions configured

Fab2-Leaflf show vian id 35,35 extended

Status
active
active

VIAN Tvpe Vian-mode

33 enet CE vlan-751
33 enst CE vlan-752

filter VIANSs : filter not specified

e Y—RGL-T

EPGL( 74 ILZ%EL )

o BHRKEISN-—T

- EPG X®1192.168.254.1

Fah2-Leaf3§ show wlan id 9 extendsd

VLAN Name Status

TE:SPAN_AFP:IEPGL active
VIAN Type WVlan-mode Encap

L) enet CE vian-756

Fab2-Leaf3§ show monitor session all
session 1

description

State

erspan-id

granularity
e

specified
destination-ip i 192, «254.1/32
origin-ip : 192.166.254.103/24
mode T access
source intf

X

T

bBoth
source VIANS

EX : 9

Ex : 9
both

filter VLANS : filter not specified

TF > FNSPANIKEPGEAZEAETE LTHERAL, PIVEASPANK 7 1L EZDEHEFICEPGEFERALE T,

T+ RSPANOEELG R, BA2NDR—KNEEETHIHSENBL, ACIHEU—T ALY FTEBYBEVLANZHENICKRHTSC
ETT, LEND2T, ChIBEDEPGOIXRTONT Y RETZXTEIBENHY) ., TOEPGOI RRA KD IV—TAA Y
FRAVEHRDAVEA—T I AICBLTVWRBAILRIEET,



7 7 7Y v 2 SPAN(ERSPAN)

Case 1JA{E7t "Leafl 1/49-50; | Dst'192.168.254.1,

# ERSPAN only
! ¥ Capture traffic between Leaf & Spine

Destination Group

Dst EPG 192.168.254.1

I@ ¥ I ’T — | Source Group '
DST: X 192.168.254.1

| | |
v V) u] v W
EPG3

EPG1 EPG2 EPG1

Fabz-leafli show meniter aeasicn all
on 17

FabZ-Leaf3f show meniter sessicn all
Hote: Wo sessions configured

Fabz-LeafZi ahow meniter sessicn all
Note: Mo sessions configured

t Span seasisn 17
t arapan

t 2
toup jastived
i1

t THIVRFL

ot specified
destination-ip 254.1/32
srigin-ip
mode
source intf £
= : Behi/4% Eth1/50
= : Ethi/f4% Ethl/%0
both : Ethl/4% Ethl/50
source VIANs £
4
™

both i
filter VLAN=s i fileer mot specified

« V=RYNL—=T

1) —71el/49-50

. BHRIEKISN—-T

EPG X1 192.168.254.1



777UV OSPANRE, RETELTT77TVYIOR—RNEEELET, 777V YIR—NE, V—TRAYFERNA VAL
YFEDAEZ—TIAATY,

CZOSPANIE, V=T RAYFEARNAVAAYTFETNTY N2 IE—SBHMENHZIBEICERNTT, L, U—TRAY
FEARNAAAYFEONT Y MM, IVXLANAY R —THTEIItenEzT, EHs6, TheaZRDICES&E2&ELENU YD
HYBETT, TSPANT—EDHAAL ZSBLTLIEE L,

FENVXLANAY B —&, ACI7 77 VY VREERD & DILIRVXLANAY B —TF,

Case 23257t "Leaf1 e1/49-50 & VRF filter; | Dst"192.168.254.1,



Dst EPG 192.168.254.1

Destination Group

SRC - 101/1/49-50

[ —

DST : X 192.168.254.1

+
| |

] |

¥

EPG1

<

v Y #

EPG2 EPG3 EPG1

segzion 17
description
Type
versien
statce
erspan-id
granularity
wef-name
acl-name
ip-ttl
ip-dacp
deacination-ip
origin-ip
mode
souree incf

23

tx

both
source VLANS

3

tx

both
filcer VLANs

FabZ-Leafl§ show monitor session all
: Span session 17
: erspan

2
t up (active)
|

: TH:IVRF1

;64

s ip-dsep net specified
: 192.168.254.1/32

T 152.168.254.101724

: fabric

: Ethl/49 Ethl/50
1 Ethl/49 Ethl/50
: Ethl/49 Ethl/50

i wxlan-30801%2

Z |

« Y—RGL—-T

1) —71el/49-50

VRF7 1 L&

. BHIEITN-T

EPG X1 192.168.254.1

FabZ-LeafZ§ show monitor session all FabZi-Leafl§ show monitor session all
Wote: Mo sessions configured Note: No sessions configured

FabZ-Leaflf show vrf TH:VRFL detail extended
VRF-Name: TK:VRFl, VRF-ID: 4, State: Up
VENID: unknown
RD: 10.0.1%2.582:1
Max Routes: 0 Mid-Threshold: 0
Encap: wxlan-30801592
Table-ID: OXB000000Z, ARF: IPvE, Fwd-ID: OxBO00000Z, Stave: Up
Table-ID: Ox00000002, AF: IPv4, Pwd-ID: Ox0000000Z, State: Up

7771V USPANTI, PUVEASPANEF TR 7AILNZEFEATEET, LEL, 71UREZATEEBYET, 777V
Y OSPANIE, 71ILRELTREIL—T 1 B L TEE(VRAELIEBDEFERALET,



Cisco ACITlE, BIRDKSIZ, 77T VY IR—NZBBIZNT Y NRIVXILANAY A —THTEILLEhET, <D
IVXLANA Y H—I(Zik, RAEZRY ND—28BF(VNID)& U TVRFE L IEBDBEBAEENTVET, NTY RN LAF2L)EL
TEEEndE, iIVXLANVNIDIEBDZERLET, NT Y ML A V3L LTEEENDHE, iVXLAN VNIDIEVRFER L £

kD)

EQREO, 777TVYIR—RNEDIL—FTYRRZ T4V 0%F v TFrIRRENHDBERE. 71 LRELTVRFEEALE

kD)

Case 32157t Leaf1€1/49-50& BD7 4 I &, | Dst"192.168.254.1,

Destination Group

Dst EPG 182.168.254.1

AL
SRC : BD1

SRC : 101/1/49-50

(R —

DST: = - X 192.168.254.1

j_

FabZ-Leafl§ show monitor session all

| | |
w w ¥ ¥
EPG1 EPG2 EPG3 EPG1
FabZ-Leafi§ show :nnni:'nz n:.:lnn all Fabi-Leaf3§ show monitor session all
Hote: No sessions configured Wote: Ne sessions configured

session 17

: Span session 17
: erspan

: up {accive}
: 1

! TKIVRF1

T 64
: ip-dsep not specified
descination-ip t 152.168.254.1/32
origin=ip T 192.166.254.101724
mode : fabric
source inef :
3 : Bthl/49 Ethl/50
T : Bthl/j49 Ethl/50

both : Ethi/49 Ethl/50
source VLANs :
Ix :

VLAN Type WVlan-mode Encap
tx
i ; . R 17  enet CE vxlan-16187318
tilcer VLANs : wxlan-16187318, velan-3080192

Fab2-Leafl§ show vrf TE:VRFl detail extended
VRF-Hame: TK:VRFl, VRF-ID: 4, State: Up

R ] H
4 ~Thresheld: 0
i 8z
-1D: 02, AF: IFvE, Fwd-ID: Ox80000002, State: Up
al 1 2, AF; IPvd, Pwd-ID: Ox00000002, State: Up
FabZ-Leaflf show vlian id 17 extended
VIAN Name Status Ports
/ A EEIECE active Ethl/5, Ethl th1/11,

Ethl/34, Fol,

o V=RYL=T

1) —71 e1/49-50

BD7 1)L &



. BHIKISN-TF

- EPG X(1192.168.254.1

BOT—A2THBALERSIC, 77T VY USPANRK 7 1) RELTBDEFERATEET,

T7TVYIR=RTTIYDENERTTAV I EFYTF Y IRIHLENHZEBERRE. 712 LTBDEFERALET,

i —EICRETED 71 )Rk, BDELERVRFOIDETTT,



SPANSESE T N4 2 CHEBELZ L DA TT b,
tcpdump, wireshark
BEONTY RN TFAYTTIT—23202FTLET, ERSPANBELRY I VB EZRETIHERFHYER A,

ERSPAND IS

SPANNT Y NEFBEIPICEZEE NS o, BFERSPANDREEIPEF DAV EA—TIAATHF Y I7Fv+Y—)LEZRTLTLKEE
Wo

ZBEENENTY NECGREAY A —TH7EI{tEhET, ERSPANGREAY A —%FI1—RIBHFEICOVWTR, 20> 3
@ "ERSPANTF—ARDFihF 1 2SRBLTLSEE L,

o — A J)LSPANH
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Policies SPAN Destination Group - SPAN_DST

(C» Quick Start
I Switches
B Modules
[ Interfaces
- [ Policies Mame: SPAN_DST
> [l Switch Description: | optiona
> [ Interface
» [l Global Destination EPG._uniin-SPAN/ap- AR eng-SEAN

/.
s [ Monitoring SPAN Version: | m
e

» [l Troubleshooting Enforce SPAN Version: []
« [l SPAN Destination IP: |80.80.80.80

« [l SPAN Source Groups Source IP/Prefix: | 1.0.0.0/8
y E SRC1 Flow ID: |1 o~
> [ SPAN Filter Groups TTL: |64 o~

o = SPAM Destination Groups MTL: 1518 o

B span_pst

DSCP: | Unspecified

o SPANN—2 3> (N—=23M&EEE/N—2322) ERSPANZA S IEERIEEBLET
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k:: EPG
Ecy

Dst EPG 192.168.254.1

0

. )(iskf_j:}: 11 ] _______JL__ T sowce Gow |

vlan-751 vlan-752 vian-753 vian-754 vien-755 vian-T56
& i i 'hp./ il i
35 4 1 2
EPG1 EPG2 EPG3 EPG1
182.168.1.0/24 192,168,2.0/24
[rosticantosd ~1# tcpdump -4 sthl not arp -w AccessERSPAN.peap Time I5ource [Destination [Protocol |Length |#
1 0.000000 192.168.2.2 192.168.2.254 ICHP 140 ECho (ping) request
[rooticentosd ~1§ topdump -r AcCesIERSFAN.pcap 2 0.000113 192.168.2.254 192.168.2.2 ICMP 140 Echo (ping) reply
Ega 7 from file ERS sape Link-tyg i 3 0.350076 102.168.2.1 102.168.2.254 ICMP 140 echo {ping) request
ot 4 0.351100 192.168.2.254 192.168.2.1 ICMP 140 Echo {ping) reply
= 5 0.365184 192.168.1.35 192.168.1.254 ICMP 140 Echo (ping) request
o 6 0.365312 192.168.1.254 192,168.1.35 ICHP 140 Echo {(ping) reply
F 7 0.627912 19%2.168.1.1 192.168.1.254 ICMP 140 Echo {ping) request
% 8 0.628035 192.168.1.254 192.168.1.1 cMP 140 Echo {ping) reply
i 9 1.000038 192.168.2.2 192.168.2.254 ICMP 140 Echo (ping) request
“ 10 1.000183 192.188.2.254 102.168.2.2 ICHP 140 echo (ping) reply
: 11 1.3522%4 192.168.2.1 102.168.2.254 ICMP 140 echo {ping) request
12 1.352417 192.158.2.254 192.168.2.1 TCMP 140 Echa {ping) reply

# ERSPAN = GRE encap'ed packet = Src/Dst are GRE IP 3% After decode it on Wireshark = real IPs are shown
¥ 192.168.254.101 = from node-101 # See How to Decode ERSPAN Type 1 on Wireshark
# "not arp” : suppress arp for ERSPAN src from capture machine (may not need)

NI Y NFERSPANZ A TITHT EIbE B -, FOA—RIBDBEFHYVET, ChiEWireshakTERITTEET.
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7 7 7Y v 2 SPAN(ERSPAN)

[Tine:
26 0.184754 48879
, , 32 0.262735 10.0.192.82 10. 85 UDP 160 source port: 626rs Oestination p 48879
ERSPAN Type 2 is automatically decoded 34 0.262855  10.0.192.92 239.255.255.255  ubP 156 Source port: 38745 ODestination port: 48879
by Wireshark 35 0.262868  10.0.192.52 239.255.255.255  WDP 156 source port: 38745 pestination port: 48879
Y 38 0,263458  10.0.192.92 225.0.213.250 uoP 160 Source port: 43738 Destination port: 48879
3 be noted that this is still iVxLAN header 148 0.768367  10.0.0. 10.0.162.92 116 56210-12151 [ack] Seqel acksl win=770 Len=0 -

152 0.856142 10.0.192.92 225.0.213.248 164 Source port: 45334 Destination port: 48879

234 1.185477 10.0.192.62 1 o 198 source port: 7248 Destination port: 48879
235 1.185606 10.0.192.95 10.0.192.92 upE 198 Source port: 25168 oDestination port: 48879
253 1.250119 10.0.192.92 10.0.0.1 TCP 116 5720412375 [ACK] Seqel Ack=1l win=270 Len=0 -

Wiresharkid BE)BIICERSPAN Type IZ2F 1—RUET, L, iVXLANAY A =LK 2 TAHTEILENEEETT,
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*  Wireshark(GUI)

IMMMM:: Preferences - Profile: Default - ——— - - ->e - — — )|
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ENIP
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EXEC

FC
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Fibre Channel over IP

FORCE to decade fake ERSPAN frame: (¥

[

o] [ apoy | [ comce

o Tshark ( Wireshark®OCLI/N—> 32 ) :

userl@i nux# tshark -f 'proto GRE -nV -i ethO -0 erspan.fake_erspan:true
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ZF7°S 3> 2885 Decode As> Network > ICMP (if it's ICMP).



r M Wireshark: Decode As Em

P Link| Network
Do not decode GRE R

HIP
ICMP

ICMPv6
IGMP
| IGRP

IPComp
| Show Current | -

| TMh e

IP protocol 47 as

| Clear

Help 0K | Apply Close

iVXLANA v £ =0 F 31— RFAE

. EE %]
CRCR @ Decode Link| Network| Link| Network| Transport |
Filter: Donct decode UNISTIM £
No.  Time vcou

14 ZUL>—1U-£3 232422000 9UD 348 1Uu.u.u. Vines FRP 'II‘:I=J_1_1_ Len=su 1:
15 2015-10-23 23:25:00. 905402 10.0.0.2 Win=331 Len=0 1
16 2015-10-23 23:25:00. 905405 10.0.0. UDP destination (~48879) || port(s) as VITA 49 Win=331 Len=0
17 2015-10-23 23:25:00.905484 10.0.0. uze-DHT =151 wWin=331 1
18 2015-10-23 23:25:00.905497 10.0.0. D Win=331 Len=(
19 2015-10-23 23:25:00. 905964 10.0.0. Clear — 155 win=331 Le
20 2015-10-23 23:25:00.906111 10.0.0. [ﬁ.mc”mm WASSP « lEk=200 win=331
21 2015-10-23 23:25:00.945693 10.0.0. —Ii§ win=331 Len=(
22 2015-10-23 23:25:00.945709 10.0.0. : [ win=331 Len=0
23 2015-10-23 23:25:00. 045830 10.0.0.4 |l Hele Lok ] [Lawny [ gese JHOEo s TS0
24 2015-10-23 23:25:00.945927 10.0.0.7 TOTO-USZ TCP TIU LZJ07T=I6322Z [PCK] Se=r7 Ack=zu0 Win=331 Len=(
25 2015-10-23 23:25:00. 946480 10.0.0.1 10.0.0.2 TCP 161 1256758322 [P5H, ACK] Seq=155 Ack=200 Win=331
26 2015-10-23 23:25:00.962085 10.0.192.92 10.0.32.66 upp 198 Source port: 7248 Destination port: 48879

27 2015-10-23 23:25:00.962224 10.0.192.95 10.0.192.92 uppP 198 Source port: 25168 Destination port: 48879

28 2015-10-23 23:25:00. 986492 10.0.0.2 10.0.0.1 TCP 116 58322-12567 [ACK] Seq=200 Ack=200 Win=331 Len=(
29 2015-10-23 23:25:01.039557 10.0.0.3 10.0.0.1 TCp 166 50193-+12567 [PSH, ACK] Seq=196 Ack-ZﬂO win=331
30 2015-10-23 23:25:01.039671 10.0.0.1 10.0.0.3 TCP 116 12567450193 [ACK] seq_zoo Al Win=331 Len=(
31 2015-10-23 23:25:01.039933 10.0.0.3 10.0.0.1 Tcp 1415 50193-12567 [PSH, eq=246 .m:k 200 331
32 2015-10-23 23:25:01. 040066 10.0.192.92 10.0.32.65 uDP 160 Source port: 62672 Destination port: 48879

33 2015-10-23 23:25:01.040079 10.0.0.1 10.0.0.3 Tcp 116 1256750193 [ACK] S 0 Ack=1545 Win= on:

4 i
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L BAICIVXLANA T EILIENNT Y REBIRL TS EE L,

Analyze > Decode As > Transport > UDP destination (48879) > VXLAN
. ‘: *zgj lJ 35 j’ o

o RICApplyEHRITLET,

F: 777UV OR—NEOAPICEICIEEENT Y RFBYVET, ChsONTY ME, iVXLANAY R —IZK2TH
TEItEhEL A,

Precision Time Protocol(PTP)ZZfTL TW A 1—HXY NTJ—U Taspan® ¥ 7F v ZEB T &, GREHN 7 12)L1L(0x8988)H M K
HDethertyper RE T, Wireshark ' 7— X ZBEIRU B VEE HY) £, 0x8988lk. PTPABMALEICLT—RTL—2NTY KN
ICEAE B EEAR Y DehertypeT 9, Ethertype0x8988% 'Ciscottagy & LTFI—RUL., N7 Y NOFHZRESHIZLET,
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Frame 25280: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface @
Ethernet II, Src: Cisco_f8:19;:ff (9@:22:bd:f8:19:ff), Dst: Dell_4b:aB:cf (ad:4c:cB:db:adicf)
Internet Protocol Version 4, Src: 1.0.0.104, Dst: 172.30.32.7
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis
Ethernet II, Src: Itsuppor_@d:0d:@d (@0:0d:0d:0d:8d:@d), Dst: ApproTec_Oc:8c:@c (PB:@c:0c:0c:0c:0C)
Internet Protocol Version 4, Src: 100.86.06.69, Dst: 180.68.160.65
User Datagram Protocol, Src Port: 31327, Dst Port: 48879
Virtual eXtensible Local Area Network
» Flags: ©@xcB38, GBP Extension, WXLAN Metwork ID (VNI), Policy Applied
Group Policy ID: 49203
VXLAN Network Identifier (VWI): 14974940
Reserved: 128
Ethernet II, Src: Cisco_c9:18:80 (lc:df:@f:c9:10:80), Dst: 54:bf:64:a6:89:24 (54:bf:64:a6:89:24)
¥ Destination: 54:bf:64:a6:89:24 (54:bf:64:a6:89:24)
<[Destination (resolved): 54:bf:64:a6:89:24]>
Address: S54:bf:64:a6:89:24 (54:bf:64:26:89:24)
<[Address (resolved): 54:bf:64:a6:89:24]>
veer oa@e waus sswe wese sees = LG bit: Globally unique address (factory default)
seas 224@ wuus sees sers wess = 16 bit: Individual address (unicast)
v Source: Cisco_c9:10:80 (lc:df:@f:c9:10:88)
<[Source (resolved): Cisco_c9:10:80]=
Address: Cisco_c9:10:80 (1c:df:0f:c9:10:80)
<[Address (resolved): Cisco_c9:10:88]=
ver wa®l tiit tive eues ewes = LG bit: Globally unique address (factory default)
weew = IG bit: Individual address (unicast)
Type: Unknown (@xBOEB)
ata (68 byies]
Data: fea691a6d34908004500003chbaal0@0Rf7019983a1874141, .,
[Length: 68]
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