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Getting Started

@ Status and Statistics
* Administration Use the following links to quickly configure your router.
£+ System Configuration #© Launch Setup Wizard W Quick Access
@ WAN Initial Setup Wizard Upgrade Router Firmware
& LAN VPN Setup Wizard Configure Remote Management Access
Application Control Wizard Backup Device Configuration
¢ Routing
il £ Initial Configuration |l Device Status
El YER Change Administrator Password System Summary
Configure WAN Settings VPN Status
& Security ) L
Configure USB Settings Port Statistics
Y Qos Configure VLAN Settings Traffic Statistics
Configuration Wizards View System Log

License
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Initial Setup Wizard -

This Setup Wizard helps you install your Cisco router.

Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.

N\

Next Cancel
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Initial Setup Wizard

Interface: WANT v

0 1. Welcome

2_ Check Connection

Check Connection

( Network connection has been detecled)

Cancel
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Initial Setup Wizard

Configure Router - Select Connection Type
o 1 Welcome Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a
different option, please use the current option and click next to continue.

o 2. Check Connection (G) Dynamic IP Address, or DHCP (Recummendedja

O Static IP Address
3. Configure Router
O PPPcE

O PPTP (Common in Europe)

O L2TP (Common in Europe)

Back m Cancel
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Initial Setup Wizard

Configure Router - Set System Date and Time
Q 1. Welcome Enter the router's time zone, date and time.

(T\me Zone: | (UTC -08:00) Central Time (US & Canada) V)
o 2. Check Connection

Enable Network Time Protocol Synchronization

®
3. Configure Router O Set the date and time manually, or click here to import them from your computer

2020-11-17 @ (yyyy-mm-dd)

18 ~ 4 05+ (24hh:mm:ss)

Back Next Cancel
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Initial Setup Wizard b

Configure Router - Set Router MAC Address
o 1 Welcome Each device on your network has its own unique identifier called a MAC address. In most cases, you should
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change

Q 2. Check Connection ithere.

3. Configure Router

( ® Use Default Address (Recommended))

Choose a MAC Address

O Use this computer's address

O Use this address

Back Next Cancel
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Initial Setup Wizard -

Summary
o 1 Welcome Please review the following settings and ensure the data is correct

o 2. Check Connection
Connection Type: DHCP

& g oz MAC Address:  ectbd-1d:44:91:2a

Back Next Cancel
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Initial Setup Wizard

Enable Security - Set Router Password
o 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference.

o 2. Check Connection

o 3. Configure Router O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement \

Back m Cancel

Disable Password Strength EnforcementZi#iIR§ 2 C L FHEREhERBA, COFTP 3
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FIE9

RETAAZVIYILET,

2 Q A 0 B)=2 = &

CNSOREOFHFMICIOWVWTIE, "RV34xIL—XTODHCP WANEREDERE 1 2ZBL T

<EZW,

9

RV345P Tk Power over Ethernet(POE)A" 77 # L R TERICBE >TVETAH, W< 24D
HAEETSCENTEERT, REZNARIIAATZIHSEN HDHEEIE. TRV345PIL—Z
T M Power over Ethernet(PoE)E8 ED K. ZZRL T EE L,

BEICISUTIPP RLAZRETS (F7>32)
Initial Setup WizardA"ET L7125, VLANBREZRMEL TIL—RIZAZT1Y JIPPRLA
ERETEEXT,

CO7OtAER., L—Z2ZDIPPRLACBEEODZRY NDO—JHROEENDT RLAZE|V)HT
DUENHIEEICNDIMBETT, IPFRLAZHFETIHEN ZVEEEF., COREOR
DEIIAVICEATLIEEL,

FIE 1

EBIOXZ1—T,. LAN > VLAN SettingsDJEICZ Y I LET,


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5769-configure-dhcp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5769-configure-dhcp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5769-configure-dhcp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5769-configure-dhcp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5769-configure-dhcp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5769-configure-dhcp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5769-configure-dhcp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5428-configure-power-over-ethernet-poe-settings-on-the-rv345p-rou.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5428-configure-power-over-ethernet-poe-settings-on-the-rv345p-rou.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5428-configure-power-over-ethernet-poe-settings-on-the-rv345p-rou.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5428-configure-power-over-ethernet-poe-settings-on-the-rv345p-rou.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5428-configure-power-over-ethernet-poe-settings-on-the-rv345p-rou.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5428-configure-power-over-ethernet-poe-settings-on-the-rv345p-rou.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5428-configure-power-over-ethernet-poe-settings-on-the-rv345p-rou.html

Option 82 Settings

Static DHCP
802.1X Configuration

Router Advertisement

@ Routing

FIE 2

LW—=—FTAITFENA AN EENTVBVLANEBIRL, RET7AA 20UV OLET,




VLAN Table

+ (¢
Inter-
VLAN Device
& VLANID & Name Routing Management |Pv4 Address/Mask
& 1 VLAN1 @ 192.168.1.1/24
2555255555 ()
DHCP Server: 192.168.1.100-192.168.1.149
FIE3

BERNOBEEIPT RLAZANL, BLBICHSApplyZ V)Y JLET,

It
VLAN v

] WLAN N Hawree oty Blanagpement  1%d Adddiess sk Wiyl AudieeasiPacim Lemgth

= 1 et =4 P Aurkdiess Rl 3 f 24 Prrasha O

Flga(A7>3>)

IW—2FIPF RLAZEIV) HTBHDHCPH —/N/T/NA ATREWVEE K, DHCP L —#4E
ZEAL CDHCPERZRBEDIPT RLAICEETEE T, IP7 RL AR, WAN/A > & —

XY NIERENTVWRIL—ZTHRIAREI BN XTI,

I m"-l-' I i ¥
U ] ! X bt |
Aedkrs | | k i OYEL-64
El -
H+ =1 i
O %

RBEIZHUTCTI7—LDITT7ETYTIL—R
CNREERATY T TT, AFYTLBEVTIEE,
FE 1

Administration > File Management® JEIZ#IRL £9,



Reboot

System Informationf8iF Tk, XOHB 7TV 7 TROEEZHBALET,

+ Device Model ( /N1 RAETFIL ) : FNAARADEFINRRENET,

« PDVID: L—ZOERBIDERVZ—ID,

- Current Firmware Version ( RED 77 —LDJIT7N—232 ) : FINAATHRERETT
ENTWVWBT77—LTI7F,

+ Cisco.comTAFAREBZRRGH/N—>3> : DATAOWebH 4 NTAFIREZRY 7 KD
IT7OEH/N—>3,

« Firmware last updated : L — X TREIC T 7—LDIT7ET7Y7F—NLERK,

File Management

System Information

Device Model: RV345P
PID VID: RV345P PP
(Current Firmware Version: 1.0.03.15 )
Last Updated: 2019-Mar-22, 01:43:16 GMT

FIE2



Manual Upgradetz2 < 3> T, File TypelZX L TFirmware Imager 7’ 3a>R& &0 1)
YOLET,

Manual Upgrade

File Type: ® Firmware Image | O Language File O USB Dongle Driver
Upgrade From: O cisco.com ® PC USB >

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

D The device will be automatically rebooted after the upgrade is complete.

FIE 3

Manual UpgradeR—>2 A7 > a>RE2 & D1 Y VLT, cisco.comZiBRLET, <D
EHIZRMICZEVD2ADATZAVFBYETH, ChETY7TIL—RZEFTSHREEE
BHEETT, cOTORAICKY, BFOTYTIL—RIFPAIUNFDAAVTIRNIITH
70— RWebR—IASEESNAN—ILEIET,

FINAANFA D Z—FY NMZEHSATVWEVEE, FEEA 22— Y NERNTIE h
TWBFEW., ciscocomh ST Y TIL—RTEEFLA. ChHBERICERTZIHESE
. CCTRIOAT L BB TEET,

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From: | ® cisco.com |O PC USB &~

O Reset all configurations/settings to factory defaults

Uele[=le[(BM The device will be automatically rebooted after the upgrade is complete.

FIE 4

[Upgradel] 20U Y O LET,


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/Upgrade-firmware-on-RV160x-and-RV260x-routers.html

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: @® cisco.com O PC O USB 3

O Reset all configurations/settings to factory defaults

U/els[zle[SM The device will be automatically rebooted after the upgrade is complete.

Download to USB

FIES5

BRI A1> RITYesE®Z )Y L THITLET,

Confirm

A Are you sure you want to upgrade the firmware right now?

EH7OEARHMBSRITIDMENBYET. TYTIL—ROEFTHIZ, ROXYE
—INBEHEICRRENET,

o ® @ Upgrade is in progress. Do not power off or

) @ reset the device. It may take a few minutes
*.,0 complete.

TY7IL—RARETIRDE, BAIAVRIFRYTFTYTL, JOEAANRTITRET
DHERBZADV R IV LTI —ENBEBIZDEZBHALET, CO®, OTT7Y
RLET,



A\ Restarting

Please wait for 176 seconds...

FIE 6

WebR—ADIA—TAUTACBEOJALT, =80T 7—LDITHTYTIL—
REhTWVWB & Z#EEL, System Informationk TAVO—ILLE T, <N T, Current

Firmware Versionf8iglC, 7Y 7L —R&ehik77

SICBEWVERT,

File Management

System Information

Device Model:

PID VID:

—LDITN=23aUNRREND K

RV345P

RV345P-K9 V01

(Eurrent Firmware Version:

1.0.03.20 )

Last Updated:
Last Version Available on Cisco.com:

Last Checked:

RV345P2 ) —X ) —Z2 TOEHBEFH NDERTE

2020-0ct-02, 11:10:50 GMT
1.0.03.20

2020-Nov-11, 14:16:01 GMT

BEHRERICEETHY ., HBEFILLVABOT, ChASEBHEMERETDCERFE

A2 TVERT !

FIE 1



WebXR—ANDI1—FT 1T 4IZAY 14> L. System Configuration > Automatic Updates®
JEWCZEIRLET,



Log
Email

User Accounts

User Groups

|IP Address Groups

SNMP




FIE 2

Check Every ROY 7ADV)ARND S, W—ZFTYTTF—KNEeFIv U I2HEZER
LET,

Automatic Updates

Check Every: Week w Check Now
Motify via:

Motifications will not be sent unless an email server is configured.
Click here to manage email server settings.

O Email to

FIE3

EX—I)LTEFHBHRZEZE TSI, Notify viafill TCEmail toF T Y VRY JRAIZFI VY

R—VZANET, AdmnGUIFIY IVRY VARTFT7AI)ILNTHEMCHE>THY, EMIC
TRERTEERA, PYTTF—RMIRATREICED E, WebR—ADREICEBHAN KRR
EhET,

B XY —/NOBREZRETDIHAELCODVWTRR, CcZ2IVvILTLKEZL,

Automatic Updates

Check Every: Week w Check Now
Motify via:

Motifications will not be sent unless an email server is configured.
Click here to manage email server settings.

O Email to

FIE 4

Email to address7 1 —J)L RICBEFX—=ILT RLAZAHILZET,

T2ANY—Z#BTREHIC, BAOEFX-IINZEATIRDYIEC, BIOEFX—ILT
NOVRNEFERATR L ZRB<BEBHLET,


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5473-configure-email-settings-on-the-rv34x-series-router.html

Automatic Updates

Check Every: = Week Check Now

Motify via: ~

— ) ) : MNotifications will not be sent unless an email server is configured.
& Email to @gmail.com i . .
Click here to manage email server settings.

FIES5
Automatically UpdatefBifi T, BHZZ (TEZEHOBEONotifyF T Y VRY VAICF I Y
IR—VEANET, ROFAT2AVHFHBIET,

« DATLAT7—LDIIT : FNAADAXA VBT OTZ A,

« USBEFALAT77—ALDIT :USBR—KOFHBE7OTSLTEEFE RS A/,

s EFAVUFTASITZFY TV T=232, FNARRAT, ARL—FT14 2T
ATALBEZBRNTZ TSV T—>23a> #HHlOS I _FyHAEENET,

Automatic Updates

Check Every: = Week « Check Now

Notify via: v
Motifications will not be sent unless an

J Email to ) .
Click here to manage email server setl

Automatic Update

g ——

Notify |+ Update (hh:mm) = Status =
System Firmware ~ MNever v | Version 1.0.03.20
USB Modem Firmware & Never v Version 1.0.00.02
Security Signature ™~ 23:00 v | \ersion 2.0.0.001¢%

C—

FIE 6

Automatic Update ROY 7RV UARND S, BEEHZRTIHEFLHNZBRLET, —IB



NDATTavEk, BRUEEF7OVSLAOEBEEICL>TERDIBENHYET, £+
FATZF vk, BEHRETOSE—OATS3a2TT, HEOEVEE®TICH—EAYN
FRENBVRDIC, 71 ANFAE>TVIEEERETS L Z2HEHLET,

.III;I'I- -
@ .l rvassp-rvassP 1

-
0000
Automatic Updates o
03:00

04:00

Check Every: Week 05:00
B 06:00

Motify via: ~ 07:00
08:00
& Email to terizepnick@gmayl] U9:00
10:00 e
11:00
12:00
13:00
14:00
15:00
16:00
Notify 17:00
18:00 - -

System Firmware o Nevel v
N ’

Lo

Automatic Update

USB Modem Firmware v MNeve v

Security Signature v 23:00 "
AT—BALR, 77—LD0IT7EEGEFIVTASTZFYORERTHON—3 >
ARFENFTT,

ATYTT

[APPLY] 20V Y L&Y,



Cancel

FIE 8

BREZKEMICRIET BIZIE. Copy/Save ConfigurationR—J ICEBET2H, R—J DL
HBICHBsave 7 A A2V IYILET,

EBESLV, BBEDI—ZLOSHBLEOERNBEREN ZTTLRLE ! ZC2TR, WD
POBREATZAVIIODVWTHHALET,

t¥a1)FaF7 3



E52A, RYRND—VBZECROVENHVET, EMBINAT—RERETIHED
BEEATIUNFBHVETH, &VELBRYNIT—I0FEE2ETITIHEEE. EF2
DF4 TR0ty a>asBLTLSEETL,

RVEFXF1UFASAE A (FAT>3ar)

RORVEFIVT A T4 AR, 1 FZ—XY NP SOBREASEY ND—D %R
ELET,

s BRABSH AT A(PS) : XY NT—=ONTy ~h, OV ZKREL, BLEVXY ND—2
KEAZ/OYILET, XY RND—J0FAEOBEL, BELEE. BN EEBRR
BEEERBELET,

s TANARK : P75 —23>%2AF v LT, IL—2%2BIBTDHTTP, FTP,
SMTPEFX—IDOFNT 74, POPIBEFA—ILDORTTZ7A4I. IMAPEF X —
LWORRT77AIINBEOESEETERE7ORNINLEBREBL, VAL ADSHELET,

s WebtF 174 : A —FYNIERLENFSEDZAOMEREEEFIV T4
ZEBL, IVRFNAREAVE—FRYRNTTVT—=23>04A 2=V NTY
ARV —IZ&2>TNT A= VAREEFIVFTAZRBRLET, IV RR—A
TH'Y), 802BADAHTIUELAES,000F LD RXA N DEEATVET,

s P7VT—23a>0B8H A=Y NTTUG—2a>z8RIL, RIS —%F|
WETET, 5000BEEOT7 7UTr—2a > FEENICEEENET,

c DSATURNODBE . VAT NE2BNICEEL, 28BLET, TV RFNA RS
FAVEARL—FAVIVATFALICETIVWTRUS —%E|V) HTHHEE,

RV SecurityZ 4 22 AlEWeb7 1 LRV TR BHLET, WebT7 1RV T, T#
P7aWebT 4 MADT VL AZEBTEDIHETT, V4T RDODWeb7 IV EAERZ
AO)—=Z2TJ0LT, TOWebH A NEFTITRINIEBRTIHNZRETEET,

SAtEVAFEEnEEF 1T e, OOBRERTHATEE T, TMEHBAREIL
— A TCEEBREFIVT A BELZSIZHEFEATDIICE. S/ AERBLTTIT147
CTRIHENFHYNET,

£E53120F1 )T 477> 3> ECiscoUmbrellaTd, Umbrellaz2> 3 IcB8EH TS
BEE, CcEIVVYOLTLEZL,

ES550EFIVTATAEVAEMBERVEEK, 22UV I0LT, CORFIXND
VPN, 933 IcBBLET,

AN—KNTHIO NOBE

RV SecurityZ 4 22 AZBATBAICEFE. AN—NTHOY MFYBETT,

CDAX—KRTAHIVRNOTIOTATIERRBITDEILKY, THIY NOEKR, EEH
KUY —EADOFAER. 12 AZN, HBORBELTOTHI Y MAOI—H—
JEANEBRETSEBRISZSATVWAZEICABLECEICAYET, YAOD/N—K
T—, BERIRD>TTPHIRNOEREHFTITDERFTEFRE A,

HLOWAN—=KRTAHIY NOERBEIERYDAR RTHY), TORIHNSOERRFY —



LWZBUTRHAETAET,
AR—=KTAHI2 b DERK

Cisco.comP ATV NELIFCCOID (D RFIXY NOBHICERLESD ) BERAL
T—ROBIAIAFTHIVRNCTFTIERTDE, AR—KRFPHIV REERTDEHDOA Y
tT—INRRENBDENHBYET,

Important News x

It's time to sign up for a Smart Account

Easily view, store, and manage all your licensas.

Customize your account to match your organization.

Licenses are automatically added to your account when ordering.

Smart Accounts are required to use Smart Licensing.

ll'f.i' “-u_\" ll,/-’- "-\.\"'
Get a Smart Account L Learn More JI Ik Mot Mow fl

CORYTTYTHRRENTVEWVWEESE, VYOI LTAXN—RTHIY MEER—D
ICBEITEET, Ciscocom7HI > NOFRIBHREFEAL TCOTA > THDHENHYYET

o

AX=RTADVROUITARNFIEOFRICOVWTRE, ZCZ2T7UvILTLEEL,
OBROFME —HICTHIVRBEXTXELTLEZL,

EVR: RXAVOADNFBET, RXAHBZVEEE. name@domain.comD X TE
FAX=ILT RLAZAANTEET, —BIBRXAMVE, @ 7ONMA—ICHUT
gmail, yahoox&TT9,

RV SecurityZ 4 2> AZBA TS HIIZ, Cisco.com(CCOID)7AHIY REIATAN—K
THIOVREE>TVWBRENFEEICEETT,

RV SecurityZ 1 2> ADEA

SAATFAARNIELI—RFLERAON-NFT—DETA DV AZBATIZEN HY R
o DAON—BMF—2&ERTDICE. cCZ27VvILTLKEZL,

RORIZ, Z1EANRRESZERLET,

Type HEID E:
RVE+11) LS-RV34X- RVEF1UT A 1FE- : A4 FZIYIWeb7 1IE, 77V
vk A i ol SECAYR= T—=a>ouRE, 954 T > NOERBEHKIER. S— b

VA DVIATAINAREK, BABEHS AT AIPS,


https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://www.cisco.com/c/ja_jp/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do

TAELVAF—RBIIL—RIIEBANETIATEAN, F4AEAORIRICCATAN—KT
ADVRKNIE)ETSNET FAEVANTADY MIRRENBDETICETIREIRG.
IN=RFT—=AVWIENXZZTFTANDA, VEF—HAVDITAINCZA I ARZVIT
PDHNICKR2TERY KT, BFEIF24 ~ 48KETY,

ZAECVANAI—RNTHIVNCHD L 2T

AN=RFAEZATATY MR=DICBEBL, AN—KNVYTRKRDITFAMEAR=D
SAIRYNI>TA D RAZEDID)Y ILET,

= Smart Software Licensing

Smart Software Licensing

) i Juestions About Lice =
Inventory nvert £ 3 T Frefere 1 Activit )

Virtual Account: S Hide Alerts

Licenses

By Name By Tag

Manage Licanss Tags Licanse Reservation Cr # Show License Transactions Search by License Q,

License Balling Purchased In Use Balance Alers Actions

AN=RKNTPADVNCFGA B ANFRRENBWVEERE, ZAON-rF—CHBAVEDE
<EZW,

RV345P> 1) — X)) —R2TORVEFIUT A T4V ADRE
FIE A

Cisco Softwarelc 7 2t A L., Smart Software Licensinglc &L £ 9,

&« > C o ® © @(https://software.cisco.com e © o [}
, SITHIY o)
o Cisco Software Central A
- CIsCO
Download & Upgrade Network Plug and Play License
Software Download Plug and Play Connect Traditional Licensing
Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,
including demo licenses.
eDelivery Learn about Network Plug and Play
Get fast electronic fulfilment of software, licenses, and Training, documentation and videos Smart Software Licensing
documentation. Track and manage Smart Software Licenses.
Product Upgrade Tool (PUT) Enterprise Agreements
Order major upgrades to software such as unified Generate and manage licenses from Enterprise Agreements.

communications.

Upgradable Products
Browse a list of all available software updates


https://software.cisco.com/

FIE 2

AN=KRTAHDNIOTA2 3B, I—FEBEXKERFEFX—INENAT—RZADL
- [Log In] EQ 1)y 7 LET,

NIl
CISCO

Log In to your account

Username or email

Password

Forgot password? 9

Log in 3




FIE3

Inventory > LicensesDJBIZBE L., AN—KTF A2 MIRV-Series Security Services
License AN RRENTWVWRCEZBALET, TV ANFRRENBEWVWEEEF. AN
—RhF—CBEBLVEDELSEEV,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Product Instances Event Log

Available Actions ~ Manage License Tags License Reservation... >
[ ] License Billing Purchased
G) RV-Series Security Services License e
[ ] Source: Sku:
Subscription Id: LS-RV34X-SEC-1YR=
Family:
GATEWAY

FIE 4

Inventory > General D JEIC#E L £9 . Product Instance Registration Tokens TNew
TokenZz 2 Y OLET,



Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

FIES

Create Registration Token™V 1 > RUARIRENE T, Virtual AccountiBIFIC &, BN —
VO ERTRRBTHIMNRRENET, BREN—IVVOERR—T T, XOFEZ
KITLET,

 Descripton7 1 —JLRIC. F—02 O—EBEOFHAZAILET, <OBHITIE., security
license - web filtering& A L& 9,

« [BRIHABR]7 1 —JLRIC. 1 ~ 365HNEHETEZADLET, D7 1—)L ROEE
IR EHRBLETH, BEICISUTEEZRETEE T,

s HRRT AR, T1—IILREEZAILT, TON—VE2FEATIEHREEEL
F9, MU ., BRFLEHEAEARICETD EHRINICEYET,

s RETHINAORBA VARV ADORN =D VICHUTIVAR— NHH#EEZR
MICTBICE, [CORN—=DVICERENATVWAIREBTI I AR— N EEZFT T
BIFIVIRYIREAVIZLET, CORN—DTIVAR—NEHIHKEEZFERT
ZEBRVELSICTRBICEK, COFIVIRYIRZFTICLET, CcOFTaviEk,
TOAR— NEEBEICERL TVRESICOKMEALET., —IPO & LR FIHEE
. RKEEBELCI > THRENATVET, FIVIRYIRZEZFTICTDE, DB
— O EFEALTERENEREBICHLTINS OBENFIRENET, EREES
ETBRERAORRERYET,

 Create TokenZ2 )Yy OLT, h—UO 2 ZERLET,



Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: L ] . |

Description : |(secu rity license - web ﬂ\lering)

* Expire After: e | | Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

() |
The token will be expired when either the expiration or the maximum uses is reached

( Allow export-controlled functionality on the products registered with this token 0) o

‘ Create Token ) Cancel

HmA AR ADBERN VA ERBICEREhEL I,

Token Expiration Date Uses Export-Controlled Description Created By Actions

-— ItMGZiN.. B / 2019-Sep-08 09:46:20 (in 30... 0 of 10 Allowed security license - web filtering Actions +

The token will be expired when either the expiration or the maximum uses is reached

FIE 6

TokenFIOKENF A&V HOLT, h=020& VDY TR—RICOE—LET, ¥—
R— R Tctrl+cF—ZHL £,

(Press ctrl + ¢ to copy selected fext fo cﬁpboard.) 9

ATYTT(F7T23ar)

Actions ROY 7H I X_1—%01)Y L, CopyZBRLTKN—02 T )Y TR-R
ICOE—9% 4. Download.. Z2BRLTKh—U20IE—REBDTFANTI7AI)LD]
E—24720—-—RLET,



Actions

E> O

Copy

Showin
Download...

Revoke...

FIE 8

LicenselZ# B L . Registration Status#*Unregistered & &7~ & 11, License Authorization
StatusA'Evaluation Mode&E RREN T VD & ZHFELE T,

Smart Software Licensing Status

Configuration Wizards

U4

Y QoS
Cegistration Status: A% Unregistered )e
L

License Authorization Status: A% Evaluation Mode/ 81 days, 6 hours, 12 minutes, 16 seconds remaining )

1 Export-Controlled Functionality: Not Allowed

ATYT79

System Configuration > Time® JEICBE) L. Current Date and Time& Time ZoneA" X 1 LAY
— VIO TELKRBEhTWA CEZRALET,



e, B 7
e tleco RV340-routera46751

Getting Started

Time
@ Status and Statistics

& Administration

( Current Date and Time: 2019- )
(Time Zone: f ) v
Set Date and Time: ® Auto O Manual
NTP Server: ® Default O User Defined

FIE 10

LicenselCBBILE T, ATY76TIAE—LERN—T > %LicenseZ7DTOTFARNRY
DAL FHET, cOEE, F—R—RTctrl+ vF—ZEHLET, [Register] 2T 1) Y
JLEY,

@ Getting Started i
License

@ Status and Statistics
& Administration
ﬂ- System Configuration © You are currently running in evaluation mode, to register an account:

= Ensure this product has internet access.
Q = Click here to access your Cisco Smart Account

« Navigate to the Virtual Account section which contains licenses.
fh = Generate and copy a token for the specific license to be applied to this device. e

- Paste the token into the box bellow.

AEALTE 1Njc5SMzUS%0A0DA4MThBdFhO]

Firewall

VPN

S i “ ClicH By
Security BlEL| Register | 9 Learn More about Smart Software Lice

QoS
Smart Software Licensing Status

Configuration Wizards

Registration Status: Unregistered
1 License Authorization Status Evaluation Mode ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )

Export-Controlled Functionality: Not Allowed

BRICGBIA/DDENBHVERT, L—EFTA LAY —N\OELEZHAAD1ZO,
R=DEBNBEWVWTSEZ Y,

FIE 11

T, RV5PY ) —AN—BHFAIX— R4V ACERBICBEFE N, FEEThELL
o TRegistration completed successfullyy & WS EHEICBHNARRENET, £k,
Registration Status/'Registered& FR7/R& 11, License Authorization Status#*Authorized & &
TENTVBR L ZBRTEET,
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@ Registeration completed successfully

FIg12(F7>3a3>)

TAEVADBRAT - ADFHERTTDICE, RAVREBERAT—RAICEDEE
T, ROBEBEBCHATOAIXY E—INFRRENET,

License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensingﬁ
Smart Software Licensing Status

Registration Status: Registered

Initial Registration: 2019 11:01:37 (Succeed)
License Authorization Status: Authorized (1 Next Renewal Attempt: 2020 11:01:36
Smart Account: | Registration Expire: 2020 10:55:01 _}

Virtual Account:
PID: RV340-K9

Export-Controlled Functionality: Allowed

- Initial Registration : COTVUTIZRE, T4V AN BRENZAFERAFIRTE N
7,

« Next Renewal Attempt : COITV T, L—FNTA > ANOEHZHITISHEZ
R~LET,

- Registration Expire : COILTUTFICIE, BROBVWHARNIYIND BRI RTENET,
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License’R—< T, Security-License® A7 — X AA AuthorizedIZ &2 TVWBD & ZHRL &
9, Choose License’RZ>%Z 20 1) Y L T, Security-License N BXICHZ>TVWD &Lz
RITBDCEETEERT,

COFIETHENINRELIEBERE. L—F0UT—MBELCBIHEFHBVET,



Choose Smart Licenses

Choose Smart Licenses to be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance.

Enable ¢ Name (Version) & Description % Count #
&~ Security-License Anti Threat Services: IPS, ApplD, Dynamic W... --

Save and Authorize Cancel

FIgE14 (73>

FAEADRRBEZEFHITED. LD S5TA1 2 AZERHBRTBICIE. Smart
Licensing Manager®[F7 2> a2 RAY FE I XZ_1—=#0)v oL, FUV>3aVEH%Z
BIRLET,

Smart Licensing Maﬂage Actions ~ ' o

Refresh License State

2,

Deregister

L—BDSA LV AEHELEDT, ROEYIIVOFIEEERTIDIHLENHVET,
RV345P)L— 2 TOWeb7 1 LRV YT
FOTFAR—AVASIOBAZICWeb 7 AL B YT EBRTHERTEET, EXNHA%R

. COMBEZBIERE/EATZERR. F/1EVAZBATILEN HYVET, 2V DT
L. TOEIIVICRNET,
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WebRX—ANDI1—FT 1 UF 4105 4> L., Security > Application Control > Web



FilteringM JEIZEIRL £,

Application Statistics

Client Statistics

3 Web Filtering

FIE2

OnA72a2VREVEEBRLET,



Web Filtering

Web Filtering: ® On O Off

FIE 3

add7A4 2%V ) Y ILET,

Web Filtering Policies

+ (& T

J Policies %

FIE 4

Policy Name, Description, & & U'EnableF I VY IRY JAICFIVIN—VZFHTET,



Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: ¥

IWN=BTOATIOVTAINRIINEMCE>TVWBRIFEE, ATV T74INER) TN
EHIZEO2THY, 200HEZERICAMICTEAVC L ZBHAITIEANRTRENET
o ApplyZEO DY OLT, BREZHRITLET,

FIES5

WebLE1T7—=>3> A0 FYIRICEILKTAIINRITZBMICTBICIE,. Web
ReputationF I Y JRY VAZFAICLET,

Web Reputation (1

ATV, WebLE1IF—23a2 42 FY JRAICETVWT, WebH 4 MEEZIFURLD
BEFHCH2>TT7 IRV TENET, AOATHF40ZTESD &, WebH A4 MET7OY V&
hEJT. WebLELAFT—>32F 0 /O2—0OFMICOVWTR, ccZ2IVUyILTLKE
=V,

FlE& 6

Device Type RAY XDV UARNDS, 74INRITTDNT Y NOEETT/5EEZIER
LET, —EBILBRTEZZ2A723aVE1OEFTT, XOAT>arHFdy)ET,

« ANY : FEOTFNA ARV —ZHEHATRIHEICBRLET,
« Camera: AXZ (IPEFIVFAAXTHE)ICRID—2EHAITIESICEIRLE
CB


/content/en/us/products/security/web-security-appliance/web_rep_index.html

s [AVE1—2—]-O0E1—2—ICRI—2BAITIHEICRERLET,

« Game_Console : #'— AV Y —JLICARU > —%Z2BAITZHEICBIRLET,

« Media_Player : R —ZXFT 4T 7 L—V—IZEHATSESICERLET,

« Mobile : ENAILFNAAICARI S —2EBAITEIESICBIRLET,

« VolIP:Voice over Internet Protocol(VoIP) 7 /N1 AICARU S —Z2EA T2 EEICERL
7,

Policy Profile-Add/Edit

IP Group: Any v
Device Type: ANY v
ANY
OS Type: Camera
Computer

Game_Console
Exclusion List Table| Media_Player
Mobile

VolP

+ & W
AT YTT

OSType ROAYFTHAIVVARNDS, RUS—BBRAITZIARL—FT1 I AT LOS)%&
BRLULET, —EBIOBRTESZ A3 RBE12ETTT, AOFF72arrsHIET,

« ANY : FEDORATNDOSICAR) D —ZHBERALET, ch@EFF7FILMTY,
« Android:Android OSMO & 7R > —ZBRAL £,

- BlackBerry : 7R 1) > —%Blackberry OSO & |[ZBHA L £95

« Linux : R —%ZLinux OSO&KICEAL £,

« Mac_OS_X:Mac OSE FICAR) > —ZHBRALET,

e TOM VANCBHZEWVWOSICAKRIS—&BRALET,

« Windows : 7R'J < —% Windows OSIZEBAL £9,

« i0OS: R —%ZIOSOSOAKICEBALET,



Application:

Application List Table

Category =

Android
BlackBerry
Linux
Mac_0OS_X
Other
Device Type: Windows
105

IP Group:

0S Type: ANY v

FIE 8

Schedulet 2> 3a>&ETAYVO0-I)L., Z—XICHRELZEATaE#EBRLET,



+ (& T

O Type = Always On
ANYTIME
BUSINESS

EVENINGHOURS
WORKHOURS

Schedule: Always On v

FIE9

WETA2%V )Y ILET,

Application:; s BT

FIE 10

[Filtering LevellI T, A7°23a>REZ VIV OLT, XY RNI—DORII—ICHREHEL
E740LRVJEBRZETERKERELET. A7 avik, [B]. [F]. K]l [DAXA

T LTOT74IILRVITILRILOVTNAZEIIYDTDE, BMEZEWebI T
YATAVIZ T AN B D TENEERNERENEBEOY T AT IV RRENET, E
BEKRTAINEZEFE, ThULEETET, JL—KRREINET,

s low: ChEF7AINRNATSIDTT, COATZITREREFIVT A HFERIC
BTO2TVERT,

« Moderate : KABGF/EARBGOA TV, BEEIE, 8LOCEFIVTAH O
F72aTEMCEP>TVETD,

e B BRABW/EABRGTIATY, EDSXA@MF/REDMGFI TV, EEEORED
LOWITOY, ITUY—A, EF21VFTANFOFTa>TEMILEYETD,

e Custom : I—HERD7 A REZFATEDT /AL NEEREEThTOVEE A,



https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#low
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#moderate
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#high
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#Custom

Web Filtering-Add/Edit Category Back

Filtering Web Content
Level

O Adult/Mature Content +
O High O Business/Investment +
© lekrEie O Entertainment +
© Low O lllegal/Questionable +
O Custom O IT Resources +

FIE 11

ZA4NRITFTEWebAV TV ZAAILET, 120 I AVOFMERTITDICE
ITTATA "IV ILET,

Web Filtering-Add/Edit Category Back

Filtering [ Web Content

Level
O Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O lllegal/Questionable +
O Custom O IT Resources +
O Lifestyle/Culture +
O Other +
B Security +
\ y

FIg12(F7>3>)

Webd2 TV OIRNTOH T ATV EFHAERTTBICIE, Expand REE I Y D

L/ij-o
\

Apply Back Restore to Default Categories

FIE13(AT7>32)

B7ATAVEHRAZTY LB CR, U EEBIZIUYOLET,



Apply Back Restore to Default Categories Collapse

FIE14(AT>ar)

F7AINOATIVICRES I, Restore to Default Categoriesz 2 1) Y I LE T,

\

Apply Back Restore to Default Categories Collapse

FIE 15

ApplyZ V)Y VL TREZREL, FiterR—ZILE> TREZHKITLET,

ancel

T7VT—232 )ART=7NLICE, BRUETALZUDITLRIVICEISHIST S Y
F7HTIdVNFT—TILCRTRENET,

FIE16(AT7TaY)

FTOMOATIVICIE, URLILY IFT Y TR, BERENER=IHFTOVYIENEEZIC
RIRENBDAYE—DBENHYET,

. URL Lookup:

Category: ==

Reputation Score: --

Status: ==
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
N Blocked Page Message:  Access to the requested page has been blocked. (Max 256 characters)

FIg17 (A7>3a3>)

[APPLY] 20 Y VL&Y,



ancel

FIE 18

BREZEKENICRIET BI(ZIE. Copy/Save ConfigurationR— ICBEIT2H, R—J DL
HICdHBsaveFA A &2 IV I LET,

FIE19(AFF>3a3r)



WebH 4 RREZRFURLA 7 AN RELRG 7OV IENLEZEZERTHICE. WebT T
HZzREBIZL, 7IIVHTHLLVETZHEET, 7OV IVO—HBIIRFREATVS RX
A28, FERTOYIFELRBETTRRSIICTAINRENTVBRXMVEEZEADLET

o

COHITIE. www.facebook.comZFERAL TVWET,

&= C f [ nhttps://www.facebook.com

=== Apps E Cisco Small Business

ol | sl | y, Access to the requested page has been blocked.

CISCO Web page: https://www. facebook.com

Category: Social Network
Please click here 1f vou think there has been an error

OK

CNT, RV345PIL—BZTWeb7 A LBV TN ERBICREENE LIz, WebT7 1 LR U
TJERVEFIVFTAZAEAZERALTVS 128, Umbrellald B EH V) B A,
Umbrellat BDEZZERF. CcZIVYILTLKEEZY, +38EF1VT 1 HFH2HER
O2VYOLTRDEISIVICEATLEZW,

( ""RSTNZa1-FT142T1)

FZAEVAZBALLEY, RETHIVNCRFENBWEEE., RO200F TS a2 H
HV)ERT,

1. V5l 2KkBITRLS5740-T YT LET,
2. BBLEDESEEZY, VEF-ICERBLKRT,

BENICE, BBLEREESSETOILERHY)EEAN,. CORERICTBELLEE, Rk
S5REETT | TOLAZTEDLETRRICEDRICRK., EORICRLEILTFVIVILE
IRIERTILTF VDY INBETT,

KBRS EHROBRR
g e SAEYADBANETLES, COBFX—LERETBH
7 ALY ABRE BHSHYET,

Cisco t— LA #—H —%&

2 CNZEAFTIRICRK, VET—ICRDZENHYET,


http://www.facebook.com/
umbrella-rv-branch-license-optional
umbrella-rv-branch-license-optional
umbrella-rv-branch-license-optional

HEZIEER BWORE
AR=KNTADURZAE R0V —=22ay hN2BDdE, BHOABRHFFYTFrEhn,
DAR=T DRIV = FLEHBTERT, AVV—"223y MIEBERATVEWVE
3vhk Bl ROFEEEATEET,

AROV)—=>23av s

N—O2zBMBLER, FLEERNSTILD1-FT1VT2T535EE. AVU—2>3 v b
ZHROTEHOANBREF Y TTFYITRLEEZBBOLET,

A9)=22ay NOF ¥ TFYICHERFIENOEVEZEBL T, ARL—FT1VI AT
LAICEEOU I 2VWTE., UTESBLTLSEZL,

* Windows

« MAC

» iPhone/iPad
» Android

Umbrella RV BranchZ 4 22 A (A7 32)

Umbrellald, AN RMTEZIZDTINTHY BN SIBECHMRABITUVREFIUT 1
703 v |\77J'_A-C?o

Umbrellald 72 RTEIMEL., Z<DEF1V) T 1 BHEY—ERAEZETLET., FEBER
DAEARYNEDFAEE T, UmbrellalE, IXTOR—NEFTORNIDZHRBL THERR
IEUET,

UmbrellaldDNSZBF AN EBELRFRE L THEALET, I—PHNT5IH/N—ICURLE

AB U TEnter¥F—%#3 &, UmbrellaAFEiZICS L E T, T DURLIEUmMbrellad®DNS'J

VINICEEh, EF1VTABENM RXASVICEER TS NTVRBE, EXE7O0Y Y
TENET, COTLANIF—RNEEFINAVOVBEMNTONEh, BEFFEAERE
LERBA. TLANUF—REF, HRDOMATEEODNSERZEHRTIOT HIBEZME

ALET, COTF—ZHFURBICILETRIE, HAFTTF—REHEENFFRENTE, K
BNfRE2LEEBICTIERLSKHOTERT, FMAIICOVTE, ZBE5O0ATADT A4/
—R)Y—(ZB2BARV—, BEIN—23NESRBLTILKEEV, TLAXARNUF—XFE,

V=IO SsHBENETF—REEXATLIEETL,

Cisco Umbrellalc 772 AL T, HilzmEEL. THIO M ZERLTLSEEV, BENE
SLEBEE. CCEVIVYIOLTRFIAIXINESHBL, CCc%2)Y 2L TWUmbrellatt
R=ROAFT a>w#@BELTLEET,

FIE 1

UmbrellaZ7 A MO A4 > L =%, Dashboard@ E TAdmin > APl KeysDIJBEIZ 2 1) Y &
LET,


https://support.microsoft.com/en-us/search?query=screenshot%20windows%2010
https://support.apple.com/en-us/HT201361
https://support.apple.com/en-us/HT200289
https://support.google.com/android/answer/9075928?hl=en
/content/en/us/about/legal/privacy-full.html
/content/en/us/about/legal/privacy-full.html
/content/en/us/about/legal/privacy-full.html
/content/en/us/about/legal/privacy.html
/content/en/us/about/legal/privacy.html
https://umbrella.cisco.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
https://umbrella.cisco.com/support/options/
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APIF—HEO#BE ( R FDOAPIF—Z R )

1. APIF—QIEM : Umbrella APITERATSHLVWEF—OERZHRBLET,

2. BMER - COEEOHAZELEEEICT/LEIZATAIRLET,

BN=U2IIIN: ZDTHIRTHERENEIRNTOF—EN—TUNEENET
o (F—MERENDEANENET)

4. HR—=KRRFIAXAIN-FEIZ3a2OMEY JIZEETSUmbrellatr 41 h® R¥F 2
X RANDI D,

FIE2

A LBOAJd API Key7 RZ > %D 1) Y U F 3 H, Create APIKeyARZ>Z DY O LET,
MAEEREIUMEZRIEZLET,

Cisco Umbrella

=] casco AP (.“—'r'-_\,-".“e

Sl

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for
access to the Umbrella Network Devices APl The Legacy Network Devices APl generates a token used for
Integration with Cises Wireless Lan Contraller (WLC) Integrations and Integrated Services Router (ISR4K series)
integrations.

N FANFA AT S o R [ FRLY B
You have nol generated any APl keys yel

Documentation Our Legacy APls Investigate

ERRVV)=223Y M, SOXZ1—Z2HOTHVEEEZLERAULSICRTRENET,
FIE3

Umbrella Network DevicesZi®#IR L, Create RX> &Y O LEXT,



What S_hould this AP| do? (1]

® Umbrella Network Devices

To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

(O  Umbrella Reporting

Enables APl access to query for Security Events and traffic to specific Destinations

O Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management API

CANCEL CREATE

FIE 4

XERBEDTFANITFA2%2HE. APIBRUAPI MBF—0FAICHZAE—T 141

CEVVYIOLET, RYTTYTBAT, F—NOVYTR—-—RICOE—EhEZ L&k
BTEET., —EIL1DFD, Y—IL Y NEAPIF—ZE RFIXD NCHEY R, #T5

BTEDRSICTRILENTET. CDFE. FARILE "Umbrellaxy hT—TF /N1 AF
—1 TY, TR, BTTIVEALX®IVRELBERICTFARNTI7PAIILZRELET,

@ U AP Keys @ ©

Create

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices API generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router
(ISR4K series) integrations.

Token: Created:
Legacy Network Devices & Aor 18 2

5 Key: Created:
Umbrella Network Devices e reated:

The API key and secret here are used to perform APl requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

Your Key: f64 @
Your Secret: 895 EE'

O To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

“J|Umbrella keys - Notepad = m} X

File Edit Format View Help
Umbrella Network Devices Key - f64
Umbrella Secret Key - 895




FIES5

BENFRELSBIBAICIAE—LES, Unbrella APIBIEITF I Y ORY OREZIUY Y
LT, MEBO—BFNERTOBRESEN TTLECEEHEEL, Close REZ>%ZDVY Y
LET,

(O '; To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

eck out the documentation for step by step instructions.

WMEXF—EBERLEY, BOTHIKBLEYLEERS, COF—ZMETHEOHICHUEH T #
BEXHR—RNBESEHYEBA. MEALEBEIE. F—ZHIBRL., UmbrellaTRET S &T
NAATHLVAPIF—ZBFRET D2 HENf HYFET,

RV345PT M Umbrella® 5% E

UmbrellaBlIZAPIF—%Z/EFR L =D T, CNS5NDF—%RV345PIZA VAN —=ITEET,
FIiE 1

RV345P)L—& IO 4 > Lic#, ¥4 RIN—XZ 1 —"TSecurity > Umbrella® JEIZ D 1) v
JLFET,



@2 Routing

Firewall

=] VPN

)e

Application Statistics

Client Statistics
Application Control

Web Filtering

(ontant Filtaerino
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Umbrella APIBIEICEE XREEKBAT a2 FHYET., Unbrella® BEXNLZBHAT S I
. EnableF T v ORYORZOUYOLET,

Cisco Umbrella m

Advanced Configuration

FIEI(A7>ar)

57 # )L NTl&. Block LAN DNS Queries’/RY J AN BIRENTVET, ZOEFRIRBAEIC
&V, =R LELCLTOEARINAO=ILVARNBEBNICEREN, DNSRZ T 1Y O
AVE—ZFXY NIREBENBLLBYET, COBBEE, IXTORXAS D ETBRER ZEHI
[CRV345PIEHTEHIE TR IS, REAEDI—HIZELTVET,

FIE 4

RDATY T, 2DDERBIHFETRITENET, EE585EFXYRND—TDOEYRNTYS
ICKEL £ 9, DynDNS®NolPBEEDH—EAEZFERATZIHEERF. T7F)ILMN0omEAER
TH3 "Networky DFEFXRICLTHEET, chsoF7HoNIOTA2LT,
Umbrellaf REBZRMU T IV —ERAELEFHTICLZHRITIMNEN HYFT, AE-B5DE
HREHIC TRY RD—=OFNA AL ICEKFLTVWADOT, THOAT>avREZI)
YOLET,
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Getting StartedZ2 21U Y J LE T,
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TEFARNRY U AICAPI Key& Secret KeyzZ AL E T,

BELEDNDEISIC2ENUHET | MEBEF—ZHARL LY, B> THIBRLEY L EES.
COF—EZMBIILEHICHVHIHEERPHR—NEFTEHYEBA, ThERRICLT
ZEICLTHEBEV, HELEBEE. F—ZHIBRL. UmbrellaTHRETE2ET/NA AT
FTULVAPIF—Z BRI D RENf HYVET,



Enter Credentials

i E

Ky [ LAurrant ke |

Sacret: l Currant secrat J
" v,

* Go to Gisco Umbrella, copy/pasie the EeyfSecret from admin=AP| Keyvs page

ATYTT

APIE BB EZANLES, NextRE>EDDVYOLET,

Enter Credentials

Key:

Secret.

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API| Keys page.

FIE 8

ROBEET, IL—2ICEENTZEBMZRRLET. [Next] 20UV I LET,




Select An Organization

Organization Table

Name %

o (O (Cisco)

FIE9

RVAS5PICK 2 TIIN—TFT A TENBNTF T4V OICERATRRI—2BRLET, F&
AEDI—HTR, F7FINRIS—THZBANL Y DHFRHEIET,



Select Policies

Policies Table

& Name ¢

& (.'Tf Default Policy )

FIE 10

TINAACHEAZE V) HT, UmbrellaL /R—RNTHEETEDRSICLET, CORETE.
BRI ZRV345P-Labe LTWE T,

Enter Device Info

Device Name:[ RV345P-Lab U

2]
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ROBEHETERL LRENMRILEETH, BEFIAERCET IR EEMAIRTIENETT,
OK|Z#OVYOLZET,

Success

Register... Success

Associating policies... Success

i

g4

BHTESTETVET, CiscoUmbrellalc k> TREETNEL L, THEEED ?EZBOH
EE>TBRALTHELELD, AR, R=IHFO—REhZDEITICIhEHKTS
EHOERAWebH A M E2ERLELE, ZCZ2ZOVYITRH, TZIOHN—IC
https://InternetBadGuys.com& AL F T,

UmbrellaA" ELKEREESNTVRHEEIE., ROLSBEENIRREIAET,


https://internetbadguys.com/
https://internetbadguys.com/
https://internetbadguys.com/

NIE
Cisco
SECURITY THREAT DETECTED AND BLOCKED
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VPN Status

IPSec Passthrough: & Enable
IPSec Profiles
PPTP Passthrough: & Enable

Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel
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General Configuration

Tt

Cisco SSL VPN Server: ® On O Off
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Mandatory Gateway Settings
Gateway Interface: WANT

Gateway Port: 8443

Certificate File: Default

Client Address Pool: 192.168.0.0

Client Netmask:
Clhent Domain: yourdomain.com

Login Banner: Welcome to WideDomain!
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Optional Gateway Settings

ldle Timeout: ( 3000 ) sec. (Range: 60-86400)
Session Timeout: &0 sec. (Range: 0,60-1209600)
Client DPD Timeout: 350 sec. (Range: 0-3600)
Gateway DPD Timeout:] | 360 sec. (Range: 0-3600)
Keep Alive: 40 sec. (Range: 0-600)
Lease Duration: 43500 sec. (Range: 600-1209600)
Max MTU: 1406 bytes (Range: 576-1406)
Rekey Interval: 3600 sec. (Range: 0-43200)
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SSL VPN

General Configuration Group Policies
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SSL VPN

General Configuration Group Policies

SSL VPN Group Table
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L) Policy Name =

0 SSLVPNDefaultPolicy
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SSLVPN Group Policy - Add/Edit

Basic Settings

Folicy Name: Group 1 Policy
Primary DNS: 192.168.1.1
secondary DNS: 192.168.1.2
Primary WINS: 192.168.1.1

secondary WINS] | 192.168.1.2

Group policy with split tunnel

Description:
A
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® Pre-shared Key:
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Primary DNS Server: 192.168.1.1

Secondary DNS Server:

Secondary WINS Server:

Default Domain

Backup Server 1: (IP Address or Domain Name)
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Backup Server 3: (IP Address or Domain Name)
Split Tunnel: 1

Split Tunnel Table
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& IP Address % Netmask %
& [1192.168.1.0 255.255.255.0|
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FIE 8

VPNISA T NI—HORIAICERATZII—HII—TE2RELFET, System
Configuration > User Groups® " T, Z7ZARBOT7A A2 0 Uy oL T1—H¥IIL—7
ZEMULET,
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Status and Statistics

Administration

User Groups Table
System E
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Tirme
admin Admin
Log
I guest Dizabled
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User Accounts
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Overview
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Local Users

Local User Membership List

O #s%  UserName % Group* 3
cisco admin
2 quest guest

* should hawe at least one account in the ™ admin® group
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Local Users
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L)1 CISCO admin

0 2 guest guest

0 3 Vpnuser VPN
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General | Chent HmnFlisnhiuﬂhLﬁﬁnﬁﬂiﬂn F'“LIL

Femate Host

Host Mame or IF Address Faort
192 1668.75.113

500
Auto Configuration

Local Host
Adapter Mode

Use avirual adapter and assigned addrass -

MTL + | Obtain Automaticalby
1380 Address

Metmask
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Client2 7 Z#8%ELET, CcOPITERE., F7FILRREDERICLTVET,
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General | Client | Mame Resolution | Authentication | B *
Firewall Options
MNAT Trawersal enable -
MNAT Trawersal Por 4500
Keep-alive packet rate 15 Secs
IKE Fragmentation enahle -
baximum packet zsize 540 Bytes
Cther Options
v |Enable Dead Feer Detection
v | Enable [5AKME Failure Motifications
v | Enable Client Login Banner
SEve | | Cancel
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Name Resolution > DNS® T, Enable DNSRY J AIZF T v ON—2 % Ah. Obtain
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VPN Site Configuration |i

General | Client | Mame Resolution | Authentication | P 4 | *
DMNS |

v | Enable DS v | Obtain Automatically
serser Address #1
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merver Address #3
serser Address #4
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DS Suffix
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General | Client | Mame Resolution | Authentication | P 4
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General | Chent HuniFliinhiuniﬁ-U"'lEﬁ“Eﬂﬂﬂﬂ Ple]r

Authentication Method | Mutual PSK + Xauth -

Local Identity | Remote Identity | Cradentials

I Save Cancel
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General | Chient | Name FI.ESI:IIUI'EI'IE Authentication | P 4 1"

Authentication Method | Mutual PSK + Xauth -

Local Identity| Remote Identity | Cradentials|

ldentification Type

Addrass Sinng
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I Save Cancel
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Authentication Method || Mutual PSK + XAuth -

Local Idunigl Remote ldentiby Credentials

Sener Canificate Autorty File

Client Certificate File
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Froposal Farameters
Exchange Type aggressive -
DH Exchange group £ -
Cipher Algorithm auto -
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SEve || Cancel
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IFZEC Policy Confiquration
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https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html

VLANDORRE (F7>3a)

REO—AHILIVFTZRY NT—2 (VLAN) 2FEAT2E, O—HILIVTFTRY ND—2
(LAN) ZEBHOT7O—RFYANRXSVICHENICOETEET, BEF—EAHNZXY N
D—OLET7O—RFYTARNENDUEMN HZDFTUATR, BED VLAN IC7O—R
FYANEBETSH LT, EF21VT1Z28{LtTBHD VLAN ZERTEE T, VLAN
EEATZE, TO—RFYARNOTILFF Y AN ETERRBEICKETILEEERS L
INTF—=X O AZAEEEDEETEXRT, VLANZERTEEZT TN, VLANNIFHEF
EFREBNICOBLSEEIDDR—RNIERENDETE., ChEMRIFHYEFBA, R—K
FEICIDULEDOVLANICEL TVRXENHYET,

B HARE A DVWTIEE., TVLANOARARRNZSO9F4REEFIUTATAY T R
ESBBLTLSEETV,

VLANZER L ZWBEIE., XOEI I VICHEATLSEZL,

FIE A

LAN > VLAN SettingsD JEICBE L £,


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html

Getting Started
Status and Statistics
Administration

System Configuration

@ WAN
& ) @

Port Settings

(AN Setings) @

Option 82 Settings

Static DHCP




FIE 2

add7A4 22Uy LT, $iLLWLANZERL XY,

VLAN Table

o

ERTBVLANIDEZNDRREIZANLET, VLAN IDDOFEFEIE1 ~ 4093 TT .

FIE3



VLAN Table

+ (¢ W
Inter-
VLAN Device
0 VLANID ¢ Name Routing Management IPv4 Address/Mask
g 1 VLANT (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O e IPv4 Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
FIE 4

HE(ZIHU T, Inter-VLAN Routing & Device Management® /5 TEnabled7/RY V AN F T
YIOX—DVZALET, VLANEIL—FT 12T, BVLANA SHEIOVLANIZ/NT Y RZ)L
—TAVITBREOICERAEIhET,

TJARI—YTZRBETHDEVLIANOEF I VT AHNMBET TR LD, TARKY ND—U T
—RRICCOFEFERENELA, VLIANBOIL—FT 1IN REBEICBEDEENFHYUET
o TNEHAWE., T2—4Y NACLEIBRA & DRV34xIL—ZTOVLANBIL—FT 1> T4 %5
LT, VLANBTHAITZIHEND RS 71V IERELTLSEEL,

FNAAERBIE., 759 %EFERAL TVLANA SRV345POWeb UllZOS 1> L.
RV345P 2 BETEDY I RNRIIT T, YARIRY RND—UTEENITEIHREN HYE
9,

COPITE, VLANZL ) Z2IZRDEHIC, VLANBIL—T AV TEFNA RAEEEE/Y
LTWVWEE A,


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html

VLAN Table

+ (&

Inter-

VLAN Device
O VLANID ¢ Name Routing Management IPv4 Address/Mask
(I VLANT (i ] 192.168.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

& 200 VLAN200 0 IPv4 Address: 192.168.2.1 / 24

Subnet Mask: 255.255.255.0
DHCP Type: @® Disabled
O Server

O Relay

FIES5

TZAR—=RNIPvAT RL ANIP Address7 1 =)L RICBEBIWIZALENET, BEICKLUT
ChERABTEET, C0FITRE. 7% Y MI2192.168.2.100-192.168.2.149DIPF KL A
HFéh), 192.168.2.1-192.168.2.99& 192.168.2.150-192.168.2. 254 DEEIP T RL A H V)
=

VLAN Table
+ (&
Inter-
VLAN Device
O VLANID ¢ Name Routing Management IPv4 Address/Mask
(I VLANT (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O o e IIPV4Address: 192.168.2.1 | 24 ]

Subnet Mask: 255.255.255.0
DHCP Type: @® Disabled
O Server

O Relay

FIE 6



Subnet MaskD FTOH 7T RY NRAIVNFEHBWICADEThET, TEEZMAZE, 71—

RABBWICABENET,
COTFEVARNL—23>TR, 7R Y RYAD£255.255.255.0F /24D EFKICL T
BEFRI,
VLAN Table
+ (& 1w
Inter-
VLAN Device
O VLANID # Name Routing Management IPv4 Address/Mask
a1 VLANT (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 0 0 o IPv4d Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
ATYT7

Dynamic Host Configuration Protocol(DHCP)Z A 7' ZBIRL £ T, ROFA TS Ia>HFHY &

9o

Disabled:VLANTDHCP IPv4 —NZBMICLET, chBETANRETHREEIhET, C
DFIATR, INTOIPTRLAZFEHTREITZILEN BV, IXNTOBRBEAMT
THhET,

Server : HE KL FRHENDFT7S>3> T,

) — A : 5 ~ 432000 DIFEMEZAILET. F7 #4I) MNE14409 ( 24858 ) T
C
Range Starté& KT'Range End : A4 F IV JICEIVHTBHENTEBIPTRLAD
HEOBRBERTEZADLETD,
DNSH—/\ : DNSH—NZ70F 2 ELTERATRES, Lk ROV UR
NASISPEBEIRLET,
WINSH—/\ : WINSH—NBZABDLFT,
DHCP # 7> a>:

- A7 366 TFTPH—/NDIP7 RLAZASDLET,

- A7 a U150 TFTPH—NNXO VU ARNDIP7 RLAZAADLET,

AT aver: AV T74F1L—23 T T7AINBEADLET,
Relay : JE—KDHCPH—/NDIPV4T7 RLAZAHL T, DHCPUL—I—Y T2



EHRELET, chiF, KUEEBZRETY,

& 200 VLAN200 0 0O e IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: O Disabled

O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
FIE 8

ApplyE 2 Uy 2L T, $LUWWLANEERL £,

Apply Cancel

R—RMANDOVLANDOE) BT (F72a)

RV345PICIE16MVLANZRETE, 1D2DVLANT DA RITUTZRY NI —T(WAN)Z SRR
LET. R—KMEEBVVLANBGBRATEIHBEN SV ET. ChiZLY, TOR—KEDK
274V 0, I—FHFATRWICENY) ZTEVLANVLANICR LU TOARFENET, Ch
BRARTZI9TAREERSNTVET,

A=K, FOEAR—RNKERFNZVIR—NELTRETELT,

« POEAR—KN 1 DOVLANZE|V) Y TET, XIBLIL—LNEEIhET,

s NSUUR—N  BEROVLANEEETEE T, 802.1q0 RTUFTICKY, XA
T4 TVLANZRTBLICTEET, NSV LETHREBVLANEBRATEIHREN H 1)
x99,

1DOVLANICIHBDR—RAEI) HTsnEL
s PTUORAR—RNERBEND



« COR—BNIZEIV) HTSNIZVLANIC KK, Untaggede WS TSR ZF TR RBEN H V)
9,
s TOMTNTOVLANIZIE, ZOR—NIIK L TExcludede WS SRILZEFITET,

1DNDR—NZ2HBETIEHDVLAN:

s RSUUR—KNERBEIET,
« VLAN®12(ZUntaggede WS SR EFTBD ENTEE T,
« NSUOR—MNO—ZTH DY) OVLANIZIE, Taggede WS SR EFTDHEN
HhV)ET,
s NSUUOR—=BMO—FTIEHZEVVLANICIE, TOR—KNICDOVWTExcludede V5T X
LNERFTBHEN HYET,
CcOBITRE, RZOBHYEHEA,

FIE 1

WETBDVLAN IDZEIRLET,

COFITIE, VLAN 1EVLAN 2002 BIRL TWET,

Assign VLANSs to ports

@
O VLANID LAN1 LANZ
& f1 Untagged ¥ Excluded v
& § 200 Excluded A Untagged v
FIE 2

EditZ 2 )Y U L TVLANZLANR—NIZEIV) BT, BIREZTagged. Untagged, Fil&
Excluded& U THEELE T,

Z DTk, LANTTVLAN 1%ZUntagged& U TEIV) 4T, VLAN 200%Excluded& L TE(V)
HTTVET, LAN2TIE, VLAN1ZBRIE L TEIY HT, VLAN200E 2T L ELTE
WHETELE,

Assign VLANSs to ports

@
O VLANID LAN1 LANZ
& 1 Untagged v Excluded v
& 200 Excluded A Untagged v
FIE 3

ApplyZ2 v OLT, REEZRTFLET,



Apply Canc

T, HILLLANAEEICERE N, RV345POR— NIZVLANASREENELE, C0
T7OtEAEZEYIELT, HOVLANEERLETF, =& XE, VLAN3ORKY—o T 1T H
ICH T XY 92.168.3XxTHERE 1, VLANAOORE T HO> T4 TRICHTZRY K
192.168.4 X THERENE T,

AZTAYOIPOEM(A7>3)

BEODTNA AN MMOVLANICEIETEZ XKSICTIHERREK. TOTFNAAICENEO—H
JMIPZFRLAZENV YT, POERAFEICTEDEOOT AL ZERLET., chiE
. VLANBIL—FT A TN A Z—=TINICBE2TVRDHBEICOAKMELET, lcE, AZXT
1Y IIPFRIADIRANF BV ET, BEIPT RLADORKREDFFMICOVWTIE, FCiscoED
ZAN—RIITTOEEIPZ RLADRKREICEIEZIRARNTSIVT ARy #SRBLTLE
=L\,

ABTAYIIPTRLAZEMTDHBENZVEER. CORBOROEIZIVICEAT
<EEL,

FIE 1

LAN > Static DHCPOJEICBEBLET, 7SAT7A A& VIV ILET,

@ WAN Static DHCP Table

1 e+ 3.

Port Settings J Name

VLAN Settings

Option 82 Settings



https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

FIE 2

TINAADAZRT 4V JDHCPIERZEBMLE T, COBITR. FNAAETV 2T,

Static DHCP Cancel
Static DHCP Table ~

+ o &t

0O Name MAC address Static IPvd Address Enabled

Printer 00:11:22:33:44:55 192.168.2.10 Enabled

AERENER (A7)

FORIINARER, APBOBARES T DI IO NIR > TLARAF—OFBEH#EZIEHALET
o CHhICKRY), FIAESFAER, BTN ELFEF R ITIREBEFT—ICL 2> TERET 1
EBRRERTHY—23VICHETERY, -2, HEERAHE (XY ND—VEE
ENERULRLAE ) ZERTE R T, Xlo, TOVRIIIDAEZHFEIT D ERZFRAR
(CAKERETRCEETERT, Y—RN—FARHT7TVT—3 P SOERDAAEE
RETDENEETT,

AL (CA)NRRALICERAENE T, AIAER. FEOHBOY—RN—F A YA KL SBAT
EEXT, ThROBBLEOYA MERETHI L ZAATDILODOARNDFETT . EXH
2, CARR, I—HYHNEHBZERETHY), FHTEDI L EZRIATZIFERTESERFRTY

o BEILWUT, BPROIDANTARBZERLE T, CALL2TFIVITIREN

. CAVIEHEHE IS &, AABHNIRITEIAE T, COIMAZR. IE1-RICT7 A

LWeELTHIVO—RTEERT, TOHE, L—& (FLEFVPNY—/N) CBEL, 2ZTT
Y7O—RTEET,

CSR/ALAED LK
FIE 1

IL—FZDOWebR—ADI1—T 4 )T 4207 4> L. Administration > Certificate ® JE(Z &R
LET,



&) Getting Started

@& Status and Statistics

File Management
Reboot

Diagnostic

Generate CSR/CertificateZ V') Y 2 LE T, TCSREAIAENER I R—INERRENET

FIE 2




Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...

FIE 3
RYTAZKRDESICADLET,

- BYIBIIRAERA T ZBIRLET
- BEBRIAHE . ChiE, MEBOEREICEL > TER E hizSecure Socket
Layer(SSL)SEBRETY, COIRER. REF—FREELL>TASHOFT
SEShEHEREF Y EILTEZVLED, HFYEESLELA,
- REFEBLER((CSR): chiEk, FURIIIDIAAEZHBIT D -HICRRIAR/ICE
BENBZLHAF—AVTTARNTIFY(PKN)TT, REBRIRBICLAFTEND
i, BEBRELYVEZRZELTT,
« Certificate Name”7 1 —JL RICFIEAE D BRI ZA DL T, ERZREBILE T, cOT7 1
—)LREZERHICTREE, AR—APBEBERNLFZZEHDDEETEETHA,
e (F7> 32 ) Subject Alternative NamefBii T, F 723 RE 2OV YIOLET
o RDAT2AUNBHYET,
- IPAddress : 1 X —%Y NZ7ORJIL(IP)ZRLAZADLET
- FQDN : T2 E#i R XA B(FQDN)ZA KL ET
- Email-BFX—J)LFRLAZAHDLET,
« Subject Alternative Name”7 1 —JL RICFQDNZ A B L E T,
"Bf, ROV ZEIVARND S, BN EXICBEREATVIERZERLET

- HHBAFMETHIEEFER, thif, FLEHBOBRNETLEEBREZ[REFEE ik ib
HEST]7 1 —ILRIZAHLET,

o TR, 74 —)LRIC, BN EREATVSRHEFELETOEINZADLLET,

s EDRANERICBRENTVDBRNZAILET, AE—IINEDPXRAFRLEFBAAE
E¥FLLTERIZGHEE. "HEBL 71— RICEHSEKBEOEMEZEANLE
T, BRXFREATEEL A,

o THEBEMNE., 71— RICBRFZAILT, HBRNOHMAEEXBILET,

« Common Name7 41 —JLRIZBBIZADLET, CORHE, APEEZFEHTS
WebH 4 NOZELEHRXA 2V BETHRIMBENHYET,

- AIAEZENTHDHEIEDEFX—ITRLAZAHDLET,

 Key Encryption Length ROAY 7H IOV ARA S, F—OREZBRLET, 77>
Ak, 512, 1024, BRT2048TT, F—ORESHRVE L, FIAEOZEHNS
<BYEXRT,

« Valid Duration”7 4 —J)L RIZ, SEBASNBMICEZD2 BB EANLET, 72 MNMER
360 T9,

* [Generate] 20 )Y O L&ET,



@ RV345P-RV345P

Certificate

Generate CSR/Certificate

Type:

Certificate Name:

Subject Alternative Name:

Country Name(C):

State or Province Name(ST):

Locality Name(L):

Organization Name(O):

Organization Unit Name(OU)

Common Name({CN):

Email Address(E):

Key Encryption Length:

Valid Duration:

ERENIAIABNEAET —TILCRTRENET,

(=

7

L\

Self-Signing Certificate

TestCACertificate

spprtfrms

O IP Address @ FQDN O Email

US - United States

Wisconsin

Oconomowoc

Cisco

Cisco Business

cisco.com

@cisco.com

2048

360

)!ays (Range: 1-10950, Default: 360)

Certificate Table PN
O Index + Certificate + UsedBy + Type # SignedBy % Duration % Details Action
01 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = X
To 2042-Jul-05, 00:00:00 GMT

0o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GM E _‘!;
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscaTest-... From 2020-0ct-01, 00:00:00 GM E _‘!‘n
To 2022-0ct-01, 00:00:00 GMT

0 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM E _‘!‘_

To 2021-Nov-14, 00:00:00 GMT

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...



CNh T, RV4SPIL—RICAEABAEEICERE KL I

AAEOIVAR—b

FIE A

AAET 7T, TVARAR—NIRAHAEOFIVIRY VREZFVICL, TUVAR—K
TAA2ZI)YILET,

Certificate Table P
i
O Index 5 Certificate ¥ UsedBy $ Type # SignedBy 5 Duration = Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!;
To 2042-Jul-05, 00:00:00 GMT
O 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G\ == ol
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!;
To 2022-0ct-01, 00:00:00 GMT
& 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GN == ol
To 2021-Nov-14, 00:00:00 GMT
FIE 2
« AIABETIVAR—NTBIERXRZIVYIOLET, XROFT2arHFHIUET,
PKCS #12 : 2FAF —BESRIF(PKCS#12lE, p12HLsRFTI I AR—KREhi:

&%%T?O7T4AEH%MLT IOAR—K, 412KR=b, BLTHIRT
DLEELREBEIDICF, NAD—RABETT,
- PEM: 724N —BILX—IL(PEM)E. XERBEDEHERZTFANITF AR
ZEAL THHIIY) AT —RICHRICERTDIREZRR -WebT—/N\T&

<EAZTIhZFT,

- PEM%ZIRIRL EHBEE, Export2 V7Y V2T TY,
« Enter Password7 1 —JLRIC, TVARAR—KTBDT7AMI)2REITDHD/NAD—

READLET,
+ Confirm Password7 1 —JL RIZCNATD—RZBAADLET,

+ Select Destinationf8iF Tlk, PCHABIRENTHY),
T9,

s [Export] 20Uy OLET,

REMATEDHE—OFT>a>



Export Certificate

® Export as PKCS#12 format

Enter Password | sesesens

Confirm Password | ==

O Export as PEM format

Select Destination to Export:

® PC e
o -

FIE3

AI9VO—RAFEPLECEZRIAY E—DHFFIVO—RREVOTICRRENET,
720 TI77A4LOA I O—-RFBBENET, [OK|ZVUYILET,

Information

o Success

N\
]

:h-c‘.‘ RV345P> 1) —X}L—g @gmﬂﬂ%b“‘IEﬁ(r:betz_ REhF L/r:.o

AFEO AL R—b



FIE 1

Import Certificate.. 22 )Y VL&Y,

Certificate Table ~
O Index * Cerificate = UsedBy % Type* SignedBy % Duration = Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM == e

To 2042-Jul-05, 00:00:00 GMT

2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G\ = o
To 2023-Apr-04, 00:00:00 GMT

3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh =5 o

To 2021-Nov-14, 00:00:00 GMT

( Import Certificate... J Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...

FIE2

ROYFTADIUIARNDS, 1 VKR—NTBAHEORATEZBIRLET, XOFT
/E/b‘ﬁP)iﬂ'o
O—ALGERE : L— X ETEREN-FIHAE
- CAREFAE : EETED Y —RN—T 15 unft%(._dl?'t Rl h, FEAEICEE
NBBEBNIERTH S & &R L LIIAE,
- PKCS#12T.>>1— R 7 7 4 )L : Public Key Cryptography
Standards(PKCS#12(&, H—/N\IIAEZRETHEXTT,
Certificate Name7 4 — )L RICEEBAZE D RBEZ A DL E T,
PKCS #12%#IR L =3B 4. Import Password7 41 —)LRICZ7AILDONAT—R%E
ABLET, TAUADIFZER., ATY T 3ICEXETT,
AAEZAR—RNTBDY—REIVYILET, ROFT>a FHYET,
- PCASAVR—K
- USBASDAR—K
IL—FZNUSBRZS A7 Z2HELBEVEE, [USBASA VR—NAT>avdIL—
KRRENET,
[USBA S A VAR—RZBIRLIEZEZIC, USBHNIIL—RICERBE N EBEVESE. [BRF
DERICEFHZIVUYILET,
Choose FileZARZ> &2 v O LT, BYIBT7 74N E&ERLET,
[Upload] Z0 Y L&Y,



Certificate (3 Cancel

Import Certificate

Type: PKCS#12 encoded file v
Certificate Name:| cisco o

Import Password | =--ee---

Upload certificate file

@ Import From PC

9 TestCACertificate

Import From USB C

ERBICRTIRDE, XAV OAAER—JHAEBNICRTENET, @IAET—TIIC. &
EAVR—BNULEREAENADENET,

Certificate Table ~
[J Index = Certificate + UsedBy+ Types SignedBy s Duration = Details Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

a 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-0Oct-01, 00:00:00 GM E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

0O a TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh = o
To 2021-Nov-14, 00:00:00 GMT

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...

CNT, RV345P)IL—RICEERREN ERICA >V AR—RENEL

R TILERVIAEPY Y =X — R AL EENAILERY KO-V DRE
(FA723r)

RTINERVIEPIL—2EFEALT, NVIOTYTENAINFRY NT—VZRETIHE
FH2PELNERBA, TOHEER., "RUTINERVIMXTIV—AN—2ZFAL TENA

LY RD—D%HETS) 25RLTKEE,



https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html

SNT, RVBMSPL—RORERET TT, K. YRIEIRATAVLAF/NA A%
ELET,

DAVLAXYZ1ZRY NT—TDRE
CBW140ACEREX &

£3'. CBW140ACHPOER— KA SRV345PDPoER—KNICA —HZ Y RT—T )L & #Z#HL
£9F., RV45PDR—ND¥EDIFPoOER B TED D, ChSsOVWThEFHATEET,

A2DT—B2FANDAT—RAZHELET, TOVEARA NORBEIZEHN10DHH
WET. LEDAEBBRONZ—2TREICIEL, & F. $LTALUVPBOBTRREICK
BIZRITULLE, BURBICEDYET, LEDOEBORES EEMEICEK, 12Ty hIEllZD
DEWAHVET, LEDTA MREICKBLIES, ROFIBEICERAETT,

ENANTTUT—232APOPoEA —H Y N7 YT U OR—KNE, LANNOT Y S
)0 BBMIBZLEOICOKMEBATE, MOENANT7IUT—23 0RBFNAARAY
AT VAT UREFNAZANDERKICIFERATEEZEA,

FLLWPOERARSA 2 NTREVEEE, IHBHAEROF7AIIREEICUEY MU T,
CiscoBusiness-Setup SSIDZWi-FiA 7’2 a3 ICRRLTLKEES VY, ChICBETBIHR—K
C2VWTlk, TRV345xIL—ZDVT—RB LV TITHBHFEEOT 7 A REEADOUEY N
FiEs BBRBRLTLSEEZV,

140ACENANT 7T =232 DAY LATIORARAY NDOERE

cOto>arTlR, ENAINTTIT—az#2EALT. ENALNTTITr—2327
AVLATIEARA D NERELET,

T7VTr—2a23BBRECEHFEA, ABPLATIONEKBOBBELEICEEENST
BEMFHDCEITERLTSEZL,

140ACHEE T, APILRBO T —7 I E2ERBDOPoEICELIAHK, 140ACEZEZLIAHET,
£5—HDiEERV345P LANR— RN D1 DICEHELE T,

BRI BAENHDEEE. COREO "DAVLRACBIZ NSNS a1—F1 0
bt O3> ESBLTLSEETL,

FIE 1

Google PlayR =& E/N 1 ILF /N1 AD Apple App Store TAF T & % Cisco Business
Wireless AppZ A I O—RLULET, ROVWTINAOARL —FT A VI AT ALANYBETT

o

« Android/N\—< 3 > 5.0L0 &
. iI0S/N\—2 3 8.0 %


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://play.google.com/store/apps/details?id=com.cisco.business
https://apps.apple.com/us/app/cisco-business/id1483862452

FIE 2

E/N1 L7 /N4 ATCisco Business ApplicationZB& £ 9,

@
A ©

E/NA LT /N4 A TCiscoBusiness-Setup 1 VLAY NDO—JICEHKELET, NATL
—Xldcisco123T 9,

FIE 3



12:49 =i @k o0 [ 3 ¢

<  Wi-Fi Wi-Fi Direct Advanced

Current network <«

— CiscoBusiness-Setup
‘8 Internet may not be available

Available networks  ««crccerrrrrrrerriiiiiiiiiiiiiiiiin

FIE 4

T7VEBEBNICENAILZY ND—0Z BRELUET, Setup My NetworkZiBIRL £9,



cisco. CIsco Business

Monitor My Network Set up My Network

Q

Discovered Primary

FIE 5
XYRND—D0%EYNTYTIBICE. ROOANRZAHDLET,

- BEEI—YEOER

- EEENAD— ROEK

c BEBENAD—REBAILTHIBELET,

« (#7232 ) ShowPasswordF IV IRY VREFAIZCLET,

Get StartedZiBIRL £ 9,

@




( Cisco Business Wireless Access Point
o Name and Place @

Primary AP Name

€ | Testap

Country
9 United States (US) VvV

Date and Time

9 04/09/2021 05:05:37 PM NV
Timezone
o Central Time (US and Canada) \/
Mesh




FIE6

Name and PlaceZ 5 ETDICIE. XOBEHRZERICADLET, FTEITZDIEHREALTS
E. FHULBVEBEN RETHAAEENI BV ET.

+ Mobile Application AP Namey S B L TS &V,
+ Country

- Bf

o KA

 TimeZone



( Cisco Business Wireless Access Point

o Name and Place

Primary AP Name

O | testap

Country

9 United States (US)

Date and Time

9 04/09/2021 05:05:37 PM

Timezone

e Central Time (US and Canada)

Mesh




ATV T

Mesh® R T I)ILZFAIZLET, [Next] Z0 VY IOLET,



( Cisco Business Wireless 140AC Access Point

0 Name and Place @

Primary AP Name
TestAP

Country
United States (US)

Date and Time
04/09/2021 05:05:37 PM

Timezone
Central Time (US and Canada)

@
O Mesh



FIE 8

(AT23a)YENANTTVT—3a2APOART A Y JIPREEBENTAMICTSC
ENTEET, TOTREVWEEBIE., DHCPH—NNIP7RLAZEV)YHTET, FIVEAR
AVRNIARTAY IIPEERELEWVESE, Next2 VY ILET,

o Connect to Network )8

o Would you like Static IP for
your Primary AP?

9 ‘ Next

R, FRYRND—JICEEITDICE. ROFIEZRTLET,

Static IP for your Mobile Application APZEIRLET, 74N KTR, COATZ I
B TVWET,

- EBIPPRLADAD
« YTRXYNIRD
* [Default Gateway]

[Save] 20U Y IO LET,



© connect to Network (?)

Would you like Static IP for
o your Primary AP?
MANAGEMENT IP ADDRESS

0.0.0.0 .

SUBNET MASK

0.0.0.0

DEFAULT GATEWAY
0.0.0.0

FIE9
RDESICABLT, TAVLARY RD—DZRELET,

« XY NJ—2FA/SSID

e EF21UF 4

« NA7L—X

s NAT7L—XDOHER

« (A7 3> ) Show Passphraselc FI Y I9X—V &R/ TET,

[Next] 20 )Y VL&,



© Wircless Network (2)

Network Name

cbwwlan

Security

WPA2 N

Passphrase
P m

Confirm Passphrase

Wi-Fi protected Access(WPA)/N—2 3 2 2(WPA2)IE, Wi-FitF¥1UFT 1 DBEDEETT

FIE 10

Submit to Mobile Application APEIE CEXEZ R T2k, SubmitZ 72Uy I LET,



( Cisco Business Wireless Access Point

v o Name and Place

Vv e Connect to Network Edit o
v o Wireless Network Edit o

o Submit to Primary AP

You have done all the configurations,
please submit to Primary AP.

Note: After initial setup and reboot, the
Primary AP needs to be connected to a
DHCP server even if the management
IP address was set to static (access
point functionality and client
connections use dynamically assigned

(revious )




FIE 11
V7 —RARTTHETHEHEEET,

Saving the configuration...
This may take a minute.

7 —NIERKI10DADBDEN BV ET, VT -k, PUVEARALA NOLEDHE
BOHWZ—NEZ—2ICEBULET, LEDFYU—2ICaBLES, ROFIEICERET,
LEDA"FVRB/NZ—2Z2BBLAEVESIE. XY ND—JICDHCPH—=N\NHEVZ & %R
LTWVWET, APADHCPH—NZFEAL TAAM Y FELERIL—RICEEEITWVWE LR
BELET,

FIE 12
ROMEREEANRRIENEKT, [OK|ZVUYILKRT,



Confirmation

The Primary AP has been fully
configured and will restart in 6
minutes. After the Primary AP Is
restarted, it will be accessible from the
network by going to this URL -
https://ciscobusiness.cisco via
browser or using Discovered Primary
list in Cisco Business Mobile
Application provided client should be
connected to configured ' TestAP '
SSID.

OK

FIE 13

T7)ZBEU, ILERLEDTAVLARY RDO—DJICE8HKEL, DAVLARY RND—D
DEVDHEDZERICTETIDLHICBERBLET,

DJAVYLAOKNS TN 1—FT1420T0DEV N
FENHDBER. RO NEBRELTLSEEL,
« IEL W Service Set Identifier(SSID)A"BIREn TWAH L ZBRBLET, chiE, D4

VYLAZRY ND—URICHERLIEBRITY,
s ENALNTTVELEREZ YT RNY TOVPNEZYIILET, ENSILT—ERTO/NA



S—AEAL TWVWAVPNICELRL TLWSAEEN DY, TOVPNEZASZVWATREMS
HWET, LR, Google FiZH—EAZ'O/NA A —& L THEMAT B Android(Pixel
JEFICIE, BALEL THEELRITDHARIAKRVPNIBHYET, ENAILT TV —
AVAPERODITRICE, ChZzBUICTHIHENf HYET,

https://<IP address of the Mobile Application AP>ZER L T, ENAILT 7 IT5—>
aVAPIZOJA 2 LET,

« ¥IHEIRREZIT o =5, ciscobusiness.ciscolc T /4> LTWVWB A, Web7 T THIZ
IP7 RLAZABDLT, httpsi// isH"EAENTVBD L ZREFALET, BEICKLD2T
&, |JRAMCOTA > LIEEEICEAL Ehttp:// since NN AVEI—RICEBBALENT
WBEBENHYET,

- APOEAFRICWeb URZR TSV OBEBEANOT VEAICHETZSHEEEZHERT D
2k, Web7 04 ( ZDBAKFirefox ) TOpenXZ1—%2 1Yy oL, Help>
Troubleshooting Information® JEIZ#IR L T, Refresh FirefoxZ2 7)Y I L&Y,

CBW142ACMX Y > 1TV AT X DERE

CORYRT—ODREREBCHETT, XYL ITIRTUAEBEMTBLEETTT,

FE/N4 )T /N4 ATCisco Business7 7’V —>a>icOd4 > L%,

FIE A

DevicesICBEIL £9, MeshABMICE>TVWBEZBERLET,



Name Clients Usage
APA453.0E1E.2338* 0 0 Bytes
AP4CBC.48C0.74B8 0 0 Bytes
APA453.0E22.0A70 0 0 Bytes
AP68CA.E46E.1650 0 2 MB
AP68CA.E470.0500 0 11 MB



FIE 2

ENANTTIVT—23APOXY S 1RY ND—OTHERATZIIRNTOXYSITIRA
TUOADOMACT RLAZANTEIHBENHYET, MACT RLAZEMTSICIKE, XZa
— A5 Add Mesh Extenderz 2 )Y O L&ET,

Home Overview Devices WLAN Clients

Network Summary

" Wireless Dashboard

AP Performance

Client Performance

Add Mesh Extenders




FIE3

MACT7 RLAZEMTZICE, QRO—RZAF¥>F25H, MACT RLAZFHTADL
9, COPITIR, QRO—RODAF ¥ UABRENATVET,



= ()

Home Overview Devices WLAN Clients

Network Summary

v Wireless Dashboard

=) AP Performance

Client Performance

—+  Add Mesh Extenders

Scan a QR Code

Enter MAC Address



FIE 4

QRO—RU—F—HFQRO—RZAF ¥ FBLIICRRENET,

Mesh Extender®QRI— RZAF ¥ > 92 E, LTOEENIrRRENET,



Cisco Business Mesh
Extender has been

scanned.

FIES (A7>32)

BBEIISUT, XVPVATIVATUEDHAZADLET, [OK|ZIUYILET,

Do you want to provide
Description for Mesh Extender ?

@m0

Cancel

FIE 6

SummaryZ 2L . SubmitZ2 VY U LET,



Summary

Almost done. The following Mesh Extenders will
be added to your site. If you are done adding Mesh
Extenders, click submit.

> Mesh Extenders To Be Added

Scanned MAC Address

A4 m 0 office desk @




ATV T

Add More Mesh Extenderz 2y LT, XY RND—=JILMOX Y 1TOARAT A %B
MUET, XVZATOARAT R EINXNTEMLES, Done2s 2 )Y OLET,



0 | 1

Done! Your Mesh Extender has
been added

Good News! You've successfully added your Mesh
Extender

Mesh Extender Status

A4 0 SUCCESS

What's Next ?

Add More Mesh Extenders
A \




BXYDAT VAT VREIIHMUTEAUFIEZERLET,

CNTEARREZO-INIDERBITEERLL, RISETHIC, BBLCRHUTYTZIRNIIT
ZHRBLTERLTSEZ L,

ENAINT7ITOVY T NI T OB EERR
V7 RIIFOEHRERCEETY, COBIRMES AV TILEL,
T8 1

ENAIT 7V DMore® 7 T, Check forupdate RZ>Z VUV OLET, 7OV T NIHRE
DPTCYTNIDITEBHN—DIVICEHLET,

<  System Information
;D E = E\ @ eeoe

ome Overview Devices WLAN Clients More
SYSTEM NAME: o
Model CBW140AC-B
Serial Number FGL2419LCQN 9
Software Version 10.3.1.0 @S o

FIE2

O—RPIEATYO—- ROEBTRANRTENRET,



ul ATET = 3:23 PM T41% 8

{ Software Update

The upgrade has been initiated. When the
Primary AP reboots, the app will be
disconnected.

AP Name Download Progress
*AP6C71.0D55.73C4 4%
21%

AP6C71.0D55.5DA4



FIE 3

VIRNIITFYTIL—RORTEZHSERIRYTTYTHRRENELT, [OK]| 2T V)
YILET,

ENAINT 7)) &2ERL EWLANDERK
COtEU2a>TR, DA VLAO—ALIVTERY NDO—(WLAN)EZERTEE T,
FIE 1

Cisco Business Wireless AppZBZE £,

@
A ©

FIE2


/content/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png
/content/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png

ENALTIAOAEDZRADAVYLAZRY ND—=JCBELET, 77U Tr—>3>2C07
A2LET R=TJOLEBIZHBIWLANT A 22TV ILET,

— (&) — Lol
= & : a
Home Overview Dewnces WLAN Clients

Network Summary

Wireless Dashboard

] AP Performance

Client Performance

-+ Add Mesh Extenders

FIE 3



Add New WLANEEABEEET. BEFOWLANARRENET, Add New WLANZIERL
£

— ——

— ' - LQJ eeo
— =) : 'a
Overview Devices WLAN Chents More
Add New WLAN
SSID Security Policy Radio Policy
® Engineering Personal(WPA2) ALL

FIE 4

T7O77A4)LBESSIDEAALET, RUDTA—=)ILRIZCAZTDHA, FT7AFIKERED
FFXICLET, Application Visibility ControlZ BIC L 2B & k. AT Y 76 THAL D
BRENRRENET, [Next] 20UV IOLET,



— 8 = L] nas
Overview Devices WLAN Clients More
General
WLANID 3
Profile Name* labnet
9 SSID* labnet
Admin State  Enabled
Radio Policy ALL
Braodcast SSID | ON |

Client Profiling

Application Visibility
Control

= Ty

—



FIES (A7)

AT Y 7°4TApplication Visibility ControlZ BXIC L 2B &, TARNZRY RDO—=0EEDM
NDREZBRTEERT, FHICOVTRE., ROV 3> z28BLTLKEEV, Captive
Network Assistant, Security Type., Passphrase, # & UFPassword Expiryt < CICIBIITE
T, IXNTOREZEMLES, Next2#OUYILET,



— |< C— -2 eee
. -

Chverview Devices WLAN Clients More

Security

Guest Network

Captive Network
Assistant

Security Type  WPA2 Personal

Passphrase Format  ASCII

Passphrase*

Confirm Passphrase*

show Passphrase

Password Expiry

Previous I Next I



ENANT7Vr—>3 %2 ERATBIHEE. Security TypeD A 7> 32 EOpenE 1z l&
WPA2 Personal D& T, KV BEBRATI IV aFERATREERE. RDYICENALT TS
Ja—=3a>APOWeb UIICOT A LET,

ATYT6(A7T2ar)

COEEICE. NZT7A4Y I I—-EITOATIIAVARTENET, COHFITRE, bS
T4V I I—EVITRREENTVEREA, [Submit] 20V Y ILFET,



Overview Dn-ml:;:-s WLAN Clients More
Traffic Shaping (Optional)
Rate limits per client
Average downstream -
bandwidth limit - kbps
Average real-time
downstream bandwidth  C kbps
limit
Average upstream -
bandwidth limit kbps
Average real-time upstream -
bandwidth limit - kbps
Rate limits per WLAN
Average downstream -
bandwidth limit kbps
Average real-time
downstream bandwidth L kbps
limit
Average upstream -
bandwidth limit kbps
L | T (A ——



ATV T

BRERYTTYTHRRENES, [OK|ZOUYILET,



WLAN Created successfully
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ZvY RD—2ICBmE i s - ~ A Ay =
> pi=] N=FHLUVWLANE, REERBEITDLEHOUNAVEINRRENE



"",E._‘b @ e e

Overview Devices WLAN Chents More
Add New WLAN
SSID Security Policy Radio Policy
® CBWWireless Personal(WPA2) ALL
® EZ1KWireless2 Personal(WPA2) ALL
ﬂbnet Personal(WPA2) ALL

Please save the configuration to
retain the changes (More >> Save




FIE9

More®X 7 &2y oL, ROYTZHA T X_Z1—5hH 5Save ConfigurationZiZIRL T, RE
ZRELET,

< WLAN

F——

|
u

L [t [ ] WLANM Cliamis Morp

ENANT7URERAL =9 A NWLANDER
FI)E 1

ENANFNAATIRAAEIRATA VL ARY RD—VCBBELET, T7UT—> =
SOy AV LET,



—@—
A O

R=JOLEEBBICHBWLANT A A2 2T IUYILET,

FIE 2



Home Overview Dewnces WLAN Clients

Network Summary

Wireless Dashboard

] AP Performance

Client Performance

Add Mesh Extenders

FIE3

Add New WLANEEABEEET. EFOWLANARRENET, Add New WLANZIERL
=



= @ = [F o
Overview Devices WLAN Clients More
Add New WLAN
SSID Security Policy Radio Policy
® Engineering Personal(WPA2) ALL
FE 4

ZO77AINBESSIDEASLET, BUDTA—ILRICAHDTEIA, F7FIRRED
FRIELET, [Next] 20U Y ILET,



WLAN
= g =
Oreerviinw Devices WLAN Clients
General
WLANID 4
o Profile Name* Guest
9 SSID* Guest
Admin State  Enabled
Radio Policy ALL
Braodcast SSID
Client Profiling

Application Visibility
Control

More



FIES5

Guest NetworkZ A/ ICLUE T, ZDOHITIE, Captive Network Assistant®& #4742 TV
TN, ChR@AT723a>TT, PTORARZRATOFT>aoFrHIEST, COBE
Social Loginf BIRE h TVWET,



— @ ""-:;--"* @ ses

Overnview Devices WLAM Clents More

Security

Guest Network 0
Captive Network m 9

Assistant

Access Type Local User Account

: Local rA n
Prewnu# ocal User Account

Web Consent
Email Address
- WPA2 Personal

Social Login 9




FIE6

COEEICE. NZT7AYIII—ET(AT232 )DATIIVHFRTENET, &
DBITRE. NZT74VIII—EVITRERREENTVWEEA, [Submit] 29U Y IL KT,



< WLAN

— — »
Overview Dl-wu:ﬁ '-'-'I_'AH Clients More
Traffic Shaping (Optional)
Rate limits per client
Average downstream -
bandwidth limit - kbps
Average real-time
downstream bandwidth U kbps
limit
Average upstream
bandwidth limit kbps
Average real-time upstream -
bandwidth limit - kbps
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WLAN Created successfully
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