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Getting Started

Status and Statistics

Administration Use the following links to quickly configure your router.
System Configuration #% Launch Setup Wizard W Quick Access
WAN Initial Setup Wizard Upgrade Router Firmware
LAN VPN Setup Wizard Configure Remote Management Access
Application Control Wizard Backup Device Configuration
¢%) Routing
25 oo q 2
B Firewall L& Initial Configuration [shl Device Status
VPN Change Administrator Password System Summary
Configure WAN Settings VPN Status
Security . .
Configure USB Settings Port Statistics
QoS Configure VLAN Settings Traffic Statistics
Configuration Wizards View System Log

License
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Initial Setup Wizard .

This Setup Wizard helps you install your Cisco router.

Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.

Next Cancel
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COFIETR., L—ENEHRENTVBRCEZHRBIDLHOEERANEFIEIZIOVT
HALET, ChZBICHEIBLTVD LS, [RN\]1Z27UYILET,

Initial Setup Wizard

Interface WANT
0 1. Welcome

2. Check Connection

Check Connection

( Network connection has been detected)

Cancel
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ROEEICE, L—RICIPTRLAZEVHTBZ AT I VNFRRENET, DY
FTUATIE, DHCPZERTDLENHYW KT, next] 2V Y ILKRT,



Initial Setup Wizard

Configure Router - Select Connection Type

Q 1. Welcome Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a
different option, please use the current option and click next to continue.
0 2. Check Connection (@ Dynamic |P Address, or DHCP (Recnmmended))
O Static IP Address
3. Configure Router

O PPPoE
O PPTP (Commen in Europe)

O L2TP (Common in Europe)

Back Next
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IL—BZOBZABREEZROSNET, chid, OTOEIXR AR NORNS TP 1—
FAVTETOSBRICBEEZSHRENTED LD, EETT, ZALY—2%EBR

L. [AN1Z 7 UYIL&ET,

Initial Setup Wizard

Configure Router - Set System Date and Time
e 1. Welcome Enter the router's time zone, date and time

(T\me Zone: | (UTC -06:00) Central Time (US & Canada) VJ
e 2. Check Connection

® Enable Network Time Protocol Synchronization

3. Configure Router O Set the date and time manually, or click here to impert them from your computer

g (yyy-mm-dd)

18 41 ~ 05~ (24hh:mm:ss)

Back

Next Cancel
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Initial Setup Wizard

Configure Router - Set Router MAC Address
Each device on your network has its own unique identifier called a MAC address. In most cases, you should

° 1. Welcome
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change

o 2. Check Connection Lhere.

3. Configure Router
Choose a MAC Address

( ® Use Default Address (Recommended))

O Use this computer's address

O Use this address

Back Next Cancel

AFYTT
ROR—T ., BRUEATS I OHETT, BRL. MEFRRL BEBRA
29U Y ILET,

Initial Setup Wizard
Summary

o 1. Welcome Please review the following settings and ensure the data is correct

o 2. Check Connection
Connection Type: DHCP

i Cerife e MAC Address:  ecbd:1d:44:91:2a

Back Next Cancel
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Initial Setup Wizard

Enable Security - Set Router Password
o 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference

o 2. Check Connection
O 3. Configure Router O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement \

Back m Cancel
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VLAN Table
+ (&
Inter-
VLAN Device
& VLANID § Name Routing Management IPv4 Address/Mask
~ 1 VLAN1 o 192.168.1.1/24
o 255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
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I
VAN Deicn
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[ZATABRBEEHT, KOYTITUF7THALET,

- [FIN14 AETF)L(Device Model)] : N1 ADETFIERRLET,

.PIDVID : L= OHRBIDERA—ID,

. [Current Firmware Version] : /N4 ATHEERITENTWVWA T 7—LATIT,

. Latest Version Available on Cisco.com : > A 10OWebH 4 N TAFAEZY I RNVIT
DEH/N—>3 2,

- Firmware lastupdated : L—R2 TCHRRBICT P —LAIDITHTY TF—rhEhiHE,

File Management

System Information

Device Model: RV345P

PID VID: RV345P PP

Current Firmware Version: 1.0.03.15

Last Updated: 2019-Mar-22, 01:43:16 GMT
FIE 2

[Manual Upgrade]t 2 23> T, [File Type]®[Firmware Image]lZFAREA> =0 1) Y
ILFT,

Manual Upgrade

File Type: ® Firmware Image | O Language File O USB Dongle Driver
Upgrade From: Q cisco.com @ PC UsB &~

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

The device will be automatically rebooted after the upgrade is complete.
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Manual Upgrade

File Type: ® Firmware Image O lLanguage File O USB Dongle Driver

Upgrade From: O PC OUSB &7

O Reset all configurations/settings to factory defaults

Ulolo|zle[sW The device will be automatically rebooted after the upgrade is complete.

Download to USB

F)E4

[Upgradel 227U Y O LET,

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From:  ® ciscocom O PC O USB &5

O Reset all configurations/settings to factory defaults

Uele|=le[XW The device will be automatically rebooted after the upgrade is complete.

Download to USB
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Confirm

Are you sure you want to upgrade the firmware right now?

TY7F—RN7O0CAGHHBSETIDLENHBYVET, 7Y 7TTIL—ROETHIC,
RDXY =N BEEICRRIENEKT,




o ® @ Upgrade is in progress. Do not power off or

® @ reset the device. It may take a few minutes
®o® ocomplete.

TYTIL—RAETTRE, BHAIAVRINRYTTYTRREN, Z7OEAN
RTITHDETOHEREZNID NI I LTIN—ENBEE I EZBHLET
o TMHE, OJTIRETIhET,

A\ Restarting

Please wait for 176 seconds...
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File Management

System Information

Device Model: R\W345P
FID WID: RV345P-K9 V01
(Current Firmware Version: 1.0.03.20 )
Last Updated: 2020-0ct-02, 11:10:50 GMT

Last Version Available on Cisco.com: 1.0.03.20

Last Checked: 2020-Nov-11, 14:16:01 GMT

RV345P3 ) —X)L—2 O BHEEH ORRE

TY7TF—RNRIEREICEET, LLWABDT, CCHASEREHENRERETHO
FEBIEABZ2>TVEXRTY,



FIE 1

WebXR—ANDI1—FT14UF4(2O7 14> L, [System Configuration] > [Automatic
Updates] Zi&IR L £ 7,

System
Time
Log
Email

User Accounts

User Groups

IP Address Groups
SNMP
Discovery-Bonjour

LLDP

FIR 2

[Check Every] ROY 7HIVARD S, L—RANEHEFIY IV ITIHEZRIRL
£

Automatic Updates

Check Every: Week  w Check Now
MNotify via:

O Email t Naotifications will not be sent unless an email server is configured.
mail to _ . .
Click here to manage email server settings.

FIE3

[Notify via]$B4 T, [Email to]F TV 9RY DAZFAICLT, EFX—ITEHFEZSZ
BLEY, [BEGUNFIVYIRY CJRETFT7AIRNTEMIBE>TEY, BWMICTS
CERITEEBA, EFHFFNATREICKEDE, WebR—ADHKREICBANF RTENE
CB

BEF ALY —NOREETOIHEER. CCEIVYILTHBAZRRLTKEEY

o



Automatic Updates

Check Every: Week  w Check Now
MNotify via:
MNotifications will not be sent unless an email server is configured.

O Email to i i :
Click here to manage email server settings.

FIE 4

[Email to address]7 1 —)L RICEFX—IFPRLRAZAHDLET,

BADBEFAX—IINZEALTT AN —ZHTIZDOTREEL, BIOEFX—ILTHD

VhEFERATR L EB<HERLET,

Automatic Updates

Check Every: Week w Check Now
Motify wia:

MNotifications will not be sent unless an email server is configured.

¥ Email to @gmail.com ) . )
Click here to manage email server settings.

FIE 5

[BEBEHEEHT, BAIZ2EFOBEBBEOBEHNFIVIRY VRAEZAICLET, R
DATAVHFBYNET,

cDATLTT—LTIT TFNAAOXAVFWTOTZ Lo
-USBEFLTV77—ALDIT :USBR—KOFB7OTZLEREFRZ A/,

cEFAVTFASTZFY  TTIT—>232 FINARRAT, ARL—TFT 42T R

T LR EZEBIT B =8 D Application ControlD> T ZF ¥ HFEENET,

Automatic Updates

Check Every: Week w Check Now

MNotify via:

Motifications will not be sent unless an

O Email to
Click here to manage email server seti
Automatic Update
Notify |+ Update (hh:mm) = Status =
System Firmware T4 MNever v | Version 1.0.03.20
USB Modemn Firmware o MNever v Version 1.0.00.02

Security Signature o 23:00 v | Version 2.0.0.001&



FIE6

(BBEMAOYTEOCIUARNDS, BBEHZRTIDRHZAEBIRLET, BIRL
FEHOBEICISUTCA T AN ERBRDEEN HYET, EF21 VT 1 EZIE, B
BEMZTS5SE—DOFT7>3>TY, F71AZHUZEBEEREL T, H—EAN
FHEBEEICPAMEABZVESICTEIEEZHHOLET,

e aliale Ry345p-RV345P
CISCO ” "

Never -

00:00
Automatic Updates o
03:00
04:00
Check Every: Week w 15:00
06:00
Motify via: v 07:00

08:00
& Email to terizepnick@gmajl| 09:00 ¢
10:00 1ha
11:00
12:00
13:00
14:00
15:00
1600
Notify = 17:00

18:00 -

Automatic Update

O

System Firmware Neve

. ’

LUSB Modem Firmware e MNeve ~

Q

Security Signature 23:00 ~

AT—BACR, 77—LJIT7&EEREFIVFTAITZFYORERTEATL
BDN=23VHARRENKT,

ATFYTT

[Applyl 20 V)Y O LET,
Cancel
FIE 8

BREXGHICRETZICE,. BROIE—/REIR—JICBBTIH, R—2D L
HICHBDREFAA =20 )YILET,



LN
=

EBESLV, L—R0BREARENTTLELE! Z2TR., WKO2ADORBREAT> 3
JICDOVWTHBALET,

EFX1UF1 AT

£EB55A, RYRND—DZRL2BEQOICLEVDTY, BEBNAD—REZFEATS
BE, WOADOEEBEATZaVHABYEIHN, EF1 VT ICEBITZ I3
T, TSLEEBRYNT—DVDOFIEZ#ELET,

RVEFIVFTFATAEA(AFTS3Y)

CORVEFIVFTATAE AKEERK., 1O F—FXYRNDSOBRELASZY NT—D
ERELET,

- BABHE AT ALAIPS):ZY NTO—ONTY hERREL, OJZR&L, LEBEXRY N
D—OKREEZTOYILET, XY RND—V0TRAEOE L, DELEE. SENEE
BAREZEBELET,

c TANAREK : HTTP, FTP, SMTPEFX—=IORFT 7 A4 ). POPIEFX—I)LDH
774N, W—Z2ZBBITBDIMAPEFX—=IIORRFT7T7AINBE, SETEETO
RIANETTVT—232TAF Y TBEICRY, DAIINADLSHRELET,
-WebtF1VFTa : A=Y NCEHELBENSEDZAONEREEEFIUT 1%
EHL, IVRFNAREAVE=FRYRNTTIT—23004 22—V RNTO1RA
RU—=ERALT, N7#—X2AREEFIVT 1 Z2HBELET, VTV RR—AT
HY), DEENERXA BN 4ES 00072 BA 280 ELOATIIVNEENTVET

CTF7VT—=23VIDARI I —ZR/EL, AVE—XYRNTFTTUT—232ICEIVET
£, S00BOEBOTFT7IT—>3a > FEBNICREENET,
cDZATRNDOTAT N EBNICHEL. 2BLET, IV RFNAAHTIV
EFARL—TFTAVIIATALAIZETVTRIY S —ZEI) HTHHEE

RVEFIVF A4 A, Web7 4RV T ZRHELET, WebT7 1 IILZD Y
JE&E. TEDBEWebHY M "ANOT IV EAZEBTEDIHETT, 94T MD
Web7 VEARABRZAV)—_2J0LT, TOWebHY A NEFTTEINIERTEIN %
RETEET,

FAEAEThizEF1 U T 1 #eElRk, OBBEETHATER T, AMMPBBERTERS,

L—B2OEERtEFIUT (1 HEEZEIEREEATIERR. A EVAZRBLTTY
TATITRRENFHYET,

£5120tEF1)F 1 A7 3> FCisco UmbrellaTd ., Umbrellatz2o> 3> ICBE
IHIBEEE. CCEIVUYIOLTLEZL,

EE550EF1VTATAEVAELBERVERRE, 29UV ILT, cORFINA




b "VPN, £ 3 CBBILET,

AN=KRTFAHAIY NOBE
RVEF1IUTATAEVAZBATRICE. AN—RNTHIY NFBETT,

CDAN—KNTAIVRNDTITAR=2IADVZARIDEICRY, THIOVNZ
ERL. BmBLTY—EADER., S AZY, THAOVMANOI—YTOt
AZHEBIRD > TEREIDIHERICABELEZELCRYET, 2AON—MF—E,
BERIIKRD2>TTAIVNOEREZRRETD LR TERE A

HLUWAY—RT7HI MOERIIERYOARRNTHY), TOROEERGY —)L
ZEUTRMHEIET,

AX—=BNTHI>” SDER

Cisco.comZ A NEEFCCOID (O RFIXNORAICERLZID ) £EA
LT—BOBAAT NI NITIOERATDE, AN—NTHIOUNEERT S -
OBOXY E—HFRRENBDENDBYET,

It's time to sign up for a Smart Account

Easily view, store, and manage all your licenses.

Customize your account to match your erganization.

Licenses are automatically added to your account when ordering.

Smart Accounts are required to use Smart Licensing

- . - -
i b1 ' A1
Get a Smart Account ( Learn More ) L Mot Mow )

\"-\. -__/ \"-\. -__f

CORYTTYTHFRRENBEVFEE, JUYIULTARANY—RNTHI2 MOEKINR
—JICBETEET., YEICKHUT, Ciscocom7HU > NoRIEHEFEAL TO
JdJ42LET,

AN=KT7ATVROVIOIANFIEOFMICOVWTRR, CCZ2IUvyILTLES

W,
THAHORBEZDMOBEROFMELITAELTHVTIEZL,
EXN: RXA2DZANTIHBENFHY ., RXLAHFBVWEHEEE,

name@domain.comDEX TEFX—ILT RLAZANTEEFT, —MHWERXA >
&, 28X 7O0/N/AF—IC& 2 TGmail, Yahoo’xETT,

RVEF1UTF1 T4 RAZBATSEIC, Cisco.com(CCOID)7HVU Y NETADAN




—RNTPADURZMBLTVWRCENERICEETT,

RVEX1IVUFAI T4 ADEA

SAOATFAARNIELI =R LRI AOAN—RFT—HETA L AZBATILESN
HYVET, DAODN—BNFT—ZREITDICE, CCZ2VVYILET,

RORIZ, Z4EADHRESZRLET,

RVEF 115 4 : 15 : Dynamic
Web Filter, Application
RVE*1UF ¢ 5'ft>7\LS-RV34X—SEC-1YR=ViSibi"tyT Qlient Identification
and Statistics, Gateway
Antivirus, @ & TIntrusion
Prevention System IPS,

FAEVAF—RBIL—RIEBANEHIEEAN,. F4EAOFKFRICATAX
—RTPADURCENHETEONET, FAEVANFTAIVMIRRENDETICE
TRRFEE, N FT—DEXEZTANDIEY, 8LTFVET—HT1ERET
NIV OTZEE (BEF24 ~ 48 ) ICL>TEAEY KT,

FGAEDAFAI—RNTHINCHD L ERRETS
AN=KZAECVATNIMR=DIEBEL, [AN—KNYTKNIVITSA AR
—T1>[AIR D> M4 R|2OVYILET,

b > Smart Software Licensing - H

Smart Software Licensing

Inventory nver . t - o ) m

Virtual Account: S Hide Alerts

By Name

AN=RNTADVNCFGA B ANFRRENBVEERF, AON-MF—CHEBVLED

B<EZE L,

RV345P> ) =X ) —RTORVEF L1 VF 1S4 ADRE



FIE 1

SAANY T RIIFTIZFU+AL, [Smart Software Licensing]ic BB L £,

c>co © 0 (T Tremer) @ BT

— - alra]n 0
f— Cisco Software Central A
- CISCO
Download & Upgrade Network Plug and Play License
Software Download Plug and Play Connect Traditional Licensing
Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,
) including demo licenses.

eDelivery Learn about Network Plug and Play

Get fast electronic fulfillment of software, licenses, and Training, documentation and videos Smart Software Licensing e

documentation. Track and manage Smart Software Licenses.

Product Upgrade Tool (PUT) Enterprise Agreements
Order major upgrades to software such as unified Generate and manage licenses from Enterprise Agreements.
communications.

Upgradable Products
Browse a list of all available software updates.

FIE 2

AN=KTHOMZOT12FBICR, I—YEEEREFX—INENAT—RZE
ABLET, [Loginl 27y ILERT,

stfean]n,
CIsCO

Log in to your account

Username or email

Password

Forgot password? 9

Log in K]

FIE3

[Inventory] > [Licenses]lcBE L. RV-Series Security Services License X A X— N F 7
TURNIVARENTVWARCEZBRLET, FAEVAFRTEABVESRE, >
AOAN=RF—CBEBLEDELSEZV,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing
V4 )



F6 4

(MR RNU> [-RICBEU KT, [Product Instance Registration Tokens] T, [
New Token]Z2 7Y JL&ET,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

( New Token... ) e

FIE 5

[Create Registration Token] 7 4 > RIUNFRRENET, [RET7H T2 MEEICE,
BRERN—V DN ERENBDRET OO M RRENET, [BRN—T 2 DEMKIN—
5T, ROFEZEFTLET,

C[HEBI7 A =ILRIC. h=O O—EOHRAZALLET, COBITR., EF2 VT4
A A-Web7 A IINZV TN AAENTVET,

[BWEIRI 7 1 —I)LRIC. 1 ~ 365HNEHENDEEZEADLET, cOT7 1 —)LROER
0BICTREEZHMBLET, L, YEICRUTEZRETDEETEET,

- & K[Number of Uses]7 1 — )L RICIE, TORN—O 2 ZFERIIEHZERTHEZ A
HLET, BRFELRFZAFEAERICETDE, N—T 2V RBFHERINICEYET,
ARBT ATV RNOBRBA VARV AD R =0 IR UTI I AR—NIHOBEZ BN
ICTBICE. [COR—TVICBFENERRTIVAR—NHHOBEZTTT )T
IVIORYIDREZFVICLET, TVAR—NFHOMEZ_DRN—D > THEATES
EDICTBIEF, COFIVIRYIVREFTIZLET, cOFTTa>ik, @R
BEEICERL TVRBEICOKMAL T EETV, —Ho@mbRE#aEk, KEEFKE
LR 2THIRENTVES, cORN—V 2 ZFERALTERENEEROFIVIRY Y
ABFTICTDE, ChSOHERGHRENET, EREFSIESEEBRHONRERY E



ERS
"RN—=0 0Kl ZVIYIOLT, h—OVEERLET,

Create Registration Token e

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: . “

Description : o |(secu rity license - web ﬂltering)

* Expire After: e | | Days

Between 1 - 365, 30 days recommended

Max. Number of Uses: e | |

The token will be expired when either the expiration or the maximum uses is reached

( Allow export-controlled functionality on the products registered with this token 0) e

‘ Create Token ) Cancel

HmA AR ARBEN -V AN ERICERE WKL I

Token Expiration Date Uses Export-C D iption Created By Actions

-— ItMGZIN... 8 // 2019-Sep-08 09:46:20 (in 30... 0 of 10 Allowed security license - web filtering Actions ~

The token will be expired when either the expiration or the maximum uses is reached

FIR 6

[N=0 B DORPFAA &)Y UL, F—R—ROCrIF—Z2RLBAHAS5CF—
ERLTOVYTR—RECM—O2%IE-LET,

(Press ctrl + ¢ to copy selected text fo cﬁpboard.) e

AFVTT7(FT>ar)

[7o2avIRAYTHAIIXZ1—%o)v oL, [AE—]ZBRLTKN—U> %Y
Dy Z7R=—RIZOE—F2H, FVO—RKR.JEZERLT, AE—TO =92 DT
FARTZ7AILOOE—#A I O—RLET,



Actions

E 0
>\ @

Showing
Download...

Revoke...

FIE 8

[License]lCB B L. [Registration Status]h'[Unregistered]lc&R~&E N, [License
Authorization Status]h'[Evaluation ModeJic R Feh TWD & EHEL £,

Smart Software Licensing Status
Y QoS L

Registration Status: A% Unregistered e
#~ Configuration Wizards

License Authorization Status: 44 Evaluation Modef 81 days, 6 hours, 12 minutes, 16 seconds remaining )

1 Export-Controlled Functionality: Not Allowed

FIEO

[> AT L¥E A (System Configuration)] > [RZI(Time)|[IC BB L . RED A& B
(Current Date and Time)]&[R A LY — 2/ (Time Zone)]J " XA LAYV —>2TEWCIEL<KKR
MEhTVWD L EBRELET,

il .
e Lt Ry340-routera46751
Getting Started .
Time

@ Status and Statistics

& Administration

( Current Date and Time: 2019-] )
(Time Zone: ) v

Set Date and Time: ® Auto O Manual
NTP Server: ® Default O User Defined

FIE 10

[License]lCcBBILET, ATV I6TAE—LEN—IE[ZAEVRIZTODTFA
RRY DAICEE) FHET, F—R— RKRTctrl + vE&IBIRL E£J, [Register] 20 v D
LET,



tting Started

License
Sta

Administral

1 GUI’IﬁE;]UH]UDﬂ @ You are currently running in evaluation mode, 1o register an account:
- Ensure this product has internet access.
« Click here to access your Cisco Smart Account.

+ Navigate to the Virtual Account section which contains licenses.
- Generate and copy a token for the specific license to be applied to this device. e
« Paste the token into the box bellow.
[~ ™~
\ JEALTE 1NjcoMzUS5%0A0DAAMThBdFNO] )
§ Firewall
VPN
Security * ClicK

Learn More about Smart Software Licensing

QoS

Smart Software Licensing Status
Configuration

Registration Status: 24 Unregistered
1 License Authorization Status: 44 Evaluation Mode ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )
Export-Controlled Functionality: Not Allowed

BRIIIBODLDBENHYERT, L—FNFTA VAT -—NIERELELSETS
2O, R=TEBIABZVTIEE,

FIR 11
ChT, RV3SPIU—X)I—BDAX—KRZA LV ADBEREEBHNERICET L

ERYITT, BERETOBEICBHANFfrKREAFET, £/, [Registration Status]AH[
Registered| & &RR& I, [License Authorization Status)[Authorized|E R RE N F T

[
r
@ Registeration completed successfully

FIR12(AT>32)

FAEVADBERAT —RAOFMERT ITBICIE, [BEBFRAT—XADLIZKRA
VREEERT. AOBEWEBCHAATAOIXY E—IHFRRENET,



License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensing
Smart Software Licensing Status

Registration Status: Registered '
|} Initial Registration 2019 11:01:37 (Succeed)
License Authorization Status: Authorized (4] Next Renewal Attempt: 2020 11:01:36
Registration Expire: 2020 10:55:01
Smart Account: i

Virtual Account:
PID: RV340-K9

Export-Controlled Functionality: Allowed

. [MIHAE & (Initial Registration)] : SOOIV T, ZA AN BERENZAKEZRLET

- [Next Renewal Attempt] : COITUT . L—ZFFTA > AOEFHZHTISHEZE
RUET,

. [Registration Expire] : cO I 7., EFHAHRINIZEDZEHEHEZTRLUET,

FIR 13
[ZAEAIR=DT, [EFIVT 1-FAER]DRAT—ZAN[EANCE2TWVND

C&ZtEFL FT, [Choose License] RZ &)Y U LT, [Security-License] i &
MICBE2DTVWBD L EHEITDI_EETEERT,

COFIETHENRELLESERRE, L—22VT—RNI2RENFHYVET,

Choose Smart Licenses

Choose Smart Licenses 1o be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance.

Enable & Name (Version) % Description % Count %
4 Security-License Anti Threat Services: IPS, ApplD, Dynamic W... --

Save and Authorize Cancel

FE14 (A7)

FAELADREZEHITIFELREIL—ZFPSTA O RAZBZEBRIBDICE. |
Smart Licensing Manager Actions] RO Y 7RO X—_1—%# o0y oL, 7o>3a>
EHEZEBERLET,



Smart Licensing MEHBQE Actions ~ ' o

Refresh License State

Deregister

LW=BREZFA VAN REENES, ROEIVZAVOFIRERITIDLENHYF
ED

RV345P)L—Z OWeb7 1 LRV > T

TOTAR=32HS90BEIC, Web7 A ILEZV T ZERTEATERY ., EH
AAMNDE, COMREZSIEREFEATIEER. 1B AZBATIZEN BV
9. 2Uv03BL, TDEIVTIAVERNET,

FIR 1

WebXR—ADI1—FT 1 UFT1IZOT 14> L. [Security] > [Application Control] > [Web
Filtering] 2 BIRL &£ ¥,

Application Statistics

Client Statistics

3 Web Filtering

FIR 2

AL TOF REVEBRLET,



Web Filtering

Web Filtering: ® On O Off

FIE 3

EBM7A2EOV)YOLET,

Web Filtering Policies

==

(J Policies
1§ 4

[Policy Name]. [Description], & &' [Enable]F LY R Y VX% AAL TLEEL,

Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: 1

ATV T7ANR) TN IIN—2TEMCE>TVBRIFE, ATV 7142V T

DNENCE2THEY, 200KEZRBFICEMICTERVC L ZEANITIEANf RTRENE
I, [Apply]lZ2o Vv U L, REZKEITLET,




FIE 5

[Web Reputation|F T Y IV RY JRAZAICLT, WebLELIT—>3 21420 FV D
ACEDILKTANRV T ZBHMILET,

Web Reputation 1

7oV, WebLE2IFTF—232 A2 FYORICEISWebH 4 MEEIFURLDER
BIZE2T74INERI)TENnET, AOAT7H40%2 TEZE, WebH A MNE7OvYo&h

£9, WebLE2LIFT—23>F o /O02—0FMICIOVWTR, ZZ2Z20Uv UL TEHRZ
BEEL T<EE L,

FIR6

[7/NA A& A 7 (Device Type)] ROAY T7H IV I)ARNDS, Z4NEVTTEINT
YROEET/RBEZBRLET, —EILBRTEZFTIVR12EFTT. AD
A72asHFHIET,

- [ANY] : FEOTFNAAICRD D —ZERAITBICE., chZBRULET,

c[AXF(Camera)] : AXZ (IPEFIVFAAXTHBE )RV —2Z2BALET,

[AVELI—XR]:RVD—ZAVEI-XRICEATDICE. ChZBRLETD,

. [Game_Console] : DRV —%S—ADY—)LICERALE T,

. Media_Player : 7R') > —%Media PlayeriCERA T2 ICl&k, chZBIRLE T,

- [E/N1 )L (Mobile)] : ORIV —ZENAILTINARIZHEALET,

- [VoIP] : 7R 1) 2 — % Voice over Internet Protocol(VOIP)7* /N4 AICEA T3 ICIF. ch%z
BIRLET,

Policy Profile-Add/Edit

IP Group: Any v
Device Type: ANY v
ANY
OS Type: Camera
Computer

Game_Console
Exclusion List Table| Media_Player
Mobile

VolP

+ £ W



ATV 77

[OSZA ZIROAY TR IVIARDES, RUS—Z2BRAIBARL—FTAVIIAT
L(OS)ZERLET, —EILBRTESZAT2IVR1ID2EFTT.,. ROFT> 3>
FHYNET,

- [ANY] : FEDO XA T OOSICAR) > —ZBRALES, ChEF7FIL KT,
- [Android]:Android OS7Z (FICARU > —ZBAL T,

- BlackBerry : 7R1) <> —%Blackberry OSO & [CBA L £

. Linux:Linux OSEEFICARU > —%BRALET,

- Mac_OS_X : /R > —%Mac OSO & IBERALET,

C[TOM]: VARNCAHEWOSICRU S —%BAHALET,

- Windows : 7R') & —%&Windows OSICEEAL £9,

.i0S: AR —%ZIOSOSOHOHKIZEHALET,

Application:

Application List Table

Category

ANY
Android
BlackBerry
Linux
Mac_0OS_X
Other
Device Type: Windows
10S

IP Group:

OS Type: ANY v

FIE 8

[AT7231-)1t9232F&TA20-)IL, Z—ACHREZATSIVEBRLET

o



+ (¢ W

O Type Always On
ANYTIME
BUSINESS

EVENINGHOURS
WORKHOURS

Schedule: Always On v

FIE9

WMETAIZOVYILET,

FI&E 10

[Filtering Level]BI T, 723> RE &2V OLT, XY RNDT—ORIS—ILK
EWEULET7AINRIITERZTERLKERZLET, 77> 3@, [B]. [Fl. K
. BEUP[BARALITT, KOVWTNADT ARV ITLRILEDIY ISR E,
BMBEWeb ATV ATAVIL T AN EZENEREOERZFA YT HTI) 25
RTEET, BRIERSNET7MINERE, ChUEEETET, JL—RREIhET

o

clow: ChERF7AIINNOAT2a>Te, cOFAT>arvaERATDE, EF2UF
A HBRICHEYET,

. [Moderate]:[Adult/Mature Content], [lllegal/Againable], & &k T¥[Security]ld, < DFT>
ITEMCILET,

B RF/RBAEOSVWI TV, EDRAMRE. FE/EDLV, ITUY—A, &F
AYTANCODATIVTEMIBET,

cHARABRAL  A—HYEETAINRZHTTBEIESICT IR BREETNTVEE A,

Web Filtering-Add/Edit Category Back

Filtering Web Content
Level

Adult/Mature Content

O High Business/Investment

Entertainment

® Low

O
O
O Moderate O
O lllegal/Questionable
O

O Custom IT Resources

o+ o+ o+

FIR 11



74N RFTBWebIV TV ZAALET, 120EIIVORMERTTSICE
HTAA "DV ILERT,

Web Filtering-Add/Edit Category Back

Filtering "Web Content
Level

Adult/Mature Content
O High Business/Investment

© Moderate Entertainment

O Custom IT Resources
Lifestyle/Culture

Other

O
O
O
© Low O lllegal/Questionable
O
O
O
e

+ 4+ 4+ + o+ o+

Security

FE12(AFT>3aY)

IRXTOWeb IV TUYDOHTATIVERBERTITDICE, [BRIREZEI
YOLET,

Apply Back Restore to Default Categories

FR13(AF>3r)

[V ii)1ZBOUYOLT, Y7AFIdVEHERBERY EEHRET,

Apply Back Restore to Default Categories Collapse

FIE14(AT>a3>)
BEODEICRDICE, BIEODEICET]ZIOVUYILTLSEZ,

\‘

Apply Back Restore to Default Categories Collapse

ATFY 715

[Apply]Z2 7)Y U L TREZREL. [FiterIR—ZICE2>TEY NTY T Z2HITLE
9,

Apply Cance



[Application List Table] Tk, BIRL =7 AN RV TLRIIICESIKHBTZH T HT

UFT—7ILCADENET,

FR16(FT>3>)

FTOMDATSIA2ICE, URLIWLY ITY T, BERENER=IHFTOYVENIE
EELRTRENBDAY E—DBENFHNET,

URL Lookup:

Category:
Reputation Score: --
Status:

URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here

Blocked Page Message:  Access to the requested page has been blocked.

FRA7T(FT>32)
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ol I 1ol | |, Accessto the requested page has been blocked.

Cisco Web page: https://www.facebook.com

Category: Social Network
Please click here if vou thunk there has been an error
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1. APIF—DEH — Umbrella APITHEATHH L WVWF—DERZBHBLFE T,
2. BMEH - COBEOHBPEELE —EICT/EICATARLET,

3. TokenWell : COT ATV RNCEK2THERENEITRNTOF—ERN—IVNEENE
To (F—HPERENDEADENET)

4 HR—KNRFIXN  ZEEV3a2ORNEY BT SUmbrellatr 4 RO RF 1 X
NI,

FIR 2

G LRBDO[AAd API Key] RX &0 1) Y U9 %BH, [Create API Key| RX> &2 DY Y
LET., EE55ERALHEZRSEET,

Cisco Umbrella

by, 2970
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The AP dashboard can generate authentication for two types of integration. A key and secret are generated for
access to the Umbrella Network Devices API. The Legacy Network Devices APl generates a token used for
Iintegration with Cisco Wireless Lan Controller (WLC) and Integ d Se Router (ISR4K series ]
integrations.

You have nol generaled any AP keys yel

Documentation Our Legacy APIs Investigate

EOAROU—=223y NE, COXZ1—Z2AHTH<SBEICLEATVERT,
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[Umbrella Network Devices]&i®#R U, [Create] RX>&Z IV Y VL ET,



Wh (n %i 1\( this APl do? (1]

@® Umbrella Network Devices

To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

~

(O Umbrella Reporting

Enables APl access to query for Security Events and traffic to specific Destinations

O Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management API

(2]
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XERBEDTFANIT 1 X %ZHE. APIEAPIREZEF—OEFRICHZIE—
CEOVVYOLET, AYTFyTEHICKY, F—HFUUYTR—-RICOE—Eh

L ENBRBEENET, —ElC12F D, MBEEAPIF—ZRF I XD NI,
BTSRTEDLSILIRILEZEFNTET, CDBEES. FRIIE "Umbrella network
devices keys THo TDR, TFARNTIT7TAINEZRTT VAL TVWEREEZEFEMIC

RELET,

@)
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The API dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices API generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router
(ISR4K series) integrations.

Token: Created:
Legacy Network Devices oken reated: 9y

Ke: Created:
Umbrella Network Devices . ! ~

The API key and secret here are used to perform APl requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

Your Key: f64 @
Your Secret: 895 @

() To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

“lUmbrella keys - Notepad - m X

File Edit Format View Help
Umbrella Network Devices Key - f64
Umbrella Secret Key - 895

FIE 5

F-EWEF—ER2BBEMCIOE—L 2%, [Umbrella API]@E?TI YORY IR
Z7Uv LT, MEF—O—RKNERTOERZHIAL T, FALZIRR 27U
JLET,



N\
| O ) To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.
\_/

ﬁf"gck out the documentation for step by step instructions.
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Routing
Firewall
VPN

) ®
Application Statistics
Client Statistics
Application Control
Web Filtering
Content Filtering

IP Source Guard

Y QoS

#~ Configuration Wizards

License
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Cisco Umbrella m

Advanced Configuration
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Enter Credentials
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Enter Credentials

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API| Keys page.
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ROEET, IL—XCBEFT2EBEBRLET, next] ZVUYILET,

Select An Organization

Organization Table

Name #

o (O (Cisco)

Cancel
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RV345PICE 2 TN —FT A2 JENBRNTT7 1Y OICEBRAIRRI—2BRLET
o BEAEDI—HIXMLT, F7AILRRIS—RB+HBANLYDZRHBLET
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Select Policies

Policies Table

& Name &

) (I? Default Policy

FIE 10

UmbrellaL R— KR TEETED LS IC. FNMAKLBEZEIWEHTEY, EY KTV
7 Tlk. RV345P-Labt WS EBHIZN T TV E T

Enter Device Info

Device Name:[[ RV345P-Lab D

(2]
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Success

Register... Success

Associating policies... Success

R

T, CiscoUmbrellalcl k> TREENELE, ThEEHBLEFE?2EZBOHI=E
ALULTBBEIEL, R—2JOO—REFEIZL, ChZERAEITSHILEHOOERAWebY 1A %
ERLELE, S22V YOTBAH, https://InternetBadGuys.com&EADLET,
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SECURTY THREAT DITECTIR AND X N =}
€2 C 0 (@ sinkhole-umbrellagsco.comTclient ip sty = plishiBu = ug see o | Q Search nwm =
i
cisco

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access to the web site Not_Found has been blocked to prevent an attack on
vour browser.

Malware protection has shifted from the endpoint, deeper into the network, in order to cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Security Business Group have jointly rolled out Umbrella pratection for Cisco's corporate DNS infrastruciure. This service will
block access to hosinames that are known bad and has been depioyed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network

If you believe this page should not be blocked, open a case providing the following information

= Text or screenshot of the corresponding debug information below
+ Business justification for use of the websile

Block Reason: Umbrella DNS Block

| Date: July 26, 2018

Time: 22:58:17

Host Requested: Nol_Found

URL Requested: Not_Found
| Client IP address

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; xB4; rnv.61,0) Geckol20100101 Firefox/61.0
| Request Method: GET
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R—REhTVEBA, ChSRBHMFAADENTOHEEFNTVET, CORREZHE
ATHR-MIBEBZBERF. Y—RN—FTACHR—NZKBEL TEET,

VPNOtEY N7y 7 ZFELTVEVEEE, 27Uy 2L TAROE2>3ICBET
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VPN Passthrough

VPN Status

IPSec Passthrough: & Enable

IPSec Profiles
9 PPTP Passthrough: & Enable

Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN
Cisco AnyConnectZEA T3 FIRIE W< D2AH Y ET,
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VPN Status

IPSec Profiles

Site-to-Site

Client-to-Site



FIE 2
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SSL VPN
General Configuration Group Policies

Cisco SSL VPN Server: @ On QO Off
BAT—PMNIIARE
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LET, chik, SSLVPNN R ZBBIBZDRNT T4V IICERAENDER—KTT
o AT IAVRIROESHY) T, WANT, WAN2, USB1, USB2

2. [Gateway Port] 7 1 —JL RIC, SSLVPNY—KRDJIAICEATEZIR—NEFTET ~
65535NEHETADLET,

3. ROY 7H > 1) A KN S[Certificate File] 2 BIRL £ T, ZDIBAEE, SSLVPNK
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L ADQEHEIZEVYET,
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BWIEZHMREL TS EZ L,

6. ROY FA 7> 1) A KNNH S[Client Netmask]ZiZIRL £7,

7. [Client Domain]7 1 =)L RICOSAT U NRAXALAVBZZADILET, <hik, SSL
VPNOSATURNITY21ENDRXSLAETT,

8.[ATAYNF—=17 41— RICATA U NF—ELTRRENDTFANEASILET



o ChiE, ITAFY M OTAUFRETILRTENBNFT—TT.

Mandatory Gateway Settings

- ™\
Gateway Interface: WVVANT w
Gateway Port: 8443
Certificate File: Default w
Client Address Pool: 192.168.0.0
Client Metmask: 255.255.2556.0 -
Client Domain: yourdomain.com
Login Banner: Welcome to WideDomain!

. >
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[Applyl 20 V)Y O LET,

Apply Cancel

F723a>0OF—-MNITARE
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1. 7ARINEALTINDIERBO ~ 86400 EH THEMNTADILET, Chid. SSL

VPNEY > a»A T4 RIVREZHFTEZEETT,

(Y23l EBALTINTA—LRICEZBRELZTALILET, ChiF,

Transmission Control Protocol ( TCP ; {zi&#|#7°0 8 1)L ) £ =& User Datagram
Protocol (UDP ; 1—H¥7F—&2JZLA7ORJL ) v 3arh, BEEThLETAR
ILEEDRBIZAALTIONTZDETCORETY, EHEE 60 ~ 1209600 T,

. [ClientDPD Timeout] 7 4 —JL RIZ0 ~ 3600 D EANEE VD EMTAILET, CDIE

. VPNRZRILDAT—RAEERT DO DOHELLO/ACKX Y — O EHIM &%
EEBELET. COMEEE., VPNR ORI OWMFETEMICTEIHREN BV ET,

. [GatewayDPD Timeout] 7 4 —J)L RIZ0 ~ 3600 DEADEEZ W EMTAILET,

D&, VPNRYRILDAT—RAZTHERT D 2O DHELLO/ACKX Y £—2 O EHAH
BEEEEELET, COMER., VPNRRIILOBEHTENCTIHLEN HYET

o

. Keep Alive7 41 —)L RIZCO ~ 600D EHEDEZRENTAILET. COBBEIZKY),

IL—REEICAE—FY NIEBHEENETT, VPNEGN ROY TENi-BEE,
VPNEHN BRI ZRAAET,

[V —AHIE(Lease Duration)]7 1 —JL RIZ, E#fEITD2 N XL OHEOE (¥ ) £A

BHLUET, #EE 600 ~ 1209600 TT,



7. %Y RD)—UBHATEEBETEINTYRNFA X (NA M) ZADLET, EHEE 576
~ 1406 T,

8. [F—BEKER 7 A —ILRIZUL—FEBZEALILET, T—BEREEZEATD L
eV A OBRYEICSSLF— BRI I—NTEERT, HHEIF 0 ~ 43200 TY

o

Optional Gateway Settings

Idle Timeout: f 3000 N sec. (Range: 60-86400)
Session Timeout: &0 sec. (Range: 0,60-1209600)
Client DPD Timeout: 350 sec. (Range: 0-3600)
Gateway DPD Timeout:| | 360 sec. (Range: 0-3600)
Keep Alive: 40 sec. (Range: 0-600)
Lease Duration: 43500 sec. (Range: 600-1209600)
Max MTU: 1406 bytes (Range: 576-1406)
Rekey Interval: 3600 sec. (Range: 0-43200)
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Cancel
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SSL VPN

General Configuration [ Group Policies ]
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SSL VPN

o T B P
aroup Folcies

SSL VPN Group Table

e

[J Policy Name =

O SSLVPNDefaultPolicy

SSLVPNIL—TFF7—=7 NI, FNARLEOTN—TRIZ—DUARFRRENETT

o VANDERHOYTIL—7R1) 2 —(SSLVPNDefaultPolicy) Z i T B EETEE T, <
nig, FNARALE> TR\EENDFT7AILMRUS—TT,

FIE 3
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ARV =B 74— ILRICBEITDIRIVS—FZADILET,

RRENETA—=I)ILRICTSATIIDNSOIPF RLAZAHDLET, F7FIBNTIE
 CODIPPRLAKITICEBEETATVWET,

3. (A723>2 )&kFEhETZ7 11— RIZEHZZUDNSDIPF RLRAEADL T,
ChiE, Z7Z14 N UDNSHA XML EZBED/NY DT Y 7EL THELET,

A4 (X723 ) TZAXIUWINSOIPT RLARAZ 71 —)LRIZABDLET,
5. (#7232 )EAVREIUWINSOIPP RLAZT A =)L RIZADLET,
6. (A7°23a2 ) [HAI71—ILRICRIVS—OFHAZADLLE T,

N

SSLVPN Group Policy - Add/Edit
Basic Settings

Policy Name: Group 1 Policy
Primary DNS: 192.168.1.1
Secondary DNS: 192.168.1.2
Primary WINS: 192.168.1.1
Secondary WINS] | 192.168.1.2

o Group policy with split tunne
Description:
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F73avREEVVY UL TIE Proxy Policy]ZiEIR L. Microsoft Internet
Explorer(MSIE)7’OF B EZBMICLUTVPNR U RIILEBILET., ROF S>3
BN ET,

- [ U(None)] : 72N 7OFRELZFEALBEVKSICLET,
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- Bypass-local : 72 0NV E—RI—HICREETNTWBR7OFREENA/NAT
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. [fE%h(Disabled)[MSIEZ’'OF > REZBMICLE T,
|IE Proxy Settings
IE Proxy Policy: O None O Auto O Bypass-local |® Disabled
FES5(F7>3Y)
[Split Tunneling Settings]5813 T. [Enable Split Tunneling]F T Y JRY VA& F > (C
LT, A1V3—XFXYRNBTORS T4V I EBBILEATICAZ—FY NMCEEE
ETEDLSICLET, B2 RVTR, IXTORNT 74V 02T RFNA

ACEEL, IV RFNARABREEVY—ALLIIL—FT 12 TEN, Web7 I7EADON
ADBSEERY ND—UNHBRENET,

Split Tunneling Settings

~ Enable Split Tunneling

ATY7T6(F7>ar)

AZ7UYRNRNRVVTZBERIDEEIIRNTZ T4V IZEDRINRATIHN ZER
IR, FTIVREEIIVILET,

® Include Trafic Q Exclude Traffic

ATYTT

"EIJZJI\U OT—=7LT, [BMTA>&2oUvILT, ZEIXY NT—UHIA
EBMLERT,

Split Network Table

o=
0O Ps

FIE 8



RRENET A= RERXRYRNT—TDIPTRLAZADLET,

Split Tunneling Settings

¥ Enable Split Tunneling

Split Selection @ Include Trafic O Exclude Traffic

Split Network Table

+ (&

& IP=%

® (192.168.1.0
FIRO

[AZ7'UY RDNST—7 LT, [BMT7A4O>20UYyOLT, A7 Y NDNSHIs%
EBMUET,

Split DNS Table

 a

O Domain =

FIR 10
RRENLET A= RICRXAZBZADL, [BRZVVYILET,

Split DNS Table

+ (&

& Domain =

& | WideDaornain.com

IL—RIZE, F7FI)IB8T2O0AnyConnectF— NS4 ANMFBELTWVWE T, D
V). AnyConnect V7 ZA T RSA > AZEBETS &, fORV340 1) —X)L—4&
ERIBFIC2DDVPNRN R ZHEIAUTEERT,

DFEV, RVMSPL—BRICET A RARBEH ) ERBAN, IXTOITAT L
ICE1DBETT, AnyConnectV7 A 7 N4V AZFERATDE, FRARUKNY S
BRCENAINITZATRIDSBVPNERY RD—DICUE—RNTTIOEATEET,

ROt 3a>TR, 97474V AZRMEBIBHFEICOVTHFLLSHHA
LEXY,



AnyConnectEEVUT 1 OFA4F > b

VPNIZA T2 RNE, VDE—RRY RD—IONDOERZHFLIZIVEI-2ICA1>
Ah=lLZEh, RTENBYTRNIITTT, COIVZATRITRNDITR,
IP7 RLARFIABERBE, VPNF—NERURETEY RTYTITRIHRENHYE
T, CORIABFHRICE., T—2OBSHIIEAEND I —HELEENHEF—HEF
nNEJ. BEITZRY NT—TJOMENZBERICISLUT, VPNIZA T R ZE/N—R
DITTFNAARACTRIZEETERT., chiFBEE., VPNERZFEAL T, BOSAT
ICHB200FY NI—VZ2ERIZBELCRELKT,

Cisco AnyConnectt* 1 7EEUT A VT4 T MNE, EETEBARL—FT 127
SATLARN—RIVITERTEHETDVPNICERITSDEOOY I NDITFTTTIT
—23VTY, COYTRNIDIFTTFTVr—>3a>aERATE. 1—FHFEPOX
YRD—JICEBERENATVRLPDOLSIC, HORXRYRNT—TJOUE—KNUY—A
ICRBEICTIVEATEERT,

IL—Z N AnyConnect TEBRB LVREENDE, V54T MNE, BALLEFIATEE
BIACAT=IUDSINL—BRICTFA LV AZA 2V ARM=ITEET, ChIZDOVWT
. XROEOV>a > TEULLBEALET,

BAZAEA

JAAFAANIELI—RF LR AON—RNFT—DESTA O AZBEATEIHLEN
HYVET, A AZRIETDIRICE., DADAN—RKRTFTHIRNDELEEGFRX A
~IDZname@domain.comD X THEETILEN S ET,

JAAOTFAARNIELI—=RFLEREN—RF—AVEVEERE, 255258 TL
EEWV,

CORFIXNOHERAT, XAOHMSKUZFEAL T250/N RILOEBMZ 1 &
VAERBATEET, AnyConnect9 547> MT 42 AICE. Cisco
AnyConnectHEH A RIZEHEhTVWB T AT>a ey ETH, HRIDY
TEBEEORNEHTT,

AnyConnect7 ZA T R4 ADRRBSKUNFRAICUARNE I, 1FEAOT M &
VANRHENET, 25T/ VAR LEOBANBETT, RV340TU—X)L—ARIC
BATRESMOBRSKUE, RICRISRIETEHTAIV T a v LRI TRt
hTWET,

- LS-AC-PLS-1Y-S1:1EE M Cisco AnyConnect PlusV A7 N4 A
. LS-AC-PLS-3Y-S1:3FEE M Cisco AnyConnect Plus? 24 7> N1t A
. LS-AC-PLS-5Y-S1:5F B M Cisco AnyConnect Plus? 24 7> NS4t A
. LS-AC-PLS-P-25-S:25/\ ¥ Z Cisco AnyConnect Plus KAV S AT RSA4 A
. LS-AC-PLS-P-50-S:50/\ ¥ © Cisco AnyConnect PlusS KA S AT R4 A

94T MEH

VATV RFROVTNAZRETSDE, ChSsOUVIFEBEIET,


https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do
https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do

. Windows : Windows >/ E 1 — & ® AnyConnect
. Mac:MaclZAnyConnectZ € 2 ABRM—ILLET,
- Ubuntu Desktop:Ubuntu Desktop T ®AnyConnect® 4 > A M—JL &/

. A REL EBEE. Cisco AnyConnect2F¥F 21 FEEUTFAVSATFT RIS —

CBET2EENERNS TN 1—TF14290EHOBROINE, 2BRLTLIEE,

AnyConnect VPN## D FERS

FIE 1

[AnyConnect Secure Mobility Client| 74 1> &2 UY 9 L&Y,

[AnyConnect Secure Mobility Client] 7 4 > R T, =KD IADIPF7 RLAES —
RITAR—RNESZIOV()TXYI>TAHL, [Connect]ZzV Y U LET,

L NON AnyConnect )
_ ~ Secure MobilityClient ~ ¢|ScO

cbvmu

Ready to connect.

10.10.10.1:8443 i Connect

V7RI TE, VDE-—RMRYRND—JICERLTVBDZEZRLET,

[ NON ) AnyConnect i)
g oS MO DIy OB i G € O

FIE 3
E714—)ILRECY—N—OI—Y—BENAD—RZASBL, TOK, ZVUYILE
LR


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html

Please enter your username and password.

Username: Group1 user

Password: ssssssse

carel

F6 4

BEEARYTHETIC, QYA NF—HFRTENET, [Accept] EIUY ILE
¥,

Cisco AnyConnect - Banner

Welcome to WideDomain!

[AnyConnect] 7 1 > RJIZ, XY RD—IJADQVPNERAEEICITONEZZ ENRTE
TNET,

AnyConnect T
Secure Mobility Client CJISCO

2 0 VPN:

Connected to 10.10.10.1:8443..

~ Disconnect

IPv4

AnyConnect VPNZERA L TW3HERF. fHOVPNAT2 3> ZAFY 7L T, XD
U2 avIBETEET,

>a1L7>oY 7 MVPN
IPsec VPNTIE., 12 —%Y NERTRSLENEN Y RIILEBITHET, 1

F—RNUY—RAZLLICABTEET, RV4UXSU—X)L—ZFIPsec VPNH—/\V &
L TEEL . Shrew Soft VPN ClientZaH7-R—KNLET, cOEIZa> TR, IL—&



& Shrew Soft ClientZ 5 EL T, VPNADEHRZRET D HEICODVTHBALET,

2 AEShrew Softz HR—RNLTVWEHB A, COflE, FEARNL—>3BHTO

HAREENTVET, Shrew SoftiC BN HBHEE. Y R—PNEKBEL TEEL,

B#H/N—2 3> ®OShrew Soft VPN ClientY 7RI 7k, XOB\EmRASKA T O—R
TZ&F£ 9, https://www.shrew.net/download/vpn

RV345P3/ 1) — X )|, — & T M Shrew Soft M EXE
£9. RV345PTOSA T RDSH AL NADVPNERELE T,
FIF 1

[VPN] > [Client-to-Site]i BEIL £ 7.

E- 1@

VPN Status
IPSec Profiles

Site-to-Site

FIE 2

VAT RDESHAL MOVPNTOT7 7 AL ZEBMLE T,

Client to Site Cancel

FIH3

[Cisco VPN Client]# 7> a > #iBIRL £ 7,



Add a New Tunnel

® Cisco VPN Client O 3rd Party Client

FHE 4
[Enable] RY VA& FA>IZLT, VPN ClientZ7 A7 7AWV ETIOF4TIZLET, J

W—TBZREL, WANTBZ—T7 T4 AZBRL ., BRHEF—ZADLET,

BTCUOTATUNEBRITDBRICERATS JL—T7HEEMHBFF-CEBLTSEEZL

o

a

Enable:
Clients

Group Mame:
WAN1T

Interface:

IKE Authentication Method

® Pre-shared Key: seSes
Minirmnum Pre-shared Key Complexity: [0 Enable
J Enable

Show Pre-shared Key:

O Certificate:

FIES5

—7RHTIN, EERELTVER A, [Mode]H[Client]iCBREEhTW\D Z & HTER
LET., 79547NLANO T =) BEHZAHDLET, 172.16.10.1

172.16.10.10Z AL £ 7,

TR, [A—Y—TI—TRIEZAOEFXRICLET, chiRIL—R2EDI—-HT)

7oL ERE., Y RD—JLOMBOSBATEERAEABV—BOY TRV NEEATS

BEABHVNET,




User Group:

User Group Table

+ W

O Group Name =

Mode:

o Clientl O NEM

Pool Range for Client LAN

Start IP:

End IP:

FIR 6

l 172.16.10.1 I

| 172.16.10.10|

CCTRE, T—RREZBHELET, FAIIRERFROEHY TY,

754X V)DNSH—/V:NEDNSH — /NI H B BE. T AIBDNSH—N2EATS
BEE., CZICAATEET, ThUADEES, 77 #J)LMERV345P LANIP7 RL A
CREESNET, COPfITRE,. F7FINNEFERALET,

c ATVY BRI RILV : RATVY RN RV TZBHCTRICR, AVICLET, &

hiE, VPN R ZBBID R 74V VZBEITIEHICHEATNET, COHIT
k. AZVY MR RILZFEALET,

c ATUYRNRIZRILTF=TI : VPNOISA T RAVPNRETT IV EATEZHREN

HBRYRNIT—DZADLET, COBITIE, RV345P LANZRY RD—DZFEAL TV
£

Mode Configuration

Primary DNS Server: I 192.168.1.1 I

Secondary DNS Server:

Primary WINS Server:

Secondary WINS Server:

Default Domain:

Backup Server 1:

Backup Server 2:

Backup Server 3:

Split Tunnel:

({IP Address or Domain Name)

{IP Address or Domain Name)

{IP Address or Domain Name)

Split Tunnel Table

+ & w

& IP Address % Netmask %

& [192.168.1.0 | |/255.255.255.0| |

ATYTT

[REFE]1ZV VY VT 3L, [IPsec Client-to-Site Groups]) AN 7O7 7 A ILHFRERE
hEd,



Client to Site

IPSec Client-to-Site Tunnels

+
O Group/Tunnel Name + WAN Interface & Authentication Method +
O Clients WAN1 Pre-shared Key

VPN Client 1= ORIELCEAT 2 I —FIIL—T%28RELET, [ATLEK] >
[A—=HYIN—=71T., 7ZARET7AIVEOVYOLTI—YII—T%2EMLET

User Groups

Status and Statistics

Administration
User Groups Table

¥l = O
System .
] Group ¥ Web Login/NETCONF/RESTCONF =
lime
admin Admin
Log :
guest Dizsabled

Email

User Accounts

FIEO

TIN—TBZANLET,

Overview
Group Name: §| VPN
FIME 10

[Services] > [EzZVPN/3rd Party] T, [Add]2Z U Y oL, COI—H 5 IL—7 % LUHIC
BELEISATYREBZ7O77A4MLICUYILET,



Add Feature List

o pIU!l

FIE 11

Z T, EzVPN/3rd Party® ') A I [C[Client-to-Site Group Name] A" ‘R RENE T,

EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+

(0 # 3 GroupName =

1 Clients
AFY7 12

A—YT7IN—70REBREATZ L, [A—FTIL—TIVANIRREN, BAETICER
LEVZATREB7O077ALTHLVWI—HIIL—THFERAEIhET,



Wy Getting Started

User Groups

c. Status and Statistics
' Adrministiration
User Groups Table
+
1 Group % Wab Login NETCONFRESTCONF & S25-VPN = E2VPN/2rd Party =
aclrmiir Ahcdmin Disabded Disabled

FIE 13
[ AT LDEXE(System Configuration)] > [1—Y%'—7 17> h(User Accounts)] T,
FLLWIOI—Y—&RELET, +] 7040200y o2L7T, HILLI-HYEERLE
EP

Local Users

Local User Membership List

3

O #= User Name = Group ™ »
cisco admin
2 guest guest

* Should have at least one account in the " admin” group

ATYT 14

HLWI—Y—REMLOWNRAT—RZANLET. VLT, RELE#HLLWD
—HIIN—TICREENTVWD L EBEHEL TS LEEV, REIC, [Applyl 20UV Y
LXT



User Accounts

Add User Account

user Nam

Mew Password | s ( Range: 0 - 127 )
Mew Password Confirm | v

Group VPN ¥
AFY7T 15
FLWI—Y—FO—-HILI1I—H—DOVARNCRREENET,
Local Users

Local User Membership List

+F o &

O #% User Name = Group*
O 1 cisco admin

O 2 guest guest

O 3 VpNuser VPN

* Should have at least one account in the " admin® group

ZNT, RV345PY ) —X ) — R OBRERET T RIC. ZIALTYTRVPNIS
1T RNERELET,

Shrew Soft VPN Client® §&E
RXOFIEEEITLET,
FME1

Shrew Soft VPN Access ManagerZB8& ., Addz2 Uy ZLT7O7F7AL4)LZEML
£9, RIS N B[VPN Site Configuration]|7 4 > R TGeneral 2 7 R EL £ 9,

- RANBERERIPZP RLAWANIP7Z RLA ( FEEFRVI4SPODRARNE ) ZFERTS
. BEERTE ike config pull ZiBRL £
 FHATRE—RMRETREITREBNYE TSN RLAZFERATZ)EBRLET

VPN Site Configuration e |

General | Clignt ]Numa Riesalution | Authenticafion ]_F' 4] »




FIE 2

(V54T RNEBRTERELET, COBITRE., F7AILREREEZRFBLTVET,

VPN Site Configuration X |

General | Client |Name Fesolution |Authenticatin:un | FPlA

Firewall Options

MAT Trawersal ’enable - ]

MNAT Trawversal Port 4500

Keep-alive packet rate 19 Secs

IKE Fragmentation enahle -

Maximum packet size 540 Buytes
Other Options

Enakle Dead FPeer Detection
Enable ISAKMPF Failure Motifications
Enahle Client Login Banner

[ Save ] ’ Cancel ]

FIE 3

[% 3 O #ER] > [DNS]T. [DNSEERICTBIRY FREAICL, [EEMICEEBIRY
SABAIOEEICLTI T,



VPN 5ite Configuration X

| General | Client | Mame Fesolution | Authentication | =1

DNS WIS

V| Enahle DNS [¥] Ohktain Automatically

Serser Address #1

Serser Address #2
Serser Address #3
Serer Address #4

Ohbtain Automatically
OMS Suffix

| Sae | | Cancel

FIE 4

[Name Resolution] > [WINS]Z 7 T. [Enable WINS]ZRY JAICF T Y UIX—U% AN
. [Obtain Automatically]’RY JAICF T Y ON—DZANET,



VPN 5ite Configuration |. X .|

| General | Client | Mame Fesolution | Authentication | (=i I 4
OrE WM
V| Enahble WING [¥] Ohktain Automatically
Serser Address #1
Serser Address #2
| Sae | | Cancel
FIES5

[Authentication] > [Local Identity]2 2 JY J LE T,

. D& A T F—E B FDiRIR
- ¥—IDXFH:RV345PTCRREE NIV I —TBEADLET

VPN Site Configuration e

| General | Client | Name Resolution | Authentication |p < | k|

Authentication Methad | Mutual PSK + XAuth -

' Local Identity | Remote Idantty | Credentisls

Save || Cancel |

FIR 6

[Authentication] > [Remote Identity] D MEICBIRL E£F. COHITR, 74 NEREZ



REFELTVWET,

. IDR A FSCSIR—Z )LD

7 RLAXF5U:<blank>

- BEEhIEVE-—PMRANTPRLARY VRZBEALET, FIVYIRYIREFY
ICLET,

VPN Site Configuration

| General | Client | Mame Resolution | Authentication E a]x]

Authentication Methad | Mutual PSK + XAuth - |

Local ldentity| Remote Identity | Cradentials

ldentification Type

Address Sting

a.lse a discovered remote host address

| sae || cancal

AFYTT
[Authentication] > [Credentials] T, XD &S ICERELE T,

. Authentication Method : [# EPSK + XAuth|ZiZBIRLE ¥
. Pre-Shared Key:RV345P VA TP N A7 7ANICREENTVWSERHEF—
ZEAD

VPN Site Configuration

| General | Client | Mame Resolution | Authentication E a]x]

Autentication Method
| Local Identity | Remate Identity| Credentials

Servar Canificate Autarity File

Client Certificata File

Chent Private Key File

| see || Concel |




FIE 8

[Phase 1127 DBE. COBITE, F72FIHK

- X|BRALT FILYSTI
. DHX%# : JI)IL—7"2

- BEFILAVXL : BF

- N\NY2DAFILAVXA : BEE

VPN 5ite Configuration

| Client | Mame Resalution | Authentication | Phase 1 | F 4

RERFRFENTVET,

Froposal Parameters
Exchange Type laggressive v]
DH Exchange ’grl:uup 2 v]
Cipher Algarithm lautu v]
Cipher Key Length - | Bits
Hash Algorithm lautu v]
K.ey Life Time limit BB400 Secs
K.ey Life Data limit U Khytes
|| Enable Check Point Compatible Yendor 1D

[ SEnE ] | Cancel

FME9
COBITE, [Phase2]Z7 DF7 A MEBELUERICE2>TVET,

- T|TIILIAVXA : BF
- HMACZ LIV XA : B
. PFS3zc#a : &%

- EBFILAVX AL &

VPN 5ite Configuration ﬁ

Marme Resalution | Authentication | Phase 1| Phase2 || 4| »

Froposal Parameters

Transfarm Algorithm lautu v]
Transfarm Key Length - | Bits
HMAC Algorithrn |auto v |
PFS Exchange ’disabled v]
e A Limt vl e [ < |




FIE 10
RUS—1RT OBITR. KOBEEFEALEL 1.

- RUS—ERLAXRIL : B
- KGN BEFLVFTFATFTIII—23V0EE T
. Obtain Topology Automatically® 7= & Tunnel All: 7>/

RV345PTSplit-TunnelingZ s EL /=%, CCTRETIDHERFHV EFB A,
VPN Site Configuration ﬁ

Authenticaton Fhase 1 | Fhase 2 | Polcy i
IFSEC FPalicy Configueation

BJann:unfr Parsistant Secunty Assocations
E‘.)hlm n Topolodgy Automatcally or Tunnel All

FRemote Metwork Resource

e

RTLES, REIZVVYILET,
FIE 11

ChT, BEZTANTDEBHI TEEL -, VPN Access Manager ¢, ## 707
7 A EBARRL, [Connect]REA>EVUYILET,

'3 VPN Access Manager

. View Help

Add  Medify Delete

onnection MName ~ Host Mame Authenticat...
€192.16875.113 192.168.75113 mutual-psk..
ATFYT 12

RRENB[VPN Connect]V 1 > RUT, RV345PTHERL E1—YFHO RO UL
ToOYLEFERLTA—YBENRAD—REZADLET (RATYT138&14), #
TLES, #ERZIVVUYILET,



#) VPN Connect - 102.168.75.113 i S

Connect | Metwark

config loaded for site "192 16875113

Credentials
Lsamame vpnUsar

Fazzword ssssssss

Connect Exat

FIH 13

RYZILFERENTVRCEZBABLET, FORLFBBCE>TVRRTTY

o

#) VPN Connect - 192.168.75.113 i RSN

Connect | petwork

local id configured -
remate id configured
pre=shared key configured
bringing up tunnel
netanrk decime ~onfiguied
tunnel enabled
| -

Credentials

Usemame |Vpnusear

Password

DEXETIE., Shrew SoftzZHl& L THERAL EL A=, Shrew Softld> ARG TREZEWE

O, TOZALYR-—MABEBZHBERE., COY—RN—FT 1 ICEBLTEET W,

FOMOVPNA TS 3>

VPNEZERTRMHOAT>IVAHAVKI2ABHYET, FHICODVTR, ROUVI%E
DY OLTLEZL,

. GreenBow VPN ClientZ{#F L =RV34x> U —X)L—Z A\ D&t

- RV34x> ) =ZX)—BTODTLID—H—VPNIZATF > bDERE

-Rv34xX ) —=RI—BRTORA NY—RLA NN Z U770 S OJLPPTPYH—/%
DERE

RV =X —=BTOA2—%ZY S Z7ORJ)EF1 )T 14 (IPsec)ZO07 7 14)L



https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html

DERE
- RV34xJL—Z TDOL2TP WANDEETE
- RV34xTOH {4 NEVPNOERTE

RV345P)L— A& Ol B R TE
VLANDRRRE ( A7>32)

REO—HDILIVF7ZRY NDO—2(VLAN)ZERATDE, O—AILIVT7RY RND—2
(LANYZREBWICERDZTO—RFYARNRXASAICEIX D METEE T, BET
—BANFZRYRND—OLTTO—RFYARNENDIFTUATR., BEDVLANICT O
—REFYARNEEBETACETEFI VT4 E2BILTADLEHICVLANEERTEEXT
o T, VLANZFERAL T, 7JO—RFYARNPIILNFF Y AN ETRERBLIZES
TEILEMERSL, N7F—XAZOLEBREETEXRT, VLANRKERXT
EFETH. VLANIFEELREBNICOHELSEEIDOR—NIELHEENDET, Ch
EHELEFA. R—NEEICIDLULEOVLANICBEL TVRAHENHYET,

FOMODHAEAICDOVWTRE, FVLANODRAKRTSOF1AREEFIVTF10OE
by EBBRBLTLEEV,

VLANZER L B WBER, ROEIZIVICAFY T TERT,
FI& 1

[LAN] > [VLAN Settings]icBEIL £ ¥,

Getting Started
Status and Statistics
S Administration

System Configuration

Port Settings

(AN setings) @

Option 82 Settings

Static DHCP

802.1X Configuration

Router Advertisement
%) Routing

Firewall

VPN

Security



https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html

FIE 2
LUWLANZERTBICIE. BmM74O>&20UY O L%,

VLAN Table

+|& W
FIE3

ER T BVLANIDEZ DERIZ AN LET, VLAN IDD EHIE1 ~ 4093TY,

VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID $# Name Routing Management IPv4 Address/Mask
01 VLAN1 (1] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VL AN200 0 0 e IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
FIE 4

MBI U T, [Inter-VLAN Routing) & [Device Managementf)l® /75 M [Enabled|/R Y &
AREA7ICLET, VLANBIIL—T 12T, HBVLAND SBEIOVLANIC/NT Y N2
N—=—TFTA2TFBEHICERAEINET,

TJARRY ND—=UTE, VLANOEF1) T4 2B TEER2VANI - Z208T
B, —RIC, ChETARRY RD—OTREREhETLEA, VLANFHEICI
—TAVITRRBENGDHENHYET. COLSBFRE. "2—7 Y MACLH
RDOHBDRVIXI—ZXTOVLANBIIL—TFT 1T, 28BL T, VIANBTHRATSE
EORZ 74V VBELTLEZL,

Device Managementld, 7 5% &H L TVLANA SRV345POWeb UlCOY 1 >~
L. RV345PZ2EEBTEDVYINIVITTY, chldk, TANKYRND—UTELEEYN
ICTBRENFHYET,

COBHITIEE, VLANZ K Y ZLIZR DO CInter-VLAN Routing® = I& Device
ManagementZ BMIZL TWEEBATL I,


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html

VLAN Table

+ (£ w
Inter-
VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
O 1 VLANT1 (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 0 O e IPv4d Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
FIES5

T5AR—=RKNIPVAT RLANPF RLA]7 14— RICEBHICAIENET, ch%i
FAEITDICEK, XEBRLET, COHFITIER, Y7 XY MNIZ192.168.2.100 ~
192.168.2.149MIP7 RL AN'DHCP TR TAET T, 192.168.2.1 ~ 192.168.2.998
& 7¥192.168.2.150 ~ 192.168.2.254lF, AT A Y IIPFRLAICERATEXT,

VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
O 1 VLANT1 (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O o IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: © Disabled
O Server
O Relay
FIE 6

(7 %Y RIRIIOHTZY NI OFEBHICADENET, TEEFTSE, 74
—LRA BB ICHABE NET,

COTEVANL—232TR, Y7 XY RYXT%255.255.255.0F 12 1&/2dDEF
ELTVET,



VLAN Table

+ & 1y
Inter-
VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
0O 1 VLAN1 (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O e IPv4d Address: 192.168.2.1 | 24
ISubnetMask: 255.255.255.0 ]
DHCP Type: @ Disabled
O Server
O Relay
ATYTT

&

BNRANEHLZONINDHCP)DBEEZERL ET. ROATZaVHFBVET,

Disabled:VNLAN E WDHCP IPv4H—NZEMICLET, chid, TANRETHES
nNET, COYFUFTR, TNTOIPPRLAEZFHTREL. IXTOBEEER
BTIRBEABYET.

Server: CNRBRELLFERAETNZ A>3 TY,

- [V —ABERB(Lease Time)]:5 ~ 43,2000 NDREEZANLET. T7 /)L MNE1440%
(24BF@ ) T,
- Range Start and Range End : BIfSICEIV) HTH &N TEBIPT RL ADEHE O BFHA
ERTZANILET,
. [DNSH—/\(DNS Server)[DNSH—NZ7OF > ELTERTD A, ROVFEZID
ARDSISPZEERLE T,
- WINSH—/\ : WINSH—/NEZAHDLET,
.DHCP F 7' a>:
o 72366 TFTPH—/NDIP7 RLAZAHDLET,
o A7 23150 TFTPH—/NOUARDIPP RLAZADLET,
AT IAET  RRETFANBEANLET,
. Relay : VE— KNDHCPH—/XDIPvA7 RLAZAHZLT, DHCPUL—I—2 12k
ERELET, chiFk, LYUEELBRETY,

200 VLAN200 0 0O @ IPv4 Address: 192.168.2.1 [ 24
Subnet Mask: 25b.255.2565.0

DHCP Type: O Disabled

O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100

Range End: 192.168.2.149



FIE 8

[Apply|2 2 UY oL, $LUVWVLANZERLET,

Apply Cance

R—RMADOVLANOEIY) KT (AF7>a2)

RV345PICIF16DVLANZRETE, DA RIVUF7XRY NI —J(WAN)AHIC1DD
VLANZERATEET. R—MLEICBVWLANRBRATEIXREN SV ET, Chllkl)
AN EEBNICE V) BTEVLANNVLANIER LT, TEOR—RNOKRNT T 1Y 58
R IZRFENE T, RARNTZI9TA1REEZSNATVET,

B

R—KNE, POEBAR—RNFLEE NIV IR-NIRETEXT,

T IOEAR—BN 1 DOVLANN B H TS NhET, RTBLTL—LNEESNET,
NS OR—=DN  BEOVLANEREIETE XD, 802.1q. 8T F 2 TICKY), XAT4
TVLANZERTBLICTRCENTEET, RSV LETHEE LBEVVLANRERAT
PRENBHYNET,

1DOVLANICIEDR—RAFE)HTEsNhTWVWS :

T UOEAR—NERBENET,
c COR—=NZEI) HE TSN TWBVLANIZIE, [Untagged]& VWS SRILES T D HEN

HVERT,
DT NTOVLANIZIE, TOR—NIIK U T[Excluded]& VWS SR ZF T2 HEA

HV)ET,

1DDR—NZ2HEBETBH2DLL EDOVLAN:

NSV OR—RNERBEIFT,

- WFNADVLANIZ[Untagged|E WS SR\ Z[/FITDENTEET,
- RSUOR—NO—ZBTH DY) DVLANIC &, [Taggedl&E WD TR & F T2 HBEH
HV)ET,
RSV OR=RNO—FHTEEVVLANIZE, TOR—KNIIWL T[Excluded]& WS TR
N2 TTBIHRENF HVET,

COPITRE. RZUIRHYREA

FIE 1

WETDVLANIDZZERLF T,

COFITIE, VLAN 1& VLAN 200 ZZ#IRL T E T



Assign VLANSs to ports

@
O VLANID LAN1 LAN2

[N I Untagged v Excluded

& J 200 Excluded v Untagged

FIE 2

VLANZLANR— K CEIY 4T, [EdijEZ U YT L. TRENORE%[Tagged]. [
Untagged]. & =I&[Excludedl_38EL £7,

COBITIE, LANTTVLAN 12277 L., VLAN 200ZBRAAE L TEIV HTELE,
LAN2(Zx L Tlk, VLAN 1%ZExcluded. VLAN 200%Untagged& U TE|V) HTEL &

o

Assign VLANSs to ports

&)

O VLANID LAN1 LAN2

& 1 Untagged v Excluded

& 200 Excluded v Untagged

FIE3

[Apply|2 2 Y 9L T, BREZRELE T,

Apply Cance

ZNhT, HILLVLANAEEICHERE N, RV345PDR— NICVLANASREES hEL =
o COTOEAEMEYERLT, BOVLANEER LT, =& XIE. VLAN30OEH T
ZY R192.168.3.xON—T T4 T HICHERKES N, VLAN4OORRH T XY b
192.1684XDTH I T 1 T RICERENE T,

ARTAYIIPOREM (A7>32)

BEOT/NARAZMOVLANICESZETREIC T B FEE. TOTFNA AICBENEO—D
JIPZRLAZEV YT, PORAABEICTZD T IVEAIN—IEERTEET, Ch
&, VLANBIIL—FT 14 I ERHICBE2>TVRIBEICOLMELET, AXTAYY
IPARIIDBEEHYET, AXTAYVIIPFRLAODEREDEMICOVWTI, T
Cisco Business Hardware TAZT 1Y JIPF RLAZRBRETIRANTSI9T 1 R4
EERLTLEZL,

BHNIP7 RLAZEMIZHLENBEVERRE., COREOROELIZIVICBHTE
£9,

FIR 1

[LAN] > [B28YDHCP]ICBEIL X ¥, [+]74 02O UYILXT,


https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/ja_jp/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

@ waAN Static DHCP Table

@ + s

Port Settings O Name

VLAN Settings

Option 82 Settings

FIE 2

TNA AOBBDHCPIEHRZEML T, COFITREH. FNARARGTVRTT,

Static DHCP Cancel
Static DHCP Table "~

+ o L L

O  Name MAC address Static IPv4 Address Enabled

y | Printer 00:11:22:33:44:55 192.168.2.10 Enabled

(A MOER (F7>3>)

TFORINARAEL, APABOBARNET T IINCR > TRARF—OFEH#EERH
LET, ChiCkl), SAESFAER, BT ELBF - CRBITDIHEF—IC&
PEEXTH—2aVICKETEERT., -2, BCESGIAAE. 2XYRY KD
—VEBECI > TERETNLAABTEZERTERT, . RAR(CA)ICERZIE
BLT. FORINIDIAEZRFEIT S EETEERT, Y—RN—FTAT7UT—>
SVASELHBAREZREIBEHNEETY,

REER(CANRILICEAENE T, SHAEBERE. FEOBOY—RN—FT1HAA D5
BATEERT, chid, DBLEOYA M RLETHAIEEZABIBDLRNDAETT
o BEXWIZ, CARESBEDRATH!Y, FHETEDLZRIALTIEETED Y —
ATT, BEICWHUT, RDBOIANTHHABERITLET., CAICK>TFIVY
ToREh, BHZzHEFBIDE, AAENf RITEhET, COFREERF. I E1—
BEODTTANELTHIVAO—RTEERT, TOE, IL—F ( FEEEVPNSG =N
) ICBEBL, TZICTFYTO—RTEET,

CSR/GEFAR D &K
FIE 1

IL—ZDOWebR—ADI1—FT 14 )T 4(CO7 4> L. [Administration] > [Certificate] &
BIRLUET,

Getting Started




FIE 2

[Generate CSR/Certificate] 22 1) ¥ U U & 9, [Generate CSR/Certificate] R— A" &

TENET,
[ o]
FME3
ROERZANLET,
CEYBAAERA T EZBRLET

- BEERIAHE . ChiFk, MBEOEREICK > TE L E hizSecure Socket

Layer(SSL)EL_tEH%'C“'d'o COIRAERF, EEICL > THEF—NEBESH
BBV ETCENTERBRWLED, BETEXREA,

: a’JE%%ESR(CSR) cChik, FORIIDIREZRFET D LHICRER/ICE
BENBLHAF—AVTTARNTIFY(PKNTYT, MEF—EWEICENID
=, BEEBRALYVELZETT,

. [Certificate Name]7 4 — )L RICFEBAED BRI Z AN L T, ERZJRAILET, D7«
—)LREZHIZLEY, AR—APHEHRNFZEHD _LR@F>TEERLA,

. (#7232 ) [Subject Alternative Name]fBIBi T, A7 3avREAVEZ VUV ILET
o RDATZAVHNBHYET,

o [IP Address] : 1 &2 —% Y NZ7ORJILIP) P RLAZADLET
- [FQDN] : T£E8 RX 1 Z(FQDN)ZA L LET
o [BFX=I]: BFX=IT RLAZAALET

- [Subject Alternative Name]”7 1 —JL RICFQDNZ AH L E T,
. [EH&(Country Name)] ROY 7Z D UARD S, HBHFEBERENTVWHEREZREIRL

£

AEBAPTETAHEFR, HiE, T-F OB E L FERE Z[EERFERST)]7 «
—ILRIZABLERY,

AR BT TV B #IE R /o (& X E] A O & Bl & [Locality Name] 7 1 —JL RICA AL
x5,

c RUNENICBERENTVR B EANLET, MEBLCEFLEBASEILELTE
H#9 354, [##8B (Organization Name)]7 1 —JL RICEIFAEERED R ZA DL
F9. BRXFRFEATERE A,

. THEME B (Organization Unit Name)7 1 —J)L RICBEBZ AN L T, HEBADOIM
BTXEILET,

. [#£BH(Common Name)]7 1 —ILRIZBRBZADLET, cOBHIE, SRS ZFEA
TEWebH A ROZLBMRA S BTHIBENHYET,

CFIFREEERTBDBANDEFA—ILT RLAZEAALET,

. [Key Encryption Length| RAY 7RV U AL S, F—OREZEBRLET., 77>
3 2E512, 1024, HRV2048TT, F—ORTHARVEIEE, FIAEOZEMNE<E
VET,

C[BREIBE] 7 4 =L RIC, EEAENEMICAZABEALOLET, T 7 4L MER 360
T9,

. [Generate] 20 )Y VL&,



© rvassp-rvasse »

Certificate O -

Generate CSR/Certificate

/" ™
Type: Self-Signing Certificate v
Certificate Name: TestCACertificate
Subject Alternative Name: spprtfrms

O IPAddress ® FQDN O Email

Country Name(C): US - United States v
State or Province Name(ST):| | Wisconsin

Locality Mame(L): Oconomowoc o
Organization Name(Q): Cisco

Organization Unit Name(OU) Cisco Business

Common NMame{CN): cisco.com

Email Address(E): @cisco.com

Key Encryption Length: 2048 v

Valid Duration: \ 360 j:iay:i (Range: 1-10950, Default: 360)

ERENHAAENARAET T LICRTRENET,

Certificate Table A
O Index = Certificate s UsedBy + Type s SignedBy = Duration = Details Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

0 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G == e
To 2023-Apr-04, 00:00:00 GMT

O 3 Rauter - Local ... CiscoTest-... From 2020-Cct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

0O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh = e

To 2021-Nov-14, 00:00:00 GMT

Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...




N T, RV345PIL—ZRIZEEHEN EEICERENIZE T T,

AAROIY AR—b

FIE 1

AAET—7IILT, TVAR—NIBAAEOTFIVIRY VREFVICL, ITVA
R—KNTA4A2=22UYOLET,

Certificate Table ~
O Index # Certificate ¢ UsedBy* Type# SignedBy# Duration % Details Action
01 Default WebServ.. Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = e

To 2042-Jul-05, 00:00:00 GMT

TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!;
To 2023-Apr-04, 00:00:00 GMT

Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == X
To 2021-Nowv-14, 00:00:00 GMT e

CAEAEELIVAR—RNTRIEREIVYILET, ROATZIVHABYUET,

- PKCS #12 : \FERESRK(PKCS#12(E. p12ilskRFICEEND T U AR—
RENEFIBETYT, 774N ZRBSILLT, TVAR—KN, 12KR—K,
BLRVHIBRTDEZELLT7TAINEREITDICRE., NAT—RAIBETT,

» PEM:Privacy Enhanced Mail(PEM)(&. XERZEDEHEZTFANIFT MR
ZEALTHRECHEAMY AT —XICERTEDLSIC, WebTF—/NT
LL<FEAETIZET,

. PEMZIER LU =554, [Export)2 )Y O ULET,
IVARAR—RNTBDT7AIN2RETZHD/VAT— R%E[Enter Password] 7 1 —JL R

ICABLERY,

. [Confirm Password]7 1 —JL RICNATD—RZBADLET,
. [Select Destination| ') 7 Tld, PCHABIREIhTH Y., BEFATELEHE—DOF TS 3

T,

- [Export] 20UV OLET,

Export Certificate

® Export as PKCS#12 format

Enter Password | sereeees

Confirm Password | e

O Export as PEM format



FIE3

AIOO—ROKIERT XY E—2 N [Download] RE D FICKRRENET, 77
AIINORIVO—RFT VY THBEENET, OK|ZVUYILET,

Information

o Success

N
[ e ]

SNT, RV345PY ) =X —ETHABAERELCI VAR ENLERTTT,
AEAEDA > R—b
FIR 1

[Import Certificate...]J2 2 VY VULET, .

Certificate Table ~
T
O Index = Certificate + UsedBy 5 Type s SignedBy = Duration = Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM E _t_

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _!‘_
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 Gl E _!;
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == X

To 2021-Nov-14, 00:00:00 GMT

( Import Certificate... J Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

FIE 2

- ROVYTEDUVVARDS, A VR—KNTRDHAAEDRATZBRLET, XROAT>
IVHFBYIET,
s A—AIEHE . L—XTERET hZFHE,
- CAMIEAE  AIABICEENIBEHRIERTHD L 2BRELE, EETED
H—RN—FT A RHAERBICK > TR hFHE,
» PKCS #12 Encoded7 7 1 )| : "\FAERE S HK(PKCS#121&. H—/\NFIEAE
EREFEIBHEATT,



. [Certificate Name]7 4 —JL RICEEBHE D BRI ZA DL ET,
. PKCS #12%i8IR L =8B4& (. [Import Password]7 1 =)L RIZT 7 A I D/NADT—R%&
ABLET, ThRADZER., ATY T 3ICEXKFTT,
IR EEAVR—RNTBDY—REIVIYILET, ROATZIaUHNHYET,
e PCASDAR—K
s USBASD A HR—K

I —ENUSBRZS A 72 BELEVEE, [Import fromUSB|A 7> a ik d L —RRE

nxXI,
- [USBA 5 4 2 R—KNZERL ., USBHFIL—XTREBEE LB WVWEEE., [EFZEIUY
JLFET,

. [Choose File]/RZ> &0 UYL, BUBT7AIILN%EREIRLET,
. [Upload] 20 UY OLET,

Certificate (3 Cancel

Import Certificate

Type: PKCSH12 encoded file v
Certificate Name:| cisco o

Import Password

Upload certificate file

® Import From PC

9 TestCACertificate

Import From USB c

RIhTdE, BEMIC XA > O[Certificate] R—Z ICBEBILE T,
BEAVR—RNENEIAIRAENF ADENET,

—7 Iz,

EI_I;

RE

bl



Certificate Table ~

O Index = Certificate ¥ UsedBy = Types SignedBy s Duration = Details Action

0O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = 3
To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Mov-19, 00:00:00 G E _‘!‘_
To 2021-MNov-14, 00:00:00 GMT

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

CNT, RV45PI—RICEEABA ERBICAVR—RENLBGT T,

RTINERV3LSPY ) —ZXN—R 2 ERLEENAILZRY NDO—DORE (A7
>3ar)

RTINERVIMSPIL—RZFERLT, NVIOTYTENAILRY ND—DVZRET
PHBENHINELNEEA, COBFER. "RUTIERVIMXI VX)L —2%E
RAUEENAILZY RD—UDREL ZERCLENF HYUEXT,

N T, RV345PIL—ZDERERTT T T, RIC. Cisco Business Wireless7 /Y1 A
EZRELET,

CBW140ACHEXE
CBW140AC D i BA M4

£9. CBW140ACHPOER— N A 5RV345PDPoER— NI/ —H XY NT—T )L %
BEHRLET, RVMSPOBHINADNDR— NEPoEZRIETE D -, ENTEFEAT
EEXT,

A2IT—BFANDAT—RAZBIELET, TOEARA NORBICEHN10D
PHAVET, LEDREBONEZ—TREICKBL, & K. FLUOIHFSRIRE
ICRYVIREhI®R, BURBICEDY XTI, LEDOEOEES LB, 1Y hZE
CNEBEAFHYET, LEDZA MABREBICK/BLTVWRIBER., ROFIEICEH
= S

T4 VAPDOPOEA —HYZY NTFTY TV OR—KNE, LANNOT YT O %R
BIBLEOEFTICERTE, HOTSARIURBELEZIAYSITIVARATOETFINA
AlCFEHRTEEEA,



FLLWFIOEARARNHFBVERRE., WI-FiZF72a IZRR"END KRS,
CiscoBusiness-Setup SSIDD THEHFHD T 7 2 RREIZVEY KA TV &
EREZEL TS EEY, COBBICEALTIEK., "TRV34SIIL—2DD) T —bh & THEFRF
DTF7ANBRBECVEYRNTZHE Z2BRBLTLSEXL,

Web UITD140ACT ZAR VDAY L AT IOBARLA I NODEY NFY T

TOEARAY NG, ENANTTIT—2 32 &zlEWeb UlZ fE lz'("“""'(%i
¥, CORETE., Y I\7J7FHLWeb UZERALTVWERT, ChiZkY), RED
ATAVHBRAERIN, ESDLEMIIBYERT, /AGD'IZ'?/EI/'C‘E/\{)L) 7
Dy—>3a>zRERAT258. ZOVYIOLTENALTTIT—23 2 0OFELC
FOEALET,

ERCBES $2BE3. CORED "IJMVLAOKNS TN 1—FT42JCHEY
e by 23V ESZRBLTSEZL,

FIE 1

PCT[Wi-Fil7 41> %&Z 2 ') v UL, [CiscoBusiness-Setup wireless network] ZiZ#R L
£, [Connect] 20 )Y I LET,

WAP571
G Coar

/‘ CiscoBusiness-Setup
(3
Secured

/' Connect automatically

HLOWIZPOEARA M BVWEEGE., Wi-FiA723a ICRRENDELSIC,
CiscoBusiness-Setup SSIDD T HAHD T 7 2 ) RREICVEY RKehTVDZ &
EESEL TS EEV,

FIE 2


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2892-tz-total-Network-Configuration-RV345P-CBW-Mobile-App.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2892-tz-total-Network-Configuration-RV345P-CBW-Mobile-App.html

INA7 L —Xcisco123&2 A L. [Nex)iZO VYO ULET,

/“ LIbEDBUhIﬂEhS -Setup
red

ROBEARTENET, —EICRETEDITNAARID2EFZEOT, [WLWR]ZD
DY IL&ET,

/“ Cr r:::rBusmess Setup

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes No

CiscoBusiness-Setup SSIDIC#E#HTE D T/NA AR 127 TT B, 2BEBEOTNAA
FEHELISETDIE, BRETEEH A, SSIDICELKTEY, NADT—REERLLE
. HOTFNA AN EHR LU TVD AR HYET, APZEEFBHL. BHEITLET

o

FE4

Bfiehd&, Web7 STHNCBWAPEY RT7Y T4 H—RIZEBHICUZAL
IRhENET, TS5 THEVESB. Internet Explorer, Firefox, Chrome, Safari% &
DWeb7 ZOHZEEET, 7 RL A/N—IZ Thttp://ciscobusiness.ciscos EAHL,
Enter¥F—Z#ULEXT, WebR—Z TRRKIZIVYILET,



asco. Cisco Business

Cisco Business Wireless

Access Point

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point.

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the United
States and certain other countries. All third party trademarks are the property of their
respective owners.

WebR—IHFRRENBVBERK, BaF oD, R—ZEVUO—RLET, COAHPRE
M. https://ciscobusiness.ciscoZ AL TOT A LE T, WebT ZIHI(C hitp:/H" B

BNICANENDHER. TUVERAZMBIBEHICFHT https//EADTEIRENHY)
F9,

FE5
ROEDIZANLTEET I NEERLET,
EBEBEEI—HYE (RKR24XF)
- Admin Password

- BEEBENAD— ROHERR

INATD—=RORTRIOEDFIY VRY DAZHFIZLT, NAT—RZRRIBD L
ETEXY, [Start (AZ—hK )] Z20VYILET,
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Al b usad 10 managn T ACCI

5

A—YEBXEBNAD—RD7 17—/l Rilcisco, &EEDODNUVI—->3>#FEAL
BVWTLKEZV, ChZEfT5E, ROEIBIT— XY E—IHFRRENET,

Q

This site says...

cison 5 Uierndme Fasiword i nat lowsd 1o canfigurs for
SECUNRY FEasons.

B Show Passwoid
The same credednials will ba used o ACCESs Poem
S5H logn

S1an

FH6
RDESIZAHLT, 771X IAPEREL&T

- T4 VJAPH
. Country



. BE

. TimeZone

AvIa
aifean]n,
CISCO

Cisco Business Wireless 140AC Access Point

1 Set Up Your PrimaeyAP

Primary AP Name | Test

Country United States (US) v © 9
Date & Time  04/09/2021 M 9117 9
Timezone Central Time (US and Canada) - © o

Mesh () © 6

XY2AFY NIT—DZERTRERICOHK, XV 1ZBNCTIBENBYET
o T7AILBNTR, BHICBE>TVET,

ATYTT
(#7232 ) EEBEMTCBWI40ACOBEHIPERMICTER T, TS5 THVESR,

132 —7 T4 ARGDHCPHY—/NASIPT7 RLAZEBBLET. RAEZT 1Y JIPERR
EITBRICE, RDKSICABLET,

- BEIPPRLA
HTRYRNIRY
- [Default Gateway]

[next) 20y OLET,



@mﬂmh&mﬁhm AR LT AL

Managormork B Addess | 152 158 1 5D

Sarue 22523252250 e

[ Y e 152.1582.1.1 I

==

T7FZIWRTR, COFTZAVEEDCE>TVET,

FIR 8

AN READLT, DT4VLARY ND—DZERLET,

XY RND—=DF
cEFIUT 1 DOER
- NAT7L—X

- NATL—XOHER
- (#7232 ) [Show Passphrase]F T Y I RY VU AEAIZLET,

[next)] 20Uy OLET,

2 Create Your Wireless Network
v

Network Name | CBWWilan eo
Securty | WPA2 -1 °@
Passphrase | eesssese ee
Confirm Passphrase | eesesese o

@Show Passphrase ) 6
Back l Next ' 6

Wi-Fi protected Access(WPA)/N\—> 3 2 2(WPA2)lE, Wi-FitF1UF 1 OREDE
#TY,

FIRO

REZHEL. [BERZIOVYILET,



saflvanfn. . - - N
cisco Cisco Business Wireless 140AC Access Point

Please confirm the configurations and Apply

Usermames Admin
Primary AP MName Test
Country United States (US)
Date & Time  04/09/2021 9:14:16
Timezone Central Time (US and Canada)
Mesh No
Management IP Address DHCP assigned IP Address

MNetwork Name Test123
Security  WPAZ2 Personal
Passphrase: *v*%*>

Back ' Apply ’

[OK|Zo2UYyILT, REZERLET,

F)E 10

Primary AP will reboot after these configurations are applied. Click Ok to continue or click Cancel to return to the set up wizard.

H

( OK ) Cancel
N —
ROBEEARREN, RENFMRFEEN, DATLANVT—REhFET, ZhiZF102

DPHRBENBYYERT,

Saving the configuration...

This may take a minute.

)7 —hk, PUORARSA NOLEDREBRO A —NZ—2%BBLET, LEDY
TJV—=2ICRBLTVWRBEE., AOFIEICERET, LEDNFFVRE/NZ—2 28
ABVEBEE, XY ND—2ICDHCPH—NFBVWCEZRLET, APHDHCPH —
NEBAEAAYFELERIIN—ZICERENATVDEEZERELET,

FIE 11

PCODAYLAAT>a v IIBBHL, RELEXRYRND—VZBRLET,
[Connect] 20 Y ULET,

CiscoBusiness-Setup SSID#¢, U7 —MgIZRRENELLBEWET,



. -
Secured

+/ Connect automatically

7 @
Mobile
Airplane mode hotspot

AFY 7 12

Web7 S Y %BE, hitps//[CBWAPDIP7 KL X]EAHLFT, £k, TRLA
IN—IZ https://ciscobusiness.ciscoE AAAL ., Enter¥—%&#HL X7,

X ) ( & https://ciscobusiness.cisco/ ;

n H

COFIETE, httpTEBL hitpsZEANTD CEZ#EFLTSIEE W,

FH 13

[Loginl 20Uy U9 %,



alaln

asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco

are regi ks or fr of Cisco Sy , Inc. and/or its affiliates in
the United States and certain other countries. Al third party trademarks are the property of
their respective owners.

ATY7T 14

BELLILFYOYAEEALTOY AV LET. 0K ZTUY ILET,



I

asco. CISco Business

Windows Security X

Microsoft Edge

The server ciscobusiness.cisco is asking for your user name

and password. The server reports that it is from Cisco
Controller.

admin o
\

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered frademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in

the United States and certain other countries. All third party trademarks are the property of
their respective owners.
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DA4VYLAOKNZ TN 1—-F142 70> b
WEN 53 BEE, ROEY NERBLTEE L,

. IEL W Service Set Identifier(SSID)A"BIREn TWA L ZBREBLET, chilE, D4
YLAZXRY ND—TJRICERLIZERTT,

CENANTTIVEREREZY T RNYTOVPNEYIRILET, ENSAIILY—ERA7ONAA
—NFEALTVBVPNIZEHZL TVDAEMEEH ) ETT. cOVPNIFAISEWAEEMNE
HYVET, EeAE@F, H—ERXT7ONA A —E L TGoogle Fiz £/ 9 % Android(Pixel
JNEFMICIE, BALL THBHELEITAVPNIARENATWVWET, 754/ JAPER
DITBICRE, ChZEEMCTEIBEN HYET,

T TSARVJAPIChttps:/I<TZAXVAPDOIP? RLA>TOJA4 > LET,

- WHAEREZ 1T 2 =5, ciscobusiness.ciscolc AT 4> 32 H, Web7 ZIHIZIPF RL
AZAALT, hitps//IFERAEATVDCEZBELET, BREICK 2T, JE2
—Z(Chttp/INBEBADENTVRBZEN HYET, chid, IHTAOTALEEE
CERALE774LTY,

- APOERAFRIZWeb U7 VALY, 75UV ORBEICBET2EEZMRIDICE
. Web7' Z 0% ( ZDi5&EFirefox ) T[Open|X_1—% Y)Y YL, [Help] >
[Troubleshooting Information]iZ# &) L T[Refresh Firefox]2 V)Y J L& T,

Web UIZEA U =CBW142ACMX Y 2TV AT A DERTE

CHDRYRND—=D0%EYRNTYTITBDR—LANLYTFTR, XVZI1TOVATUHR
ZEBMNTDEFTT,

FIE 1

220XV ATOAT R %, BRULNBEOBIIEZELAHET, BRXYZ1TIRA
TUVEADODMACT RLAZEZEHET,

FIE 2
XYV ATOAT AN BETDETHNI09EFEET,
FIE3

Web7 SO TT AR VT IOEARA NAP)DIP7 RLRAZAHZLEF, [Login
120)vOLT, 7ZAXVAPIZTVEALET,



Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

Co)

T7ZARIAPICT O RT3 EHIC, A—HYEBE/NIT—ROILFUIvIIEAN
LEXT, [OK|Z2T0UYILZEXT,

FIE 4

Authentication Required X
® https:// is requesting your username and password. The site says: "Cisco Business
Wireless”

User Name: | h ‘
Password: ) ‘

o 9 Cancel

FIE 5

[DAVLARE]> [ XY21ICBEHLET, XV I1NFEBMCE>TWVWSD Z & ZHER
LTLEEV, [Apply] 20U Y O LET,

thiah 0
e .CIS.Col Cisco Business Wireless 140AC Access Point A @ z

*R Monitoring

T

?
£ (wireless Settings ? Q
NWLANs Mesh

% Access Points m

& WLAN Users

& Guest WLANs

; © (v @ °)

- Management o ©
¥

= Advanced

To add Mesh Extenders to the system, click

Wireless Settings >> WLAN Users >> Local MAC Address

General Mesh Backhaul Slot Ethernet bridging

Backhaul Client Access

Mesh Backhaul RRM




FIE6

XY ANEMCBEL2TVEWEES, WAPRV 7 —RNEZRTITIHEN HYET, R
YITTYTHRREN, U7 =MD THhNET, confiim Z2HITLERBICRRENET
o CHRIZIFWI0DIAYET, UT—K, LEDREFHONZ—2 THREICIEL .,
&, K, AL OBTRREAICKEBEICKITLTLS, BUKREBICEDYET, LEDD
BORE GBI, 1-Y RS EICNEBEFGVET,

ATYTT

[Wireless Settings] > [WLAN Users] > [Local MAC Addresses]ic BB L 7. [Add
MAC Address]22UY VL&Y,

afear]n, :
e e CIISCIO Cisco Business Wireless 140AC Access Point A ® ] o
@& Monitoring
£ (Wireless Settings ?2 Q
N WLANs 1 WLAN Users
% Access Points
o
= 2
% Guest WLANs (3
@ DHCP Server WLAN Users (Local MAC Addresses) (2)
¥ Mesh
Search
i Management (4] 12
Refresh Number of Blacklist:0 Number of Whitelist:2
& Advanced e
Action MAC Address Type Profile Name Description
@ x 68:ca:e4:6€:15:58 AllowList Any WLAN/RLAN GBW142 Mesh Extender
@ % a4:53:0e:11:04:88 AllowList Any WLAN/RLAN CBW140AC-€488

FIES8

XYDAT VAT VHAOMACT RLAERAZADLET, 2471 & 5891 U
ANELTEBBRLET, ROVIFA I XZI2—HS[T7O77A4ILB]IZBIRLET,
[Apply] 20 )Y O LET,

Add MAC Address

MAC Address ( 68:ca:e4:6e:15:38 ) o

Description (CBW142 Mesh Extender) © ()

Type (O Block list ® Allow Iist_) e

Profile Name (Any WLAN/RLAN D o

o@=

FIEO



BEQELORAVIIHZRETAIAVERLT, FNTOREERFEL TILED

o

2 Q A oB)= = @

BXYDAT VAT VROV THRYIELET,

Web UIZERLIEY 7 NI 7 OB LER

COEEBARATYTZRET BRIV IRNIITEEHRTDHEEIVLS 2D HY ETH
. WebUIZERITZBEICREBREICETIZICEK. ROFIEZFERATI 2B
HLFET,

T7ZARVAPOREDY I RNIITN=2 3V 2RTEBLCEHTBICE., ROFIE
ZERITLET,

FIF 1

WebA 2 2—T7 IS ADELRBICHDHET A2 Y 7L, [Primary AP
Information]2 2 )YV LET,

Primary AP Information

Frimary AP Name Cisco Buisness Wireless
Model CBW-145AC
1415DEF1

avs. 17 hours, 45 minutes

Frimary AP Time Sat Feb 27 10:05:15 2021
Timezone San jose

Country Multiple Countries - US
Management |IP Address 10.10.10.7

Memory Usage 63%

Max Access Points Supported 50
FME2

ETLTVWAN-D3V2BHFOVYIRNIITN-232EHRRLET, Y7 RDI
TEZEHMITIRBENHBINESHERRBLIES, VAV RIVZBAUET,



AP Information

Primary AP Name

Model CBW140AC-B
Serial Number
(Software Version 10.0.251.24 )

Up Time 5 days, 1 hour, 57 minutes

Primary AP Time Sun Mar 29 16:50:26 2020

Timezone Central Time (US and Canada)

Country US - United States

Management IP Address 192.168.1.125

Memory Usage 55%

Max Access Points Supported 50
V7RNIDITORH/N—2322RTLTVWRIEEE. "WLANOER, o> 3>
CBBITEET,

FME3

X Z 1—7 8[Management] > [Software Update] Z:#iRL £ 7,

[V7RDTT7DEHR V42 RONFRREA, —BECREOY 7 NI TN=-23Y
BENFRTENET,

Software Update

<10.0.251.24>0

ﬁ- Management) @

@ Access

% Admin Accounts

@ Time

v Transfer Mode  TFTP v

¥
mm Advanced IP Address(IPv4)/Name *  172.16.1.35

CBWAPY 7 KNJIT%ZEHTEEXT, 774X JAPOBREDRERFHIBRENELA

o

[Bx)E F— R (Transfer Mode)]ROY 7RI 1) A RN 5, [Cisco.com]ZiZIRL EFT,



Transfer Mode Cisco.com v

\utomatically Check For Updates HTTP

TFTP
Last Software Check
SFTP
Latest Software Release @isco.com )

FIH 4
VIRNIITOEHZEBNICEETILSICTTAIVAPERETSICIK., [EH

= BB (CHEER(Automatically Check for Updates)] RO Y 7°RZ0 > 1) X NTIE#(
Enabled)2 BIRLET, COOANV REFI7FILNTEMICE>TVET,

Transfer Mode Cisco.com v

Automatically Check For Updates CEnabled v)

VIRNIDITFIVINTTL, CiscocomTEHFELFEROYINDITTYS
F—MNFRATREZBEEE. ROFIEZETLET,

- Web UNDELRBICH B[V T NI I TE#HT Z— M(Software Update Alert)] 7 4 A 1&
BB (FERIL—)CBYET, TA4AA=2I2)Y U935 E, [Software
Update] R—I A" RRENE T,

VTR ITITOEFIR—OTBICH D[ EFARZ N EMIBE2>TVET,

I J
e CIISCIO Cisco Business Wireless 140AC Access Point ? Q oo

Software update is
available for your

Cisco Business
Wireless AP/APs on
cisco.com

Software Update

HHHEI 10.0.251.24

Transfer Mode  Cisco.com v
Automatically Check For Updates  Enabled -
Last Software Check ISERNER27044:292020
Latest Software Release 10.0.1.0 (2]
Recommended Software Release 10.0.1.0 9 (7]

=)



FIE5

[Save] 20 JY IO LET, ChICLY, BEEE—REEHOBHFI Y IOMATIT
DEINUELEREBEENREFESLET,

Transfer Mode Cisco.com v |

Automatically Check For Updates  Enabled v

Recommended Software Release — e

[BEDYTRIVIFFIVII71—ILRIE. BEOBBRLEFHY7MNIITTF
IVIDERALARYTHRRIENET, RREALVU—ADERRE. EICHDE
BRT7A2&20VYIFRERTTERT,

Transfer Mode Cisco.com v |

Automatically Check For Updates = Enabled o vl

Latest Software Release 9 e
(7,

Recommended Software Release

FIE 6

[ST<FIVIEIUYITRE, YIRIITFIVIREWODTCEFHTETTE
£7.



Transfer Mode Cisco.com v |

Automatically Check For Updates  Enabled v

Recommended Software Release _ g

ATYTT

V7RNDITOEFHZHETIRICE. [EHEIUYILET,

Transfer Mode Cisco.com 7

Automatically Check For Updates  Enabled

Recommended Software Release _ 9

(V7 RDITEHFH VA H—RIFRRENET, COVAHF—RTR., AD320DXT
ZIRISERTE XY,

-[UV—A(Release)]Z7 : MRV I RNIITVI—-RAFERIEHRVYIRNDITFTII—R
NDEESICTYTTF—RITBIHNZEELET,

. [Update]® 7 : APZWOUEY NTBIHLEELET, I<ICRTITIN, BTATD
1—=)LFBHABBIRTEET, [ X—P07TLADO—RNFETLERICTSA4IY
APHBEEIIC) T —RITDRSICERETSICIE, [AutoRestart] F T Y IRY U A% F
ICLET,

. [Confirm]& 7 : BIRANBZHRLE T,

DAY —ROBRIIRVET, BERZ2IVYITBHIC. VIOTEARDRTICRS
CENTEXT,



Cisco.com Software Update Wizard

Release Update Confirm

Select software version for updating Cisco Business Wireless:

@ Recommended Software Release 10.0.1.0

O Latest Software Release 10.0.1.0

FIE 8

(BB Z2o VY OILET,

Cisco.com Software Update Wizard

Release Update Confirm

You have selected:

Update Cisco Business Wireless APs to the recommended software
release

AP will be reset after all Access Points are updated

- D
Web UIT HOWLANDER

coto>arTlk, J4AYLAO—ALIVTRY RTD—J(WLAN)ZERTERT

o

FIE 1

WLANZERR 9 % IZ 1k, [Wireless Settings] > [WLANS]ICEBE L &£ 9, XIZ. [Add new
WLAN/RLAN]ZBRUL £ T,

i
e 'c||slclo' Cisco Business Wireless 140AC Access Point

@B Monitoring




FIE2
(£ 7T, XOBEREADLET,

- [WLAN IDJWLANDO EE % ZIRL £ 7

- B4 7 - WLAN®DRIR

. [Profile Name] : BEiZ AN T2 &, SSIDICEAILBHNBENICADENET, Bl
—ETHAIMENHY, INNFEBABDERTEEEA,

COBITE, ROTA—ILRETF7AILNDEERTIN, EBXDRELZITOIHEICH
ATHAZRLET,

.SSID: 7O77A4)LBRESSIDELTEMEELET, BDEIZISUTEETEEXT, Bl
F—ETHIVLEN DY, IMNFEZBAD LR TEERE A,

- [Enablel]WLANA'BIET B 1=HIClE. CchZBMOFRICLTHEEXT,
CEBR)D—  BE, 24GHzB R VBCGHZI ZA T RN ZRY ND—=DICTFOEATE
L5, ChEFTXTELTELET,

. Broadcast SSID : BEIESSIDZ#&HEL T, ChZ[Enabled DFXRFRICLTHEFRT,
CO—ANFTA77A4020 . COAFTIa>aBMCTRDE, 94T RNTEITSH
TWBARL—TFT A VI ATLANRREND D, I—HFENFRREIhET,

[Applyl 20 V)Y O LET,

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN ID | 2 v o
Type | WLAN - 9

Profile Name * Engineering

SSID * Engineering e

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy | ALL .t 2]

Broadcast SSID ()

Local Profiling (2]

FIE 3
[WLAN Securit)R 7 " RRx&EhET,

COBITRE, ROATZAVHFTFT7AILRNOERRIIBO>TVET,



cTARRYRND=D, FATTATRYRND—OTI AR N, BRTMACT 1)L &
DTRBIOEREICILELE, TAMKYRND—T0®Y NTYTOFEMICODVTRE
ROV IAVTHALET,

- WPA2 Personal - Wi-Fi Protected Access 2 with Pre-shared Key (PSK) Passphrase
Format- ASCll, COFA72 3>k, BriHE+—(PSK)Z £ L 7zWi-Fi Protected
Access 2(WPA2) 2 &k L £ 9,

WPA2 Personalld, PSKEREIZFRAL TXRY ND— V2 REITZLEHICFERAE DA
ETT, PSKIk, 7SS4 UAP, WLANEFIUF AR —, BT ISATUN
OEATEBICEREENET., WPA2 Personalld, XY ND—U LEORREEY —/VICHK
FLEBA,

cNATL—AFR  ASCIGRTF7 AL BMDERREBVET,
COFIVATRE, ROT7T1—)LREAALEL I,
. [Show Passphrase] : AHULENAT L —XZHRBITBICE. FIVIRYIREFY
. ;;;:)z;se] INAT7L—X(NAD—R)ODBEZADLET,
. [Confirm Passphrase] : BN HIC/NAT—RZES—EABDLET,

[Apply] 22U Y O LET, Chic&klY), FILLWWLANABEWICT VT4 712K E

EE
General WLAN Security VLAN & Firewall Traffic Shaping Scheduling
Guest Network
Captive Network Assistant
MAC Filtering o
Security Type WPA2 Personal
Passphrase Format ASCII
Passphrase *  VerySecure e
Confirm Passphrase *  VerySecure 9
o Show Passphrase
Password Expiry o
o @

Web UIBIHEIO A EONZRIICHZDREFAAZ2O)YOLT, REERELTLKE
=0,

2 Q A oB)= =

FIMES5



ER L EWLANZ KRR T B (21, [Wireless Settings] > [WLANs|ZiBIRUE T, 77U T
1 T BEWLANDOE A 212 £V, FIL VWLANARRENET,

. Wireless Settings
N

L Access Points
3 2

& WLAN Users

& Guest WLANs

¥ Mesh

ﬁ- Managemem Active Type Name ss&  SecurityPolley | Radio Palicy

x ] WLAN Personal(WPA2)
A Advanced
E WLAN Engineering Engineering Personal(WPA2) )

ERTDMBOWLANICK L TSNS DFIEE#EVIRLET,

A7232074 YL ARE

T, INTOELFFENREE N, O-ILIBERBITELELEE, W<D2HDF
723 iFedanT, ROEIZAVICEATSEEL,

-Web UIZ#RALESARMWLANDER (A7 3>)
FZVg=<>3a>- ZFZATZPAVT (FF72a>)
CODSATORNTAZPZA) T (AT232)

CEEYD, RYND—VOERHEMRRISIEBHITEELE,

Web UIZER L =7 A NWLANDERE, ( 73> )

7 A NWLANIZE. Cisco Business WirelessRZY RO —OADTARNTOEAZEMHL
£9,

FIE 1

T7SAXVAPOWeb UIICOTdALET, Web7 T EHE,
www.https://ciscobusiness.ciscoE AT L E T, #TITDHICEEN RREND &N
HYVET, RABREADLTLKEEV, TSAXIJAPOIPF RLAZAALTT Y
TATBDEETEERT,

FIE 2

Wireless Local Area Network ( WLAN ; EEO—AILIT VT RY ND—0 ) BREKRT
2k, [Wireless Settings] > [WLANs]ICBEBLET., XIC. [Add new
WLAN/RLAN]ZBIRLE T,

i
e 'cllslclo' Cisco Business Wireless 140AC Access Point

@B Monitoring

£ Wireless Settings
N\ @ WLANSs

¥ Access Points 1 1

& WLAN Users

& Guest WLANs



FIE3
(£ 7T, XOBEREADLET,

WLAN IDWLAND E S ZBIRLET

X1 7~ WLANDER

Profile Name : BaiZ AN 95 &, SSIDICEAIUBBINBENICADENETT, BEllE—
ETHPBENDHY), MNFE2EABD_ERFTEEFEA,

COBITIE, ROTA—ILREFT7AIILNOEETTN, ERDRELZTOIHEHR
ATHAZRLET,

SSID: 7OA77A)NBESSIDELTHEELE T, BEILWUTEETEET, Bl
—ETHAPVEN DY), MMNFZBADCERTEERE A,
EnableWLANA'BIET B 1-HICE, CchEAZ—TIOFERRICLTHEET,
FEHRADS —  BEE, 24GHzB K UVS5CGHZz ZA T M ZRY ND—DIZTF 91 AT
EBELSICAINDERICLTHEET,

Broadcast SSID : BEFSSIDZ#®EL T, cNZ[Enabled|DEXICLTHEX T,
O—AH)NZ707740>0: COFT72Ia>aBHTIE, 94T NTEITEHh
TWVWRARL =T A VI ATALANRREND D, I—YBENFRREIhFET,

[Applyl 20 V)Y O LET,



Add new WLAN/RLAN

Genearal

WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN ID | 2 v o
Type  WLAN v 9

Profile Name * CBWGuest

531D *

©

WLANs with same 55ID can be configured, unless
layer-2 security settings are different.

CBWGueast

Enable ()

Radio Policy | ALL - 0
EBroadcast 551D ()
Local Profiling (2]

FIE 4

[WLAN Securitl R 7 K RRENAET. COPITE, XOATTavFBREATVE

9o

CHARZRYRNTD—D BN
KV TTFATZRZYRND—=OTFABR N  MacEERIOSEFEAL TVWDEBEEE. Ch

ZEEWMCTRELZHEBMOLET, COMEERE., DA TVLARY NT—IOANDOELHKEC
WebBRZEFTD LKL 2T, FYTTATR—ZIILOFEEZRELET. COE
K&, iPhone® 7 )L ®Uniform Resource Locator(URL)ICIEEE h, WEEZETH L
AVER=Y NTOEANRATAETHDERBEN, ThULOWRERFXEHL V) K
Bho BRENZB/BENBVEE, A VE—XXYKNTIVRABFYTT1TR—ZILIZK
2TT7OYIEhTVWB ERBEh, Apple®Captive Network Assistant(CNA) A 8L 7
SOV ZEBREL T, FIHVA RUTR—FIIOTAZERLET, Identity
Services Engine(ISE)y¥ ¥ 77 1 7/R—ZRIIZURX AL I KNTBE, CNANTEIET ST
REMEABYET, TTANXVAPRK., CORBTZIYNRYTTYTTH0DEHLEL
x£79,

[FY¥TT 4T R—2)(Captive Portal)] : 2D 7 1 =)L RiE, [FARNRY ND—2

(Guest Network)]Z 7> A ABMIZBE 2D TVBRBEICOARRENETET, ChiFk, &
AECEATEDWeb R—RIILDRA T ZIBETRDEOICEAETIhET, F74)ILMD
Cisco Web7 R— R LR —AFREEZ A 35 (ZI&. [Internal Splash Page]ZiZRL £ 9,



ZYRD—=OHOWebH—NZFERLTF Y ST 14 TR—ZILBIAZTOIHEE.
[External Splash Page]ZiEIR L £¥., £/, [Site URL]Z 1 —JL RIZH—/NDURLZIE
ELET,

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Netwark () o
Captive Network Assistant () 9

MAC Filtering

Captive Portal Internal Splash Page v e
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