A1 Y FTOMACR—AZIINDERE
B

802.1Xl&k. WARNFNAAZHFAL, XY RNT—IANDFRET IV LARAZHIETREODOEERY —
ITT CORFAXIRTR, 95714 ANI—HFA4A2R—T T4 AGUNEERALTARI Y F
ICMACR— AR ZRETHHEEFHALET. ANV RIFA A EZ—T T A4 A(CL)ZE
FALUTMACR—ADNRIERETDHEILCOVTIR, CZH2IVYILTLEED,

E:COHARE, RARRIAENEZEEERITDEDHIC, 920EI>aveE10EY> 3
VTRUVEBZEXLET, I—b—, IR, £EREKEFICAN, VDELF|IEZHEFTL TET
TRDIC+ o BEBERNIHDEZERELET,

HcOWVWTE, AFEEZSRL TS L&,

RADIUS BED KRS ICBIEL ET ',

802 AXRREEICE, HTUAN(ITATURN), A—ETAT—Z2 (RAYFBREDXRY ~
D—5FNAR) . BLERBIH—/N(RADIUS)DIDDEBEIAVR—X U MAHYET,
Remote Authentication Dial-In User Service(RADIUS)I&, XY RD—OF7 UVt ADOERICKILD
AeRl. BFAI, ZHO 742 TJAAAZORNINEFERTEH T O AT —/NTT, RADIUSIE.
RADIUSH—/NE1DBLEDRADIUSY A 7 NETEXF AT BFRIABEHRIRBENDIVT(4T
R —NEFILEFERLET, VAT NDIDERIEL., VT4 T2 MHLANNDOT I 1A
ZHAENTVBILESHERAYFICEBHLET,

FT—toT4 77—, VAT NEREY—NOBTEHELET, £F., 9547 /I\?b‘
IDIEHRZEERLET, BEFELT, A—t2o T4 5—RE BV —/NNTHEREEELET, &E
. 947 MCREZI)L—LET, CORBETRE. 7.1'—12“/7_-4'7'—9(.1RADIUS'754
VREECAAYTFTE, AAM Y Fl&. Extensible Authentication Protocol(EAP)7 L — A% 7
TEIMEBRTEADT2ILILHERL T, R —/NERTFETEET,

MACAKR—ARRREICD2WT

MACAR—ZADFIFE T 3. HTVA RN FA—to T4 T—REBEITDFEZEHRL TVWEVE
&, FEEA—EIT1AT— ’;‘ltﬁhfékb\%’éﬁ RANOMACT RLAZFEAL TFAEL
ia“o MAC/\'—7\0)"T7°'J7J> N, #MERADIUSZHERL T (EAPEFEAETIC ) BREEE
£¥9., RADIUSH—NIZIEK, FHAENIEMACT RLAETZECERADKRARNTF—EIR—ANH
Ui@“o MACAR — A N FREEE R & Password Authentication Protocol(PAP)ZREEE L TIRS Kb V)
. B—=/N\NIEE M6 [Service-Type] = 10T NELSIBEREZRHELE T, ChsSDEREE,
Calllng -Station-IdEEDMACT RL AERARF—ER—AICHBMENTWVWAMACT RLAZ L
BLET,

IN—23224)1)—ATlE, MACR—ADH 7 HY NMIREEESh, EAPSRIES N E 1= (i
BRADIUSO VT NAZERTRDI—HEOHEAZRETHIHENBMENTVET, CD/N—
23> TR, I—YEOERERELEY ., MACR—ADHTUAVRNIHRULTI—HYERERGE
BABEDNAD—RERETDEETEFET,

MROD :


https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-350x-series-stackable-managed-switches/Configuring_MAC-Based_Authentication_on_a_Switch_through_the_Command_Line_Interface.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html

o e o e .......;..;. e D R A D | U S Se rver

naasllsssuliieesagesstgel  Authenticator

PC

AN

E:CORETE. RADIUSH—NEA—E 2T AT —R2DEHICSGE50X-24Z2FERALE T,
RADIUSH—/NXDAZRT 4 Y JIPF7 RL AlE192.168.1.100T, A—E>TAT—RDAZT A Y
JIP7 RL A1%192.168.1.101TF,

CORFIXNOFIER, FHRRE—RTRITENET, T—REFHAET—RICEETSIC
&, ALBO[RTIE— R(Display Mode)] RO Y 7RI A ND[F##l (Advanced)]&iZIRL £

o

ELIEGE English A\l Display Mode: Logout SNA About Help

I C

BR

1. RADIUSH—N\QFJ O—/NILERE
2. RADIUSH —/NF—

3. RADIUSH—NTIN—7

4. RADIUSH—/NT —%
5.RADIUSU S AT > b
6
7
8
9.
1

802 AXEREEZ’ O0/NT 4

. 802 1XFREEMACAR — A D FHREER TE

802 AXRRELRA N B LVt Y S 3 2 FREE
802.1XFERER— M EER

0. f&m

ZHETDITINAA

. Sx350X> 1) —X



. SG350XG> ) —X
. Sx550X 1) —X
. SG550XG> 1) —X

[Software Version]

- 2.4.0.94

RADIUSH—/Y®O ¥ O—/VNILE&RE

AT Y 71:RADIUSH—NELTHRETBAS Y FOWebR—RAI—F A UF 4O 140U, |
Security] > [RADIUS Server] > [RADIUS Server Global Settings]ic BB L %7,

F m— . x_ Save cisco RADIUS Language: Display Mode: Logout SNA About Help
SG550X-24 24-Port Gigabit Stackable Managed Switch I

“| RADIUS Server Global Settings

RADIUS Server Status: Enable

Port: 1812

» VLAN Management
» Spanning Tree

g Port: 1813

Trap Settings
RADIUS Accounting Traps: Enable
RADIUS Authentication Failure Traps: Enable

RADIUS Authentication Success Traps: Enable
TACACS+ Client

RADIUS Client |oApply| [ cancel
~ RADIUS Serven) @) -

RADIUS Server Keys

RADIUS Server Groups

RADIUS Server Users
er Accoun

Password Strength

©2011-2018 Cisco Systems, Inc. All Rights Reserved.

AT Y 7T2.RADIUSH —NHEED AT —RXRAZEMIC TS IZIE. [RADIUS Server Status] 7 1 —JL
RODOEnable]F T Y VRY DAZFIZLET,

RADIUS Server Global Settings
RADIUS Server Status:

Authentication Port: 1812 Default: 1812)
Accounting Port: 1813 sec (Range: 1 - 65535, Default: 1813
Trap Settings

RADIUS Accounting Traps: Enable

RADIUS Authentication Failure Traps: Enable

RADIUS Authentication Success Traps: Enable

}—-Apply—{[ Cancel l

ATYTIRADIUSTHIUT AV TARY N, KELEOTAY, BBLEOTAVICHLT
RZYTZ2ERTHICIE., BERODOEnable]F T Y VRY VRAZFICLTRTIYTZERLET
o NZY7l&. Simple Network Management Protocol ( SNMP ; B % %Y NDO—J BB 7OKN]
LYK 2>TERENDDATAARYNXYE—DTYE, BRARETDE, RTYTHAA
YFOSNMPYR—I ¥ ICERENET. ROMTYTRERFRDEHY T,

- [RADIUS Accounting TrapsRADIUST WO T AV TARNODRNZY T ZERTBBEIC
FICLET,



. [RADIUS Authentication Failure Traps] : XL EZOJA O RNRSY TEZERKTDICE, <D
FIVIRYIDRZFICLET,

. [RADIUS Authentication Success Traps] : KB LEZOTJA O RSY TREERTBICE,
DFIVIRYIAREFIZLET,

RADIUS Server Global Settings

RADIUS Server Status: ¥ Enable

Authentication Port: 1812 sec ( ult: 1812)
Accounting Port: 1813 sec (Range: 1 - 65535, Default: 1813)
Trap Settings

RADIUS Accounting Traps:
RADIUS Authentication Failure Traps:

RADIUS Authentication Success Traps:\|#/ Enable

|——Apply-—-” Cancel ]

ATY T4 [Applyl2 7)Y VLTREZREFELET,

RADIUSH—/\F—

AT Y 7°1:[Security] > [RADIUS Server] > [RADIUS Server Keys]ic BB U £ ¥ . [RADIUS Server
KeIX—Z A BHEEXT,

salariet . cisco RADIUS Language: [ TNNMIRA Doy Vode: [XTENSSIM Logout SNA About Help
cisco  SG550X-24 24-Port Gigabit Stackable Managed Switch [ [

» MAC Address Tables - RADIUS Server Keys
» Multicast

» IP Configuration Default Key: e Keep existing default key
( Encrypted
TACACS+ Client Plaintext
RADIUS Client
2 MD5 Digest:
RADIUS Server Global St
|Apply-f [ cancel
RADIUS Server Groups
RADIUS Server Users e Bels
RADIUS Server Accountil NAS Address = Secret Key's MD5
RADIUS Server Rejected 0 results found.
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client

TCP/UDP Services i
»

Add Edit

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

AT Y 72:[Secret Key Table] 2V 23> T, [Add.. 129 VYOLET. BEF—ZEMLET,



RADIUS Server Keys

Default Key: @ Keep existing default key
Encrypted

Plaintext

MD5 Digest:

Apply H Cancel |

Secret Key Table

NAS Address @ Secret Key's MD5

0 results found.
Add...
AT Y T3 [MBRF— DB IM(AdD Secret Key)] 71 > RONBFEEE T, [NAS Address|7 + —JL RIC

. RADIUSOZA TV REBEAAMYTFOT RLAZASILET, COBITE. IPPRLA
192.168.1.101ZRADIUSYV Z A 7> RE L TERAL XY,

NAS Address: (192.168.1.101 )
Secret Key: ® Use default key
Encrypted
Plaintext
}—Apply—{ | Close ‘

AT VT4 BEF—ELTEATEAT Y IV KRV EIDERLET. ROFT IV HHY
7,

. Use defaultkey : lEEE N —NTR., FNAARBRFEOF 72 NOF—XF5%EH
LTRADIUSYZA T NORIAZHAKET,

. [B& B {t(Encrypted)]:Message-Digest Algorithm 5(MD5) 2 A L TEEZBE ST DIk, B
BltEnEERTF—2ADLET,

 "TL=FFANY T L—FTFARNE—RTF—XFHEAILET,

ZOFITIE, [Plaintext]Zi®IR L. [Secret Key]lc[example]e VDB ZEZMEHL £ 9, [apply|Z2 BT
E, F—RBESEhEERICEYETD,

E MEBEF—ELTexampleE WS BEEZFERATRI LB BEHLERA, E-ERVEBERE
TLEETVW, BRI28XFEFEATEE T, NAT—RAIEMIETEZICKVEEE, /NAD
—REEVWNADT—RTIN, NAT—REBRARENATL—XICEX, BEEBEMAD
BHRIFEPRFZEESHANIBVTLELS, BELEHE > TV2EFEFEDLDEVON —BETT, 7L
—AZBRL., BHRIXEXHZO—BOXEEZANBADLEZHHOLET, HEICOVTE
L COYAOAQTOJREESBELTLSEETL,


https://blogs.cisco.com/smallbusiness/how-to-create-secure-and-meaningful-passwords

NAS Address: (192.168.1.101 (IPv4 or IPv6 Address)

Secret Key: Use default key
Encrypted

06 Plaintext [example ]g 128 characters used)
}—Apply—-{ I Close ‘

ATY 75 [Applyl 22 )Y VLTCREEZRELET, WEF—EMDSTREILENET, MD5IE
TR EHEL, BEIBETRETREAEV—ZD16ERE I Z/ERTIBESL/\Y S 1EHT
¥, MD5lF128EY RN\Y S 1EZEALET,

RADIUS Server Keys

Default Key: e Keep existing default key
Encrypted

Plaintext

MD5 Digest:

’—-ﬁpphﬂ—' [ Cancel

Secret Key Table
| (| NAS Address | Secret Key's MD5
192.168.1.101 (1a79a4d60de6718e8e5b3266338a€533 )

- L

Add... Edit... Dele

1]

7

RADIUSH—/NXTIL—7

AT ¥ 7°1:[Security] > [RADIUS Server] > [RADIUS Server Groups]icBBIL £,

salserhe I X Save cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco  SG550X-24 24-Port Gigabit Stackable Managed Switch [ ]

» MAC Address Tables “| RADIUS Server Groups
» Multicast = - = _— e = = TR
RADIUS Server Group table

a Group Name | Privilege Level = Time Range VLAN ID | VLAN Name

TACACS+ Client P | | Name | State
RADIUS Client 0 results found.
 RADIS Sever ) ) —
RADIUS Server Global St S
RADIUS Server Keys

RADIUS Server Users
RADIUS Server Accountil
RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services -
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

ATYT72[AdA.. ]8OV YOLET, #HLLVRADIUSH—NTI—TZEMLET,



RADIUS Server Groups

RADIUS Server Group table
Group Name | Privilege Level | Time Range VLAN ID | VLAN Name

Name | State

0 results found.

[ Add.. Edit... Delete

AT Y 7°3:[Add RADIUS Server GrouplX— A BHEET, FJI—7T0OZ8ZAILET, DY
Tk, JI—7T8BELTMAC802ZERAL £,

% Group Name: (MACSOZ ] (6/32 characters used)
% Privilege Level: 1 (Range: 1 - 15, Default: 1)
Time Range: Enable

Time Range Name: | ¥ | Edit

VLAN: ® None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)

|hpply | Close

AT Y T 4:[Privilege Level] 7 1 =)L RICTIN—TDEBT VL ABELRILEADILET, €HE
&1 ~ 15, 15 REBFET, F7AIMERF1TT, COBITE, BELRILFIOERICLET

o

X CORETIE. BRESHAPYLANZRELEE A,

% Group Name: |IVIA0802 | (6/32 characters used)
% Privilege Level: (1 ) (Range: 1 - 15, Defauit: 1)
Time Range: Enable

Time Range Name: | ¥ | Edit

VLAN: @ None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)

lApply| | Close

ATY 75 [Apply]| 20y OLTREZRELE T,



RADIUSY—/N1—Y

AT Y 7°1:[Security] > [RADIUS Server] > [RADIUS Server Users]ic BB L, RADIUSH 1—H'—
ERELET,

Save

isco RADIUS Language: |[ENeIY [ Display Mode: [YTEINSS Locout SNA About Help

Cisco. SG550X-24 24-Port Gigabit Stackable Managed Switch I <

» MAC Address Tables RADIUS Server Users

RADIUS User Table

» IP Configuration
Filter: oup Name equals AC802 v Go Clear Filter

TACACS+ Client User Name Group Name | Password's MD5
RADIUS Client | Oresults found.

~ RADIUS Server ) @)

RADIUS Server Global St

RADIUS Server Keys
RADIUS Server Groups
RADIL o)

RADIUS S
RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client

TADNIND Caninnn

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

ATY 7T 2[Add..]E8ZUYHILET, HLLI—HEEMLET,
RADIUS Server Users

RADIUS User Table

Filter: Group Name equals to | MAC802 v Go Clear Filter

User Name Group Name Password's MD5

0 results found.

LoAdde) | Edit.. Delete

AT Y 7°3:[Add RADIUS Server UseN X—ZA"FiE& €9, [User Name]7 « —/JL RIZ, 1—H D
MAC7 RLAZABXLET, coOfiTlk, IEI—XDL1—HXY NRMACT RLAZFEALE
T,

X MACT RLAO—FHFERITTWVS,



User Name: (54:EE:75: Y (1773

Group Name: | MAC802 ¥

Password: ® Encrypted
Plaintext
}—Apply—{ | Close

ATY 74N —=7RIROAY T7X IV ARNTIIN—7%FBIRLET, RADIUS Server Group
L B3V OATY 3THALLEREY), COIA—F0TI—788E L TMAC802%BIRL £

o

User Name: |54:EE:75:

Group Name: { MAC802 ¥

Password: ® Encrypted
Plaintext
}—Apply—{ | Close

ATYVTE: ROVThADOATSIVREVEZBRLET,

- BES1  MD5ZER L TBEZRSILIZDLHICF—HNERAEThET, BSILeERTSIC
&, BS{LEhEERXATEF—ZADLET,

cTL=UFTFAN BELENLEF-—XFH (BOTFNA AL S ) ABEVEER, TL—
TFARNE-RTF—XFINEZANLET, BELThEF-—XFIFERES I, RREh
xY,

CDI1I—YDONAD—REL TPlaintextZBIRL, 7L—2TFARND/NADT—RELT
exampleZ AL E T,

F:T7L—FFARONATD—REL TexampleZEATRH L RFREEOLELEA, KViED
BNAT—RZFERITZDCEZ2HEHOLET,



& User Name: |54:EE:75: (17/32 characters used)

Group Name: | MAC802 ¥

& Password: Encrypted I

OG) Plaintext (example )@ 32 characters used)
'—Aple [ Close ]

ATYT6 RENFETLES., [Applyl 22V Y O LET,

ShT, RADIUSH—/SOBENRTLELE, ROEIS IV TR, 2BADAS Y FEA—1
SFAT—RELTRELET,

RADIUSY 5 A TF~ b

ATV A=t TAT—RFELTERETDAAY FOWebR—ADI—FT 4 )T 4207
4 > L. [Security] > [RADIUS Client]ic BEIL £7 .

Wrher _—— — - cisco Authenticator Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I <

Getting Started
Dashboard

RADIUS Client

Configuration Wizards RADIUS Accounting for Management Access can only be enabled when TACACS+ Accounting is disabled. TACACS+ Accounting is currently Disabled.

Search
» Status and Statistics

RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)
— Management Access

b dinistration Both Port Based Access Control and Management Access
» Port Management e None

» Smartport

» VLAN Management
» Spanning Tree

» MAC Address Tables “ Retries:

Use Default Parameters

(Range: 1 - 15, Default: 3)
» Multicast

» IP Configuration
-

min (Range: 0 - 2000, Default: 0)

3

Timeout for Reply: 3 sec (Range: 1 - 30, Default: 3)
0
D

TACACS+ Client Key String: Ei
T £l “ ncrypted
(RADIUS Client)| 2 )

» RADIUS Server Plaintext 0/128 characters used

e e o Source IPv4 Interface: | Auto v
» Key Management
» Mgmt Access Method Source IP6 Interface: | Auto ¥

Management Access Authe

» Secure Sensitive DataMan | |- appiy|

» Qal Qanar
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

AT Y T2[RADIUS Tablel 233V ETTFICAZO—/L., [Add..JEOUYILET,
RADIUSH—/N&BML £ 7,




Use Default Parameters

Retries: 3
Timeout for Reply: 3
Dead Time: 0
Key String: ® Encrypted

Plaintext

Source IPv4 Interface:  Auto ¥

Source IPv6 Interface: = Auto v

|mpply-f | Cancel

RADIUS Table
Server | Priority = Key Timeout = Authentication | Accounting | Retries =Dead | Usage
String (Encrypted) | for Reply Port Port Time | Type
| Oresults found.
‘ Add... Edit Delete

An ~ indicates that the parameter is using the default global value.

ATY 73 (F7Za ) [Server Definition] 7 41 —JL R T, RADIUSH—/NZIP7 RLAFEIEA
HCTETINESHZERLET, COFITIE, [ByIPaddress] D77 # )L N DIBIRZ#ERFL

x7.

Server Definition: ® By IP address, By name

IP Version: Version 6 @ Version 4

Server IP Address/Name:
Priority: Range: 0 - 65535
Key String: ® Use Default
User Defined (Encrypted)
User Defined (Plaintext)
Timeout for Reply: ® Use Default
User Defined

Authentication Port: 1812 Range: 0 - 65535, Default: 1812
Accounting Port: 1813 Range: 0 813
Retries: ® Use Default

User Defined

Dead Time: ® Use Default
User Defined
Usage Type: Login
802.1x
e Al

}—Aaply—{ ‘ Close ‘

ATV T4 (AT 32 ) [IP Version]7 1 —)L RT, RADIUSH—/YDIPF7 RLADO/N—=2 3>
ZERLET, COBITE, N=23240FT7 2 NOBREZHEZFL XTI,

Server Definition: ® By IP address By name
IP Version: Version 6
Server IP Address/Name:
Priority: 5535
Key String: ® Use Default

User Defined (Encrypted)

User Defined (Plaintext)
Timeout for Reply: ® Use Default

User Defined
Authentication Port: 1812 812
Accounting Port: 1813 181
Retries: ® Use Default

User Defined
Dead Time: ® Use Default

User Defined
Usage Type: Login

802.1x

e Al

|Apply—|| Close |

AT Y 75 RADIUSH—/NTIP7 RLAEERBRIZADLET,
—)L R(2192.168.1.100DIP7 RLAZA DL E T

[Server IP Address/Name] 7 /4



Server Definition: ® By IP address By name
IP Version: Version 6 @ Version 4

Server IP Address/Name: (192 168.1.100 )
Priority: | | (Range: 0 - 65535
Key String Default

r Defined (Encrypted)

Timeout for Reply:

Use
Use
User Defined (Plaintext)
Use Default

Use

r Defined
Authentication Port: 1812 Range: 0 - 65535, Default: 1812
Accounting Port: 1813 Range: 0 - 65535, Default: 1813
Retries: ® Use Default

User Defined

Dead Time: ® Use Default
User Defined
Usage Type: Login
802.1x
e Al

(Sr—
ATVT76 : H—NOBEXEZANLET, BEIEMICE>T, FNA AN I1I—HYEFBIETH 1
CH—NICEREITIIEFNIREVET, TNM1 AR, BOICEEELEENOSVRADIUSH—/\H
SEHBRLEYT, PONfNRESVELIENTT,

Server Definition: ® By IP address By name
IP Version B Version 6 (@ Version 4
Server IP Address/Name: 192.168.1.100

Key String: ® Use Default

User Defined (Encrypted)
User Defined (Plaintext)

Timeout for Reply: ® Use Default
User Defined

Authentication Port: 1812 Range: 0 - 65535, Default: 1812
Accounting Port: 1813 Range: 0 - 65535, Default: 13
Retries: ® Use Default

User Defined

Dead Time: ® Use Default
User Defined
Usage Type: Login
802.1x
e Al

ey [ Cose |
ATYTT: FINAAERADIUSH—/NENBENRIAS KRB SILICERITEIF—XFIEASD
LET. cOF—(F., RADIUSH—NTRETIhTVERF—E—HLTVWEIHRENHYET, B
FSUELRETL—2TFARNERNTALTEE T, [Use Defaul] M iBIRE N TVWBBE., 7/\NA
ARTF72ILMOF—XFHZFERAL TRADIUSH—NNANOREZRAETET, Tk, 1—%
E&(Plaintext)ZEAL. ¥F—0OhlZAHLET,

ERYVOBEFT7AILRNOXRRIILET, LEICRHUTHRETEXT,



Server Definition:

IP Version:

® By IP address By name

Version 6 @ Version 4

Link L

Link L

Server IP Address/Name: 192.168.1.100

Priority: 0

Key String: Use Default

User Defined (Encrypted) \
@ User Defined (Plaintext) (7/128 characters used)

“* Timeout for Reply: ® Use Default

User Defined |0

Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)

* Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)

* Retries: ® Use Default

User Defined

* Dead Time: ® Use Default

User Defined |Defaul

Usage Type: Login
802.1x

e Al

f-appy-| [ ciose |
ATY 78 [Applylz o) Y U LT,

802.1XFRE7'ONT «

[Properties]R—Z &, R—KNFTNA ARIAZTO—NILICEHMICT D EHICEALET,
HEEEEZICE, ER—PNTITO—NILBELTERICT 9T AT ICTIHENHVYET,

REZHRELET,

AT Y 7°1:[Security] > [802.1X Authentication] > [Properties]icBEIL £ 7

M . cisco Authenticator Language: Display Mode: Logout SNA About Help
X-24 24-Port Gigabit Stackable Managed Switch I

T g D
cisco SG5S

» IP Configuration .
| Properties

TACACS+ Client
RADIUS Client
» RADIUS Server
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe Guest VLAN ID T
Secure Sensitive Data Man
SSL Server
SSH Server
SSH Client
TCP/UDP Services
» Storm Control
Port Security
(2}
3
Port Authentication
Host and Session Authen
Authenticated Hosts
Locked Clients
Web Authentication Custc
Supplicant Credentials
MAC_Racad Authanticatic ©
»

Port-Based Authentication: Enable

Authentication Method: RADIUS, None
RADIUS

None

Guest VLAN: Enable

Guest VLAN Timeout: Immediate

User Defined sec (Range: 30

>
»
>
" Trap Settings
802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: | | Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable

Enable

Web Authentication Quiet Traps:

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

AT Y7 2[Enable] FIYIRY IREFAIZLT, R—MR—ARIAZEMICLET,

un

C

'ﬂ__l'_|l
Rt



Properties

Port-Based Authentication: «| Enable

Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e Immediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

ATV 73 A—HRAFEEBRLET, BAESXE L TRADIUSZEBIRLE T, AOAT> 3
IHBYET,

- RADIUS, None:RADIUSH—/NZFERAL T, KRAICAR— R RIEZETLE T, RADIUSH S
BAZEENABEVEES (TN ETILTVWRBEALE ), BIARRTELT, v 3
CREFTENET, Y —NEFERATETHZ N, I—HOILF Y IILNFELLBWVWEE
 TORAREREA, Y2 a2 KR TLETD,

- RADIUS:RADIUSH —/NTI1—HZREEL £ T, RN RITEhBWVWEES, v a2 E@FEHF
AEhEL A,

-[None] : I—H &AL FELA, LY a3 aHFTLET,



Properties

Port-Based Authentication: «#| Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e Immediate

User Defined

Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

AT Y T4 (F7°2 32 ) MAC Authentication Failure Traps# & T* MAC Authentication Success

Traps@DEnableF T Y JRY DAZFAICLFET, chiZ&kl), MAC

B AN S & = 9578 | O

BERILNSYTHERENET, ZOHITIE, MAC Authentication Failure Traps & MAC

Authentication Success Traps® @ H ZE%IC L £

Properties
Port-Based Authentication: < Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e |mmediate

User Defined

Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable

MAC Authentication Failure Traps:

«# Enable
MAC Authentication Success Traps: «#| Enable

Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

AT Y 75 [Apply] 2o VY ILET,

802.1XFBREMACAR — A D) FRRERLTE

COR=ITF, MACR—ADFLICERATERE RETETBZREERETERT,




AT Y 7'1:[Security] > [802.1X Authentication] > [MAC-Based Authentication Settings]ic BE L &

stfied cisco Authenticator Language: Display Mode: Logout SNA About Help
CISCO SG550X-24 24 Port Gigabit Stackable Managed Switch I

MAC-Based Authentication Settings

TACACS+ Client
RADIUS Client
» RADIUS Server
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe

MAC Authentication Type: o EAP
RADIUS

» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services
» Storm Control
Port Security ase: o Lowercase
o e €) o
Properties
Port Authentication
Infestieivel Sxss A Password: ® Use default (Username)
Authenticated Hosts Encrypted
Locked Clients
Web Authentication Custc (P

MAC Authentication Password

Password MD5 Digest:

|ppplye| | Cancel Display Sensitive Data as Plaintext

©2011-2018 Cisco Sy . Inc. All Rights Reserved.

AT Y 7 2:[MAC Authentication Type] T, XDV FnH ZBIRLFT,

-EAP : A4 Y F (RADIUSYZ AT~ K~ ) ERADIUSH—NBEDO KT 7 1Y JICEAPAT &I
ftE N /-RADIUSZFEAL £F. RADIUSH—/NEMACR—ADHGTUHY N EFBIALET

. RADIUS MACR—ADHTVAY NERIATBAALYF (RADIUSYZATUR) &
RADIUSH—/NNBO KT 714 v JIZWL T, EAPA7 )Lt L TRADIUSZFERAL T,

COBITIE, MACRREERZ 1 7°& L TRADIUSZREIRL £ 9,
MAC-Based Authentication Settings

MAC Authentication Type: EAP
e RADIUS

Username Format

Group Size: 1
A
4
e 12
Case: e Lowercase
Uppercase

MAC Authentication Password

Password: ® Use default (Username)
Encrypted

Plaintext

Password MD5 Digest:

'—AppH I Cancel l [ Display Sensitive Data as Plaintext l

AFYTIA—HEOEXT. 1—HEELTREEETNBMACT RLAORY Y REDED




ASCIXFOBZERLET., CcODBFE, JIL—THA XELT2ZERLET,

X 1B, [Radius Server Users]22< 3> TMACT RLAZANTBDHEERL
THDdEE2BWAELET,

MAC-Based Authentication Settings

MAC Authentication Type: EAP
® RADIUS

Username Format

Group Size: 1

Group Separator:

Case: e Lowercase
Uppercase

MAC Authentication Password

Password: ® Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

'—Apply—{ [ Cancel I [ Display Sensitive Data as Plaintext J

ATYTAMACT RLATERZENLEXFIIN—THORXRYYXFELTERAT I NFERERL
I, COFITRH, ROBAZERLET, JI—TXYPURSELTHEALET




ATYTE[RXF] 74 =)L RT, [PN|FELER[AN]ZBRL, I—F—BE2PNFREFANF
TEELET,



MAC-Based Authentication Settings

MAC Authentication Type: EAP

e RADIUS
Username Format
Group Size: 1
e 2
4
12
Group Separator: o :
Case: Lowercase

MAC Authentication Password

Password: @ Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

l'—*PB*Y—{ [ Cancel l I Display Sensitive Data as Plaintext ]
ATYT6: NATD—REE, AM4 Y FHARADIUSH—NZN LU CHREICEATEIHEZEERLET
o RDAZT2A2OVThAZBIRLET,

[F7AIINEFER (1—HF ) (Use default (Username))] : EExE N1 —HEZ/N AT —
RELTHEATRIESICERLET,

. [Encrypted] : BE{LE IR T/NAT—RZEERELET,

cTL—TFAMN L= FFANERTNANRAT—RZERZLET,



MAC-Based Authentication Settings

MAC Authentication Type: EAP

e RADIUS
Username Format
Group Size: 1
e 2
4
12
Group Separator: o
Case: Lowercase

® Uppercase

MAC Authentication Password

Password: Use default (Username)
Encrypted

@ Plaintext @xample )

Password MD5 Digest:

i Apply ‘ | Cancel | | Display Sensitive Data as Plaintext I

¥ : Password Message-Digest Algorithm 5 (MD5) Digestld, MD5A A4 TARNNAD— RERR
LET. MDSIKEES{L/\Y 2 1 BT, F—R2O—BEWMBL., BEFBEIUETREREV—ED
16 H N ZERLET, MD5I128EY NN\Y S 1fERERALE T,

ATY7T[Applyl 20 )Y UL, BREANERTAV74FX1L—23 0774 IILICREENET,

802 1IXRRALRA MBS LY > 3 > F8HE

[Host and Session Authentication|/’R—= Tlk, 802AXNR—NTEMET DI E—RE, EBRNRE
ENLEBEICRTIBTIVIIVEERTEERT,

AT Y 7°1:[Security] > [802.1X Authentication] > [Host and Session Authentication]icEL £

o



ot _ - - X Save cisco Authenticator Language: (SRS Disvioy Vode: [XTENSM Logout SNA About Help
cisco  SG550X-24 24-Port Gigabit Stackable Managed Switch I

ETSTERTT—T

TACACS+ Client

Host and Session Authentication

RADIUS Client Host and Session Authentication Table Showing 1-28 0f 28 Al ¥  per page
» RADIUS Server

Password Strength

» Key Management Entry No. = Port Host Authentication Single Host

' REpAEEEss M Action on Violation | Traps | Trap Frequency | Number of Violations
Management Access Authe

Secure Sensitive Data Man Multipie Host(802:12)
oL G Multiple Host (802.1X)
SSH Server Multiple Host (802.1X)
SSH Client Multiple Host (802.1X)
WIS Multiple Host (802.1X)

» Storm Control
Port Security Multiple Host (802.1X)

~ 802.1X Authentication ) ) Multiple Host (802.1X)
Properties Multiple Host (802.1X)
P?n Authentication Multiple Host (802.1X)

e Multiple Host (802.1X)
e G Multiple Host (802.1X)
‘Web Authentication Custc Multiple Host (802.1X)
Supplicant Credentials Multiple Host (802.1X)
MAC-Based Authenticatic

» Denial of Service Preven':n v

Filter: Interface Type equals to | Portof Unit1 v | [ Go |

»
»
»
»

Multiple Host (802.1X)
Multiple Host (802.1X)

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

ATV T2 RARBAZRETAIR—NZERLET, COHFITE., GE1Z2I RFANICHES
TRDRSICRELET,

Host and Session Authentication

Host and Session Authentication Table
Filter: Interface Type equals to Portof Unit1 ¥ [ﬂ]
Entry No. | Port Host Authentication Single Host
Action on Violation = Traps | Trap Frequency | Number of Violations

@ 2 GE2  Multiple Host (802.1X)

3 GE3  Multiple Host (802.1X)

4 GE4  Multiple Host (802.1X)

5 GE5  Multiple Host (802.1X)

6 GE6  Multiple Host (802.1X)

7 GE7  Multiple Host (802.1X)

8 GE8  Multiple Host (802.1X)

9 GE9  Multiple Host (802.1X)

10 GE10 Multiple Host (802.1X)

11 GE11  Multiple Host (802.1X)

12 GE12 Multiple Host (802.1X)

13 GE13 Multiple Host (802.1X)

14 GE14 Multiple Host (802.1X)

AT Y 73[Edit. JZEOVYILET., R—hERELET,



10 GE10 Multiple Host (802.1X)
11 GE11  Multiple Host (802.1X)
12 GE12 Multiple Host (802.1X)
13 GE13 Multiple Host (802.1X)
14 GE14 Multiple Host (802.1X)
15 GE15 Multiple Host (802.1X)
16 GE16 Multiple Host (802.1X)
17 GE17 Multiple Host (802.1X)
18 GE18 Multiple Host (802.1X)
19 GE19 Multiple Host (802.1X)
20 GE20 Multiple Host (802.1X)
21  GE21 Multiple Host (802.1X)
22 GE22 Multiple Host (802.1X)
23 GE23 Multiple Host (802.1X)
24 GE24 Multiple Host (802.1X)
25 XG1 Multiple Host (802.1X)
26 XG2 Multiple Host (802.1X)
27 XG3 Multiple Host (802.1X)
28 XG4 Multiple Host (802.1X)

| Copy Settings... | ( Edit.. )

AT Y 7'4:[Host Authentication ( IRARFREE ) 17 1 —/L KT, ROVWThADOF TS 3> zER
LET,

1.2 INKRARNE—R
A ENEOTAT RN HBEE, R—NEFTENET, 1DOR—NTHATES
RANFIDEGTT,

- R—=KMAFET, TARVLANDABHICA2>TVWBRBE, ZIBULINS T4V IT AR
VLANIZEBY Y 7EhET, ITRERNRSZ T4V D, '7‘ZI\VLAN$7"(.1%“E€*1TL\7K
WVLANICEL TV WBRY, ROYZFTENET, YARNVLANAR—KNTEHEMICKZ > TV
BWEE, ERFVLANICE T2 RINERNT T4V IOEGNF T IV DENET,

-7k°—|\7§‘7¥< RENdDE, BRBENERARDYSORIBULRNS 714V IOBRTRIFEL
574V, AZTA4YIOVLANX Y N—=2Y TR—RBEICEIVTT VYD EahE
T EOKRARNASORNT 74y oK ROY TENET,

O—YE, RO AHRIZRADIUSH —/NICK 2 TEIY HTSNEVLANIC, FFaiesni
RARDASDERIBURS T4V IONBIVE Y TEhDELSICEETEET, XTFE
RZ74Y Uk, RADIUSICK 2 TEIVY H TS NAVLANE ZRFEREEE TV LWLANIC
BLTLAEWRY, ROYZ7EhET, R— KN TORADIUS VLANEIY) HTE, [R— KR
MR- TRESNE T,

2.XILFRANE—R
CHAENEOTAT Y R DEL temﬁﬁa“%iE'A R—KNEFTENET,

A R—=KAFRET, TARNVLANAEBMICHZ 2> TVWBRBE, ZTIBLRNZ T4 Y IT AR

VLANICEBRY Y 72 hET, FINERSTT14v 0. YARNVLANE GRS hTOAE



WVLANICELTUVWAEWRERY ., ROYZ7ENET, YARNVLANFAR—RNTHZIICZ>TY
BWEBE, FRIAVIANICE TR RIFERT T4V IOREGNFTUYZEnET,

cIR—RMHFERBEEhDE, AZTAYOVLANXA U N=2 9 TR—RIEEREICEDVT, R—
MCEZREATVEIINTORANDSORIBLRNS T4V IOERTINERNT T4V D
KTV EhET,

CREE7OEAFIZ, RADIUSH—/NIZK 2 TEIY HTSNEVLANIC, RBAIR—KASDXR
7&bh37417#ﬁ717éh6$9L$ET%&?O97ﬁ€h77417m\
RADIUSAZIV) HTAVLANE AR N TOVEVVLANICEL TWARWRY, ROV
ENET, R— BN TORADIUS VLANEIVY) H Tk, [R—RREIR—D TRESNE T,

3.NXINFEY>avE—R
S VINKRAMNE—RENILFRAMNE—RERERY), YILFEYZIAVE—RDOKR—
MCREERREAT—R AR DY FHBA, CORT—RARK, R—NIEHRENEZSIZAT
VRICEI)HETSsNhET,

- FREEENTUVEBVWLANICE TSR INFERNT 714 v 0k, RARNFAEhATVWEAE
SHChDHST, BICTVYDEnET,

- JERRREVLANICE L TV B VARERARNDYSODRINERNT T4V IOBRTRITBELND
71499k, VLIANCESZHLTAMCHE>TVWREERESARNVLANICBEY Y 7&h, R
—RTHARNVLANAERICHE 2 TVRVESRK ROY 7EhhET,

- REE7’OEAFIC, RADIUSH—/NIZK 2 TEIY HTSNEVLANIC, RBAIKR—KASDXR
TJBULRSTAVINBIYYTENDELSICETEET, ZINERNRT T4V T,
RADlUSfJ‘EIJUé'cr-VLANﬁr-tatmrtén'CL\m,\VLANLfl,'C\,\f:;\,\ISEU rROy 7
EhEF, R— N TORADIUS VLANEIVY YTk, [R— KEREEIR—D TRELE TS

Interface: Unit |1 v Port | GE1 ¥

Host Authentication: Single Host
Multiple Host (802.1X)

® Multiple Sessions

}*Apply—i | Close

ATY 75 [Applyl 2V )Y O LTREREZRFLET,

X BREOIE—Z#A. GE1ORIUREZE/HOR—NIERAL E£T, RADIUSH —/NIZ#E#H
ENTVBKR— NEMultiple Host (802.1X)DEFIZL F£T

802.1XFRRER — N RRRE

FAR—RNEREE XR—P Tk, BR—NONTA—R%EZRETEET, RENDZEND—IPIX, FA
REREEAR E, R— M BEIREREHRRETHIBEAICOXTETH D, TEETORICAR—
I %14 7% [58 HI A& FR 5% d (Force Authorized)|IcEE TR L Z2HBOHLET, RENTTLLES
R— NI Z LB OREICELET,



E: TR, MACR—ADFREICAERBRELTZRELET, BYDORERT7AILNDOE
RICBYWFRT,

AT Y 7°1:[Security] > [802.1X Authentication] > [Port Authentication]icBEL £7 .

cisco Authenticator Language: Display Mode: Logout SNA About Help
SG550X-24 24 Port Gigabit Stackable Managed Switch I

» Multicast

Port Authentication

» IP Configuration

Port Authentication Table
TACACS+ Client
RADIUS Client
RADIUS Server Entry No.  Port Current Port = Administrative RADIUS Guest Open Access  802.1x Based MAC Based Web Based Periodic Reauth
Password Strength Control Port Control VLAN Assignment | VLAN entica
Key Management
Mgmt Access Method
Management Access Authe
Secure Sensitive Data Man Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
SSL Server Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
SSH Server
SSH Client
TCP/UDP Services
» Storm Control Port Down Force Authorized ~ Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Security Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
©_802.1X Authentication) ) PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled

S Port Down  Force Authorized  Disabled Disabled Disabled  Enabled Disabled Disabled Disabled

Filter: Interface Type equalsto | Port of Unit1 v | | Go |

Authorized Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Down  Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Host and Session Authen Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Authenticated Hosts PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
Locked Clients PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
Web Authentication Custc

Quinnlirant Cradantisle

Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

ATYT72: R—FMHAAZREIT DR EZERLKT,

E AV TFHAERENATVBR—MERELAVWTKEEVY, RA/YFREETEDZTNIA
THAEH, TOR—BNIFEBAZ|DELIZLET
Port Authentication

Port Authentication Table

[ —
Filter: Interface Type equals to Port of Unit 1 v I Go |

| Entry No. | Port Current Port | Administrative RADIUS Guest Open Access = 802.1x Based MAC Based Web Based Periodic Reauth
Control Port Control VLAN Assignment | VLAN Authentication | Authentication = Authentication | Reauthentication
@ 2 GE2 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
3 GE3 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
4 GE4 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
5 GE5 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
6 GE6 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
7 GE7 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
8 GE8 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
9 GE9 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
10 GE10 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
11 GE11  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
12 GE12 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
13 GE13 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
14 GE14 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
—_— o -— . ° =
ATY73: FICA2O0-J)LL, [Edit.]29UYOIL&ET, R—HhEJELET,
11 GE11  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
12 GE12 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
13 GE13 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
14 GE14 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
15 GE15 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
16 GE16 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
17 GE17 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
18 GE18 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
19 GE19 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
20 GE20 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
21 GE21 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
22 GE22 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
23 GE23 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
24 GE24 Authorized Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
25 XG1 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
26 XG2 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
27 XG3  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
28 XG4 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
I Copy Settings... | ( Edit... )

[R—RRIADHEBEINRN—ZT, [BEOR—NFHH] 7 «—)L RICBEOR— NBIEPREN RIS N
9, REN AuthorizedDHE K. R— |\7’J"';h\nE‘c‘5 hah., BEBKR— NFHEAD Force Authorized|\Z
BHET, BIZ, REN Unauthorlzed(D Sa. R—RMNEFRFEEhTLVAEVS, EER—NEEE



Force Unauthorized\Z7%3V) £, YT VAV KNF AV R—T IAATHEMIZBZ>TVRHE, B

D

R—REEETTVAD NERYET,

ATYVT74: EBR—NOFTMREZERLET, R—hZ2EHBICRELET. EAARETTS
IAVEFRDERYTT,

. Forced Unauthorized : 1 2 —7 I A AZFEBRREICBITIDEICK2T, 102—7

TARTIEAEEELET, FAARR, A1VE—TIARAEALTISATY NCRE
ﬂ_EXEE{;biﬁho

- [Auto] : FNAATR—MR—ADFRHEHFTZBMLET, 1 X—T I RRF. FNA

AETTATY NEORARBICETVWT, FAThEREFTLEETESREOBZBEHL
£

. Forced Authorized : 828l L TA X —T I A4 AZE&KRLET,

p: 3

[ AZEBAEET T,

Interface Unit |1 v Port GE1 ¥
Current Port Control Authorize d
Administrative Port Control. Force Unauthorized

Force Authorized
RADIUS VLAN Assignment: e Disable

Reject

Static
Guest VLAN: Enable
Open Access: Enable
802.1x Based Authentication: # Enable
MAC Based Authentication: Enable
Web Based Authentication: Enable
Periodic Reauthentication: Enable
Reauthentication Period 3600
Reauthenticate Now
Authenticator State: Force Authorized

Edit

Maximul m WBA Login Attempts: @ Infinite

User Defined
Maximui m WBA Silence Period: @ Infinite

AT
EE

v 7°5:[802.1X Based Authentication] 7 41 —/)L KT, [Enable] F T Y VRY VRZFT7IZLE
Chid, FREEIC802.1XZEFERAL AWV TT, 802.1x Based Authentication® 77 # )L ME

FEXTT,

Interface: Unit |1 v Port | GE1 v
Current Port Control: Authorize d
Administrative Port Control: Force Unauthorized
e Auto
Force Authorized
RADIUS VLAN Assignment: e Disable
Reject
Static
Guest VLAN: Enable
Open Access: Enable
802.1x Based Authentication:
MAC Based Authentication: Enable
Web Based Authentication Enable
Periodic Reauthentication: Enable
Reauthentication Period 3600
Reauthenticate Now:
Authenticator State: Force Authorized
Edit
Maximul m WBA Login Attempts: @ Infinite
User Defined
| | Maximu m WBA Silence Period: @ Infinite

AT

V76 HTUAY ROMACT RLAICETVWTR— I\w.,\nEEﬁxiJh_?éi%éti [MAC

Based Authentication] ®[Enable]F T Y VRY VRAZF/ICLET, R—KNTHERATE HMACK

—A

DRIAE8DEFTT,



Interface: Unit |1 v | Port |GE1 v

Current Port Control: Authorized
Administrative Port Control: Force Unauthorized
e Auto

Force Authorized

RADIUS VLAN Assignment: e Disable
Reject
Static
Guest VLAN: Enable
Open Access: Enable
802.1x Based Authentication: Enable
MAC Based Authentication:
Web Based Authentication Enable
Periodic Reauthentication: Enable
Reauthentication Period: 3600 sec (Range: 300 - 4294967295, Default: 3600)

Reauthenticate Now:

Authenticator State: Force Authorized

Edit

Maximum WBA Login Attempts: @ Infinite
User Defined [= (Range: 3- 10

WBA Silence Period: (@ _Infinite A

ATY 7T [Apply]Z2 0V Y OL T, BEZRTFLET,
REEREFEIZEEE. BEHOLEBICHA[REIRZCEHLED,

cisco Authenticator Language: [JSylo|[])] M Display Mode: JRGIERRAE Logout SNA About Help

e SG550x-24 24-Port Glgablt Stackable Managediouen

i AR

T, AAM Y FTMACR—ADFAN ERICKREENEL 2o MACR—ADFIEEAHREL TV
BRI BICE. ROFIEZETLET,

AT Y 7°1:[Security] > [802.1X Authentication] > [Authenticated Hosts]ic &I L, BBRfE hi=1—
FICHT FHERRLET,

waliethes cisco Authenticator Language: Display Mode: [[RIENSSA Logout SNA About Help
cisco SG550X-24 24 Port Glgablt Stackable Managed Switch [ ]

» IP Configuration
ol Authenticated Hosts

Uees Elln Authenticated Host Table

RADIS Gent User Name Port  Session Time (DD:HH:MM:SS) = Authentication Method =~ Authentication Server = MAC Address VLAN ID
» RADIUS Server
Password Strength 54EE75: " M GE11  00:00:06:56 MAC Remote S4:ee75]
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Mar
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services
» Storm Control
Port Security
ooz i) @
Properties
Port Authentication

Web Authentication Cust

Supplicant Credentials

MAC-Based Authenticatic ™
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

t’éﬁ&“ﬁ??é‘f?o }i0)74—)l/ Mi)ﬁl@:kokm%éhi?o

. [User Name] : #R—RNTRREEE BTV A M,

. Port : R— N D&ES,

. Session Time(DD:HH:MM:SS) : H7'U A2 MAREEE N, R—NTT IO EANFFTE N
o

- [Authentication Method] : ZEBEDEY > a U HFREEE iz AR,

- [Authenticated Server]:RADIUSH —/Y,

. [MAC Address] : Y 77U ROMACT RLAZKRTRLET,

- VLAN ID : /R— N ®DVLAN,



Authenticated Hosts

Authenticated Host Table

User Name Port Session Time (DD:HH:MM:SS) = Authentication Method | Authentication Server = MAC Address VLAN ID
(54:EE:75:-_ .. GE1/1 00:00:06:56 MAC Remote 54:ee:75: )

AT Y 73 ( A7°2 3> ) [Status and Statistics] > [View Log] > [RAM Memory]lcBEIL £7,
[RAMXE UJX—ZICik. RAM (F 7921 ) CREENETNTOX Y b—I FEBERIITER
ThET, TNV, [ATOREIR—DOFREICH > TRAMOTICEREEZNE TS

ot I - cisco Authenticator Language: Display Mode: Logout SNA About Help
cisco  SG550X-24 24-Port Gigabit Stackable Managed Switch I

Getting Started

Dashboard RAM Memory

Configuration Wizards Alert Icon Blinking: Enabled | Disable Alert Icon Blinking
Search
* Status and Statistics | 1 | Pop-Up Syslog Notifications: Enabled | Disable Pop-Up Syslog Notifications

System Summary Current Logging Threshold:  Informational Edit
CPU Utilization

Port Utilization
Interface Log Index = Log Time Severity Description

RAM Memory Log Table Showing 1-50 0f 75 50 ¥  per page

Etherlike 2147483573 2018-May-3104:33:00 Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
GVRP 2147483574 2018-May-3104:33:00 Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding
Z?L'”‘ 232 2147483575 2018-May-3104:32:56  Informational  %LINK-I-Up: gi1/0/1
LS T T 2147483576 2018-May-3104:32:53  Warning %LINK-W-Down: gi1/0/1
Health and Power 2147483577  2018-May-3104:31:56  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: [ is authorized on port gi1/0/1
SPAN & RSPAN 2147483578 2018-May-31 04:31:56  Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
Dizgpiesiies 2147483579  2018-May-3104:31:56  Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding
SR:;”N 2147483580 2018-May-3104:31:51  Informational ~ %LINK-I-Up: gi1/0/1
2147483581 2018-May-3104:31:48  Warning 9%LINK-W-Down: gi1/0/1

2147483582  2018-May-3104:30:55  Notice 9%COPY-N-TRAP: The copy operation was completed successfully
Flash Memory 2147483583  2018-May-3104:30:53  Informational ~ %COPY-I-FILECPY: Files Copy - source URL running-config destination URL
~_Administration 2147483584  2018-May-3104:13:26  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: is authorized on port gi1/0/1

e 2147483585 2018-May-3104:13:26  Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
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‘ 2147483584 2018-May-3104:13:26  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: is authorized on port gi1/0/1
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