AAYFTOIPUAR—AOTFTOAd MO—
JJDAMACLYB RO OEAA>NO—-ILIY
N1 (ACE)DERE

HEY

7H+EAAY RO—LURARACLR. E¥1UFAOHLEERENBZY RNT—O RS
TAVITANREBERFFSNETIY3IVOUARNTT, I—FABEOI Y —RIZT
SEATBOETOY VELRFTTHACLIR, XY RT—0FNA AADTF V£ A%H
AERIEFTIRANEEATVET.

IPvAX—RAACLIE, LA V3IBEHEFEAL TR T4V INODT IO AZHTEEEFIESRT
BDEETIPATRLADYARNTT, IPVAACLIE, BEENEIPZ7 AIILZRICET VTIPS
BEORNZ 74V 0&FIRLET., 74ILRICE, IPNTY MC—EITBIL—IHFEgEN, N\
TYRN—HTRHERE. TONTY NEHATHIHNIERTIL ERELET,

TOEAOAYRO—LIZRMJACE)ICK., EEOTI7EAL-IOEENEETNET,
ACENfEREhd &, ACERRACLIZERAEhET,

TORAVARZERALT, RYRND—VLET VAT RDELOOERNBZEFIVTALA
WERBITDIBENFHVET RYRNIT—IFNAARALT IV ERAVARZRELBEVE, A
AYVFRERIL—ZZBBIDINTONTY "FRYRD—ODIXNTOHRDICFHFAE L
AN BHYET,

CDRETEE, NR—I RAAMY FTIPVAR—ADACLEACEZRET D FHIEIC DV TEHA
LEXT,

ZHTDITNAA

. Sx350> 1) —X

. SG350X> 1) —X
. Sx500> 1) —X

. Sx550X 1) —X

[Software Version]

. 1.4.5.02 - Sx500> 1) —X
. 2.2.5.68 - Sx350> 1) — X, SG350X>1)—X, Sx550X> 1) —X

IPvAR—ADACLE K TFACEDRTE
IPv4~ —AACL D BE

ATY 71 WebR—ADI1—FT 4 UFT 4107 14> L. [Access Control] > [IPv4-Based ACL
CBELET,



ACL

Binding (VLAM)
ACL Binding (Port)

» Quality of Service

ATY T 2AAREZIIY ILET,
IPv4-Based ACL

 IPv4-Based ACL Table

ACL Name

0 results found.

|  IPv4-Based ACE Table |

AT Y 73 [ACL Name]7 41 =)L RICFH L VWACLO BB ZALLE T,

= ACL Mame: ||Pyd acU 8/32 characters used)

[hpply | Close |

X ZOFITE., IPVUACLAERENTVET,

ATY T4 [Apply]lZ2 D) Y U LT, [Close]2V UY OV LET,

Success. To permanently save the configuration, go to the
Copy/Save Configuration page or click the Save icon.

& ACL Name: (0732 characters used)

s )

ATYVT5 (AT>ar )[Save|2o )y oL, AZ—KNFyv 7 74F1L—>3>7

TAILCREZREFELET,




- Save

P 48-Port Gigabit PoE Stackable Managed Switch

IPv4-Based ACL

IPv4-Based ACL Table
[ ACL Mame
[ | IPvd ACL

| Add.. Delete

| IPvd-Based ACE Table |

ShT, A Y FILIPUR—ADACLERETE &L 1,
IPv4X—ZADACEDE

R—KRTNTY RFEEENDE, RAMYTFREFIOACLENLTNT Y hEZREBLET,
INTY R BRIDACLOACE7 1 LRIC—HTB &, ACEV IV IVHNRITENETT, N7
Y RFVWTNOACE7 1 LRICE—HBLBWVWESE, KOACLALEEIhET, BETZIN
TOACLOACEIZ—HBIREDHNROPSBASHBE. NTYRRETTAINTEREE L
xY,

CDIFIATE, BEODI—HERDEETIPVAT RLALSEZDEET RL AIZIEE
TENBRNT T4V IORIEREITDEDICACENERENET,

E:COFT7FINRNTOIAVE, IXNTORT T 1Y U ZFAT2EELEEACEZERT
DLETEBTERY,

AT Y 7 1:WebR—ZANDI1—F 1 )T 14 T, [Access Control] > [IPv4-Based ACE]\ICEE L
x7.

ACL Binding (Port)
» CQuality of Service

BE: AMVTFOEATRSHEEZIILITERATZIICE, R—DOFLBIECHB[RRE—
RIRAY 77X I ) AND SEA)ZERL T, [FHME]T—RICEELET,



Display Mode: mAduancedr Logout About Help
Q

Advanced
AT Y 72[ACLName] ROY 7H I ARNASACLZEIRL., [GolzV )Y I LET,

IPv4-Based ACE

|IPv4-Based ACE Table

(G0

Priority | Action | Lo i Source I[P Address Destination IP Address
IP Address | Wildcard Mask | IP Address | Wildcard Mask

Fiter: ACL Mame equals to

0 resufts found.

Edit... Delete

Flag Set presents the flag types in the following order: Urg, Ack, Psh, Rst, Syn, Fin. Set is represented as 1, ur

| IPv4-Based ACL Table |

E ACLALLTITILREE N TVBACEN T—7IIICRRENET,

ATY 7IAAREZ &Iy I LT, ACLILHLWIL—LZEMLET,

¥ :[ACLName] 7 7 —/L KIZI&, ACLOBHINRIRENET,

AT Y 7 4:[Priority] 7 1 — )L RICACED T ZA AV T A BEASILET, 74 FVT 1B

AREVACENBHICBEETNET, EINFKESVERETT., EHEE1 ~
2147483647T 9,

ACL Hame: IPvd ACL
SPronty @ JRanoe1-2147483647)
Action: ®  Permit
Deny
Shutdown
Logging: Enabile
& Protocol: = Any (IP)
Select from list | ICMP r
Protocol D to match (Range: 0 - 2553)

F:2oplTR, 2AERENET,

ATYT5: JL—ALANACEO S BZHZR/ELEEEICRITENZIHBRERT I3 ICx
B3 ATIaVREEVIYVILET,

X COBITE, [Permit] ' BIRENTVET,
- Permit : A4 Y Fl&, ACEOMEBERHZH/LIINTY NEEELET,



R AMYFRE, ACENXARMZERMEINT Y RE2REEL XTI,
VY RETY A4 Y TR, ACEORXERMER/ W NTrYy hZEROYZTL, N
TYRNFEEENLER—RNETFAE—TIILICLET,

X BYWBR—RNE, [R—NORER—DZTETIT17LTEERT,

ATYTJ6: (A7 3> ) [Enable Loggingl FI Y VRY VREFIZLT, ACLIL—ILIC
—HIAHACL7O0—0OF T ZBMILET,

Logging: +| Enable
Time Range: Enable
Edit
Protocol: = Any (IP)
Select from list
Protocol ID to match Range: 0 - 255

ATY 7. (A7°> 3> ) [Enable Time Range]F T ¥ V7 RY U A& FICL T, ACEICEE

BEHEEZRETERRSICLET, KEHBHIF, ACENEMZKEZFIRIZLHICEAS
nEXY,

Logging: « Enable
Time Range Name: Time Range 1 » | Edit
Protocol: B Any (IPvg)

Select from list

Protocol 1D to match

ATY T8 (A7 3> )[Time Range Name] ROY 7HA I U ARNA S, ACEICERAT S
RREEEZRERLET,

Time Range Hame: Time Range 1 » dit
Protocol: = Any (IPvE)
Select from list

Protocol ID to match

x: Tw&EL Z2OVUYOL, "KEASE, R—THEERZFIES—NUTERTERT

o



& Time Range MName: I‘rime Range 1 12/32 characters used

Absolute Starting Time: ®  Immediate
Date | 2010

Absolute Ending Time: = Infinite
Date | 2010

1

AT Y 7°9[Protocol| BEHT7ORINEZATZEBRLET, ACERR, HEMNZONILE
EEZORILDICETOVTERENE T,

& Protocol; = Any (IP)

om list | ICMP r
Prc-tu:-cc-IIDtc-matc:h| Range: 0 - 255

RDAT>aVhHYET,

C[MEEP)]: 20ATTaAVE, IXNTOIPZORN L EZZFAND KSICACEZEREL
x£7,

[UARDSEIR(Selectfrom list)] : COF 7> 3a>Tlk, RAYTHIVVARNDYST
ORNIJILZEBIRTEE T, COATTIaVEFERATIHEERE. ATYTI0CHERET,

. [Protocol ID to match] : 2O F 7> a><Tldk, ZORNIJILIDZEAATEET, cOFT
AVEFERATREER. ATYTIMICERET,

X ZOBITE. [Any (IP)IFBIRENATVET,

ATYT10: (A7 3> ) AT Y T9T[Select from list] 21BN L =BE K., ROYTHAT
DANAS7ORINZEBIRLET,




Protocol: Any (IP)
® Select from kst § ICMP
Protocol ID to i ICMP
IPinIP
Source |P Address: = Ay TCP
User Defined J EGP
IGP
UDP
HKP
RDP
IDPR
IPVE
IPVEROUT
IPVE FRAG
IDRP
RSVP
AH
IPVEICKP
EIGRP
OSPF
IPIP

Destination |P Address: ® Any
Uzer Defined

RDAT>avHHET,

- ICMP:Internet Control Message Protocol ( 1 &2 —% Y M XY -7’03 )

< IPinIP:IPin IPAZ &)Lt

. TCP:Transmission Control Protocol ( =& &IH7°O0 8L )

. EGP:Exterior Gateway Protocol ( LV AT UTF—KoT477083)L)

- IGP:Interior Gateway Protocol ( AEf'— VT4 77083 )

. UDP:User Datagram Protocol ( 1—%¥7F—27JZA7°OK1J)L)

- HMP:Host Mapping Protocol

- RDP:Reliable Datagram Protocol

- IDPR: RXAZVBERIS—I—FT 12T

. IPV6:IPv6 over IPv4 > X1 > 5

- IPV6:ROUT : #*— R I A Z BB T BIPv6over IPV4IL—NICETD/NTY MC—EL
E3xc)

- IPV6:FRAG:IPV6 over IPVAT7 ST X MAY A —ICEBITBDNTY MC—BLET

- IDRPIS-ISRXA VBIL—T4 27703

- RSVP:ReSerVation Protocol

- AH : FRREA Y & —

- IPV6:ICMP:ICMP for IPv6

- EIGRP:Enhanced Interior Gateway Routing Protocol(EIGRP)

. OSPF:Open Shortest Path First(OSPF)

. IPIP:IPR®DIP

- PIM:Protocol Independent Multicast(PIM)

CL2TP: LaA4v2hx)J77083)L

ATV 711 (A7232)ATY7TIT—HIZ7ORILIDZERERL LFERE. [—HT
270R3LDI7 4= RIZZ7ONINLIDEASILE T,



& Protocol: Any (1P

= Protocol ID to match (1 Range: 0 - 255

AT Y 712:[Source IP Address]fBIE T, ACEW B DKHICHIS TR AT avREV %
UV OLET,

Source P Address: Any
= User Defined

RDAT>aVHHET,

- [Any] : IXTOEFTIPVAT RL ANACEICERAENE T,

- [User Defined]:[Source IP Address Value]7 4 —JL R &[Source IP Wildcard Mask] 7 1 —
JIRIZ, ACEICERATSIPTRLAEIPVAILRA—RYARVZANLET, TSR
N—RYARVE, IPTRLADEEZERTDEHICFEAEhET,

X COBITE, [User Defined] " BIRENTVWET, [(EZ])ZBRLEBEAE. ATV
15ICHEHKRET,

AT Y 7'13:[Source IP Address Value] 7 1 —J)L RIZEETIP7 RLXEADILET,

Source |P Address: Any
® User Defined

Source IP Address Value: 1192.168.1.1

Source |P VWidcard Mask:

X COBITE, 1921681 AEAENTVET,

AT Y 714:[Source IP Wildcard Mask]7 1 —JL RIZEBTIAMIL RA—RI RV EZALDL
£7,

0 Source IP Address Value: 192.168.1.1

& Source IP Wildcard Mask: |I}.I}.I}.2551 s for matching, 1= for no matching

X ZOBITE. 0.0.0.2558 EAENTVET,

AT Y 7°15: [Destination IP Address]f8i5 ¢, ACED BN DRHFICHETEAF 7 a > RA
VY ILET,



Source |P Address: Any
= Lser Defined

Source [P Address Value: 192.168.1.1

Source [P Wildcard Mask: 0.0.0.255

Destination IP Address: = Any
Uszer Defined

ROATZAVHHBYNET,

- [Any] : IXNTDEEIPVAT RL ANACEICEBRAENET,

- [User Defined]:[Destination IP Address Value] 7 4 —JL R &[Destination IP Wildcard
Mask]7 1 —JL RIZ, ACEICEATAIPT RLAEIPIDAIRA—RYARVZADLE
Fo DTAILRA—RYAVE., PPRLACEHZERIDLOICEATIET,

E:ZOBITRE. [AyINBREATVWET, COFTI IV ZBRIB &, EREHhD
ACER:, EBEENLIPVAT RLAASHEENDREICERFISDACENT 74 Y UV ZFAL X
ED

ATYT16: (A7 32 ) [Source Port| LU T DOAT2 3 REZVIVYILET, T
7 7 ) ME[ANY] T T,
£ Source Port: & Any

Single from list

Single by number

Fange

& Destination Fort: o Any
Single from list
Single by number
Fange

cAny : IXNTOREEFERR—BMC—HLET,

- [Single from list] : /NTY RA"—BT B E—OTCP/UDPEELR— N ZBIRTEET,
ZO74—)L Rix, [Select from List] RO Y A7 > X~ 1—T[800/6-TCP]& /=&
[800/17-UDPIA"BIRE N TVBBEICOKT VT 1 TIZHRYET,

. Single by number : NT Y R —HT B E—OTCP/UDPAELR—NZBIRTEET,
ZO74—)L Rix, [Select from List] RO Y A7 > X~ 1—T[800/6-TCP]& /=&
[800/17-UDPIA"BIRE N TVBBEICOKT VT 1 TIZHRYET,

- Range : N7 Y RA"—B T BHTCP/UDPEERLR—NDEHHEZBIRTEET, 8ODNEK
BPR—NEHERETCEET (EERR—PEBER—NEATHRE ), TCPE LT
UDPZ'ORINLICIE,. ThENSOOR—NEEN B ET,

AT Y 17 ( F 72 32 ) [Destination Port ( SBER— K ) [BEOF T3> RE2 72D )
YOULERT, 77 MERKANY]TT,

- Any i IXNTOEETR—MC—H
- [Single from list] : /NT Y RA"—BT B E—DTCP/UDPEELR— N EZBIRTEET,



ZO7 4 —JL Ri, [Select from List] KO Y 74 ™ > X = 1 —T[800/6-TCP] & 1= &
[800/17-UDP]ASBIRE hTLWBBAICOATIT 1 7B ET,

- Single by number : N7 Y R —H% T2 E—-DOTCP/UDPEELR—NEBIRTEEXT,
ZO7 4 —JL Ri, [Select from List] KO Y 74 ™ > X = 1 —T[800/6-TCP] & 1= &
[800/17-UDP]ASBIRE hTLWBBAICOATIT 1 7B ET,

. Range : N7 Y RN —BTBHTCP/UDPEERAR—MNDEEZBIRTEEXT, 8DNDEL
BPR—INEHZRETEXRT (EBFRR—PMERBER—NEATHRE ), TCPE LT
UDPZ’ARINLICE, TNEFNEOOR—NEENHYET,

ATYT18: (A72, 3> )[TCP Flags]|@@E T, NTY KNET1IRIVITFTBTCPT7SY
B1DUEBIRLET, 74N RVTENENTY NE, BEFEEREREEESNET,
TCP7ZUTNTYRETAINZITTRE, NTy NEIHAEML, XY RND—01F
1I)TFA4FmELET,

D DIONREETNTVREHESIC—HRLET,
Unset DN REENRTVWEVWERIC—BLET,
EECTCP7ZURERLET,

=

[N |
<

[ +]
5
i
[}
L]
i
=R =0
[ %)
5

i
[}
K
5

i
[}

u
3
i

TCP7ZT7RRDER)TY,

Urg: 2D7250F, BETF—2%ZUrgente LTHBBIT D EHICERAEThET,

Ack: DT ZTE. NTY NOEEBZEZHERR 3’67“@(,:@}552’51’1??0

cPsh: 207371, F—RIEXIBUNrEASH (TS ). EERAFEFLEZEMT
MBEhDEZRIATDEHICERAETNET,

-Rst: D737 @, BEOEHZERLTVEVWEIX D R BBELLEEEICERS
nEd,

-Syn: COT7 ST RTCPEBEICEAETNE T,

cFin: 20737, BEFRLEETF—ZFEENRTLELEICLERAENET,

ATYT19: (A 7232 ) Type of Service TU T A SIPNTY ROY—ERRAT %I )
YIOLET,



Type of Service: = Any
DSCP to match

IP Precedence to match

ICMP: = Any
Select from Est
ICKIP Type to malch
ICMP Code:; ® Any
Uzer Defined
fipply| | Close |

ROATZAVHEHBYNET,

Type of Service: ® Any
DSCP to match

IF Precedence to match

cAny RS 74V ODBEICHLTEREDRSATOY—ERAZFERATEET,

- DSCP to Match:DSCPIt. XY RD—UKZ 74V V25 BHELTEETILHDXA
“ALTY, 6EY MO ~ 63)ZFALT, &/ —RTNTYRNFZIRDRYTIED
BEZERLET,

- IP Precedence to match:IP precedenceld, &Y N7 —U A #E 17 Quality of
Service(QoS)JZY XY NEERHT BB ICHERTDRA T 4T H—ER(TOS)DE
FILTT, cOEFTITIE., RFC7TIMBKRVRFC 1349THBENTVSE KLSIC, IPA
YR—HADOHF—ERAZATONA NOFLEMIEY NFEAETNET, IP Preferencefd
ZRFOF—TJ—RREROEHYTY,

-0-IL—F>
-1-BEE

- 2 — BB
-3:72v>a

4-7593AF—N—F1 KA

-5: &2
-6-AME—FY B
-7 RYND—Y

ATY 20 (A7>3> )ACLOIPZORNILNICMPOBE., 74X TICERTS
ICMPXY =S RAT 2OV ILET, XVE—TJRATZZRTERTIH, XVt



—DBRATEBEAILET,

-[EEANY)] : TRXTOXY =D RATHAZFANSNTET,

JUARDSER(Select from list)] : XY E—RA T EEZRTRIRTEE T,

- [—BTBICMPZ A 7°(ICMP Type tomatch)] : 74N RV T DLEHICERAEND XY
t—RAT O, EEEFO ~ 255TT,

ATYT21:(A7232V ) ICMPAY =TI, XV E—C0RBRZEERTI—RT 4
—)REFETEET, XOVThHIrOAT>a>zo)vyoOLT, COOA—RZETAILAZ
)T FBINESHERELET,

-Any : IXTOO—RZZFIFTANZET,
- [A—%EH(User Defined)] : 71 ILRIV VT OEMWTICMPI—REANTEE T, &AW
~ 255TF,

ATYT22: (A723> ) ACLHNIGMPICETVWTWAEERF., 74XV TICERATS
IGMPXY =R A4 7% V)YIOLET, XVE—IRAT%2BRTRERTZH, XVt
—RATESEADLET,

[EEANY)] IRNTOXY =R THZFANSNET,

[UARNDSEIR(Select fromlist)] : RAY 7HA IV ARNDSEEDOF TS 32 %ER
TEET,

-DVMRP : UN=ANRT7ZY T4 THEMzEAL. N7y "FRBLIEA22—T7
IAAUADBEA U E—T IA AL SZENTY NOIE—ZHEFELET,

. Host-Query : ##fie Mg Y N —9 T—RB S host-query X ¥ £—2 & EHIMV (C 3£
FELTERZERELET,

- Host-Reply : 2T UICISELET,

- PIM:Protocol Independent Multicast(PIM)l&, YXILFFYANNZ T 1Y O ZIILFF
YARNG—NDSEBOIXLFEFYARNITATONIEETDEHIC, O—HILEX
CUE—RNILFFY¥ANIL—ZBETEAETNET,

. Trace:IGMPY L FF ¥ AR ITIN—TAOSMEBRRBICBEATIEREREBELET,

- =BT BIGMPRAT : JANRITDLEHILERAENZ XY E—JRAA T OB, &
H X0 ~ 255T9,

AT Y 723 [Apply]EZ U Y oL, [Close]& YUY ¥ LET, ACENERE N, ACLEICH
ETshEd.

ATY 724 [Save]2 V)Y oL, AR—KNTY7A274F1L—232T77AILICKRE
ZRELET,



x| Dave cisco

P 48-Port Glgablt PoE Stackable Managed Switch

| | Priority Action | Logging = Time Range Frotocol | Source IP Address
Mame State IP Address | Wildcard Mask

ST, AAY FIZIPUR—ADACENBREENTVWBRRETTT,
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