AAYFOAVT7AE1L—23IVTPAIO
A9 O—REEENY HF Y7

HEN

AAYFONYOFTYFTAV74F1L—>3a 774 0FEROTK,. NSNS 21—F
ATRTFNAANBE2TIEY RENEBEICRIBEET, ChiZlE, SATLDI Y Y
RO XBENCEEREDHIFICEREND 7 7A4IIOFHIE—NEENET, L&EX
X, S5—8R. AZF—KNF7y7A74Fa2L—>3>, FEEEFTI7a4F2L—2
AEIE—ULTINYITYTT7AINRETEET, COT7AINEFERHLT, RM Y
FEEHELIHEREBICRTICENTEET,

NYDOTYTERETTAINE., AAYFICEHREENERNBTIZSY DI XEYFREGFUSBT/NY
A4A. NUETLTZ7ALEE7ONILTFTP)H—/N, £F 1 F7IE—(SCP)H—/\, &
FRIOVEI—ZIIRETEET, CORETE. ROVThADEETIRATLRET 7
ANERIVO—REEINYITYTITBHECOVTHBEALET,

- Via TETP:TFTPER TV 74 F1L—>3 2077400 O0—RELEINY IT
Y 7' BIZ &, Trivial File Transfer Protocol(TFTP) AN ZE#IRL £ 3, TFTPIEFEIC
LANOOVE1—RORBICERAE N, 7740 O0—RICEBLTVWET,

- HTTPHTTPSEZH:HTTPHTTPSZH TV 74 F¥1L—>3a> 774 ) zX o> 0O—
RELENYOTYTIBRDIZE. NAN—TFTFAMEEZTORNIINHTTIP)ELE/NA
\—TFARNEREZ7ORN I EFITHTTPS)AREZBIRLET., COFZERK, 774
IORDO—RICHLUTRYNEZEBHFETHDEH, &KV—KRWTT,

. Via SCP(Over SSH) : £ 1 7 JE —(SCP)(Over(SSH)AR)i&., X173 T
(SSH)ZNAL TV 74F2L—232 774N V00— RELEINYITYTT
BPEHICERENET, cOAVT74F21L—>232T774IL0OFT7AO—RFELE
NYOTYTE, EX1T7BRYRNDT—DZNLTITONET,

-USBREBGATBZ7Z Y 1EH : COBERK, AAMYFOREFIZYAXEDXRER
BHEENLEUSBRZATICYV—RT77A4I)N &I O—RELINYITYTITELED
ICERENFET,

ZHTDITNAA

. Sx250> 1) —X

. Sx350> 1) —X

. SG350X> 1) —X
. Sx550X> 1) —X

[Software Version]

- 2.3.0.130

A7 4F1L—=>32 7 FAILNONRNYIOTFYS

ATY T AAYFOWebR—ANI1—F4)F4ICOJA4LET, F7AILNDOT—
HEZ & /NAD— RiEciscolciscoT T,



ENAD—REZITILEBELTVSRAD, ELEFHLLVTHVY NEERLTVRHER.
KOYICHLWILFT DY L ZAALET,

ealne Switch
CISCO Application:

—

Language: LS

AT Y 7°2:[Display Mode] RAY &> 1) A NA S[Advanced] ZEIRL £ T,

Display Mode VA TP I Logout SNA About Help

—=— I <

AT Y 7°3:[Administration] > [File Management] > [File Operations]Z2 2 Y VL& 7,

F:ERHTEZAZ2—FAT7a @, FNAAODEFINICK>TERYET, COfITRE
. SG350X-48MPA A Y FHAEHAET N TVWET,



+* Administration

File Operations

AT Y 74 [Backup File]>5> 74 REVEIUYILT, BRITANENYITYTLE
D

Operation Type: ___ Update File

Sy

AT Y 75:[Source File TypelfB& T, /N\YIOTFTVYTI2T77AINOEEREOATSa> KRR
BOVYIOLET, AAYFR, OO 74F21L—>3> 774N E2RELET.

CEFOCT7FIL—232 BEOVT—NABRICEBEY a3V THEHAEShEEE
e, BEOOV74F2L—2avarEgd174F21L—23>774),
cRBE—=KNFY A T7a4FIL =232 TSV IAXEVICREEND I 74¥2
L—>3>774),

25— ETAVT7A4FXF AL =23V T TFAIINDPBLLEE2UFEEEEATVEA
WEEE., S8BT 7ML RATICEBNICREENET,

- Logging File : A4 Y FlEIXTHOOTZ2RELET,

BRI AAMYFHNERBEREREITSBEMTT,



Source File Type: @Hunning Configuration
Startup Configuration
Mirror Configuration
Logging File

X : CZOHITE. [Running Configuration] AIBIRENTVET,
ATYVT6: RONYOTYTHENS1DEBRLET,

. HTTP/HTTPS#&
-USBFELEBFAFT 7S5V 1FH
. TFTP#ZH

. SCP#2H (Over SSH)

HTTPHTTPSIC LB AT LREZZANDINY OF YT

ATY 7°1:[HTI'P/HTI'PS]7J'§'5<“/7E7U yoOLT, O—AIIOAELI—Z0ORE77AIN%
NYOTYTLET,

Copy Method: @-1TTP.'I-ITTPE
=R T - -

Internal Flash
TFTP
SCP [File transfer via S5H)

ATYVT2  BET—XOLEBEEHT. BET—RENVITYT 77M4ILICEDRFE
ZERLET. AOAT2IVHFBYVET,

. Exclude : BRF— R BNV OT Y TICEHE,
BRI BT -2 2B LENEERTNYIOTYTIZEDET,
- Plaintext—- %7 — &7 L —2TFANERXRTNY OTYTICEDHET,

Sensitive Data Handling: Exclude

X 0BT, [Plaintext]FBIRE N TVWET, iKY, IXTOF—XATL—>
FEFANERTNYIOTYTENET,

ATY 73 [Applyl 27 VY IOLET,



File Operations

Operation Type:

Source File Type:

Copy Method:

Sensitive Data Handling:

Cancel

Update File
© Backup File
Duplicate

£ Running Configuration
Stariup Configuration
Mirror Configuration
Logging File

O HTTPHTTFS
usB
Internal Flash
TFTF

SCP (File transfer via SSH)

Exclude

Encrypt
) Plaintext

)

BENrRTIDE, [77ANBER—JICRIXY - R FENET,

File Operations

Success.

Operation Type:

Source File Type:
Copy Method:

=ensitive Data Handling:

Apply | Cancel

Update File
D Backup File
Duplicate

© Running Configuration
Startup Configuration
Mirror Configuration

Logging File

L) HTTPHTTPS
UsB
Internal Flash
TETP

SCP (File transfer via S5H)

O Exclude

Encrypt
Plainbext

e -

T, HTTPHTTPSEE AR EFEAL T, A4y FOI74FaL—23>T774)



BEBICNYOTY I TEELE,

[NY ZICR3]

USBEEBAB 7SV IALKDVATAOA74F¥21L—327 7400
NYOFYT

ATY 71 dJE—FZEELTUSBIFLRAB TS Y112 EBRLE T, <OBITRE,
[Internal Flash] A" BIRE hTVE T,

Copy Method: HTTPHTTPS
USB
@nlamm Flazh
TFTP
SCP (File transfer via SSH)

BT - ()

ATYT2[T77ANE]714—=ILRIC, JE—=KT7 74 DOBBEADLET,

X COBITE, SG350X-48MP.ixtE WS BRINDETA 74 F¥F1L—>3>T7 74N,
AAYFORAB7IZVIAXFE)ICREENET,

File Operations

Operation Type: ) Update File
Backup File
Duplicate

Destination File Type: ) Running Configuration
Startup Configuration

Language File
Copy Method: HTTPHTTPS AL
use BT — -
O Internal Flash
TFTP

SCP (File transfer via SSH)

File Name: For SG350X-48MP txt
o - i y the intemal flash o 1 Fila Diraciony |

Apply | Cancel |

AT Y 7°3:[Sensitive Data Handling]fBi# T, #ZEF—RENYIOT YT TT7TAINICEDDH
EERBIRUET, XROAT2arFbIET,

. Exclude : ZF—22NYOT YT IZEDEV,
. Encrypt : BT —RZRSILENEERATNYITYTICEHET,
cTL—=—2TFAN  BEBEF—RETL—2TFAMNERTNYIT Y TICEDERT,



Sensitive Data Handling: Exclude
Encrypt
Plaintext

x COFITRE., [Plaintext]MBREhTVET, ChIZKY, IXTOF—2HFTL—>

FEFANERTNYOTYTENET,

ATY7T4[Applyl 2O VYOLT, A7 ZYZINSARAYFICAV74F1L—>3

774N &edE—-LET,
File Operations

Operation Type: Update Fila
) Backup File
Duplicate

Source File Type: ) Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTRHTTPS

uss e G R

) Internal Flash
TFTP
SCP (File transfer via SSH)

File Name: SGIS0X-48MP

L]

mmmmmm

Full path and file name. Explore the internal flash on the File Directory page

Sensitive Data Handling: Exclude

Encrypt
© Plaintext

BEFrRTIDE., [T77AIUREIR—ZICHIXY E—IHFRRENET,




File Operations

[ﬁl Success.

Operation Type: Update File
) Backup File
Duplicate

Source File Type: 0 Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTRHTTPS
usBe ....lﬂﬂﬂll-——+jia
) Intemal Flash
TFTP
SCP (File transfer via SSH)

File Name:
X tha inbam 2 Fila Direclory |
Sensitive Data Handling: ) Exclude

Encrypt
Plaintext

Apply | Cancel |

T, AB75Y2a1FEEFUSBOE—ARZFEAL T, AAYFOIATLAOAT74F
AL—23aVTF7AINEEEBICNYOTYTTEELE,

TFTPIC&D S ATALAOAY 74X2L =327 F7AINONYIOFYT

AT Y 7’ 1:[Copy Method(OdE— 75 Z£)J#EE T, [TFTPradio(TFTPZ A RE )2V Y &

LET, TFTPARE., TFTPH—NEHTI> 714 F¥21L—>3> 774 )2Z V> 0O—R
FEINYIOTYTIRLEHICEBRENET, cOOAT74F21L—23 27740
YO—RFXEBNYIOTYTE, EF21T7HBRYRNI—DZNALTITONET,

Copy Method: HTTPMHTTPS

o L R W
Internal Flash
okt

SLCP [File fransfer via SSH)

AT Y T2[TFTPHY—/NDOEZ(TFTP Server Definition)|sBB NS FARXE O U YO LE
To ROFAT2AVHFHYIET,

. By IP address TFTPH—NNDIP7 RLAZANTB L ZBRLET, COBITR. C
DATIAVHFBRENTVERT,
- By nameTFTPH—NNORARNBZANTRD L ZBRLET, COFT7T 3> zER



LEBElk. ATV 7TACERET,

Server Definition: @Eh_.r IP address By name

AFYT3 (AT ) [IPT RLABEERL =54, [IP/N— 3 V[4EEA S/ —
A4 (IPVAFERERS—23 26 (IPVE)]ZBIRLET, N—2 3 6&BIRL EHEEE.
[IPv6 Address Type]sBIE TIPVeA" ) > VO—AII T RLAAITO—NIT RLAN ZEEL
9, VoyO—ALT7RLAOKER. [U>o2O—H)A>2—7 I A X(Link Local
Interface)] ROY Z7H IV JARDSA R —TIARAZBRLET, N—2 3 4%&IRL
EBEF. ATYTAERET,

Server Definition: ) By IP address By name

IP Version: Version E@leminn 4

X COBITE., IPN— a3 aANBIREhTVET,

ATY TA(AT S ANATY T2T[BBIC & DBy name)| &R L =BE K, [F—/NIPT
KL A/&HI(Server IP Address/Name)] 7 4 —)L RICTFTPY—/YDAXNEEADILET,
ThUADBEE, PPRLAZAILET,

Server Definition: ) By IP address By name
IP Version: Version 6 ) Version 4

Server IP Address/Name: §192.168.100.147

F:20fITE, A2 714F21L—>3>T77A4I)EIPT7 KL X192.168.100.147ODTFTPH
_/\‘L:{%ﬁéhi?o

ATV 75 [Destination] 7 1 —)LRIZNY OTF YT T 7AINEBEAILE T, COBITRE.
SG350X-48MP.ixtHAEAE NhTVET,

Server |P Address/Name: 192 168.100.147

Destination: SG350X-48MP.bxt

AT Y 7°6:[Sensitive Data Handlingll 8T, NV OT Y 777 AN ICHBET—REZEDD S
ZEBRUET, XOFT72arHFbyEd,

. Exclude : R T— &NV DT Y T ICEDHREL,
BEEE BBT— R EEE{LENEERTNYIOTYTIZEDET,
- Plaintext- %7 —32 &7 L —2TFANERXRTNY OTYTICEHET,



Sensitive Data Handling: Exclude

X COBTE., Encrypt]F BREIATVET, chllkY, IXTOF—EHFBESLER
TNYOTVTENET,

ATYTTIApPYIZE I VY O, NV OTF Y TREERKBLET,

File Operations

Operation Type: Update File
) Backup File
Duplicate
Source File Type: © Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTPHTTPS

USB B

Internal Flash
O TFTP
SCP (File transfer via SSH)

Server Definition: 2 By IP address By name
IP Version: Version 8 D Version 4

& R d &
4 [ =

7 Senver IP Address/Mama: 192 168.100.147

Destination: SGISOM-48MP bt
Sensitive Data Handling: Exclude
£ Encrypt
Plaintext

BEFrRTIdE, [T77AILREIR—ZICHIXAY E—IHFRRENET,



File Operations

@ Success.

Operation Type: Update File
) Backup File
Duplicate

Source File Type: ) Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTPHTTPS
e e — L
Internal Flash
O TFTP
SCP (File transfer via SSH)

=Server Definition: ) By IP address By name
IP Version: Version 8 O Version 4

Server IP Address/Mame:

Destination:

Sensitive Data Handling: ) Exclude

Encrypt
Plaintext

Apply-| | Cancel |
T, TFTIPOE—ARXZFERALTRAYFOOA 74 F 2L -3 0T 74N EEEIC
NYOFYTTERLI,
[Ny ZICRB]

SCP(Over SSH)EFRAL AT AT AF¥IL =232 TPANONY Y
Fv7

BE : SCPHXICHETHIZ, SSHY—/NFEAANBHICE2THY, MSTEIRENFREE
NTVB e Z2BAELTLKEEY, RAM Y FTSSHFERLZRET D FEICDVTR, 2%
20y oLTLEE,

AT Y 7 1:[Copy Method ( IE—F7% ) %815 T, [SCP (File transfer via SSH)]A 7> 3 >R
ROUYOUVLET, SCPARE., EF17> T)L(SSHEATI74F¥21L—23a>
774N EZ D O—REEINYIOTYTIBLEHICBBIRENET, 0> 714F1
L—>3> 7740302 O0—RELEINYOTYTE, EF21T7HZXYRND—0%HNL
TITIPIET,


ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=4006

Copy Method: HTTPHTTPS
USB T -

Internal Flash
TFTP

@cp (File transfer via SSH)

AT ¥ 7°2:[Remote SSH Server Authentication]A'[Enabled]ic R EE hTWB Z & &2 HEFRL
FY, COMEEIFSSHY—NEZRIL., FREIhBSSHY—NHNFELVCEZRBELET
o T7ALRNTTFAE—TINICH2TVD, COMEZEMNICLTE, 771LERED
SSHEFICEHELEEA, BMDHSE. MEZIVY L THEZAMICLET,

Remote SSH Server Authentication: Enabled

AT Y 7°3:[SSH Client Authentication] BB D 747> 3R R 2 FIRL T, UE—KKAN
NDEGRICERATAISSHILTF UYL EZEELE T, AM Y FIZRFEATVIKEN
BSSHOL T v )LzERATSICIE. [Use SSH Client System Credentials] Z1#IRL £
(CchsOILF>2 v )L, [System Credentials]z 2 ') ¥ 2 L TSSH User
AuthenticationR—2 ZB< A*, [Use SSH Client One-Time Credentials]& = & & & £ | — &
H—BFH—FHN—FNILFT v ILICICERAERFERLE D).

E:OVBALILT O INOA—HFEBENAT—REREV7TAILCREENEEA,

Remote SSH Server Authentication: Enabled Edit

S5SH Client Authentication: Use SSH Client System Credentials
@Jsa S5H Client One-Time Credentials:

Usemame: cisco

us ....“....l

Password:

X : COBFITIEE. [Use SSH Client One-Time Credentials] i i#iR& h, 1—HRBE/NAD—
ROFHENFADENET,

AT Y 7'4:[SCP Server Definition| BENDZ 27 KRRV ZI7UYILET, XOAT> 3
OHFBYVERT,

- By IP address:SCPH—/NXDIPFP RLAZANTBDEZBRLET, COBITR. Z
NDATLIAVHNBRENTVET,

- By name:SCPH—/NDRARNRBZEANTBDEEBIRLET, CcOFT7> a2 &R
LiBalk., ATYT6ICHERAET,

SCP Server Definition: @y IP addrass By name
IP Version: Version 6 ) Version 4

ATYT5 (A7232 ) [IPP7 RLABZERL ZBER. IPN—2 3 V)EEA,S[)N—
T34 (IPVAFEERI/S—23 26 (IPvE)]ZBIRLET, N—2 3 6&BIRL LHEE.



[IPv6 Address Type]fsBIE TIPVEA" U > VO—AILT7 RLAAITO—NILT RLAN ZEEL
£9, UUVO-AILTRLAOFZER., [V>oO0—H)A>%—7 I 4 A(Link Local
Interface)] RAY 7H VDV V) ARDSA 2 EZ—T IA RAZBRLET, N—T34%ERL
EBEE. ATYT6ICHERET,

SCP Server Definition: ) By IP address By name

IP Varsion: Varsion araion 4

X COBITE, IPN—=234ANBIRENTVET,

ATYT6(A TS AV)VAT Y T4T[By name] &R L =B Ak, [Server IP
Address/Name] 7 4 — /) KIZTFTPHY—/YDFKIANEEADILE T, ThEUADB S,
IP7 RLAZAHDLET,

Server Definition: £} By IP address By name
IP Version: Version 8 D Version 4

Server P Address/Name: 192.168.100.148

E:2oplTlEk, A 74F1L—232T774I)LEIPT RL A192.168.100.148 DSCP+
—NZREFEIhKT,

AT Y 7T:[Destination]| 7 1 —)LRIZNY OT YT T7T7ANBEALLE T, COBITE,
INY DTV TERET 7 AILHSG350X-48MP.ixt 7 7 A LIZRTFENET,

Server IP AddressMName: 1892 168.100.148

Destination: SGIS0M-48MP Ixt

AT Y 7°8:[Sensitive Data Handling]fBi# T, #ZEF—RENYIOT YT TT7AINICEDDH
EEBIRLET, AOATS2a NI ET,

. Exclude : BT —22NY OT VT IZEDEV,

. BEEL BBRTF -2 EBELENLEERTNYIOTYTILEHET,

. Plaintext—- &7 —32& 7L —2TFTFANERTNY OT Y TICEDFET,

Sensitive Data Handling: @Exdude
Encrypt
Plaintext

A COHITE., [Exclude] M BRENTVWE T, NV ITYTIT7AIICRBET—Z&
BENFKEA

ATY79ApplylZ OV Y oL, NV OTY TIREZRBKBLET,



File Operations

Operation Type:

Source File Type:

Copy Method:

Update File
3 Backup File
Duplicate

© Running Configuration
Startup Configuration
Mirror Configuration
Logging File

HTTPHTTPS

uSB T

Intermal Flagh
TFTP
) SCP (File transfer via SSH)

Remote SSH Server Authentication: Enabled Edit

S5H Client Authentication:

Lisermame:;

Password:
Server Definition:

IF Yersion:

o Senver IP AddressMName:
= Destination:

Sensitive Data Handling:

N

Use SSH Client System Credentials

) Use SSH Client One-Time Credentials:

Cisoo
LA S R L L L LA L]

) By IP address By name
Version 8 D Version 4

192.168.100.148

SG3I50X-48MP.txt

) Exclude

Encrypt
Plaintext

BEFrRTI2E, [TF77AILREIR—ZICHIIXAY E—IHFRRENET,



File Operations

Success,

Operation Type: Lipdate File
£} Backup File
Duplicate

Source File Type: D Running Configuration

Startup Configuration
Mirmor Configuration
Logging File

S g TIES O -
UsE

Intemal Flash
TFTP
£ SCP (File transfer via SSH)

Remate SSH Server Authentication: Enabled Edit

S5H Client Authentication: ) Use SSH Client System Credentials
Usa 55H Chant One-Time Credantials:

Server Definition: D By IP address By name
IP Version: Version 6 ) Version 4

Sarver IP Address/Mame:

Destination: (M1 B0 characters used
Sensitive Data Handling: ) Exclude

Encrypt

Plaintaxt

o hpply | Cancel |

CNhT, SCPOE—ARZHEALT, A4YFOOAY74F1L—232T7F7AINEEREL
NYOFTYTTEERLI,

[NY TICR?]

AAYFOAT7A4FIL—23T7AINEEHRITHDHEICODVWTRE, &2V YIL
T, BRTIT7TAINEERTBICIE. CCr2IUYILTLEEL,


/content/en/us/support/docs/smb/switches/cisco-550x-series-stackable-managed-switches/smb5095-update-configuration-files-on-a-switch.html
/content/en/us/support/docs/smb/switches/cisco-550x-series-stackable-managed-switches/smb5095-update-configuration-files-on-a-switch.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-250-series-smart-switches/smb5744-copy-or-duplicate-configuration-files-on-a-switch.html

	スイッチのコンフィギュレーションファイルのダウンロードまたはバックアップ
	目的
	該当するデバイス
	[Software Version]
	コンフィギュレーションファイルのバックアップ
	HTTP/HTTPSによるシステム設定ファイルのバックアップ
	USBまたは内部フラッシュによるシステムコンフィギュレーションファイルのバックアップ
	TFTPによるシステムコンフィギュレーションファイルのバックアップ
	SCP(Over SSH)を使用したシステムコンフィギュレーションファイルのバックアップ



