RIE D

f«‘a‘

AA Y FTNH802.1x7R— MFER RXTE

H&Y

|IEEE 802.1xlk, 9547 hEY—NEOT VLA HERZICITIEETT, O—HI
TUT7RYRNIT—=D(LANE LGRS Y FICE2TITAT NI —EREZRBHTZICKE
AAYFR=NIEREENEOSAT R, VE—RRAEX A VILA 21— —EX
(RADIUS)&?%?T@“%#S:.E*T NICK 2D TRREAEET B BENHYET,

802 AXFRAE T, AT TVWEBWISA T NFNT IV Tr—>3>0 T O ATRERKR— N
ZIMUTLANICER T A ZHIRLUET, 802.1xFBEEE. V9F AT M Y—NEFILTT
o CHETFILTE, XY RT—IFNAALZRRXOREAN B KT,

DSATREIERYTIAVN : OFAT U RNERERYTUAD NE, LANNOT IR
ZBERIBZRYNDT—IFNAARTY VAT RNIA—EIFTAT—RICEHKEATV
£

F—toTAT—2 A=t TA T2 XY RND—OHY—ERERMHEL., $TUHY
RR—RFEEZNTVRIRYRND—IOFNAATT, ROPAFXAYR—FEhTVLE
ER

802 IXR—RA : INTOFAEE—RTHR—RENET, 802 IXxXK—ADFIATIF., F—t
T AT —2F802.1x XY £— /iﬁ.(ﬁ."EAPoverLAN(EAPoL)/\’TJ N A 5 Extensible
Authentication Protocol(EAP)X ¥ — z2#ii L. RADIUSZ'ONIJIL 2R L TREEY —
NIELUET,

MACKR—R : IXNTORAEE—RTHR—KENET, XT1 777 2AFEMAC)R—2A
TR, =t TAT—2BEHN. RYRND—IOT IV LARAZROBDITATRNIADLT
V7RTITDEAPYZAT Y MBSO ZRITLE T,

WebR—R : ILFEYZIVEFE—RTOEYR—PENET, WebRK—AFEETRF. #F—
EOTAT—28%N, XRYND—OFT IV EARECRHBDITATRNIRDO2TY TR
TDEAPIZA T hEfnZ2RITLET,

ALY =/ BRREY NG, VAT RNOEBOBAZRITLET, T/\NA ADFERY —
N&. EAPHLR % i X 7ZRADIUSERAL Y —/N T T,

X RYNT=IOFNAAG, VAT REERGYTVAVN, F—E2TFT4T7—2, &
EEWMADR—NEZERTERT,

RORE, BEOO—IICE > TTFNARAZRELERXRY ND—UZRLTVERT, Dfl
Tld. SG350XAA Y FHEREATVET,



LAN/WAN

SG350X : =
(Authenticator) _ .
RADIUS Server
g - (Authentication Server)

Workstations
(Clients or Supplicants)

802.IXERENHA RF 1> :

REBT I ERAZY NT—YVLANEERLET. RS Y FOWebR—RADI—F 1 UF A
EEALTVIANEERTRICE, CCEYUYILET., CLR—ADFIEICOVWTR, <
CEIUYILET,

ALY FDOR—KHSVLANNDREZITVET. WebR—ADI—T 1 UT1ZFEALT
RETICE, CCZ2PIVYILET, CLIZERATDICE. 229Uy ILET,

AAYFT802Ax7ONT 1 ZRELE T, 802 1xR—MR—AFTAZEMICTHICE., R
A4V FT802.1xZ2JO—NILICBMNCITBHBEN HWEKRT, FIRCODVWTRCZZIUY D
LTLSEEL,

AAYFTREEMERELERT. AMYFTREHEHEZRETDHEICD

(A7>3>)
EOUYILTLEE,

7>az
WT, CC

802.1x R— NBIAEBRELET, CORETIE., ALY FD802.1xR— NRIBENEES
EICOVWTEHBELED,

AAY FTMACR—ADRIAZRET D HECODVTR, C2Z2PUYILTLEEV,
ZYETAITNAA
Sx300> 1) —X
Sx350> 1) —X
SG350X> 1) —X
Sx500> 1) —X

Sx550X> 1) — X


https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb5097-configure-a-vlan-on-a-switch.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4986-vlan-configuration-via-cli-on-300-500-series-managed-switche.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-350-series-managed-switches/smb5411-configure-port-to-virtual-local-area-network-vlan-settings-o.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5653-configure-port-to-vlan-interface-settings-on-a-switch-throug.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-small-business-500-series-stackable-managed-switches/smb2652-configuration-of-802-1x-properties-on-sx500-series-stackable.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5090-configure-time-range-settings-on-a-switch.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-350-series-managed-switches/smb5836-configuring-mac-based-authentication-switch.html

[Software Version]

1.4.7.06 — Sx300, Sx500

2.2.8.04 — Sx350, SG350X, Sx550X

AA Y FTD802.1x7R— MNFREEERE D ERTE
RADIUSY 54T > NDERTE

ATYT1: ALY FOWebR—ANDI1—FT 14T 4ICOY 14> L, [Display Mode] RO Y
T2 1) A NT[Advanced] ZiZIRL £ 9,

E FEATERZIXZ1—FT7232@, FNAADEFILLLL>TEAEYNET, COHITR
. SG550X-24HEAETNhTVWET,

UL Basic

Advanced

AT Y 7°2:[Security] > [RADIUS Client]c BEIL £

* Multicast
» IP Configuration 9

TACACS+ Client

RADIUS Client | 2 |
* RADIUS Server

Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
Secure Sensitive Data Man
SSL Server
SSH Server
SSH Client
TCP/UDP Services
Storm Control
Port Security
802.1X Authentication
Denial of Service Preventio
IP Source Guard
ARP Inspection
IPv6 First Hop Security

v vy ¥ v v

vy ¥ v v v

» Access Control

AT Y 73[RADIUS Tablelt 2> 3 ETTFICAZO—)L L. [Add.. ]2V YHILT
RADIUSH—/NZEMLE T,



< Retries: 3 Range: 1 - 15, Default: 3

Timeout for Reply: 3
* Dead Time: 0 min (Range: 0 - 2000, Default: 0
Key String: ® Encrypted

Plaintext
Source IPv4 Interface:  Auto v

Source IPv6 Interface:  Auto v

|-apply- | cancel

RADIUS Table

Server | Priority = Key Timeout | Authentication = Accounting =Retries Dead Usage
String (Encrypted) | for Reply Port Port Time | Type
0 results found.

An " indicates that the parameter is using the default global value.

| Display Sensitive Data as Plaintext |

AT Y 7'4:[Server Definition] 7 1 —J)L RT, RADIUSH—/NZIP7 RLAELEEBRITEE
FTRINESH EEZERLE T, [IP Version] 7 1 —)L RT, RADIUSH—/NDIP7 RL AD/N—
>a>EERLET,

X : ZopflTlE, BylP address&Version 4%ZERAL 9,

@ Add RADIUS Server - Google Chrome ES O X

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm

Server Definition: o ® By IP address By name
IP Version: Version 8 (2]

Server IP Address/Name:

Priority: Rang
Key String: ® Use Default

User Defined (Encrypted) |

User Defined (Plaintext) |
Timeout for Reply: & Use Default

User Defined
Authentication Port 1812 Range
Accounting Port: 1813 Range
Retries: ® Use Default

User Defined
Dead Time ® Use Default

User Defined |
Usage Type: Login

B802.1x

* Al

AT Y 75 RADIUSH—NTIP7 RLAXERGFBRTFMZALLET,
3 : [Server IP Address/Name]7 1 —JL K(2192.168.1.146DIPF RL AZA L E T



@ Add RADIUS Server - Google Chrome - O X

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm
Server Definition: ® By IP address By name
IP Version: Version 6 ® Version 4

Server IP Address/Name: |1 92.168.1.146

Priority:
Key String: o Use Default

User Defined (Encrypted) |

User Defined (Plaintext) |
Timeout for Reply: ® Use Default

User Defined |
Authentication Port 1812
Accounting Port 1813
Retries: ® Use Default

User Defined |
Dead Time ® Use Default

User Defined |
Usage Type: Login

B802.1x

* Al

AFYT6: —NOBEEEAILET., BRIELICE>T, FNAAF I &RAT
BEDHICH—NCEHETBIEFIREVET. PN A, BOCREBEEOSL
RADIUSH—/\A SBIL £ F. O BREBVELIBRLTT,

@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
Server Definition: ® By IP address By hame
IP Version: Version 6 ® Version 4

Server IP Address/Name: 192.168.1.146

proy —

Key String: & Use Default
User Defined (Encrypted) |

User Defined (Plaintext) |

Timeout for Reply: & Use Default
User Defined |

Authentication Port 1812
Accounting Port: 1813
Retries: ® Use Default

User Defined |

Dead Time ® Use Default
User Defined |

Usage Type: Login
802.1x
® Al

ATYTT7 . TFINA AERADIUSH—/NEOBEFEDORIS LRVOBESLIZFERATSF—XF5
ZEANLET, cOF—EF, RADIUSH—NTHREENTLVERF—E—HBULTVILEND
WET, BEILELRTL—2TFAMNERTALTEET, [Use Default] A" ERE h TL
256, TINAART 72 NOF—XF5ZEAL TRADIUSTH —/N\NOFBLEZHAET

o

#E:ZITR. I—YER(Plaintext)2EAL. F—OHEANLET,
A4 Y FORADIUSH—/N—DREFEICODVTIE, CZEIVYILTLEZW,


https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-350-series-managed-switches/smb5334-configure-remote-authentication-dial-in-user-service-radius.html

@ Add RADIUS Server - Google Chrome - O X

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm
Server Definition: ® By IP address By name
IP Version: Version 6 ® Version 4

Server IP Address/Name: 192.168.1.146
Priority: 0

Key String: Use Default
User Defined (Encrypted) |

Ol m—

Timeout for Reply: ® Use Default
User Defined |

Authentication Port: 1812
Accounting Port 1813
Retries: & Use Default

User Defined |

Dead Time ® Use Default
User Defined |

Usage Type: Login
B802.1x
® Al

ATYT8BEDRAALAT IR 7 =)L KT, [BAEEZFERAIELF[ 1V EHZBRLE

F, [User Defined] 23 &R L =558k, 7TV —2BHRTITIHICT /N1 AN RADIUSH —

NSO BZFHRIZIVEZEALTSH. BEITORAKEHNIBREC A TVREERERD

b‘ NIZHYEZXE T, [Use Default] ' BIREhTVWBHEE., FNAARTF7AILNDZEA
TIONEZFERALET,

F:CofiTtk. BEZERAIFBREATVLERT,

@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
IP Version: Version 6 ® Version 4 -

Server IP Address/Name: 192.168.1.146
Priority: 0

Key String: Use Default
User Defined (Encrypted) |

® User Defined (Plaintext)  example

Timeout for Reply: @ Use Default
User Defined |

Authentication Port 1812

Accounting Port: 1813

Retries: ® Use Default

User Defined |

Dead Time ® Use Default
User Defined |

Usage Type: Login
802.1x
® Al

fhpply| | Close |

AT Y 7°9:[Authentication Port] 7 4 — )L R(Z, FRELERICFEA T BRADIUSH —/N\7R— KD
UDPR—KNE B Z AL ET, [Accounting Port] 7 1 —JLRIC, PHI T4 T ERAD
RADIUSH —/N\R— N ODUDPR—KEFTZASHILET,

E:COBTR, BIAR—BNETHIVTAVIR—MNOBEEBCT7 I MEZFEALET

o



@ Add RADIUS Server - Google Chrome _ [m] x
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm

IP Version: Version 6 '® Version 4 o

Server IP Address/Name: 192.168.1.146
Priority: 0

Key String: Use Default
User Defined (Encrypted) |

® User Defined (Plaintext) example

Timeout for Reply: ® Use Default
User Defined |

Authentication Part: () 1812
Accounting Port: (@) [1a13 Range

Retries: & Use Default
User Defined |

Dead Time ® Use Default
User Defined |

Usage Type: Login
B802.1x
® Al

|apply—{| Close |

AT Y 710:[Retries] 7 1 —JL R T[User Defined] %2 &R L =551k, BENfrRELEERE
ENBDHICRADIUSH—NICEBEENEEROKZALLE T, [Use Default] i8R U /=35
&, FNAARBRTORKICF 74 NMEEZFERALET,

[Dead Time] |C[User Defined] Z#IRL 1B &1k, BWELUAZVWRADIUSY — AP —ERAE
RICNANAENZETICRBIZMVEN HDEB (D) ZANLET, [Use Default] = i8
RUESE, FNAAETY RESALOTT7AINMERFEALET, 00EADTHE, T
Y REALSALBEDHYEEA,

E:C0BITR, ChEsD74—I)LROBAHIERLTIF72IL M eEAIZERLET,

@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
IP Version: Version 6 ® Version 4 -

Server IP Address/Name: 192.168.1.146
Priority: 0

Key String: Use Default
User Defined (Encrypted) |

® User Defined (Plaintext)  example

Timeout for Reply: & Use Default
User Defined |

Authentication Port 1812

Accounting Port: 1813

Retries: @ (@) use Defaut _

User Defined |

Dead Time @ (&) use Detaur

User Defined |

Usage Type: Login
802.1x
® Al

fhpply| | Close |

AT Y 7 11:[Usage Typel 7 1 —J)L R (2, RADIUSH—/V—DRRFARZA T EZAILET, X
DAT>IVHFBYET,

Login:RADIUSH —/N\F., FNA ANEBRZERTZI—HORAICEAETIhET,



802.1x:802.1xFRE(C (ERADIUSH — NN ERAE hET,

All:RADIUSH —/\ &,

o

TNAADEE 802 1xRAEZERTH I —

HORELICEAEThET

@ Add RADIUS Server - Google Chrome

A Not secure | https://192.168.1.125/cs30a6baef/mts/mgmtauthen/security

IP Version:

Version 6 '® Version 4

& Server IP Address/Name: 192.168.1.146

Priority:

Key String:

Timeout for Reply:

Authentication Port:

Accounting Port

& Retries:

% Dead Time:

Usage Type:

authen_radius_a_jq.htm

0 (Range: 0 - 65535

Use Default

User Defined (Encrypted)

® User Defined (Plaintext) example

® Use Default

User Defined E

1812 (Range: 0-6

1813 (Range: 0 - 65535, Default: 1813

& Use Default

User Defined

® Use Default

User Defined

Login
B802.1x

(OL

|-apply||  Close

ATY 7 12:[Apply] 22 VY O LET,

@ Add RADIUS Server - Google Chrome

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security

1P Version:

Version 6 '® Version 4

% Server IP Address/Name: 192.168.1.146

Priority:

Key String:

Timeout for Reply:

Authentication Port

Accounting Port:

& Retries:

Dead Time

Usage Type:

authen_radius_a_jq.htm

0 (Range: 0 - 65535

Use Default

User Defined (Encrypted)

® User Defined (Plaintext)  example

® Use Default

User Defined E

1812 (Range: 0 - 65535, Default: 1812

1813 (Range: 0 - 65535, Default: 1813)

® Use Default

User Defined

® Use Default

User Defined

Login
802.1x
® Al

= .

802.1x7R—

ATYT1

N LR O B

A4 Y FDOWebXK—

AQI1—F4JF 104> L. [Display Mode] K[ v

72> 1) A NT[Advanced] ZiBIRL £9,

EHEATERXZ1—AT7>3a2vE,
SG350X-48MPAERENTLE T,

TFNAADEFINICE>TERBYET, COBIT



S—— Logou

Advanced

3 1 Sx300F 1z IESx500 ) —AXRA v FEFEALTVRERR. ATYT2CHAET,
AT Y 7°2:[Security] > [802.1X Authentication] > [Port Authentication]Z®#IRL £ ¥,

Port Authentication

ATYVTMAVE—TIAARRATIRAY THIZURRA S5 4V BZ—T T4 RAERRL
=

R—REA Y B— T IA XA ZIRAY 7HIVURARA S, 1DDOR— N2 FERBRT B
PHENHBBE. [R—NEBRLET,

LAG[A 2 B—T7IAXXA7IRAY THE IV IARD S, BRETALAGZERLET,
hiE, LAGRETERENLER—NOIIL—TICRELET,

F:Zo0HTE., IZY MOR—MHFBIRENTVET,

Filter: Interface Type equals tc|.~ Portof Unit 1 | Go

ZESXB00V U —AARAYFRE, AZY VAIRETREBVAIY FHFH2HBERE. ATV
S5ICEART,

ATYT4[Go|ZIIYILT, AVR—TIAALDR—KNKLEBFLAGD VAN ZERTRL
£9,



Port Authentication

Port Authentication Table

Filter: Interface Type equalsto = Portof Unit1

ATYTE5  RRETDAR—KNEIIUYILET,
Port Authentication

Port Authentication Table
Fitter: Inforface Type equalsts | Potal Unit1 3 | Go |

Entry No. | Port Curnent Administrative RADILS Guest Dpen Access 802 1x Based MAC Based ‘Web Based

1 GE1 Authorized  Force Authorized  Disabled [Desabied Disnbied Enabled Disabled Disabled
2 GE2 Agthorzed  Foroe Awtharized Disabled Disabled Disabled Enabiled Disabled Disabled
3 GE3I Authonzed Foroe Autharzed Disabled Disakded Disabisd Enatibad Disabded Disabled
5 GES Pom Down Foron Authorized  Disabled Desalod IDisabisd Enaitéad Disabled Disabhad
6 GES PomDown  Foroe Authorized Disabled Disakiod [Disakied Enabied Disabled Disabiod

¥:Z0flTlE. GEAFBIRENTVET,
ATYT6: R—JETICAYO-J)LL. [Edit|j22VYHLET,

46 GE46 Port Down Force Authorized Disabled Disabled
47 GEA4T Port Down Force Authorized  Disabled Disabled
48 GE48 Port Down Forca Authorized Disabled Digabled
48 XG1  Authorized  Force Authorized Disabled Disabled
50 XG2 PortDown Force Authorized Disabled Disabled
51 XG3  Port Down Force Authorized Disabled Disabled
52 XG4  Authorized — Force Authorized Disabled Disabled

.| Copy Settings... | | Edit.. |

ATYVTT(A7T2a2)OAR—T T4 A2mETHHE S, [Unitand Port] RO Y
TEIV)ARNDSBIRLET,

Interface: Unit | 15 Port  GE4 3

Current Port Control: Authorized

E:ZOHITE, IZY MOKR—RGE4ANBIRENTVWET,

AT Y 7°8:[Administrative Port Controll L) 7 T, BWOR—NHBICHISTED AT 3>
REABDVYIDLET, ROFTSIavHFHY)ET,

Force Unauthorized : R—NZ R EBIREICBITITDEICK 2T, /1 X—TITAATY
TAEEBFLET, R—NENZ TV OERELET,

[Auto] : 7 VALY NOFBEECEIVWT, R—MAFHFAENERERLEZFHFTSATLEVR
ROBTBELET,

Force Authorized : SR5E L THR—NEERBLET, R—NENZT7 1Y O REKIELET,



Administrative Port Control: Force Unauthonized
@utn
Force Authorized

X ZOBITE, [Auto]fIBIRENTUVET,

AT Y 79 [RADIUS VLAN Assignment] 7 7> 3a>R&>z 0y LT, BERLEKR—K
CHAFIYUVLANEI ETEZRERELET. ROFAT723aVHFHIET,

Disable : #EEANBEMICBE2>TVWEE A,

Reject:RADIUSH —/N\A" BTV A NEREFRBL N, $77UAY RVLANZREL D 2 5
&, Y7TUAV NFERENET,

[Static.RADIUSH—N\HFH TV A NEERBLEN, S7UHD MVLANZRHL A S 12
Bae. Y7UAVRMNEZTFANhSKET,

RADIUS VLAN Assignment: Disable
Reject
O Static
X CofITE, [Static]BIREhTVWET,

AT Y 710:[Guest VLAN]F T v URY U AM[Enable] A/ ICL T, #EROBZEVWR—KD
TFARVLANZBMICLET. Y ABMVLANK, 802.17°0/87 14 ®4° A MVLAN IDFEIE Ti&E
RENLVLANIL, FAEhTVBVR—NZBBNICSNERET,

Guest WVLAMN: @ Enable

ATYTI(AT>3r ) F—=T> FORRAZBHIITRER, -T2 7O0+ER
EEWMCTD, FIVIRYIAREAFAICLET, OpenAccessZfERATHE, XY ND—
VICEHRIDFRANORENEEZEMAL ., BEORAZERL., ChoDBBEEMBRTE
£7,

X482 —7I4ATOpenAccesshHBMEIFZS. A1 Y FEFERADIUSH—NASZEFEL
EIXRTOEEERINE L TR, RALERICEREL, /10X —T7 I/ AILERKEATL
BAT—2IVORYRNIT=IOANOT IV EAZHFITLET. <DOfITIE. [Open Access]lk
BUCBE2TVET,

Guest VLAN: 4 Enable

Open Access: O Enable

ATY 712 : IR— N TB802AXFRREZBEMIZT B ICIE. [Enable 802.1x Based
Authentication|F T Y V7 RY JAZAIZLET,

Guest VLAN: + Enable
Open Access: Enable
B802.1x Based Authentication: @ Enable

ATYT713: BT UAYROMACT RLAICETWTR—NREZEMIC TR IR,



[Enable MAC Based Authentication] F T Y V9 RY VAZAVIZCLET, R—NTHEATES
MACKX—ADNFRIEFE8DEFTT,

3 MACEREEA I3 I(C1Ek. RADIUSH—N\NB 7V A NRI—HFEBENAT—RFHFT)
HROMACT RLATHBDYBEN HVYVET, MACT RLAR., MXETAHNTEIHEN
HY), EEABTICANTBIRENF HVET. FiEk - X0V XF (0020aa00bbec’x &

) o

802 1x Based Authentication: + Enable

MAC Based Authentication: OEnabIe

¥ Z0FITIEE, MACR—ADBIANEMICE>TVET,

ATY T4 A4 Y FTWebR—ADRIEZEMICTBICIE, [WebR—ADREZEBMIC
9 % (Enable Web Based Authentication)]F T Y J7RY VA% 7.|'/ ICLET, COBITE.
WebXR—ADFRIENEBEMICHE > TVWET,

B02.1x Based Authentication: + Enable

MAC Based Authentication: Enable

Web Based Authentication: O Enable

;i . 4_0)1§|JT(.3~" WebX— Zo)wunﬁh\ﬂ)&b(&t&')‘(\l\i?o

AT Y 715 ( #7232 ) [Enable Periodic Reauthentication] F T ¥ V7RY 9 A& A/ ICL
T, BEOHBNZEBL ERICKR—IMNBERIAETNDLS5ICLET., COEFEE. [BFEER
HE71—I)LRTEZEEINET,

Web Based Authentication: Enable
Periodic Reauthentication: @ Enable

E:CofTR, BEBRAABMICE>TVET,

ATYT16:(A7232 ) [BRABBE 71 —ILRICEZAHILET, COER, 15—
T7IAANR—NZBRAITDETOVRERLET. T7 7))L MER3600W T, #HHEE
300 ~ 4294967295 T,

Periodic Reauthentication: +| Enable

4 Reauthentication Period: 6000

X COBITE, 6000MHREENTVET,

AT Y 17 ( #7232 ) [Enable Reauthenticate Now]F I ¥ V7 RY 9 AZAICL T,
ENFNDR—NBREEZEFEHNICITVE T, CcOfITIE, ENRFBRIENEMICE>TVETD,

Periodic Reauthentication: + Enable

Reauthentication Period: 6000 S8C
Reauthenticate Now: O
Authenticator State: Force Authorized

[Authenticator State]fEIFIC &, R— N OFRILREF R TEIET,



ATY T8 (AT232 ) R—"HAHFAENZEEOFRZEMCTSICE. [Enable
Time RangelF I VY URY VRZEFICLET,

Time Range: O Enable

ik

Time Range Name: Dayshift ¥ | Edit

¥ ZoflTE, [Time Range] A BMICBE>TVWET, COMEEZAF Y TTIHEEEK. A
TYT20CHATLSEZL,

ATYT19: (A7 3> ) [Time Range Name] ROY 7HA IV UARND S, EHTZEE
FHEZERLET,

Time Range: «| Enable

Time Range Name: « Dayshift it
NightShift

Maximum WBA Login Attempts! =

X COBITE, [Dayshiff] ' BIRENTVET,

AT Y 7°20:[Maximum WBA Login Attempts]s81# T. [Infinite for no limit] 3 /= (& [User
Defined]Z227 )Y VL THIREREL 9, [1—HYEZE(User Defined)]ZZIRL 55,
WebRX—ANDRIAETHITENZO7 1 OBAATERZADLET,

Maximum WBA Login Atte mpts:Olnﬁnile
User Defined

X ZOBITE., [Infinite] FIBIRE N TVET,

AT ¥ 7°21:[Maximum WBA Silence Period ( WBAY A4 L > NOHAHEM ) 15818 T, [Infinite
for no limit ( EHIPR ) JE &=k [User Defined ( 1—HE&Z )27V Y VL THIRZREL £
¥, [1—EZE(User Defined)| 2 BIRL LIBEE., 1 F—T7 T4 ATHITE hBWebX
—AREDOTAL Y NEBORARZANLET,

Maximum WEBA Silence Period: OInﬁnile
User Defined

X CofITE., [Infinite] MBIRENTVET,

AT Y 722:[Max Hosts ( @ AKRA RN ) 5B T, [Infinite ( THIBR ) 1= = & [User
Defined ( 1—HE& )12V U Y I L THIREREL £, [User Defined]Z&IRL =15E
. AVEA—TIAATHAESBDHFAFRANORAEZEADLET,

* Max Hosts: o Infinite
User Defined

E:COEZICERETDE. NILFEYSDIVE—RTWebR—AFZEDOT VT ILKRA N
E—REZZZIL—NTEFET., COBITE., [Infinite] FBIRENTLET,

AT Y 723:[Quiet Period] 7 7 —/JL RIZ, FBRERBEOREREZICAA Y FAHQuietREEDEF I
BAIBEZEANLET, A4 Y FHFquietiREBDIFE, RAAYTFRIZATRISOHFHL
WERREERZVU Y AL TVWARWC EZEKRLET, F7 2L MNMER6OR T, EERK1 ~
65535¥ TY,



Quiet Period: 120

X COBITE. QuietfiBIF 120 ICREET N TVET,

AT Y 724:[Reending EAPI7 41 =)L RIC, R4 Y FHAERZBEEFITDRICHTUAV B
NEDRWEXYE—DEGFHIDFEZAILET, F7 4 NMERIOW T, @#EE1 ~
655358 T,

& Quiet Period: 120

Resending EAP: lEU I

¥ 20T, EAPOBEERFGOMICERESNTVET,

AT Y 725 [Max EAP Requests|7 1 —/JL RIC. EETEEBEAPEROBEABZALLET
o EAPIE, 802 IXTHEAENBFRIAERT, RAVYFEITA T2 NEDORIFERD K

ERMULET, CDFE, EAPERERIADEDICITAT U NIREBENET, 9547
YREREL, RABBRERETIXENfBVET, V4T MFBELEWVEES. B0
EAPERANBIAEAPEICESVTEREE N, REATO AN BEBETIhE T, 772 NE
k2T, gEEE1 ~ 10T,

& Quiet Period: 120
Resending EAP: 60
Max EAP Requests: 2

X C0fITR, F7AIILNMEKERENET,

AT Y 7°26:[Supplicant Timeoufl7 4 —JL RIZ, EAPERAHTUHY NCBREEEhD %
TORBEEANLET, F74)L MER30W T, &A1 ~ 65535 T,

& Max EAP Requests: 2 (Rar

& Supplicant Timeout: 60

0BT, YTVAYREALTINEBOWICREETATVET,

AT Y 727:[Server Timeoul 7 1 —)L RIZ, XA ¥ FARADIUSH —/NICEREBIXFET D
ETOBEBMEANLET, 77 4)L MER30W T, #EGK1 ~ 655358 T,

% Max EAP Requests: 2 (Ran
4 Supplicant Timeout: 60
o Server Timeout: 60 sec |

X COBTE., T—NEALTIRNEORIZREETNATVET,
AT Y 728 [Apply]22 UYL, [Close]2Z VY OILET,



Interface:

Current Part Control;
Administrative Port Control:

RADIUS VLAN Assignment:

Guest VLAN:
Open Access:

802.1x Based Authentication:

MAC Based Authentication:

Web Based Authentication:

Periedic Reauthentication:
# Reauthentication Period:

Reauthenticate Mow:

Authenticator State:

Time Range:

Time Range Name:

& Maximum WBA Login Aftempts:

2 Maximum WBA Silence Period;

o Max Hosts:

& Quiet Period:

© Resending EAP:

& Max EAP Requests:
& Supplicant Timeout:

& Server Timeout:

Unit | 1% Port | GE4

Unauthorized

Force Unauthorized
D Auto
Force Authorized

Disable
Rei
D Static
3 Enable
Enable
@ Enable
Enable

Enable
Enable

6000

Connecting

Enable
Dayshift 5| Edit

D Infinite
User Defined

D Infinite
User Defined

D Infinite
User Defined

120
B0
2
60

&0

sec (Range: 300 - 4294967295, Default: 3600)

(Range: 3 - 10)

sec (Range: 60 - 65535)

sec (Range: 1 - 4294967295)
sec (Range: 10 - 65535, Default: 60)
sec (Range: 30 - 65535, Default: 30)
(Range: 1 - 10, Default: 2)
sec (Range: 1 - 65535, Default: 30)

sec (Range. 1 - 65535, Defaull: 30)

(T CC

ATY T2 (A7>3> )[Save]e V)Y IL, REZAXR—KNTYZ7AV74F1L—
2AVITANCREFELET,



3-Port Gigabit PoE Stackable Managed Switch

Port Authentication

|mmnnﬂumm

Fitter: Infaerface Type equals to = Port of Unit 1 & |Gn

Entry No.  Port Current Administrative RADIUS Guest Open Access
Port Control ~ Port Control VLAN Assignment VLAN
1 GE1 Authorized Force Authorized Disabled Disabled Disabled
2 GE2  Authorized  Force Authorized Disabled Disabled Disabled
3 GE3  Authorized  Force Authorized Disabled Disabled Disabled
4 GE4 Authorized Auto Static Enabled Disabled
& GE5  Port Down Force Authorized Disabled Disabled Disabled
&6 GEB Port Down Force Authorized Disabled Disabled Disabled

ChT, A4 Y FN802.1xR— hBAIREN ERICREET NIRRT TY,

ATYT1: BEOAR—T T4 AICER

K227V ILERT,

BEOA 2 E—T LA ANDA 2V R—T T4 AKREDER
AREEBEATRAVE—TIAAOATS 3y

Port Authentication Table

Filter: Interface Type equalsto | Portof Unit1 4| | Go |

Entry No.  Port | Current Administrative RADIUS Guest  Open Access
Port Control | Port Control VLAN Assignment  VLAN
1 GE1 Authorized  Force Authorized Disabled Disabled Disabled
GE2  Authorized  Force Authorized Disabled Disabled Disabled
Force Authorized  Disabled

5 GE5

Wwto

Force Authorized

-

Disabled

X COBITE. GEANBRENTVET,
ATY72: FICA20-)L, [RECIE—]ZIIUYILET,

43 GE43 PortDown  Force Authorized
44 GE44 PortDown  Force Authorized
45 GE45 PortDown  Force Authorized
46 GE46 PortDown  Force Authorized
47 GE47 PortDown  Force Authorized
48 GE48 PortDown  Force Authorized
48 XG1  Authorized  Force Authorized
50 XG2 PortDown  Force Authorized
61 XG3 PortDown  Force Authorized

Authorized

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

52 XG4 Authorized Force
I%] o]

ATV T3t 7 A —IRIC, BRULIEAVE—T IS AORECERAIZA>E—T7I4
ADBHEZANLET A VER—T I/ ABERLERAE—TI(ABZANELTER



TEXT BAVE—TIARZAIITRY>TADLTSH (1. 3. 5. GE1, GE3.
GESBE ), RERBAVER—T I/ ADEHHE (1 ~ 5FX1ZIEGE1 ~ GESB E ) ZANTE
£

Copy configuration from entry 4 (GE4)

to: §47-48 (Example: 1,3,5-10 or: GE1,GE3-XG4)

X 0BT, R—BM47 ~ 48ICEREEHN BHAENET,
ATY T4 [Apply]l2 )Y UL, [Close]z V' )Y U LET,

Copy configuration from entry 4 (GE4)

to: 47-48 (Example: 1,3,5-10 or: GE1,GE3-XG4)
Lhpply | Close |
RORF, RERDEEZRLTVET,

Port Authentication Table

Filter: Interface Type equals to = Port of Unit 1 % . Go

Entry Mo. Port Current Administrative RADIUS Guest Cpen Access
Port Control = Port Control VLAN Assignment VLAM
1 GE1 Authorized  Force Authorized Disabled Disabled Disabled
2 GE2 Authorized  Force Authorized Disabled Disabled Disabled
34 GE3  Authorized Force Authorized Disabled Disabled Disabled
4 GE4 Authorized  Auto Static Enabled Disabled
5 GES PortDown  Force Authorized Disabled Disabled Disabled
6 GE8B Port Down Force Authorized  Disabled Disabled Disabled
45 GE45 PortDown  Force Authorized Disabled Disabled Disabled
46 GE46 Port Down Force Authorized Disabled Disabled Disabled
47 GE47 Authorized Auto Static Enabled Disabled
48 GE48 Authorized  Auto Static Enabled Disabled
49 XG1 Authorized Force Authorized Disabled Disabled Disabled
50 XG2 Port Down Force Authorized Disabled Disabled Disabled
51 XG3 PortDown  Force Authorized Disabled Disabled Disabled
52 XG4  Authorized  Force Authorized Disabled Disabled Disabled
| Copy Settings... | | Edit.. |

AT, 1D0OR— MO8 IERERENERICIE—E h, R4 Y FOMBOKR—NIEA
ENET,
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