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BeeZ AL T, NGFWO AN ZEH, FUFNRTRZ 714V 0 ZEBMELERT,

CORFIXPNTR, NGFWA'F VTN RTHRELRFILRT DS ETETETB/NTXA—ZRIZE
JWT, Cisco NGFWZAutoScalelZF8ET D HEICDVWTHBALEY, chnlk, JOT7—>3>
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RICRLUET,

C-ARMY -2 TRATGEVTFAV=2RF, T—REVE—OBEASTTVT—232F
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- VNET: Azure Virtual Network (VNet)l&, AzureD 754 R—KXY NDO—0 QBRI REK
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V=N, HE, 1 V3—FXY N, BREFAVTLIARY RV ELRZLICBETES X
SICBVET, VNetld, MEOTF—2 2 X—TERATRIHROZRY ND—JICUTVET
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- Logic App:Azure Logic Appslkk. ¥ FREFHEBETCT IVr—>3>, =2, AT A,
BRY—ERAZREITAIVENf HBDHFERIC. ARV, EDPXA7ALA, 7—270—-0
AT2a1—)., BEft. A—TANL—232E2ZEITRD VSV RY—ERTT, Logic
Appsid, VTR, V7L IR,  LEEEAT, F7URE, T—RRE. ATLKE
 IVER=TSAXTTITr—2a UK E(EAN), B &UBusiness-to-Business(B2B)EE D 1=
OYODAT—Z7 NV ) 1—23aV0ORFERBEEZBHRNLLET, COVYJI1—-23a2iE,
BEAT—ILVYVI1I—23 OMEICHL TRITENDBEOREN G —T > AZRHL
79,

HiE, NGFWTHERATIEZA&RAutoScaleV ) 1 —>3a > Ek, VNetlCO—HILBTSARK—KNPLEE
EI2L-O0EBHEZRERMEL TH ST, Firepower Management Center&E NGFWRE TEE & R
BIDEHICNT VY VIPKYBETT,

COFEETIE. RIEZEHADY ) 1—2 32 K7 Z 4 X— NPREHODFirepower Management
Center(FMC)B K U'NGFWEBE THEATEDRSICADET, COBBEEMBRATDI_EZBMLE
LTVET,
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BEAT—IIINGFWY V1 -3V &2 ERTDICE, X0V 714F1L—232 4 R
LEXT,

https://www.cisco.com/c/en/us/td/docs/security/firepower/quick start/azure/ftdv-azure-gsq/ftdv-
azure-autoscale.html#Cisco Concept.dita cOb3cf0d-9690-4342-8cba-e66730e70c47

ROFERBICRHLTEDRSIC, WKI2HADBEZMAET,

CBBEEDT TV, BEERORFIPEIXA D NEBETEDIHEN HYET
CA—RNANASOHICNT U OIPESERELBEVWTLSEFE Y
- NGFWEFMCRENDEBRNZ 714V 0k, 75A4AR—=RNPEIX N ENLTXRBRTIHLEN
HV)ERI,
FEROEAGZERL TAutoScaled NGFWY ) 1 —>a > #ERTDICIE. ALK HA K
ICRBENTVBDFIETRNOEE 2 ZLETIHENHYET,

1.Azure ARMT>7L—b

ARMT 7 L—RKiE, AzureCEEIMLZBRMICT R EHICEAThET, AOR, BEBAT—
IMVVI1—=23a 0 OERICFRIATEZRIDEADARMT > 7L —RERBHLTVET, L.,
Z DARMT > 7L — M & Public Github https://github.com/CiscoDevNet/cisco-
ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template TR T&E B =% . Express/l
—RNEZNULUTEETETHDICENDPDST, BEEROARLRY ND—DV L BETEBRVMEET
TVT—2a aEERLET, LN 2T, Function AppA Consumption Mode®DXH V) (Z
PremiumE— RZFEHATEDLSIC, ChEDLEETBIHEN BDYVET, LEN 2T, HEX
ARMT > 7'L— NI&, https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git»
SAFTEET



https://azure.microsoft.com/services/logic-apps
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-autoscale.html#Cisco_Concept.dita_c0b3cf0d-9690-4342-8cba-e66730e70c47
https://www.cisco.com/c/ja_jp/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-autoscale.html#Cisco_Concept.dita_c0b3cf0d-9690-4342-8cba-e66730e70c47
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git
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- ¥TLVFTDVEFMCICE &L £ 9,

. FMCEZHRTHLUWFTDVEEREL £,
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BLEFICABIY—ALEBETEET,

3ADYOFTV
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R, BBAT—ILY)1—2 3 ICABEREREXREAVR—RMNEERLET,
1. Autoscale Logic® >V R— > N EEKLET,
ARMFT>7L—KNZERL T, VMSS, Logic APP, Function APP, App Insight, Network

Security GroupZER L £,

[R—L]>[VIY—ADER] > [T>7L—NOBRRICBBL. (77 L—MNERIZBRLET,
X2, IF 4 X T[Create and build your own template]2 2 Y 2 LE T,

Home > MNew » Template deployment (deploy using custom templates) (preview) > Custom deployment

Edit template X
Edit your Azure Resource Manager template

+ Add resource T Quickstart template T Load file + Download

& | 598 {
597 "rame”: “MNGT_NET_INTERFACE_MAME",
2> 4% Parameters (32) 508 "walue": “"mgmtNic"
5 [ Variables (34) 599 g
6@ {
g I 1
Resources (12) so1 “name™: "HNGT_PUBLIC_IP_NAME",
) LogicApp 62 "value": "mgmtPublicIP"
(Microsoft.Logic/workflows) 6e3 8
o [variables'mgmtSecGrp’)] 6ed {
" (Microsoft Network/networkSecuri. 605 “name™; "NAT_ID®,
) 606 "value": "5678"
em [variables('dataSecGrp’) a7 ¥
(Microsoft. Metwork/networkSecuri 608 {'
= [variables('storageAccountMame’)]  6@g “name*: "NETWORK_CIDR",
T (Microsoft.Storage/storageAccoun.  g1a “yalue": " [parameters(’virtualNetworkCidr')]"
[variables('hostingPlanName’)] 611 b
(Microsoft.Weby/serverfarms) 612 t
ol UNCianABEN § 613 "name": "NETWORK_NAME",
[variables(functionApphlame?) 614 “value": "[concat({parameters(’resourceNamePrefix'), '-vnet'}]"
(Microsoft.Weby/sites) 615 )
® [variables("appinsightsName’)] 616 {
(Microsoftinsights/components) 17 " YPOLICY_NAME®,
= " Ak b . Al R12 Mi Mascamatacel 'anl i suklasst V1Y ——

o T



2.[Save] 20U YULET,

Home > New > Template deployment (deploy using custom templates) (preview) >

Custom deployment

Deploy from a custom template

lempiate

71 Customized template 2 f f

12 resources

Deployment scope

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Edit template Edit parameters

Subscription * © ‘ Microsoft Azure Enterprise v I

Resource group * ‘ ~ ‘
Create new

Parameters

Region* (@ l East US Vv l

Resource Name Prefix _ l

Virtual Network Rg © l madewang ]

Virtual Network Name (O | madewang-vnet ‘

l < Previous I l Next : Review + create > |

CcOTUTL—NIHXEBZEEZMA. [Review +Create]2 V)Y VLK,

3.2hiZky), BIROVY—RATIL—TOTFICITXNTOOAVR—F2 "R ERENET,



madewang =

Add Edit columns Delete resource group Refresh & Export to CSV Open query » Move Feedback

“ Essentials

» _ Seazt 43f6-a529-041759) EastUS
¥ Tags
venl Type all Location all i Add filter
Settings Showing 110 11 of 11 records.  [] Show hidden types Mo grouping v
% Deployments O Mame Type TL Location L
B Policies Oe EastUS
Properties Oe ExstUS
O ¢ EastUs
Ot Eastus
O= EastUS
e O EastUS
O ¢ EastUS
Advisor recommendations O EastUS
Moritosing O @ East US
@ insights preview) O % act East S
j — E us

4. URLIZCATJA>LET
https://<function_app_name>.scm.azurewebsites.net/DebugConsole

7 7 4 )LASM_Function.zip® & Uftdssh.exe % site/wwwroot/folderic 7 ¥ 7’O0— KU EF(EEEL =
BRRCTZY7O—RIZIBENFBYET, HELSZWVWEBFTTIE. Function AppH" & EHEE % 35 5
TEEEA)

RORDKRSIZZY) KT,

€ cC o l-function-app.scm_azulewebsi[es.net-|:c:hu-\_qf“.(:n::c.-lr- tr Q@ Q 9

.../ wwwroot + 18items # @ A

Name Modified Size
Y- ™ AutoScaleManager 12/4/2020, 9:18:25 PM
9 I— & 12/4/2020, 9:18:25 PM
EY-) @ ConfigureFtdinterfaces 12/4/2020, 9:18:32 PM
FY-) = C 12/4/2020, 9:18:32 PM
Q9 =D 12/4/2020, 9:18:32 PM
Y- I~ 12/4/2020, 9:18:32 PM
Y- 4 12/4/2020, 8:18:32 PM

Kudu Remote Execution Console
Type "exit' then hit "enter' to get a new CMD process.
Type 'cls' to clear the console

Microsoft Windows [Version 10.8.14393]

(c) 2016 Microsoft Corporation. All rights reserved.

C:\home>
C:\home\site>
C:whome\site\wwwroot>

5. [Function app] > [Function|2F > ICLE T, IXNTOMEN R RENET,



Home > madewang -fu.'!:::l.".-:lup
(. BB function-app | Functions

Function App

Search (Crvd+/) + add () Refresh
“r Overview
B Acivitylog | Filter by name
R Access control (IAM)
[ Mame + Trigger Ty Status Ty
& Tags
an HTTP nabl
P Diagnose and sohve problems D VLB T ——
-onfiqureFtdinterfac W
@ Security E] Configureftdinterfaces TP Enabled
Evaits Grviced O createstatichoutes HTTP Enabled
[ peteteunregisteredFo HTTP Enabled
Functions
D DeployConfiguration HTTR Enabled
il Functions
O beviceberegister HTTP Enabled
App keys
[ oeviceregister HTTP Enabled
E App files
D DisableHealthProbe HTTP Enabled
4 Proves
[ redseatein HTTP Enabled
Deployment
ploy [ rrdscateou HTTP Enabled
& Deplayment shots O Getfrdpubiicip HTTP Enabled
oyment nter
@ Duployment Cu O minimumconfigvenfication HTTP Enabled
Deployment Center (Preview
@ Deploy (Preview) D WaitForDeploymentTask HTTP Enabied
Settings O waitForrraTocomeup HTTP Enabled

Il Configuration
Authentication / Authorization

¥ Application Insights

6. VMSSAMEET 7V T —> 3 HNOMEEZRITTEDRSIC, TUVELAERZZEELET,
<prefix>-vmss> [Access Control (IAM)] > [Add role assignment]iCBEBIL £ F, < DVMSSIC
<prefix>-function-appND A R E1—RT7 O AZRHLET



Add role assignment *

ASugh S00Es 1
o A
S pson *
! & I =
ek
. ’
U™ bt 162529 08
Ve " =
Fh b & ah h
oo
£ fiubracript () = Atk 1Ly
| [EET
L5 fubrsetons S ead DA 316 ‘] 5
Seleried mermibers

[Save] 20U Y O LET,

7. TOPyOoF7VL>TAPY O D—RI E1—CBBEL., XOBFATHEATELAI—RE
FRALTAO>Y V- RZEELET,
https://github.com/CiscoDevNet/cisco-
ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App

CoTiR, BATRHICACY TRAIUTYAY, UY—RTL—TH, BLOBETTUE
ABEMABLBENHYET, THLEVE, BERCRETEELA,

8.[Save] €V UYIULET, "METFTVT—320BE $LV "TMEBETTUT—3>
nEML: CBBLET,

TR

Oy OF7UABMCRDE, BESICSTDEBTRITAIRBENET,
INTHELKREEATVWRBERE., NUH—TI2a>HFRHBLET,


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App

Home > madewang

I ogic-
&) Lagic app Ioglc o
-
A Overview
B Acttylog
A Access control (IAM)
& Tags
&2 Disgnase and sobve problems
Development Tools
o4 Logic app designer
/2 Logic app code view
B versions
& APl conmEctons
b Quick start guides
Settings
@ Workflow settings
Authorization
@ Access keys
Identity
Il Properties
B Locks
Monitoring

R Alerts

Ed

[ RunTrigger () Refresh o# Edit [i] Deiete (%) Disable pdate Schema [y Clone @& Expont

0 To improwve traffic fiow, we'ne adding rew outhound IF sddresses for Logic Apps. Review action needed if you're filtering IP addresses with firewall settings befone 08/31/2030. Click 1o kearn maore. =+

Recummence 36 actons
Wiew in Logic Apps designer
FREQUENCY

Runs svery 5 minutes.

EVALUATION
Evaluated 285 times, fired 286 times in the last 24 hours
See trigger history

Runs history
Al w || start time eartier than w | Pick a date M| | Pickatime

[[Specify the run identier 1o open manitor view dircetly
Status Start time Identifier Duration Static Results
© Succesded 12/8/2020, 1241 AM O85ES042385827720953902150418CUE9 9,68 Secands
S Succeeded 12/8/2020, 12:36 AM OB5E5942ISBB5TREIN J024TEIETAFCUGS 9.99 Seconds
© Succesded 12/8/2020, 1231 AM 08565042391804090466 3084060580142 10.53 Seconds
S Succeeded 12/8/2020, 12:26 AM DB5E5942354931 ITEE602125T64 140043 9.63 Seconds
© Succesded 12/8/2020, 1221 AM 085E504239707165223 3385542405095 9.76 Seconds
@ Succeeded 12/8/2020, 12:16 AM OE5E5942401002 50748 5558564356008 10,88 Seconds
© Succeeded 12/872020, 1291 AM 08585942404034146570768829140CU46 10.04 Seconds
O Succeeded 12/8/2020, 1206 AM D85859424070648 345849314592 70CUGE 10.23 Seconds
S Suxceeded 12/8/2020, 12:01 AM 0B585942410101813534 775025693 0UT 10.24 Seconds
© Succeeded 12772020, 1156 PM 085659424131 24634374 17847 1T03CUGT 9.69 Seconds

T, VMEVMSSO FICERENE T,

Home > madewang s

2 [lllout-vmss | Instances x

Virtual machine scale set

|2 Search (€md = ] «

B Overview

B Activity log

T Acorss control (1AM)

@ Tags

& Diagnase and sobve problems

Settings

K3 instances

& Networking

# Scaling

B Ohls

& Operating system

© Security

B sae

W Extersions

@ Contirmous delivery

& Configuration

1) Upgrade policy

% veath and repair
Identity

B Benctios

FMCIZOY 14> L. FMCENGFWAFTDVZ Z 4 XR—NIPEHATERENATVR EZRIALE

EE

[ 5 Seaech virtual maching instances ]
Name Computer name Status Health state Provisicning state Peatestion policy Latest madel

) . ss. 0 55000000 O Running Succeeded Yos.

(W] R [ s 000002 @ Running Succeeded Yes



Overview Analysis Policies ghIaii<d8 Objects AMP Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig

BElout-vmss_0
Cisco Firepower Throat Defense for Azure

Mode: routed
Compliance Mode: Kone
TLS Crypto Acceleration: Disablad
Health
Status:
Policy: Initial _Health Policy 2020-11-11
= 04124106
Blacklist: HMong

Deploy System Help + madewang v

System w e
Model: Cisco Firepower Threat Defense for
Arure
Serial: SADMGN24KRE
Time: 2020-12-08 14:06:09
Time Zone: UTC (UTC+0:00)
Version: 6.6.0
:i.::l:‘:’.ono setting for Time based . (UTC+0:00)
Management s @D
Host: 10.6.0.9
Status: “
Inventory Details <
Cpu Type: CPU Xeon ES series 2400 MHz
Cpu Cores: 1 CPU (16 cores)
Mamory: 56832 MB RAM

NGFWCLIZOJ A>3 &, RDKSIZRRENET,

Cisco Fire Linux 0S v6.6.0 (build 37)

Cisco Firepower Threat Defense for Azure v6.6.0 (build 990)

> ex
exit expert
> expert

admin@@@inout-vmss-0:~$ netstat | grep 8305
o Iinout-vmss-0:8305
O gmginout-vmss—0:8305

tep %]
tep (%]
adminCE nout-vmss-0:~$

madewangfmc.inter:41997 ESTABLISHED
madewangfmc.inter:54513 ESTABLISHED

L =42 T. FMCIltAzure Private VNet Subneti#HH TNGFWEBEL £,

NZ7L>1—b

#TLU OUNGFWOBER ICLogic AppF AR TBHEEN BV ET, COXSBRRENSTTIL> 2

—F 42T EBIE, ROFIEERFLET.

1.2V IOFTINEBILRITENRTVWRAESH ZHIELET,



Home > madewang

(. I logic-app

Logic app

Search (Cmd )
Activity log
Access control (LAM)
Tags
£» Diagnose and sobve problems
Development Tools
sis Logic app designer
* Logic app code view
T Versions

API connections

& Quick start guides

[> RunTrigger () Refresh o7 Edit [5] Delote

) Disable

[ Clone & Export

O 7o improve tratfic flow, we're adding new ouibound I addnesses for Loghc Apps. Birview action needed if you're fltering IP addresses with firewall setfings befors 08/31/2020. Click to leam mors, —+

Subscription (change) : Microsoft Azure Enterprise

Subscription DY : 9d5ea202- 704 366-2529-041 7597817 10

Summary

Trigger
RECURRENCE

Recurrence

FREQUENCY
Runs every S minutes

EVALUATION
Evaluated 285 times, fired 285 times in the Last 24 hours
See trigger history

Runs last 24 hours 284 successful, 1 failed

Integration Account

Actions.

COUNT
36 actions
Wiew in Logic Apps designer

Settings Runs history
B Workdiow settings [ Faited || Start time earlier than || Pick adate B | Pick a time
Authorization Speciy the run identilier to open maniter view d 1@
K
D Accous kers Status Start time Identifier Duration Static Results.
Identity
D Failed 12/7/2020, 32 AM 0858594253 16267 1508622801 0944CUTD 10.25 Seconds
! Propert
SSREESS O Failed 12/4/2020, %24 PM DB58504509593954722248893 15330066 1.96 Seconds
& Lock
Biecs © failed 12/4/2020, 9:23 PM 08585945096662968875411868431CU59 145 Seconds
Monstoring O Failed 12/4/2020, %23 PM 08585945096 T 4864965 30 09098T0CUSD 1.74 Seconds
KR Alerts
e= ==
2BENRRZHELET.
»
o W
KBUENDVAH—ZDUYILET,
B
Home > madewang [ ‘ogic-app > Runs history
. .
(&) Runs history Logic app run
logic-app 08585942931 626T19086226010944CUT0
() Refresh 70 Run Details (%) Resubrmit D) Infe
[ Failed v I \L
Start time earlier than ~ | —n
AutoSealeManager | 2
Pick a date [ Pick a time ﬂ
[ Search to fiter items by identifier A
Start time Duration
' o ] INPUTS Shaw raw inputs >
© 12/7/2020, %32 AM  10.25 Seconds
Funetion name
© 12/4/2020, 924 PM 196 Seconds I 1 unct ion-app/AutoScaleManager
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