RV34x ) =X )I—RTOI1—HFHO D
RELEEH
Ey)

CORBEODEME. RV —X)N—ETO—HAILERTVE—RNI—HYTHIV N ERES
FUVEBITRIHEEHFHBAITSDCETT, cnlllF,. O—AILI—FONAT—ROEMEDERE
FE, O—HIIN 11— ORE/MmE/ A >~ R— K, RADIUS, Active Directory, & X U'LDAPZ#EH
LEUE—RRIAT—ERAOBREAENEENETT,

BEITDITNAAR|77—LDITFO)N=>3a>
. RV34x3 1) —X | 1.0.01.16 (RF DA 7> O— R)

B=E

RV34xI U—Z)—2 3. BEEETRBLVOEETRZEOOI—HYTFHYI NEEBHBLET, 1
—HiE, BB TIN—T01—HILTdeE, RARXAMY, O—AHIIVUTFTRY ND—2
(LAN), Y—ERT7I9tEAIL—=I. BT A RILEA LTV NEKEZ LB T S Secure Sockets
Layer(SSLMRAE TS A R— KXY RD—Y(VPNYOBREBIIN—TICBI B ELETEET, 1—
HEBIE, BEORXATOBEEZFNATED I —HYOEA(TE, TOAEEERLET,

ABTF—ER—ADEEIEMIE, FIZRemote Authentication Dial-In User
Service(RADIUS)/Lightweight Directory Access Protocol(LDAP)/Active Directory(AD)/LocalT 9,
JI—ZICRADIUSH—NZEMT D E, WebOT A H—EAXREFOMHOH—E ARG,
RADIUSHIBT —ZR—RAZEAL TI—HZFEL KT,

WebOJ A4 > —EAEROAET—EZR—RAZFMICL, BOT—EXRBICHOTF—ER—A
ERETRDATIaVR@EHYVERA, L—FTRADIUSHERE ., BRIICAD E, IL—ZFF
RADIUSH—E A%ZWebOJ 14 >, ¥4 KREVPN, EzVPN/3rd Party VPN, SSL VPN, Point-to-
Point Transport Protocol(PPTP)/L 4 72 Transport Protocol(L2TP) VPN), & &k 1¥802.1x

B

CO—HANIA—YHTHI SNDEE
cO—ANI—HONARDTD—ROEME
-O—AHNI—YHDEE
-O—AINI1—HFDEE
cO—ANI—HY0AL 2 KR—b

- UE—HFFERIH—ERADERE

- RADIUS

- Active Directory D 5% T

. Active Directoryii &

1 —

. Active Directoryii & 58 E

- [LDAP]
O—ALI1—YFHo>2 bDETE



https://software.cisco.com/download/home/282413304

O—ALd1—FONAT— ROEKE

ATYT71: L= DOWebR—ADI1—FT 4 )T 41207 14> L. [System Configuration] > [User
Accounts]ZiBIRUE T,

ATYT2: NAD—ROBMENTX—2Z2BNCTZLR, [NAD—ROBMEREZEY
CFBRFIVIRY VARZEFICLET,

COFIVIRY VAZATOERKRICLIEFEER., "O—NNI1-—HF—0E5Hk, CEXFT,




Local Users Password Complexity

Password Complexity Settings: & ) Enable
AT Y 7°3:[Minimal password length] 7 « —/JL KIZ, 0 ~ 127TOEEOBFEANL T, NAD—
RIZCEHDUBENHIBPUFHERELET, F7AILNMEE 8 T,
ZOBITE, BRIXFHREIVCHRELET,

Local Users Password Complexity

Password Complexity Settings: ¥  Enable

Minimal password length: 10 (Range: 0 - 127, Default: 8)

AT Y 74:[Minimal number of character classes]7 ¥ —/L KiZ, VS5 XEZRETDHIZ0 ~ 4D
BEZANLET, ABULEBER. BEBDIVTAORNMNFREFLEERAXFHZRLET,

- NAT— Kk, AMF(ABCD)THRENET,

c NAD—REE, PXF(abcd) TEERENE T,
AT — REHF THERE h3(1234),
CNAD— REBHRIF(@H) THRENTVET,

COBITE, 4 FERENET,

Local Users Password Complexity

Password Complexity Settings:  Enable
Minimal password length: 10 (Range: 0 - 127, Default: 8)
Minimal number of character classes: 4 (Range: 0 - 4, Default: 3)

The four classes are: upper case (ABCD...), lower case(abcd...), numerical(1234...) and special characters(/@#S...).

ATYTE5: HLVWNRAT—RO[Enable] FTY IRY VREZFVICLET, Chldk, REONA
D—RERBBNAT—RTHILBENBYNET,



Local Users Password Complexity

Password Complexity Settings: Enable
Minimal password length: 10 (Range: 0 - 127, Default: 8)
Minimal number of character classes: 4 (Range: O - 4, Default: 3)

The four classes are: upper case (ABCD...), lower case(abcd...), numerical(1234...) and special characters(!@#S...).

The new password must be different than the current one:( @ Enable

ATYT6[INADT— K- IT—220 %1 A(Password Aging Time)] 7 4 —JL RIZ, /NAD— REf
BYIh® B0 ~ 365)ZANLET. cOBITE. 180BFALENTLET,

Local Users Password Complexity

Password Complexity Settings: Enable
Minimal password length: 10 (Range: 0 - 127, Default: 8)
Minimal number of character classes: 4 (Range: 0 - 4, Default: 3)

The four classes are: upper case (ABCD...), lower case(abcd...), numerical(1234...) and special characters(!@#S...).

The new password must be different than the current one: & Enable

Password Aging Time: 180 days(Range: 0 - 365, 0 means never expire)
T, JL—ZD[Local Users Password Complexity]ZREN EFE ICEREENEL .
O—AIL1—Y0ORRE

AT Y 7°1:[Local User Membership List]7—7 LT, [Add]Z22 VY O LTHRLVWI—HTHo>
NZ#ERL ET, [Add User AccountiR—I A RRENE T,



L ocal Users

Local User Membership List

Bz o &

) #S User Name @ Group * &
0 1 cisco admin
O 2 guest guest

* Should have at least one account in the "admin” group

[Add User Account]\ ¥ &'—® FIZ, [Local Password Complexity] A7 Y 7 TEZEL I/N\T X —2
FRRENET,



User Accounts

Add User Account

The current minimum requirements are as follows.
e Minimal password length: 8
e Minimal number of character classes: 3
e The new password must be different than the current one

ATY72[A—=Y—=B1714—=IRIC, PHOORODI—HY—BZAALET,
ZOFITIE, Administrator NoahAX = nE T,

User Name (Administrator_Noah )

New Password [ ] (Range: 8 - 127)

New Password Confirm

Password Strength Meter _

Group admin v

ATYT3FLOWNRAT—=RIZ 1= RIZ, ERENIENTAXA—RZHONAT—RZAHNLE
¥, cOBITRH, NAT—ROFPREIOXFTERE N, AXF, NMNF, HF. BHRXFEDY
HAEDENTVRIRENHYET,

User Name Administrator_Noah

New Password ‘ eo0ee00000e ' (Range: 8 - 127 )
New Password Confirm ‘ Must match the previous entry

Password Strength Meter _

Group admin v




ATY T4[F L WINAD— RD#EZE(New Password Confirm)|7 4 —)L R T, HBRTD/NAT—R
ZEANLET,. NAT—RA—HBLEWEEE, 71— )LROBICTFARNKRRENET,

User Name Administrator_Noah

New Password 00000000000 (Range: 8 - 127)

New Password Confirm (ooooooooooo )

Password Strength Meter _

Group admin v

NAD—REBEX—F—F&, NAD—ROBEICISUTELLET,

Password Strength Meter [ |

ATYTETIN—=T(Group)] RAY TH I VARL S, #EREZI—HTHIYNIHHTS
TIN—T#BRULET, ROATZ3aVHFBYVET,

.- admin : FiAhEVY) /EEIAKIER.
. guest : FeHELY) EHER,

COFITIE, [admin]BIRE N TVWET,

User Name Administrator_Noah
New Password 00000000000 (Range: 8 - 127)
New Password Confirm 00000000000
Password Strength Meter _
Group admin ’j
o ______ )
guest

ATV 76 [Apply| 2V VY OLET,



User Accounts

Add User Account

The current minimum requirements are as follows.
¢ Minimal password length: 8
« Minimal number of character classes: 3
e The new password must be different than the current one

User Name Administrator_Noah
New Password 00000000000
New Password Confirm e0000000000
Password Strength Meter _
Group admin

T, RV3XI U —AN—B2OO—ANI—HFAXN-—2Y THERCREENEL I

O—Al1—-Y 0%

(Range: 8 - 127)

Apply

Cancel

AT Y 7'1:[Local User Membership List]7—7 )T, O—ALI1—HFOI1—HFE0OHBICHZDFI

YIRY DAEHAICLET,

C OHITIE. Administrator NoahH iBIRE hE 7,



| ocal Users

Local User Membership List

+ € w &

I User Name S
@ 1 Administrator_Noah
O 2 cisco

0 3 guest

ATY72Edit|ZIVY ILET,

F

Group * &

admin

admin

guest



| ocal Users

Local User Membership List

+@u &

J #< User Name & Group * ¢
/A Administrator_Noah admin
O 2 cisco admin
0 3 guest guest

l_ﬁ_% Eﬁ%?é iﬁ/bo

AT Y 7°3:[0ld Password ( 5§ W/NAT—R )1 714—=)LRIC, O—ANLI—HYT7HIO> NAICK
AICERELENATD—RZADLET,

Edit User Account

User Name Administrator_Noah

Old Password

ATYT4FULWNRD = R]Z =)L RIZ, ILWINAT—RZADLET, FILLWNRADT—R
BRNEHER/IZLTVIBENBHYET,



Edit User Account

User Name Administrator_Noah
Old Password YT
New Password Ty (Range: 0 - 127)

AT Y 7°5:[New Password Confirm] 7 1 =)L RIZES —EFHLVWNAT— KEALLTHERELE
T ChSONATD—RE—BLTVBRRENFHYET,

Edit User Account

User Name Administrator_Noah
Old Password 00000000
New Password YY) (Range: 0 - 127)

New Password Confirm ( eeeeesee

ATV (A7 32 ) [Groupl RAY TR IV ARND S, HEREI—HTHINIEIYH
THTIN—T7BRLET,

COBITIE, [guest] i BIREhTWET,



Edit User Account

User Name Administrator_Noah
Old Password 00000000
New Password (YYYYYYY) (Range: 0 - 127)

New Password Confirm eeeeeeee

Group ( guest v

admin

ATYTT:[ApplylZ2 2 VY OLET,

User Accounts ‘ sl ' Cancel

Edit User Account

User Name Administrator_Noah
Old Password [ITITIT )
New Password TTYYIYYY) (Range: 0 - 127)

New Password Confirm eeeeeeee

Group guest M

AT, O—ANDA—HTADYIMFERLCHEEShEL L,



| ocal Users

Local User Membership List

+ L

O #<$ User Name % Group * ¢
O 1 Administrator_Noah guest
O 2 cisco admin
O 3 guest guest

* Should have at least one account in the "admin" group

O—AlLd1—YDA4>KR—b
AT Y 7' 1:[Local Users Import ( A—AINI1—HD A FR—KN ) 5BEHT, 29UV ILET

¥

o

AT Y 7 2:[Import User Name & Password] C[Browse...]J282 UYL T, 1—HYDOUARNEA >
R—KLET. COT7AIRBE, HOIXXYPYE(CSVIERTREENLATL Y RI—K
T,

Z NPT, usertemplate.csvi BIRE N TWE T,



Local Users Import

Import User Name & Password

Browse... user-template.csv

(Import User Name + Password via CSV files)

Download User Template:

ATY T3 (AT>3a>r ) To7L—RrHEVEEE. [Download User Template]s815 D[
Download]Z 2 )Y VL&Y,




Local Users Import

Import User Name & Password

Browse... user-template.csv

(Import User Name + Password via CSV files)

Download User Template

ATY 7 4 [Import] 20UV UOLET,




Local Users Import

Import User Name & Password

Browse... user-template.csv

(Import User Name + Password via CSV files)

Download User Template:

AYR— BRI ECEERT XY E—TH 1 VR MR ORICERE NET,
cnT, O—HLI—FOURRNFERCA VK- REhELL,
JE—PFRBEEY—EADRE

RADIUS
AT Y 71:[Remote Authentication Service Table] T, [Add]Z2 2 JUY VLTIV NI ZERLET



Remote Authentication Service Table

OJEAr

(J Enable & Name %

ATYT2[Namel7 1 =R T, ZHOONOI—HEZERLET,
COFITER, BEBENFEHAENINET,

Add/Edit New Domain

Name CAdministrator )

AT Y 7°3:[Authentication Type] ROY 7A V> XZ1—7A 5[Radius] 2 RLET, 2FV. 1
—HRALFRADIUSH —/NZNM L TIThhET,

RADIUSTRETED VE—NI—HTHIV2 NF1DETTT,

Authentication Type RADIUS

Primary Server

Backup Server

ATYTHTZ4I Y- $—=/NT7 1 =)L RIZ. T7Z4XURADIUSH—NNDIPT RLAZABZL
9,



COPITR. 774XV T—/TELT192.168.3. 122" AT N TVE T,

Primary Server <1 92.168.3.122 )Port 389

AT Y 75 [Port] 74— RIZ, 7754 XJRADIUSH—NDR—RESEADLET,
COBITIRE, R—FNEBEBELTI645NERAENET,

Primary Server 192.168.3.122 6rt 389 )

AT Y 7°6:[Backup Serven7 « —/)L RIZ, /NY 2 F Y 7RADIUSH—/\DIP7 RLAZADLFE
T chik, 74XV —=—NHIA D ULEBEDT7I—I)LA—N—E L THEELET,

COBITE. N OTFYT7H—NOT RL AF192.168.4.122TF,

Backup Server ( 192.168.4.122 >Jort 389

AT Y T T:[Porfl7 4 —)LRIZ, )XY O T Y 7RADIUSH—/NOBZANLET,

Backup Server 192.168.4.122 6& 389 )

COPITIRE, R—MNEBELTI646NERAENET,

AT Y 78 [Preshared-Key] 7 1 —J)L RIZ, RADIUSH—N\TREENEBaREF—ZANLE
ER

Pre-shared Key 0000000000

AT Y 7°9:[Confirm Preshared-key] 7 4 — )L KT, BRIXEF—ZBAOL THERELET,

Confirm Pre-shared Ke 0000000000

AT Y 710:[Apply]Z2 2 UY O LET,



User Accounts

Add/Edit New Domain

Name Administrator

Authentication Type RADIUS v

Primary Server 192.168.3.122 Port 389
Backup Server 192.168.4.122 Port 389
Pre-shared Key ooc0000000

Confirm Pre-shared Key eeoeesesese

XAV A—HYTHAHIROR—=IDFRRENE T, REFREL T HT > D [Remote
Authentication Service] T —7 ILICRRENE T,

CNT, RV34x2)—X)—Z TRADIUSRRREN EEICEREENhEL 1=,

Active Directory® & &

AT Y 71:Active DirectoryDEREZT T T2 CI&. Active Directoryr—/NICOT 1 > T3 HEHN
& ') E¥9, PCTActive Directory®d 1—H—& I E1—2%&ZBEZ,. VE—NTOJA20TBEDH

CERTR DAY —THIV N HDIAVTHIBBHLET, COHITE, UsersdVTFZE
RAULET,



: Active Directory Users and Computers o

File Action View HE||EI-
I E LhRiEYHS

1 Active Directory Users and Com|| MName

> [ Saved Queries &, Administrator

v §3 Cizcolab.com 2 Allowed RODC Pas:
| Builtin %CEI"I: Publishers

%Cluneahle Domain

&2, Denied RODC Pass,

M DHCP Administratc

il
| Cisco Engineers
| Computers
5 5] Domain Controllers
| ForeignSecurityPrincipaly|

B Keys E2 DHCP Users

y || LostAndFound %Dﬂ#’-dmms

> || Managed Service Accow %DMUWETEF‘FG}:}*
| Program Dlata %Dwﬂain Admins

%Dnmain Computer
%Dumain Controller:
EE,D:}rﬂain Guests

| TPM Devices E,Dumain Userz

ATFY72: AT FEHDY UL, [Properties]Zi#IRL ¥, [Attribute Editor] 2 7 IC BE L
. [distinguishedName]7 41 —JLRZHRLE T, cDRXTIHARRENTVEVHEF, Active
Directory 1—H'—& A E 1 —R2—THREEE 1 —Z2BMICL, PYBIXENHYET, C
ND7A—=)ILREXEL, [F¥oENZPIYILET, ChGFI—FIAVTFNRIIBEYET,
CcD714—=)LRIE, RVM40ZERETIRICEMLETHY), ERIC—BIIDLENfHVYET,



o | | m Map Users Properties ? X
.

Delegate Control... G it 5““6

Attnbutes:

I FI ﬂd. = Attribute Value i

adminDescription <not set>

H B 5 adminDisplayName <not set>
cn Users

.Iﬂl”- T k 3 defaultClass Store <not set>

3EKE description Def ainer for upgraded user account:

displayName

View J —— e  CN=Lisers,DC=Ciscolab,DC=com

dSCorePropagationD... 8/15/2019 7:12:46 AM Pac#fic Daylight Time
extensionName <not set>

flags <not set>

fSMORoleOwner <not set>

instance Tvpe x4 = {WRITE) ¥

[ ok [ Cancel ) Aoy | Hep

ATY73:BATRI—HTHONERLOAYTFHEIO-NILEF1UT 1 TILN—TZEK
LEXY,

BRLEODTFT T, ZAOEFRZEAIUYIL, "THR > TJI—7) 2BRLET,
KOEEZBIRL TS EEL,
CON—TF  COEEIE. RVMMOTHERE N EI—HITIN—TEBEZLIC—HLTVWBHRE
FHYVET, COHITE, VPNUsersEFERALET,
L HN—=FAI=7 - 50—/
CION=TBZAT  F2IUFT1
[OK]ZO2UYOLET,

VU T DG IVISHIWEES T LS YU s — New ObjeCt - GTDUF X
oup - Domai... Members of this group ... Delegate Control...

oup - Global Members of this group t... Find.., g % e e
Computer 9 ( New > ) g
All Tasks > Group name:

) [ VPNUsers| |
Refresh

Export List... Group name (pre-Windows 2000):
msDS-KeyCredential I VPNUsers |
. View > N
msDS-ResourcePropertyList
o ) Group scope Group type
msDS-ShadowPrincipalContainer Arrange lcons > Ot
mslmaging-PSPs Line up Icons o O Devbutin
MSMQ Queue Alias Properties O Uriversal
Printer Help

User =
Shared Folder _ Cancel

ATV T4 FLWIA—HTHIONEEKTRICRE, ROFIEZERTLET,



CAVTFTADNZEQAR—ARZRGIUYIL, THRL > T1—Y—, Z2BRLET,
- [B A, [ERZEALLET,
CA—Y—- QA BEALLET,

c[next)] 20V OLET,

- Global DNS clients who are per... Delegate nop.,, New Object - Uses %
- Global Designated administrato... Find...
fed PR | AN s wsmel L T A e
Computer ( New 5 ) 13) Create in enLab com/Users
Contact
By Refresh e — [ l — |
InetOrgPerson Export List.. Last name: Wayne
msDS-KeyCredential ol BWayne
: Vi >
msDS-ResourcePropertylist i
msDS-ShadowPrincipalContainer Arrange lcons >
BWayne com -
mslmaging-PSPs Line up lcons
= p i User name indows I}
MSMQ Queue Al roperties e | |EIWa5ne
Printer Help 9
User
Shared Folder Back Cancel

A—HONATD—RZANTDEELSICKROSNET, [User must change password at next
logon]’ RY DX A &2 TV 3848k, VE—NTOJA>9%wEIIC, O—AlLTOTA >
L. NATD—RZZEETDIHENHYET,

[Finish) 22Uy OLET,

ERATIVBEOHDI—H—THIV I TILERENATVWREER. AENFBELBEEND

WEFT, I——OERBER/RTDICE. 1—H—%BIRL, 52UV HILT TEH0OEE,
ZBRULET, IXNTOAR—ANFIBRE, I—HFOoOIT A EE—HLTVWBRZ EEEEL
£, I—-"HORFRBREEEhELA, [OK|ZIUYILET,

A Cisco B. User

DO

2. Cloneable Dom
2 Denied RODC P
2 DHCP Administ

Copy...
Add to a group...

Name Mappings...

EDHCP klsess Disable Account
:%Dnsﬁ.dmins Ry »
82 DnsUpdateProx g
ﬂDomain Admin: Move...
%Damain Comptu Open Home Page
ﬁEDomain Contro Send Mail
%Domain Guests

. All Tasks >
&EDomam Users
8% Enterprise Admi Cut 9
:%Enterprise Key A Delete
%Enterpnse Re( P
52, Group Policy
2. Guest Properties

Help

ATYT75: A—YTAIDVRNFELLKBRENLS, VE—FTOJA VIR ERZENETIH



ENfHYET,
FTOEHICEK, I—F—TFhHOUREEIRL, HOUYOLTZ7ONT1]12BIRLET,

b, : S
H2 Denied RODC P Add to a group... o
% DHCP Administ Name Mappings...

% e e Disable Account
%Dnsﬁdmins e )
‘%DHSUpdatePrux: eset Password...
% Domain Admin: Move...

42 Domain Compt Open Home Page
%Dnmain Contro Send Mail

% Domain Guests
% Domain Users
% Enterprise Admi Cut

% Enterprise Key A Del
x% Enterprise Read- Ré

%Gmup Policy Cr ' '

Help

All Tasks >

[A—¥7'ONT 1]TEMTIT 4 B2 7 Z2IRL . [distinguishedNamel&£ TAIO—ILA T2 L
£7. BHUDCN=ICAR—RAEZEFZVEL VI—HOTA VBN HB L E2BRBLTLEEL



@ser F’mpert@o
Secunty Enviranment Sessions Remote control
General Address Account Prafile Telephones
Published Certficates Memberf  Password Replication  Dia

x

ization
Object
Remote Deskiop Services Profile COM-+ C Attribute Editor )

Attributes:

Attribute Value

desktopProfile <not set>
destinationIndicator <not set >
displayMame

displayMan
0 distinguished Name
division

(XON—D)2T%#BRL., [BEMEIIUYILET,




Cisco B. User Properties ? X

Security Sessions Remote control
Remote Desktop Servi | COM= Agtnbute Editor
General  Address oo Profle = Telephones  Organization
Published Certificates{ Member Of JPassword Replication Dialin  Object

Member of
Name Active Directory Domain Services Folder

Domain Users CiscoLab.com/Users

JO—-NLtEeFx212 VT4 TIN—TDEEEADL, [Check Name]ZBIRUET., T NUICTE
FEIANTVWBRESE., "OKL 29UV OULET,



Select Groups X

Select this object type:
Groups or Builtin security principals | Object Types...

From this location:

Advanced... Cancel

[ZAVINAVNETERBRLET, [(RYND—OF O EIAFA >3O T EARHA%E
BIRL, BYOBEBRBEENERICLET,

ClUser Properties T >
Security Environment Sessions RHemote control
(eneral Address Account Profile Telephones ganization
Remote Desktop Services Profile COM+

Published Cerdificates  Member Of Password Replication

—Metwork Access Permission

(@ o > O

" Deny access
™ Control access through NPS Network Policy

Active Directory#t&

Active Directory Tld, RV34x)IL—ZDEZNADY —NOBEZE —BLTVIHEN B ET,
RV34xI ) —AN—ZOBZAREDFIEICOVWTR, CccE2IUYILTLKEEL,

ADTIlX, RV340ICADZ O—NINEF21VF4IN—TE -T2 I1—FITIN—THIFBETT,


https://www.cisco.com/c/ja_jp/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5503-configure-time-settings-on-an-rv34x-series-router.html

AT Y 7 1:[System Configuration] > [User Groups]icBEL £7 .

Log

Emaill

User Accounts

ATYT2[+HTAA2=# 7)Yy OLTA—HTI—TZEBMLET,




User Groups

User Groups Table

o

ATYT3:IN—T8B=ZAHILET. COHFITIEE. VPNUsersTY,

Group Name| VPNUsers

TIN—=7FE, ADJO—-NItEF1UT4TN—TEE2<EALTREHFREBRYEE A

AT Y 7 4:[Services|D[Web Login/NETCONF/RESTCONF]% [Disabled| & XN —0 32 % EAN & V)
FT. ADHEN TSICHAELBLVMEETE, RVIXIZCT I EATEERT,

Services

Web Login/NETCONF/RESTCONF ( ® )Disabled O Read Only O Administrator

ATY 75 ADEEZFEALTI—Y %2074 92VPNR ORI ZEBIMTEXT,

1. TTILBEECNTVBISA TR SH A RADOVPNEENT S IZIE. [EZVPN/3rd
Partylz 0> 3 CBBL, TSAOTAAVEIUYHILET, ROYTHIUAZ1—
ASVPNZOT7 74 ) &BIRL, [Add|Z22VYOLET,



EzZVPN/3rd Party

EzVVPN/3rd Party Profile Member In-use Table

Olu
0O # < =

v~ Group Name <

Add Feature List

4. SSLVPN-SSLVPNR I ZHEATRHEE. [ZTO77MIILOEBRIOEICHS ROV
HAIOXZ1A—NHISRIVD—ZERLFET,

SSL VPN Select a Proﬁ|< SSLVPNDefaultPolicy \)

6. PPTP/L2TP/802.1x: ADDEAEHT T3 IC 1, [Permil DHEIHBF T Y I KY IRED )
YILZETD,

PPTP VPN () \ Permit
L2TP ' | Permit

802.1x (J/ Permit



AT Y76 [Applyl 2V )Y ULTEEEZRELE T,

User Groups

Site to Site VPN Profile Member In-use lable

+ W

0 # ¢ Connection Name %

Apply

EZVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+

O # $ GroupName =

SSL VPN Select a Profile  SSLVPNDefaultPolicy
PPTP VPN U Permit
L2TP & Permit
802.1x 0O Permit

Active Directory#t &5 E

AT ¥ 7'1:[System Configuration] > [User Accounts]iCcBEIL &7,

v



AT Y 72:[Remote Authentication Service Table] T, [Add]Z2 2V JY VLTIV NI ZHERLET



Remote Authentication Service Table

OJEAr

(J Enable & Name %

ATYT3[Namel7 1 —=I R T, ZHOOROI—HEZERLET, COBITE,
Jorah_AdminAfEAE h TWET,

Add/Edit New Domain

Name CJorah_Admin )

AT Y 7'4:[Authentication Type] ROY 7’A U X _—1—H 5. [Active Directory] Z:BIRUL ET,
ADIF, XY RND—VDIXTOEBRICEBLVARI—2E)ET, Z2<0OE1—ZRIC7OY
ZLZRFAL., BB ACEECEMZERAITALOICEAETAET,

Authentication Type | Active Directory t

RADIUS N

AD Domain Name

‘ Active Directory

Primary Server

\

AT Y 7'5:[AD Domain Namel 7 « —JL RIZ, ADOZELEH RAX A BEADLET,




Z NPT, sampledomain.com#AERAE NET,

AD Domain Name sampledomain.com

ATYTE[TSAI Y- H—/N7 14— RIZ. ADDT7 RLAZAALET,
COBITIE, 192.168.2. 122 A NE T,

Primary Server (1 92.168.2.122 )ort 1234

ATYTTIR—=RNT 1= RC, T7Z24RVF—NOR—NEFSZADLET,
COBITE, R—hBESELTI2HUNERETATLET,

Primary Server 192.168.2.122 @rt 1234 )

ATY T8 (AT ar ) [A—H¥IA> T+ /VX(User Container Path)]7 4 —)L RIZ, 1—H¥NE
FhB3IL—KMNNRAZADLET,

X C0PITE, file:Documents/manage/containers A" EAE N TVET,

User Container Pat file:Documents/manage/co

ATY T9[Apply]Z V)Y OLET,

User Accounts

Add/Edit New Domain

Name Jorah_Admin

Authentication Type Active Directory |v

AD Domain Name sampledomain.com

Primary Server 192.168.2.122 Port 1234

User Container Path = file:Documents/manage/co

AT Y 710:[Service Auth Sequence]l R TCAVO—IRZD> L T, F&FHA7>a>onds 4



CHRERELET,

- Web Login/NETFCONF/RESTCONF:RV34x)L—RXAOOT AV FETT, [T7 I NERE
HIFT Y O,RY DAEFT7IZL, [Primary method]%Z[Local DBlIcERELE T, chnl- k),
Active DirectoryfR & RBL TE, L—ZASATTIRENBLIBYET,

. Site-to-site/EzZVPN&Rd Party Client-to-site VPN:ADZ £ 9 % & S I Client-to-Site VPN k >/
XL EFRELET, [Use Default] FT v IRy I X%ZEAF7IZL., [Primary method]Z[Active
Directory]. [Secondary Method]% [Local DB]ICEXEL & ¥

Service Auth Sequence

* Default Sequence is RADIUS > LDAP > AD > Local DB
* Local DB must be enabled in Web Login/NETCONF/RESTCONF

Service Auth Sequence Table A
Service $ Use Default $ Customize: Primary $ Customize: Secondary
Web Login/NETCONF/RESTCONF O Local DB v None \
Site-to-site/EZVPN&3rd Party Client-to-site VPN O Active Directory v Local DB
AnyConnect SSL VPN O Active Directory v Local DB

ATY 711 [Apply 28V UY O LET,

User Accounts

Service Auth Sequence

* Default Sequence is RADIUS > LDAP > AD > Local DB
* Local DB must be enabled in Web Login/NETCONF/RESTCONF

Service Auth Sequence Table

ATYT12 . 2T 74F1L—23 0 2AZ—K NP7 74F1L—2aVICRELE
9,

T, RV34x> 1) —X)L—22 MO Active DirectoryDEREN EEICETLEL =,
[LDAP]

AT ¥ 7°1:[Remote Authentication Service Table] T, [Add]Z2 2V Y LTIV NUZERLET

o



Remote Authentication Service Table

OJEAr

(J Enable & Name %

ATYT2[Namel7 1 =R T, ZHOORNOI—H—B=ZERKLET,
LDAPCRRETEBDVE—RI—YTHINF1DEFTT,

ZOFITIE, Dany AdminA'ERAENhTVWET,

Name Dany_Admin

AT Y 73 [Authentication Type] RO Y AU X _Z1—H5, [LDAP]%ZEIRL EF, Lightweight
Directory Access Protocol(LDAP)I&, FA LV MU —EANOT IV AICEAEhDTIEA
ZAOROLTT, RXAVORBIAERETITBEHICTALINIY—NEETITBDVE—MY—
NTY,

Authentication Type LDAP v

RADIUS —
Primary Server

Active Directo

Base DN

ATFYTH[TSA4I U H—/V|7 14— RIZ, LDAPOY—/N- PRLAZADLET,
COBITIE, 192.168.7. 122 EHE NE T,



Primary Server 192.168.7.122 Port 122

ATYT5[Porfl7 1 =)L RIZ, 77543 ) H—NODR—KNESZADLET,
BT, R—FESELTI22AFERAENTVET,

Primary Server 192.168.7.122 Port 122

AT Y 76:Base DN]7 4 —)L RIZLDAPH —/N\OXR—RAEBEIE ZAHILE T, X—ADNIE,
LDAPH —N\AHFIBEREZZELELEICI—HERRIDZIEHRTT, D7 1—I)L R,
LDAPH—/NICRREET N TVWAXR—ADNE—BLTVBRUEN BV ET,

COBITIE, Deptl01AERENTVET,

Base DN Dept101

ATY T [Apply]Z 2 VY OLET, VE—RRIAEY—ERT—TILICBEBHLET,

User Account:

ATYT8(A7232 ) JE—NFEAT—ERZEVELRIENCITZICR. BHERLEED
ICT2H—EADEICHEIFIVIRY JRCHAVRIZFAFT7ICLERT,



Remote Authentication Service Table

+ (£ W

AD

O O LDAP

O O RADIUS

ATYT9[Apply] 20 VY OLET,

User Accounts

ZhT. RV34XS U—Z)L— R TLDAPHEL < REE N L1,
CHORBICHETIETFERR...

SRADEQMDT VAL N—VERETDICE. CcEZIVYILTLEZWY
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