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COIFIVATIE, RV320Z2FRY NJ—U MODHCPH—/N& L TH#EEE D 1, FINA A
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—h®O12(CEEKEL, 192168 11CBBL TIL—2ICOTAVLET (IL—FDIPF RLA
ZEREZELTVAEVES ),

ATY 7T1:WebfREI—T 4T 42O 4> L, [Port Management] > [VLAN
Membership]ZiBIRLUE T, HTILWAR—DHFHAEERT, 3DOVLANZEIZ ICEKL T, E%
DRKI—FEZRLET, [Add|Z2IV VY VL THFLWITZEML, VLANIDEHRBZHSE
LET. T, VLANIBEITEIXENf $BD1 > X—T7 T4 ATTaggedICBBE2nTWBC
EEMRBITIHENHYET,

YLAM: ¥ Enatde
Create VLANS and assign the Quigoing Frame Type
Up ko fowr new WLANS can be created VLAMN iD= must Be in the range (4_4094)
VILAN Tabda Mg t-30f3 ¢ v PR page
WLANID  Description Iner VLAN Routing Device Wanagement | LAM1 LANZ LAN3 LaN4
1 Diedaun Disabled Enasled Untagged Untagged Untagged Untagged
et Guest Disatles Disatiea Tagged Tagged Tagged Tagged
100 ‘olce Disabled Disatied Tagged Tagged Tagged Tagged
10 Wirglass_ldaln Digakind :1- Enabled 1r Tagged 1-: Tagged | |Tagged |= Tagged _1-'
Nirgless_GUEST Dizatied 1- Enabled 1- Tagged r Tagged |= Tagged |=| |Tagged [=]
Wireless_ENGHRING | | Disadded [=] Enabled  [=] Tagged =] |(Tapped [=] [Tagged [=] [Tagpee [=
A o Page |1[=| of 1 |||

ATY 7T2WebFEEI—T 1 UT4(COJ 4> L. [DHCP Menu] > [DHCP Setup]Zi#iR L
£9. "DHCPSetups R—ZAHBEXRT,

.[VLAN ID]ROY 782K Y JAT, FRLAT—ILEBETBVLAN ( ZOBIOVLAN
10, 20, HET30) BBIRLET,

- COVLANDOF/NA AIP7 RLAZKEL, PP RLAFEEHZRELET, HEICIKLUT,
C'C‘DNS7°I:I=\=:/’<E7E§11$TCH§\E&§M‘_3’%>e_c‘:-'E;‘Céi?o CchiERY RD—=JICKEFLE
I, cOBFITIE, DNS7OFIEDNSERZEELF T,

- [Save]2 VYU L, BVLANTLDFIEZ#EVIRLET,



DHCP Setup

[1pva || 1P |
@ VLAN ) Option 82
VLAN ID: 10 [=]
Dievice IP Address: 182.168.10.1
Subnet Mask 255.255.255.0 [=]
DHEF Mods Disasle ® DHCP Server ' DHCP Relay

Remate DHCP Sarver: 0.0.0.0

Client Laase Time: 1440 min (H
Range Start 192.168.10.100

Range End: 192.168.10.149

DNS Sarver Use DNSProwy ||
Static DNS 1: 0.0.0.0

Static DNS 2: 0.0.0.0

WINS Server: 0.0.0.0

TFTP Server and Configuration Filename (Option 661150 & 67):

TFTF Server Host Name:
TETP Server IP: 0.0.0.0

Configuration Filename:

[_sew_J[_conen ]

ATY T3 FES—2 3 RA2T, [Port Management] > [802.1x Configuration] Zi&R L
£, [802.1X Configuration] R—Z2"FIE £ T,

AR—MR—ARBIEAEZEMICL, Y —NDIPPRLAZFRELET,
. RADIUS Secretld, H—NEDBEICERAENZREF—TT,
- CORIEFERITBZIAR—NEIBIRL, [Save]2 V)Y ILET,



802.1X Configuration

Configuration

/| Port-Based Authentication
RADIUS IP: 192.168.1.32
RADIUS UDP Port 1812

RADIUS Secret ciscorad

Port Table

Port Administrative State Port State

1 Farce Authorized :~r | Link Down

2 Force Authorized :v | Link Dawn

3 Farce Authorized v] Link Down

< Force Authorized E| Authorized
| Save |  Cancel |

Sx300M & FE

SG300-10MPARA Y FlF, BENBRY NT—IREZI1L—MTBLEHIC, IL—RE
WAP321DREDHNEE L THELET, A4 Y FORERFADESY T,

ATY 71:WebBR1—FT 1T 42O 14> L. [VLAN Management] > [Create VLAN]%
BRUET. ILUWR—DHFHEEERT,

ATY 72 [Add|Z O UYOLET. FILLWI A RIONFRRENET, VLANIDEVLANZ
EADLET (L7 3VIOHBERUSBEER ). [ApplylEZ Y2 L. VLAN 20&
VICHLULTZOFIEZEYIRLET,

@ V0LAN
2 WLAN 1D 10
VLAM Name: |Wireless_MAIN|

Range

fhpply| | Close |

ATY 73 FES—2 32 RA 2T, [VLAN Management] > [Port to VLAN]ZBIR U £ 7
o %bb\&_:/“b“sﬁégsjo

CR—TOLET, BT BVLAN ( ZDHAEVLAN 10 ) (2 TVLAN ID equals tos ZEREL
. BAID[GolZ2 7Y VLET, ChiZkl), TOVLANDRETR—IHFEHRENET,

- BAR—NOBREZZEL T, VLAN 104" "Excludedy Tld7%< Taggeds BB &KSICLE
T, VLAN20E3OICH LU TCOFIEZEY)IRLET,



Port to VLAN

Filterr VLANID equalsto | 10 [+]| AND Interface Type equalsto Fort [+] | Go

Interface GE1 GEZ2 GE3 GE4 GE5 GE6 GE7 GE8 GE9 GE10
Access

Trunk

General

Cuslomer

Forbidden

Excluded

Tagged @ (] a a -} Q a -} @ @
ntagged

Multicast TV VLAN

PVID

ATY T4 FESF—2 32 RA2 T, [Security] > [Radius]ZBIRL £9., [RADIUSIK—
PAEAEEXRT,

- RADIUSH—NTHEATD 77RO NO—ILOFX (BEET7 A MNO-ILELE
R—RMR—AFREE ) Zi#IRL £9, [Port Based Access Control]Z3&IRL . [Applylz VU Y o
LEY,

NR=ITEHOAADIZo2)Y O LT, REAOHFLVWIF—NZEMLET,

RADIUS

RADIUS Accounting for Management Access can only be enabled when TACACES+ Account

RADIE Accounting: @ Port Based Access Control (802.1%, MAC Based)
Management Access
Both Port Based Access Control and Management Access
Mone

ATFVT5: RREND T4V RIT, Y—\DIPT KL A(ZDBEE192.168.1.32) & B E
LET, " —NNOBEEZRETAHLEN HYETH., COHITRK, BEEICKL TERIT
DH—NHELEGEOTRAEDYEFEA, ChiF, EEHORADIUSH—/\HA SEIRT D5
BICEETY, RiAlF—Z2HREL., BYDORERFT7AILNOXRRICTDENTEXT,



Senver Definition: @ ByIP address By name

IF Version: Version 6 @ Version 4

& Server IP AddressMame:
&8 Priority:

Key String: @ Use Default
User Defined (Encrypted)

) User Defined (Plaintext)

ATYT6: FES—2 a2 RA2 T, [Securty] >[802.1X] > [Properties] ZBIR LU £ 3. #
LWR—DHFREERT,

. [Enable] 274U T802.AxEREEZ A/ ICL, RAAXEZBIRLET, CDBA.
RADIUSH—NZHALTWS 1Y, 1DBELEF22BOATa & BRLET,
-[Applyl] 20UV O LET,

Fort-Based Authentication: || Enable

Authentication Method: 2 RADILE, Mone

RADILS
Mane
Guest VLARM: Enable
& GuestVLAN Timeout: @ Immediate
ser Defined

[—ﬁpﬁy—][ Cancel ]

ATYZTTVLAND1D%ZZIRL, [Edit|Z2 V)Y OLET, FILLIA D RIUNFRRENE
9, [Enable]Z2F>/ICL T, TOVLANTHRIALZFFTL ., [App2 0 ) Y ILFT. &
VLANIZDVWT#YIRLET,

VLAN 1D 10 [ =]
YLAM Mame:  Wireless_MAIMN

Authentication: || Enable

ftpplye| | Close |

WAP321 D E

REBTOEARLY MVAP)IE, 41 —H XY NVLANEBZED DA VL ATHBDEHO T O

—RFFARNRXASVICTLVYLALANZET XY MELET . VAP, 1D OYEWAPTF
NAATEROT IVEARA N EZ1L—MLET, WAP121 TREREKR4D DVAPHH
R—BREh, WAP321TREHFRABDDVAPHF HR—KENET,



HVAPIF, VAPOZRRE, ERIICEMIRLLIFEMICTERT, VAPORYEERA>X—7
IAATHY, BENBNTHZRVBMBEEETIT. VAPOOBIMEZEMNICITSHICE, &
MEGZEDCITIBLENBHYET,

KVAPIE, 1—HREDService Set Identifier(SSID)IC & » THBlEhET, EHOVAPIC
BUSSIDEERETRD LW TEEB A, SSID7O—RF v AN, EVAPTHEBIICEM
FErFEMTEET, SSIDTO—RFYANEIF7AILRNTENCE>TVET,

ATY 71 WebEBRI1—FT 1T 4ICOY 14> L, [Wireless] > [Radio]Z:8RL £7 .
[Radiol X—Z A" BIE F T,

- [Enable]F T Y VRYDREVIVYILT, DA VLRZBMICLET,
-[Savel 2V UY O LET, BENFAICHBYIET,

Radio

Global Settings

TSPEC Violation Interval: 300

Basic Settings

Radio: +| Enable

MAC Address: CC:EF:48:87:45:78
Mode: 802.11bigh V|
Channel Bandwidth: 20MHz V|
Primary Channal: i

Channal: Auto ﬂ

ATY T2 FES—2 a2 RA 2 T[Wireless] > [Networks]Z2iBIRLETF, "Xy ~NT—2
I R=IHNHEFT,

Metworks
Wirtual Access Points (SSI0s)
VAP Mo, Enable VLANID 5510 Mame 5510 Broadcast  Security WAC Fiker Chanred lsolator
o o 1 Cincol + WRA Persanal | | Disabled
o o # Cacal d WPA Personal ' B8 Disabied ™'
o | -] Cmood i WPA Personal | [ Disabled v
Add Edi
Save

X : VAPODO T 7 # )L RSSIDWkciscosb T3, ERE NABIMOVAPIZIE, IXTTS20
DSSDEFHVTVET., TXNTOVAPOSSIDIF, OEICHETEET,

AT Y 73 : FVAPFVLAN ID(VID) THEBIE hBDVLANICBIEN TS hET, VIDICE, 1 ~
404 DEENEEZIEETEE T, WAP121IE5D2 D7 U7 1 7VLAN (WLANAIC4D, B
VLANAIZ1D ) ZHR—KNLE T, WAP321E, 9007 U F 1 7JVLAN (WLANFSD L&
BVLAN1D ) ZHR—KMLET,



F7 AT, WAPFNARADEREI—T AT AICE) HTSNEVIDIEI1TT, Ch
FRIBZLOTFT7AINOVIDTEH VY FET, EEVIDNVAPICEY) HTS5hAEVIDERUS
&. COBEDODVAPICEEN TS NIEWLANI SA T NEWAPTFNA A% BEETEET
o BEILHLUT, PUOEAROAMAOA—=ILJARNACLIZERL T, WLANISA T KA S
NEBEEMCTEET,

COBETEE, XOFIFEZ2RTIILEN BT,

CEROFIVOI—DOREEDIYOLT, SSIDEMELET,
. [VLAN IDJ/R ¥ & RICVLAN IDIC A B EEANLET
. SSIDEASLIES[Save]RE>Z IO )Y I LET,

Networks
Virtual Access Points (S5IDs)
VAP No. Enable VLANID 551D Name S5ID Broadcast  Security MAC Filter Channel Isclation
o vl 10 . Wireless_MAIN [ + WPA Peraonal v DiB-II}:rEd:I
o i 20 Wireless GUEST c WPA Personal | Dls-ul}‘ﬂdii
Show Details
| i 30 Wireless_ENGNRING ol WPA Parsonal || Disabled |
Show Details
| Add Edit
| save

ATY T4 FES—2 32 RA 2T, [System Security] > [802.1X Supplicant]Zi2R L &
9, [802.1X Supplicanti R—ZH"FFE £ T,

- [Administrative Mode] 7 4 —J)L RM[Enable] ZF 2L T, T7/NA AN802AXFRILTH 7L
DN ELTEHETESDKRSICLET,

. [EAP Method]7 1 =)L RO ROV TR IV JARND S, EY& XA 7 OExtensible
Authentication Protocol(EAP)F =X %R L £ 9,

T ORARA Y MABR2AXF =T A T— 2 A SFAMZMBIDLHICEATHI—FE
EINAD— R%Z[Username]7 1 —JL R &[Password] 7 4 =)L RICABDLET, I—HEEN
AD—ROREEF, 1 ~ ANFORBFERSTEETIXEN BYVET, chik, REEY
—NNTITICREREENTVRIHRENBYET,

. [Save] 20 UYL T, BREZRFLET,



802 1X Supplicant

F

Supplicant Configuration
Adminisirative Mode: «| Enable
EAR Method: MD5 [w]
Username: example-usernams
Password: 000 ssssssses
" -
Certificate File Status Rafresh I

Certificate Fie Present: Yas

Certificale Expration Date: Dec 26 18:43:36 2019 GMT

Browse to the location where your certificale file is siored and click the “Upload™ button.
Ta upload from a TFTP server, chick the TFTP radio button and &nter the TFTP server information.

Certificate File Upload

Transfer Methoed: @ HTTR
TFTP
Filename: [Choose Fie | No file chosen
| Upload
Save

3 : [Certificate File Status|fBIFIC &k, FEBAE 7 7 AN BEETIHAESIH I RTENET,
SSLAIBAE . Web7 T I0H HFWebH—/NEREICBETEDLSICTHIRIARICK>TT
PENBEENABRETY, SSLAIFAENEBREBRICOVTE, "WAP1218 LT
WAP321F 2 ARA > b TDSecure Socket Layer(SSL)GIEAEERE | 2R L <&V

ATYT5: FES—2 3 RA 2T, [Securty] > [RADIUS Server|ZiBIRUE T, |
RADIUS ServenX—ZAHEEXRT, NFX—RZAHL, RADIUSH—/NXO/NTX—XR%&E A
ALf-5SaveRR>ZIO )Y ILET,


https://www.cisco.com/c/ja_jp/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
https://www.cisco.com/c/ja_jp/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
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