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AOLEIT—232#HITANAF—HNEETT,
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NELHICERFTVED, ZEOBESORDYICXHFRREN, CORXRY NI—TZKREHN SR
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Client Laptop
TheGreenBow VPN Client
Private IP address 192.168.1.217 Office File Server

Internet

Lﬁ"
Client's Remote Router The Site's RV160 VPN Gateway/Router
Public WAN IP address 108.233.x.x Public WAN IP address 24 .x.x.x
Subnet mask 255.255.255.0 Private LAN IP address 10.2.0.56

Subnet mask 255.255.255.0

CDFEETIE., RVI60XRIZIFERV260IL—2ZH A N TRETDLHICHEZFIEIC OV TEHAL
x9,

. 1—4%%)L—7" - VPNUsers
COSATURELTTORREHTENBI—HTFTAIT N (1ARLEDI—H)

- IPsecZ’07 7 4 )l : TheGreenBow
COSATORDESHALARNAOZ7OTFZPAIN : 9OFAFTUN

R R, VTAT O MERENLEE, YA NTVPNAT—RAZRRTDHEERESh
=9

E:IA-YJIL—7., IPsecZ7O7 7M., BRI TATURNEFANE7O77AILICE, £
BEOBMEZHEATERT, VARENATLVREFIEERZHITY,



CORETR. EUVFZAT7 MO E1—2TTheGreenBow VPNZRET 2 -OICKRITTS
FIBIZOWTEHBALET,

. TheGreenBow VPN ClientV 7 R J I F7 DA IO O—REEY RT YT

COSATUORDTI—K1BLP20BEDHRTE

OSAT O RNELTOVPNIELG DB & #EE
HAREDIL—BZODITXNTOREN VAT ROBREE—BLTVWBRIENEETT, FEN
R L TEVPNEGHIBILEBEVEESEK, IXTOREZFIVYILT—HBLTVWR LR
LET, CORBILTIHE, BRERETDIHENDIDICTEERE A,
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B4 MDORV160FK 7z ERV260/L— 2 THRKE
1—HIN—T DR
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IPsecZ7O7 7 A ) DERFE

7 I —ZX1B K V20/E
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YTFHAOO N ITIN—TZ2ERLTKEEY, EBETAIVNZROTIL-TICBET
&, M—2ICOTA2TERLIBZYET,

ATY 71 L—2OWebR—R1—FT 4 VT4 (COATA2LET,
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AT Y 7 2:[System Configuration] > [User Groups]ZiZRLU £ T,



Initial Router Setup

System
Time
Log
Email

User Accounts

ATYTIHTAA2 =22V H LT, A—HJI—TZEBMLET,

User Groups

(+) =

O Group Web Login/NETCONF/RESTCONF
00 Ambassador Disable

O  admin Admin

U guest Disable

AT Y 7'4:;[Overview ( BEE ) 15 D [Group Name ( FIL—TB )17 1 =L RICTIL—T DO&H
EADLET,



User Groups

Group Name: | VPNUsers

Local User Membership List

+ -

AT Y 7°5:[Local User Membership List| @ FO 7'ZXEBETFTA A2 02)v oL, ROYTHD
VAN SI—HYEBIRLET, cSICEMTZEEE. 7T7RAOT7AI2ES5—E#L,
EBMTRHOXN—EBRLET, XON—R1DOOTIN—TICOXKBITRDENTEES, T
XNTOI—HY—ZAALTVWRVEERK, "I—Y—THONOER, U932 TEMNTE
x93,



Local User Membership List

J # User

O 1 John |~

O 2 Kevin | v

O 3 Teri |~

AT Y 76:[Services] T, JIN—T7THAOI—HFIINHETREREERLET. ROFT2IaVHFH
WET,

- [EX(Disabled)] : COA T3k, FIL—TOXNHTZI0HENL TWebR—2A
A—FT A4 VFTAICTIOEATEBRVWCEZEKRLET,

.Readonly : cOF 72 a>vik, FJIUN—TOXN=DOTAVEBIATLDAT—
BAZZINBD CENTEDCLEZERLET, REZHET DL TEEEA,
SAdmin: COFAT AR, TIL—TOXN—IHAEV) /EEAKERZEX, A
TLAAT—RAERETEET,

Services

Web Login/METCONF/RESTCONF: Q Disable [®)Readonly QO Admin
ATYTTHTAIA2&22IYOLT, BEOIZAT D SH A RMANDOVPNZEMLET,
COREZIT2>TVWEVEER., CORED "ITAT7URETFANEOTOT7 7 1)L OER
DHEICEHENATVET,




Client to Site VPN:

() @

O # Group Name

O 1 Client v |

AT Y T8 [Apply]Z2 7)Y OLET,

Apply Cancel

ATY 79[Savel2 V)Y IOLET,

cisco(admin) | English ~ 9 0 C""

AT Y 710 [Apply|EE S —EH VY HLT, £V 74 F1L—2 3V ERAX—NFY 7Y
J4F¥1L—T3VICRELET,

Configuration Management \s

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: 2019-Jan-27, 23:00:07 UTC
Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration ~

Destination: Startup Configuration v

ATYT1  BREXY E-IHFRRENLES, [OKIZT7UVYILET,

Information

e Running configuration saved to startup configuration

T, RVIBOELIERV260 ) — AN —ZRICI—HTIN—THEEBICERENEZZTTT,
A—YFHho> NOER




ATY 71 IL—ROWebR—AD1—T 14 )T 14O 4> L. [System Configuration] > [User
Accounts] ZEIRL £ 7,

Initial Router Setup

System
Time

Log

User Groups
ATY72[A—ANDA—Y—]EZE T, [BMTAAEIVYILET,



Local Users

()@ 0 & L

0 Username

O John
0O  Kevin
O Ter

O cisco

AT Y 73 [Username] 7 4 — )L RIZA—HFDHF, NAD—R, LT RAYTH I X Z1—
NS1—HZEMTEIIN—TZAHLET, [Apply] 20V Y ILET,



Add user account

A The current minimum requirements are as follows
* Minimal Password Length: 8

* Minimal Number of Character Classes: 3

Username:; o Dave

Mew Password: 9 SORPRRRRDRROOND

Confirm Password: 9 ssssssssessenee

Password Strength meter: - -

Group: ¢)| vPNusers ~

@ Apply Cancel

E:OSAFY RFESOIYE 1— 2RI TheGreenBow ClientEt Y Ry 72 &, BUI—
HFEENRAT—RTOTL Y LET,

AT Y T4:[Save]l2 V)Y ILET,

ciscoladmin) |English ~ 9 ﬂ C'""

AT Y T5[Apply|ZES—EO VY OLT, EFIV74F1L—YaVEAX—NFY 7Y
J4F¥F1L—23aVIRELET,




Configuration Management

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC

Startup configuration:  2019-Jan-29, 17:52:43 UTC

ion 2019-Jan-27, 23:00:07 UTC

Backup Configuration: —-

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source Running Configuration |~

Destination: ~ Startup Configuration |+

ATYVT6 BEXYE—IHARRENLS, [OKZTUYILET,

Information

e Running configuration saved to startup configuration

T, RVI60FE = FRV260)L—RIZI—YTHO M ERE N =ETTT,
IPsec7’A7 744 I NDERE

AT Y 71:RV160F = IERV260)L— X DWebR—AI1—F 4 UF 4O 4> L, [VPN]>
[IPSec VPN] > [IPSec Profiles] MJEIZZEIRL £9,

ATY72IPSecZ7OA7 7ANT—7IIICBEEOT7OAT77AINFRRENET, TSAH)FA
>EOUYOLT, HLLWO7 74 2ERKLET,



IPSec Profiles

+ 0]

0 Name

O Default
O Amazon_Web_Services
O Microsoft_Azure

O VPNTest

3 : Amazon_Web_Services, Default, & & U'Microsoft AzureldF 7 # ) N7O7 74 TT,

AT Y 73[Profile Name] 7 1 —)LRIZZA7 7A I OBB ZEHLLET. Z7O77A1ILBICE.
EBFERKRNFOT U A—AAT O HEFEALTEE,

Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ® IKEvl O IKEv2

ATYT4:AT7232REZ20VYOLT, ZA77AIINRBEICERAITHF—BAXER
ELERT, ROAT>arvhHYERT,

cAuto : RV —NFA—REBEBNICEREENET, cOFT>I3a>TR, F—2ES
MEBSLF—RBUZA 2 X—Y RF—RI(KE) R —ZFEALET. chE#E
R9 % &. [Auto Policy Parameters|fsEIEB DR EN BRICEY) E T,



. [Manual] : 2OF7a>zERATRE, VPNN U RILOF—ABESLEBEHDO O
NF—ZFHTEETEET., chZERT S &, [Manual Policy Parameters] 5815 @
BRENFBMCAYET, ChRFEL<FEDLIhTVERL,

Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® |Auto O Manual
IKE Version: ® IKEvl Q IKEv2

0BT, AuoFBIRENTVET,

ATYTEIKEN—23 % BRULET, V547> MUTTheGreenBowZRET D EE K, [F
UN—2ar o BIREhTVWA I EEERLTLSEETL,

Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ®|IKEvl Q IKEv2

TI—X1BKV20ORE

AT Y 71:[Phase 1 Options]#81# T, [DH Group] ROY A IV ARD S, 7I—X1OF—T
£/ 9 % E {1/ Diffie-Hellman (DH)7' )L— 7" Zi&IR L £ ¥, Diffie-Hellmanid, ZEgHBEF—t v

NEXBRTZLEHOEETERATABIESF—|WIONILTT, PILIVXLAOBRERE Y

NCK2TREVERT, ROFT2aoNFHUET,

- Group2-1024 bit : COF 723> TlE, F—OFERE<SBYWETA., JIL—T1&Y)
EZETY,

- Group5-1536EY h : COF T a2k, REEBVF—ZFFELETHN, FELF17
T9,



Phase | Options

DH Group: Group?2 - 1024 bit v
Encryption: 3DES v
Authentication: MD5 v
SA Lifetime: 28800

AT Y 7 2[Encryption] ROAY 7ROV UARD S, BELEITESLOLODOESILERERE
RU. Encapsulating Security Payload(ESP)# & T'internet Security Association and Key
Management Protocol(ISAKMP) 2 St B KV EBILLET., XOATZavHFHYET,

. 3DES:Triple Data Encryption Standard ( N 7). TF—XRBEEHRE ) . #HEE=hEV, —
Ho r7Ovoa0Tar; REICHLTHEBETHD S, BAEREOLDICHER
BEICOKMEAL TEETL,

. AES-128:Advanced Encryption Standard(AES-128)i&128E'Y ¥ —&FEHAL £7,
Advanced Encryption Standard ( AES ; SERS{LHE ) k. DESL V) ELEICEEFTE
NEES{ET7ILIIVAXALTYT, AESTR, fYREZEF—HA XZFALET, <hnlC
KV, XvtE—2%EBENTHHE—0OBRMOT7O0—FiF. BABNTEEINTOF
—ZRIEILBYET,

. AES-192:Advanced Encryption Standard ( AES-192 : EERBS{LRE ) 192 Y ¥
—ZFEALET,

. AES-256:Advanced Encryption Standard(AES-256)I&256E Y R —ZFEALFT,
NERELZEBBESKATITT,

Phase | Options

DH Group: Group2 - 1024 bit v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 28800

3 : AES(E, DESB LUV3DESEN L ERESILOBENGAERTHY ., NT7+—XAEtF2
JT14%ZmEEE8ET, AESF—ZR<TDE, NTA-NXVANFETL, EF1VT 15 EEL



LEY,

AT Y 7°3:[Authentication] ROY 7H I ) ARNA S, ESPERTISAKMPORRIE S EZRET
BPRAFEEEBRLET.,. ROAT2aVHFHYIET,

. MD5:Message-Digest Algorithm ( MD5 ; XY =S R AT ARNTILIVAL ) 2
L 128EY RON\NY S 1EABYET,

. SHA-1:Secure Hash Algorithm ( SHA-1 ; %2 7/\v 221 F7)LdV XL ) IZ160E Y b
DNY > 1EFBYIET,

- SHA2-256:256EY hD/\Y 2 1fEZERALcEF1T7/N\v22aT7IIV XL, hi
 BEZETHREIZT7ILIVAXALATT,

A VPNRZRIILOMEETRIUREARXAERAET A TVWD L 2HFBLET,

Phase | Options

DH Group: Group? - 1024 bit v
Encryption: AES-128 ~
Authentication: SHA1 v
SA Lifetime: 28800

& : MD5ESHARMA EERHIL/\Y S 1BHTY, F—20—&2WY). EfRL. BERBE
TERV—ED16EHRE N ZER LTI, COFITIE, SHAIABRENTLVET,

AT Y 74:[SA Lifetime] 7 4 —JL RIZ, 120 ~ 86400 EZANLET. F7 7 )L MMEIF28800T
9. SA Lifetime (Sec)it, CDT7 I —XTIKESAX T IOT 17L& 2TV HEEENTRLET
o HLWVWEFIVFATYIYII—3SANE. SA4T734LNFPERINICEZDFICEKIS I —

hehn, s3VEFIVFATYSTI—23a 2 SAOBRMBRIINLEZEZICHLUVSAZERATS
EFEHNEBO>TVBREEZRIELET, F74)L ME28800T, #iFIE120 ~ 86400CTF, 7 I —

A1DSATA T RA LELT28800 ZFERALET,

E:7I—XIDSAZA 7214 LE, 7TI—RXIDSATA T RALR)ERS TR EZHEOHL
£, 7I—-RXZ7I1—-XN&WEELTRBE, T—REPNURIILEEHBHIC, BRELCRAX

LOFIEEBRISI-—NIIBENFHBYET, T—FhRLBIYSZ<OEFIVUT 1 2L
BETRED, 7I—RNDFATRALETI—RILNEESTREEZHEDHLET,



Phase | Options

DH Group: Group? - 1024 bit 7
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 28800

AT ¥ 7°5:[Phase || Options]#&13 M [Protocol Selection)| ROAY 7’A O ) ARNAS, I I—>
IVOEBOT7I—XICEATA7ORNILZATZBEBRLES, ROFT>aoFHIET,

. ESP: ZMA7> ai&, Encapsulating Security Payload& £EFIENE T, cDF TS
IV, REITBDTF—RENTEIMELET, COATI IV aBRUESEER. AT
v76ICEAR, BEILAXERRLET,

-AH: ZOFAT>avik, REAYE—(AHEEFENET, F—RFREEATTa>
DT7>FIVTLAY—ERZRHETHEF1)FT47ORILTYT, AHIK, REEh
BIPF—RTTALAICEHIAFTFATVET, cOFATI I zBRUELESRE. ATV
TICERET,

Phase Il Options

Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MDS v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group? - 1024 bit v

ATYT6: ATYT6TESPZRRL 56, BE(LEBRLEYT., ROAT>a2HFHY &
EE

. 3DES:Triple Data Encryption Standard ( MU 7 )L F— X EES{LRE )



- AES-128:Advanced Encryption Standard(AES-128)&128E'Y hF¥—&FEHAL £,

. AES-192:Advanced Encryption Standard ( AES-192 ; SERS{LERE ) IE192EY MF
—ZFERALET,

- AES-256:Advanced Encryption Standard(AES-256)&256E'Y ¥ —&FEHAL £,

Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group? - 1024 bit v

AT Y 7T [Authentication] RAY 7H IV ) ARA S, ESPE K TISAKMPOFREES ZZEIRL
F9, ROFAT23AVHFBYNET,

. MD5:Message-Digest Algorithm ( MD5 ; XY 2—S R AT ATV AL ) I
V128EY ROV 1ENBHY)ET,

. SHA-1:Secure Hash Algorithm ( SHA-1 ; 2+ 21 F7/\v > a2 F7)IJdUXL) IZ160E Y K
DNV 1ENBYET,

. SHA2-256:256E Y RO/N\Y 2 1fgZERLEEF1T7/N\Y> 1 T7)INT) X,



Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group? - 1024 bit v

AT Y 78[SA Lifetime] 7 « —/)L KIZ, 120 ~ 28800N&EENDEZ AN LET, Chik, IKE
SANCDTI—ATTITATREXRTHIRBORETT, 77 %)L MBI 3600 TT,

Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHAT v
SA Lifetime: 3600

AT Y79 (A7 3> ) [Enable Perfect Forward Secrecy]F I Y 97 RY VA% F>ICL T,
IPSechZ 7 1Y VDBESILERAEDEHOFHL WEF—Z4EKL £T, Perfect Forward

Secrecy ( PFS ; T2 EHEME ) &, AEF—HBS{LZFEAL T/ 22— Y MNEHTEEET LD
BEOEF1IVTAZRLTRIEOICHEATIET., COBEZREMCITZICE. COFIVvD
RYDREFAVICLET, EMITRICE, COFIVIRYIRZFTICLET, < DBEEED
HRENET,

Perfect Forward Secrecy: |Enable

DH Group: GWDUD? - 1024 bit e

ATYTI0DHI N —1RAY TR IV V) ARD S, 7T —R20F—THEATBIDHI I —T %
BRUET, 77232 ROEHBYTT,



. Group2-1024E'Y h : ZOATYAVE, F—E&BRCHELETH, R2MEE
<mYET,

. Group5-1536E' Y h : ZOAT T3k, REELVF—EHHELEIHN, BbEF17F
T,

Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHAT v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group?2 - 1024 bit v

ATY 711 [Apply] 28V UY I LET,

Apply Cancel

ATY7T12[Save]2 V)Y UL, REZKXKGHICRELE T,

ciscoladmin) |English ~ 9 o E""

ATY 713 [Applyl 2 €5 —EO VY OLT, RTAV74F1L—2322ARR—KNT7y 7Y
JA4FI1L—23VICRELET,



Configuration Management

Configuration File Name

Last Change Time

Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: ~ 2019-Jan-27, 23:00:07 UTC

Backup Configuration: —-

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source Running Configuration |~

ATY 714 BBEAYE—IHFRTENES, [OKZVUYDIULET,
Configuration Management

Configuration File Name

Last Change Time

Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration: 2019-Jan-29, 17:52:43 UTC
Mirror Configuration: ~ 2019-Jan-27, 23:00:07 UTC

Backup Configuration: ——

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots
To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.

Source: Running Configuration +

Destination:  Startup Configuration |~

ZNT, RVI0E 1 IERV260)L—Z TIPsec7 A7 ZA DN ELLKREENEERFT T,

DSAFRDSHALMNAOTOT 7L INDOER

AT Y 71:[VPN] > [IPSec VPN] > [Client-to-Site] DJEIZIZIRL £,



VPN Setup Wizard
2

IPSec Profiles

3 Client-to-Site

OpenVPN

ATYT2[+HTAA2=22IY O LET,

IPSec Profiles

B

O Name Policy IKE Version
O  Default Auto IKEv1
O  Amazon_Web_Services Auto IKEv1
O Microsoft_Azure Auto IKEv1

AT Y 7°3:[Basic Settings] X 7 T, [Enable] FT Y UVRY VRAZAICLT, VPNZ7O7 74

FTFIOTA4TTHDEZBRALET,



Add/Edit a New Tunnel

Basic Settings Advanced Settings
Enable: 4
Tunnel Mame: | x

AT Y 74 [Tunnel Name] 7 1 —JL RIZVPNEZELED BRI ZA L E T,

Basic Settings Advanced Settings

Enable: [

Tunnel Name: Client

IPSec Profile: Default ~  (Auto Profile (IKEv1) is chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN >

ATYT75(IPsec] ROY TH I )ARND S, AT BIPsec7O7 71 LEBRRLEKT,

Basic Settings Advanced Settings

Enable: &

Tunnel Name: Client

IPSec Profile: TheGreenBow ~| (Auto Profile (IKEv1) is chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN i

AT Y 7'6:[Interface] RO Y A1) A N S[interface] & #IRL £,

Basic Settings Advanced Settings

Enable: ~

Tunnel Name: Client

IPSec Profile: TheGreenBow ~| (Auto Profile (IKEv1) is

chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN v

¥ ATYAVE, BALTVBL—ROEFLLL>TREYET. COBITE, WANFER

chTWVWET,
ATYJTIKERARZRBIRLET, XOAT3a HFHy)ET,
CERHREF— COATTIUTR., VPNESICHENAD—REFATEET,



. [REBA#E (Certificate)] : c DA 73k, BEl, PP RLA, UTIILES, SEHED
BMHR, AAEORTSOLBEF—OIE—LBENBERESCTFORIIHAEEZFER
LET,

IKE Authentication Method

®|Pre-shared Key: x

Please enter a valid Preshared Key.

Show Pre-shared Key: O Enable

Preshared Key Strength Meter:

Minimurmn Preshared Key Complexity: & Enable

O Certificate: Default

I EHEF—RFATEBVERLA. YA NETITAT MY E 21 —2ICTheGreenBow
ClientZ Y NTYTTBEEICL, VATV RNE—BIBDHLENHYET,

AT Y 78:[Pre-shared Key] 7 1 — )L RICEHFE/NXT—KEADILET,

IKE Authentication Method

@ Pre-shared Key
Show Pre-shared Eey O Enabile
Prisghaned Key Strandgth beti
Minimum Preshared Key Complexity: & Enable
O Cartificate Dhefamlt

AT Y79 ( A7> 3> ) [Minimum Pre-shared Key Complexity Enable]F I ¥ Ky VX &7
LT, T IUNAD—REFEATEDRSICLET,

IKE Authentication Method

® Pre-shared Key: L ITIIITTIIT LI T

Show Pre-shared Key: O Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: |#)Enable
O Certificate: Default
X COBITE. [Minimum Pre-shared Key Complexity]lld BN EFICLTHEET,

ATYT0:(AT232 Y NAD—RETL—2TFARNTERRTBIZIE, [Show Pre-shared
KeyEnable]F T Y VRY JRA&EFICLET,



IKE Authentication Method

@ Pre-shared Key: 20080080000 0000

Show Pre-shared Key: O} Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: & Enable
O Certificate: Default
X : COBITEE, [Show Pre-shared key]ld EHMDEFIZLTHEET,

AT Y 711:[Local Identifier) ROY 77X I JARND S O—HNBAFEBRLET, XROFT>
AVHBYNET,

-O—AIWANIP: 2OATS3> Tk, VPNF—KRITIA DDA RIVFTEZRY ND—
JWAN)L B2 —T ITAADIPT RLAZFERALET,

. [IP Address] : COAT I EFERATDE, VPNEKRDOIPFRLRAZFEHTALTE
T, chld, Y41 (AT71RA)DIL—FZOWANIP7 RLATY,

.FQDN: COFAT72avid, T2 RXABFQADN)EEFHIENET, 10 X—X
YNEOBENIVEI—RICEE2BRXANBZFERATEET,

- [1—Y%FQDN(User FQDN)] : DA > 3> #ERHTdE, 1 X—FXY NEOEE
NDI1—HICEEBRXANBEERATEET,

Local Identifier: IP Address ~
24.
Remote Identifier: IP Address v

E:COBTE, PPRLAZERL, Y4 hDIL—ZOWANIP7 RLAZADLET, OB
Tl 24xXXXFABDENATVET, T2BT RLARK, 774N —OLEHICTFHERICEZ>TV
x9,

ATYT712: UE—HFKRANDOIDZEERLET, ROFT>a2HFHYIET,

. [IP Address] : cOFAT> 3> Tk, VPNISA T NOWANIP7 RLAZFERALET
o WANIP7 RLAZHERRTDICIE, Web7 T IHIC "Whatismy IP; EABLET,
c@EFIZA4AFTNDIPT RLATY,

.FQDN : T2k XA 2B, COATAVZEZFERTIE, /1 V23—V MNLEOBE
NDIAVEI—RILELBRAABEZFEATEET,

- [1—YFQDN(User FQRDN)] : cOFA 7> 3>z ERATRE, 1V X—FXY NLEOBRE
DI1—HILEE2BRXAASNBRZFEATEERT,

E:COBITE. PPRLAZEIRL, 947 MNDOEBMICHBDIL—XOBREDIPVAT RL A
EANLET, Chik, Web7 ZIH T "What'smy IP address) 2BETD L THRTEE
To COTRLAREEEND 2O, RENERICETUELRICEGTEEN REL LIBEE.
DFAT 2 NEYA NOAE THREZEEZTOIEOOITITICBYET,



Local Identifier: IP Address v

24.

Remote Identifier: IP Address v
108.233.

ATY 13 (AT 3> ) [HLRFREL(Extended Authentication)] F T Y V7 RY VA% AL T,
WEEET VT AT IZLET, TUT147L92E, VE—RNI—HYHVPNANOT I EAEFTE
NBEICOLT UYL ZEANTRDRSICERT S, BEMLARILOFIANRREHEEHET,

/| Extended Authentication

O  Group Name

ATY 714 (AT723Y ) HRFBAZFEATRIIIIN—T2ERIZICE. 7ZAFPAA>%7Y
YOL, ROYTHIVVARNASI—HZBRLET,

v Extended Authentication +
O  Group Name
O CiscoTest123
O  KevGroupTest
O | VPNUsers

X : COBITIE. VPNUsersHFBIRENhTVET,

AT Y 715:[Pool Range for Client LAN] T, VPN S A 7 NCEIV)HTHENTEDIRID
IP7 RLAEREDIPT RLAZAALET, chlk, YA N7 RLAEEELHEVWF RLAS
— )L THBIUENHYVET. ChSEFREANE—TIA ALEFENDENHYET, REAS
VR—TIAARBEITBRIVENHDIEVSAYVE—INFRRENLEFEE, CCTEELEXRT

o
Pool Range for Client LAN:

Start IP: 10.2.1.1

End IP: 10.2.1.100

AT Y 16 [FHMERE| R T B BRLF T,



Basic Settings [ Advanced Settings ]

ATY T (AT2a ) R=DOTFHETAZO-I)L., [FILYSTE—RIZBRLET
o PULYSTE—RMEEAGERTAHE, IPEF11UF 1 (IPsec)E 7 ORADIUS k> X LB M %
BEL., MR EDInternet Key Exchange(IKEYZ7J L Y 7E—RZXDS I -3V ZHAT
EET, PTILYSTE—REXAVE—ROFEMICOVTE, 222UV ILTLEED,

Additional Settings

Aggressive Mode
O Compress (Support IP Payload Compression Protocol (IPComp))

FE I EMFIVIRYIREFVICTRE, - RBEGREZRRIDEEEMERRTEEXT
o cOZAORING, IPF—RITFTLDHA X ZHMNINET, DERUFZCORRZERLLBEE
I RRERERELEC A, L—EXNFREBEAOZES. ERABMCE>TVELTE, EMFE
EZTANTT, COIL—XXTOBEEZEMCTIERE. VE—KNIL—ZF (M XILDES
—FH Dk ) TEMICTIBEN HYVET. OBITE. [Compress]iEA 7 DEFIZH>TVET

o

AT Y 718 [Applyl 28V VYO LET,

Apply Cancel

ATY 719 [Save]2 V)Y I LET,

[0 SEWE] cisco(admin) English v 9 o

ATY 720 [Applyl 2 £S5 —EOUY LT, RITAV74F1L—>32VZAXR—KNFPY 7Y
74F1L—23VICREFELET,



https://community.cisco.com/t5/security-documents/main-mode-vs-aggressive-mode/ta-p/3123382

Configuration Management

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: ~ 2019-Jan-27, 23:00:07 UTC

Backup Configuration: —-

Copy/Save Configuration

All configurations that the router is currently

To retain the configuration between reboots, make sure y
Source Running Configuration |~

Destination: ~ Startup Configuration |+

ATV 721 BEXY - HFRREhEES, [OKZIUYILET,

Information

o Running configuration saved to startup configuration

| o< |
T, TheGreenBow VPN ClientRIZIL—RXTOZA T2 RNASH A MDD RILEFRET
EELL,

JE—ND—HA—OAE1—XRTNHGreenBow VPNI Z A4 F >
N DERTE
7I—X10ORE

TheGreenBow IPsec VPN ClientY 7 R I 7 O&HFHIV ) —A%ZXIO0—RTBICEFE, %D
JyoLTLEEL,

AT Y 7 1:[GreenBow VPN Client] 74 A2 ZE& VY I LET, chlE, RRAIN—OEATRIC
HhWET,



http://www.thegreenbow.com/vpn_products.html

AT Y 7°2:[Configuration Panel]Z&IRL &7,



¥ ZhiEk, WindowsdEI—20OHITT, chik, FRATRDYIRNIITICL>TERYF
9,

AT Y 7°3:[IKE V1 IPsec tunnel creation wizard] 28R U £ 7,

& TheGreenBow VPN Client - O K

Configuration Tools ?

VPN Client

[Z] VPN Configuration IKEV1
Sl
- ~[f] KE v1Parameters
| EH igbtestiPV IKE V1 Configuration
i L O tgbtestIPVE
= IKE V2
= Tkev2Gateway
i TkevZTunnel
. 1:' SSL

[ IKE V1 IPsec tunnel creation wizard ]

€ Exportall IKE V1 tunnels

X COBITER., IKEN—=2 3 AR ESNATVET, IKEN—23 2B ETHHEEE. BU
FIBEIZREVWETH, IKEV27ANE 2RIV IOLET, £, YA MDIL—Z2DIPsec7’' 07
TAIICIKEV2ZBIRTDVLEEHY FT,



ATYT4: T7ANY—NDBIZHAN(FATARA)DIL—2DO/NT )Y JWANIP7 RL A,
ERHEX—, BLOYAIKNOVE—RNZRYRNT=IDTSAR—=—NAEBT7 RLAZADLET
o [next| EZUY I LET, COBTR, H4NE24XXXTT, COXRY NT—VERETH
HIZ, BEDIDOAITY R (ZOIPTRLARDEESDOEY M) FxicBEBRIShELE,
REBIPFRLAZEADLET,

VPN Configuration Wizard e

bt

VPN tunnel parameters 2/3

Enter the following parameters for the VPN tunnel:

IP or DNS public (external) address: | 24. o
of the remote gateway

Preshared key: | eeeecsee ‘l 9

IPprivate (internal)address: | 10 . 2 . 0 . 0 ‘l e
of the remote network

< Previous Next > o Cancel

25 Y 75Finish|&# 2y 2 LET,

You may change these parameters anytime directly with the main interface.

< Previous | Cancel

ATYVT6(AT2aV ) IKEVINTA—RZZETEET, GreenBow Default, Minimal,
MaximalZ 4 7 21 AZFAERTEERT, COFRTR., L—ZFFZFTANDSTA 7214 LDOEHH
EANTEET,



& TheGreenBow VPN Client
Configuration Teels 7

THEGREEMNBOLW

IKE V1 Parameters

IKE V1 Parameters
= Lifetime (sec.)
: — Default Minimal Maximal
o IkevITunnel Authentication (IKE) (28800 | 120 |[@s%00 |
50D tobtestipvd
s ptestv Encrypton (Psec) | 3600 | |120 | |28800 |
E"“? @ﬁm
e testlPVE
" [“1Dead Peer Detection (DPD)
e Checkinterval [30 | sec.
Max. number of refries El
Delay between retries E e
Miscellaneous
Retransmissions ‘Zl IXE Fort I:l
X-Auth timeout NAT Port |:|
[Jpisable Spit Tunneling
@ VPN Client ready

ATYTT HERLIET—RNDTAZIIYILET,




Configuration Tools 7

THEGRHREEMNBOLW

AT Y 7°8:[Authentication| 2 7 D[Addresses] i, O—AILT RLAO ROAY TR I 1) ARNNFE
TENETT, RICRTELSIC, 12 BRI B H[Any] 2 BIRTEET,

Configuration Tools 7

[E] VPN Configuration Authentication Advanced ~Certificate
=7~ KE V1
. -[f] IKE V1Parameters Addresses
Interface | Any v)
. E- tgbtestIPVe
o tobtestPVE Remote Gateway | |
B> KEV2

RLAKZIIDNSEZIEETEET, chiF, YA (FT74R)DIL—2ONT VY UIPT R



LADT7 RLATT,

Configuration Tools 7

VPN

[Z] VPN Configuration Authentication Advanced Certificate
= IKE V1
Pk IKE V1 Parameters Addresses
o

ioo TkeviTunnel(1) Interface | Any v
- tabtestlPV6
| O tabtestlPV6
=7~ IKE V2

AT Y 710:[Authentication] T, RIX A 7 ZBIRLET, KOFT3a2HFHYVET,

Remote Gateway [24. ]

CEBRREX— . Z0FTVIVEERTRE, I-HFRVPNTF— R I I A TRESIE
NAD—REFERATEET, VPNRNRILEBITDICE, I—HFNAD—RERE
ITRIURENFHYVET,

. [Certificate] : cDAT'aid, FIAEZFEAL T, VPNIZA T2 MEVPNT—KD
IAMBEAONRIADVZERETLET,

THEGREEMNBOLL
VPN Client
L ——
[E] VPN Configuration Authentication Advanced Certificate
- KEV1
IKE V1 Parameters Addresses
(= =] Tkev1Gateway
. 10 IkeviTunnel(D) Interface |Any v
-3 tgbtestIPV6
b @ tobtestIPV6 Remote Gateway | 24.
- KE V2
-3 Tkev2Gateway I
@ TkevZTunnel Authentication
~Jsst (®) Preshared Key ssssssssssssene ]
conﬁrm SRR RNN J
(O certificate

E:COBITR, I —RCRETNEBNHBEF—(PSK)FANETh, BREATLERT,

&3
fit
o

AT Y 711:[IKE] T, [Encryption], [Authentication], & &kU'[Key Group]MFEEZIL—Z D
—HITBKRSICHRELET,



IKE

_ F i’

Encryption | AES128 "4
Authentication |SHA-1 W
Key Group |DH2 (1024) v,

AT Y 7 12:[Advanced|Z 7 &2 V)Y O LET,

Authentication [Advanced] Certificate

AT ¥ 7°13:[Advanced features] ¢, [Mode Config]® & U'[Aggressive Mode]F T Y I9RY U A %
FUIEUVLET, CDHlDClient-to-Site 7’07 7 4 )L Tk, RV160T[Aggressive Mode] A" EIRE 1
TVWERT, [NAT-TIFRE F[Automatic) DEKIZL F T,

VPN Client

Authentication Advanced  Certificate

Advanced features
Redundant
o nde Config Gateway
9 ggressive Mode MAT-T | Automatic o

3 : Mode ConfigZz B%5lC 9% &, GreenBow VPN Clientld VPN — KR I A/ A SEREZTBL
 NORILNOBILEFRAET, NAT-TICKY), EHEOBUNMNSRICEYET,

AFY 714 (AT 3 ) [X-Auth D[X-Auth Popup] F T Y VR Y Y REA VLB &, BiEE
RBIHEEICEBNICOTA V14 RONFRRENEST, QA T4 ROTR, 1—Y
HFOLFUOYILZAALT, NORILZERTTEERTD,



| € TheGreenBo .:.::-:*'. —- Oa .

| Configuration Tools ?

THEGREEMNBOLW
I o
VPN Client
|
[ |§| VPN Configuration Authentication Advanced  Certificate
[ B KEVL
| P IKE V1 Parameters Advanced features
i E-C kev1Gateway
: : Redundant
| Lot Tkev1Tunnel [#]Made Config Gateway
-y IKE V2
¢ e Ikev2Gateway [+] agaressive Mode MAT-T | Automatic w
L. 8L
|
I X-Auth
I {-Auth Popup Login
|
| n Hybrid Mode Password

ATY 15 (AT 32 ) [X-Auth Popup) & EIRLU B WNEE &, [OT12]7 1 — )L RIZI1—H
BEADLET, chlE, VPNF—RNDIATI—YYTHO MEERL, YA MND/NAD—R
BANLEEZBICANENLEI—YRTT,

X-Auth
[ ]x-Auth Popup Login [Teri
n Hybrid Mode Password | essssssssssssss | -

AT ¥ 7°16:[Local and Remote ID] T, [Local ID]&[Remote ID]ZVPN'— KR I A DREE—HK
TADRIICKRELET,

Local and Remote ID

Type of ID: Value for the ID:

Local ID | IP Address

Remote ID | IP Address

X COBITE, RVI60FIERV260 VPN — R I I/ OREIC—HITBLSIC, O—ALIDE
VE—RNDOmAENIPT RLACHEENTWVWERT,

AT Y T1T:(IDO B(Value for the ID)JD FT., ThEIRD T 1 —J)L RIZO—HLIDEUE—KNID%
ABLET, O—ALIDE. Y5472 ROWAN PP RLATE, Chid, "Whatsmy P, @
WebBRERZRITITD_E THERTEET, UE—KNDEE, Y1 NDI—XOWANIP7 RL AT
ER



Local and Remote ID

Type of ID: Value for the ID:
Local ID | IP Address v | 108.233.
Remote ID | IP Address v | 24,

AT Y 7°18:[Configuration]2 2 J v U L, [Save]Z&IRLE T,

&# ThelGreanBow VPN Chent — O *

Configuration | Tecls 7
Save Ctri+5

Import ﬂ Ii“ﬂ
Export

Move to USE Drve -
i Advanced Automation Remote Sharing IPYE
Wizard...
- Addresses
Chuit
o Thew TTurme{1) VPN Client address 192 . 168 . 1 . 217 n
S bghbestIPVE ' :
O tghtestIPVE Address type 5
=3-{= KE V2 5"!
=0 T IGAkSwaY Remote hast sddress w. 2 .0 .5
o T TTurmel !
7 sa Suibriet mask
ESP
Engaryption AFS128 Lo
Authenbeation |SHA-1 [¥
Mode | Tunnel -
PF%
fAPFs Group |DH2(1024) ~
~ =) =
N RILBREDRRE

AT Y 71 [IKeviTunnel( (B L DRBBHN BB 2 BENHY ET)E[IPsec] R T EIUYILET

» lkev1Gateway® 5¥#li5% E T[Mode Config]ZiZR T &. VPN Client7? RL AN BBHICALE
NEI, ChiZkY, UE—RNOBFRICHDAVEI—R/ZY TNy TOO—-HIILIPT RL AN
KRTRENET,

[Z] VPN Configuration elmﬂed Automation Remote Sharing PV
3= ME V1
[f] E v1Parameters Addresses
-1 TkeviGateway e - : == 1
O o Ty Tumel(®)) VPN Clentaddress | 192 18 1 20 | B

5 O3 tobtestlPVe |

AT Y 72:[Address type] ROY 7H IV JARND S, VPNClienthA 7O 2ZATEDT RLADE



HEBRLET, Chid, B—OFRLA, PRLAOEH, £ELEHY7ZY NFRLATT,

F7AILRNOYTZY RFRLAIKZE, VPNClient7 RLA (d>E21—200O—HI)IPF RL
A). UDE=NLANZ RLA, HY7ZY NYRAINBEBNICEENE T, [Single address]F /= &
[Range of addresses]|ZBIRL 2B5E, NSO 71— )L RICEFETALTEIMLEN HYET,
VPNRZRIASTIOLRATEIRY NJ—UF RL A%ZRemote LAN address 7 4 —/JL KIZA

L. UE—KRRYRD—=O0OHTZY NX AT %Subnetmask7 1 —)L RICAHLET,

[Z] VPN Configuration Peec | Advancad | Aulcestion | Rewste Sy m ==
= pEVL
[F] E v1Parameters Addresses
0 IkeviGateway
o Tkev ITunnel(1) VPN Client address 19. 21 n
O tgbtestIPV6 |

X COBITE. [Single address]BIREh, YA MDOIL—Z2OO—HIIPFT RLANALE N
TVWET,

AFYTIESP] T, YA K (AT 1R ) DVPNF—RIT A OREE—HKTHLSIC
[Encryption], [Authentication], & & T [Mode]ZEEL £T,

[Z] VPN Configuration IPsec  Advanced Automation Remote Sharing ME]
=/~ IKE V1
|8 | IKE V1Parameters Addresses
-~ IkevliGateway — — —
‘oo TkevITunnel(1) VPN Client address 192 . 168 . 1 . 21 I n
=2 tgbtestIPVe
-0 tobtestiPVe Address type  |single address v
== IKE V2 -
=3 Tkev2Gateway Remote host address ow . 2 .0 .56
L0 TkevZTunnel
-7 551 Subnet mask I . . . I

ATY T4 (AT232 )PFSOTRTPFSFIY URYDAEFA>IZL T, Perfect Forward
Secrecy(PFS)ZB%ICLE T, PFSIF., Y2 a2 ZlSLITDLEODT AL F—ZERKL
F9, [JIL—TIROYTEIDVDARNDSPFSYIIN—T7REZBIRLET, I—XTEMICE
TWBHEE., CCTERNCIZBENBYET,

PFS

v|PFS Group |DH2(1024) v

ATYT5 (A7 32 ) lkeviGatewayDBEIZHI7 )Y UL, B2 EETIHEEBTNE
Ttwo2azo v IOLET,



& TheGreenBow VPN Client

Configuration Tools 7

THEGHREENBO

=| VPN Configuration
EI {Fj- IKE V1
------ s | IKE V1 Parameters
EI = Ikev 1Gateway
5 L Tkew 1Tunnel
= Ikev1Gateway(2)
17_':‘7 7°6::[Con%iguration]E 21)Y 29U, [Save]ZiBIRLET,




W TheGreanBow VPN Chent - O ¥

Configuration | Tocls 7
Save Ctri+5

Impert Iﬁl E“ I
Export
Move to USE Dive : _
L Advanced Automation Remote Sharing PG
Wizard...
: Addrestes
Chuit
o Toew ITunnel{1) WP Client adcress | 192 . 158 . 1 . 217 n
=0 bgblestPVE
o ighiestIFVE Address type .
=-fr=r IKE V2 Gingle addrass
=0 TeevIGateway Remote host address w., 2 .0 .5
fasa Subriet mask
ESP
Encryplion AES123 o
Authenbtcation SHA-1 Lo
Mode | Tunnel ot
PF%
bAPFs Group |DHZ(1029) ~

T, VPNEBHTRV160F IERV260)L—Z IC#H#H: T 5 & 5 (ZTheGreenBow VPN Clienth" 1E
LLERESNEEFET T,

924F>2 ML TOVPNER DR

AT Y 71:TheGreenBowH W T WA &, RXRILEHED )Y UL T[Open Tunnel]ZiEIR L
T, EREMRTEET,



Open tunnel Ctrl+0O

Export

Copy Ctrl+C
Rename F2

Delete Del

E:RRLEZTILIOVYILTR ORIV ZRBR<KZEETEET,

ATVT2.(A72ar )yHLWEY > 3> ZMKBL. TheGreenBowZBIU 2B &Ik, BHO A
Al & 5 GreenBow VPN Client7 41 1> 20Uy VL&,



ATYT3( ATV ) ZOATY TR, HFLLWEYIIVEREL, ATY IS BEIC
NHABETT, FHAITIHENHDVPNEHEZIZRL, [OPEN|ZV U Y VL ET, VPNELENE
BWICHBENET,



~

IkeviGateway(2...
kev2Gateway-|.
IkeviGateway(1...

\
Connection_to_... []

® 0 0 0

ATYT4: NORILFERENDE, NORILOBICREBOANRTEAET, BREFNIKRT
ENLFRR. ThEIVYILTIS—2RETEERT,



ATYTE(AT23a2y ) EBHFEENTVREEZERITDICE., 95471 —2H05
ORRZ7OVFRNCTO9ERALET,



= |__"'| @ Filters

Best match

n Command Prampt
Desktop app

Learch sugoestions

2 cmd - See web results >

jo crn-::ll

ATYVT6: (A7>3a> )B4 MTpingE ALL, L—ZDOT7ZAX—KLANIPF7 RLAZAN
LET, BEZZELLEBERE. EHLTVLETD,

Open tunnel Ctrl+ 0O
Export

Copy Ctrl+C
Rename F2

Delete Del

VPNAT—ZR AN



B4 NTOVPNAT—R ADTHRE

AT Y 71RVIB0OEZIERV260DVPNT' — R I I £ OWebRX—ADI1—FT 14 UF 412074 L
x9,

Router

cisco

YY)

English -

©2018 Cisco Systems, Inc. All Rights Reserved.
Cisco, the Cisco Logo, and the Cisco Systems are registered trademarks or trademarks
of Cisco Systems, Inc. andfor its affiliates in the United States and certain other
countries.

AT Y 7°2:[Status and Statistics] > [VPN Status]® JE(Z#IRULE T,



Getting Started

System Summary
TCP/IP Services

Port Traffic

WAN QoS Statistics
Switch QoS Statistics
Connected Devices

Routing Table

DHCP Bindings

Mobile Network

AT Y 7'3:[Client-to-Site Tunnel Status] T, ##i7—7 )L M[Connections|5| &R L F 7, R
ENLEVPNERNARTENET,

Client to Site VPN Status

Connection Table

+
O  Group/Tunnel Name Connections Phase2 Enc/Auth/Grp Local Group Action
O Client 1 aes128-shal- 0.0.0.0/0 @

modp1024

ATY7T4 - BOFTAA&VIYOLT, HFHMEHELET,
Client to Site VPN Status

Connection Table

+
O  Group/Tunnel Name Connections Phase2 Enc/Auth/Grp Local Group Action

O Client 1 aes128-shal- 0.0.0.0/0

modp1024

ATYVTE: D5AT U REY A NBOVPNAT—RADEMERIZCRLET. 954720
WANIPZ RLA, Y RTYTEICREENLET RLAT=IASE B TShi=O—HIILIPT
RLANRRENET, £, BZESENAIRNENT YR, BLRUOEERBAERTRENET




o VATV NEYIMTBBEIE. [Action D FOBVENLEFI—2FPAAVEVIVILET
o *ﬁﬁfﬁ[ﬁ-ﬁl:%‘:(*\ EJ:B%O)XEgu ‘ygbgsj-o

Client IP ClientIP TX RX ™ RX Connect
(Actual) (VPN) Bytes Bytes Packets Packets Time Action
108.233. 10.2.1.1 0 14273 0 181 5 mins. &<

EAY

e ol

CNT, RVIGOE = ERV260/L— R OVPNEGAERICEY N7y 7B R OREE 1, VPNZE
TI—RIZEH T D &S IZTheGreenBow VPN Client A SREE N TVWB T T,
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