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VPCs > Create VPC

Create VPC

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances. You must specify an IPv4 address range for your VPC. Specify the IPv4 address range as a Classless Inter-Domain Routing (CIDR)
block; for example, 10.0.0.0/16. You cannot specify an IPv4 CIDR block larger than /16. You can optionally associate an IPv6 CIDR block with the VPC.

Name tag I Cisco_Lab I [i]

e IPv4 CIDR block* I 172.16.0.016 I o

IPVE CIDR block @ No IPv6 CIDR Block
O Amazon provided IPv6 CIDR block

Tenancy —Default - O

~ Required e @

FIF 2

H7%Y NEERTRHER. UBIICHERLZVPCEBRLTVWA L BBALET, AIICER
LIEBREDM6RY RT—JADHTRY REERLET., COHITIE, 172.16.10.0/24 0 A&
NTVET,

Subnets > Create subnet

Create subnet

Specify your subnet's |P address block in CIDR format; for example, 10.0.0.0/24. IPv4 block sizes must be between a /16 netmask and /28 netmask, and can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

Nametag = AWS_LAN [i]

Cisco_Lab

VPG CIDRs Status Status Reason

172.16.0.0116 associated

9 IPv4 CIDR block® [ 172.16.10.0/24 ] [i]
— e

FIE3

BEEBOY—NIIALZERL. IPPRLAZCiscoRVI—ZD/NT Y OIPFRLIELTE
HLET,

Customer Gateways > Create Customer Gateway

Create Customer Gateway

Specify the Internet-routable IP address for your gateway's external interface; the address must be static and may be behind a device performing network address translation (NAT). For dynamic routing,
also specify your gateway's Border Gateway Protocel (BGP) Autonomous System Number (ASNJ; this can be either a public or private ASN (such as those in the 54512-65534 range).

VPNs can use either Pre-Shared Keys or Certificates for authentication. When using Certificate authentication, an IP address is optional. To use Certificate authentication, specify a Certificate ARN when
you create your Customer Gateway. To use Pre-Shared Keys, only an IP address is required

Name l ToCiscolLab Iﬂ

Routing O Dynamic

® static
e IP Address l 68.227 227 57 Io
Certificate ARN | Select Certificate ARN *C O
Device I Lab_Routerd l [i]

* Required [s=1-2 Create Customer Gateway

M4
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Virtual Private Gateways > Create Virtual Private Gateway

Create Virtual Private Gateway

Avirtual private gateway is the router on the Amazon side of the VPN tunnel.

o Nametag | AWS_WaN| o

asn © Amazon default ASN @
O Custom ASN

* Required

[=LI-CW  Create Virtual Private Gateway

RETZAR—RNF—NIIT A ZRICHERL VPCICERL TS EE L,

Attach to VPC

Select the VPC to attach to the virtual private gateway.

Virtual Private Gateway Id

0

Q Filter by attributes

* Required

Cancel [EEREL=L]
Cisco_Lab

LU VWVPN#ESHZHER L, [Target Gateway Type Virtual Private Gateway]Zi®3R L £ 9, VPN
BEBICERVERETSAR—NS—MNI IS ICEERTET,

VPN Connections > Create VPN Connection
Create VPN Connection

Select the target gateway and customer gateway that you would like to connect via a VPN connection. You must have entered the target gateway information already.

Name tag = ToCiscoLab [i]

Target Gateway Type @ Virtual Private Gateway

o O Transit Gateway
9 Virtual Private Gateway

Q Filter by attributes

Customer Gatewa
Y VPN Gateway ID Name tag VPCID

AWS_WAN

ATV TT

"BEOBEE TS —ATUIAM ) EBRUET. UAICHERLEARERI—T NI I A ZBRLE
ER

o Customer Gateway @ Existing
O New

9 Customer Gateway 1D I - ' C

Q Filter by attributes

Routing Options

Customer Gateway ID Name tag IP Address Certificate ARN

ToCiscolab

FIE 8



W—T4>2TF72aT, [BNZLTBIRLTKESY, VPNZEBITZFENIE—MX
Y RD—UDOCIDRREZESULHEERDIPSL 71 Y IVAZADLET, [Ch5ECiscoll—RICEF
ETBDXRYRNI—UTY, ]

o Routing Options O Dynamic (requires BGP)
® static

Static IP Prefixes  |p prefixes Source State i

9 10.0.10.0/24 - . Q

Add Another Rule

FIRO

COHARDRZIWLATS a2 EEY) EFEE A, Create VPN ConnectionZiEIRL TL &
(AT

Tunnel Options

Customize tunnel inside CIDR and pre-shared keys for your VPN tunnels. Unspecified tunnel options will be randomly generated by Amazon.

Inside IP CIDR for Tunnel 1 | Generated by Amazon

T
T

Pre-Shared Key for Tunnel 1 Generated by Amazon

T
T

Inside IP CIDR for Tunnel 2 | Generated by Amazon

T
T

e @ e ¢

Pre-shared key for Tunnel 2 = Generated by Amazon

Advanced Options for Tunnel 1 ® Use Default Options
) Edit Tunnel 1 Options

Advanced Options for Tunnel 2 C:) Use Default Options
() Edit Tunnel 2 Options

VPN connection charges apply once this step is complete. View Rates

* Required [+ Create VPN Connection

FIE 10
L=hT7—=7NEERL. UBICHERL ZVPCERERTE T, [ER]ZHLET.

Route Tables = Create route table

Create route table

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN connection.

o Name tag l CiscolLab lo

e VPC* l | v l C O
Q, Filter by attributes
*ReqUirEd Ganee! m
vpc-0e3159af82fecfad Cisco_Lab

vpc-791fectf

FIE 11
ACAERLIEL—RTF—TLEBRUET, TRV RTVYZAVRTT, [WTRYNTUY



T— 3> OMMEERL£T.

Q Filter by tags and attributes or search by keyword

2
Name * Route Table ID « Explicit subnet associatior  Edge associations Main
OC —— .
- - Yes
Route Table:
Summary Routes [ Subnet Associations ] Edge Associations Route Propagation Tags

e[ Edit subnet associations |

AFY 7 12

(Y7 %Y NOBENTEREIR—D T, UBICERLEYTZY NEBIRUET, BIICHERLE
IL—RTF—TLEBRLET. R, REIZBRLET,

Route Tables = Edit subnet associations

Edit subnet associations

Route table

Associated subnets ——— i A— —

Q Filter by attributes or search by keyword 1to10of1

Subnet ID ~  IPv4 CIDR ~  IPv6 CIDR Current Route Table

o (= [Aws LaN | 172161004 - —— -

* Required Cancel E

FME 13
[Route Propagation]® 7 T, [Edit route propagation]% #R L ¥ 7



Create route table Actions ¥

b Q Filter by tags and attributes or search by keyword

Name ~ Route Table ID + Explicit subnet associatior =~ Edge association
o[. ~—————— — e = ) -
Route Table:
Summary Routes Subnet Associations Edge Associations [ Route Propagation ]
9[ Edit route propagation |
Virtual Private Gateway Propagate
| AWS_WAN No
ATV 7 14

LRI IZ4ERR U 7= Virtual Private GatewayZiZiR L £ 9,

Route Tables > Edit route propagation

Edit route propagation
Route table

Route propagation virtual Private Gateway Propagate

o [ | AWS_WAN ]
* Required Cancel @

ATFYT 15

[VPC]> [EF*¥ 2 UFT A TIIN—=7IT. BORZ 74V U ZFATBRII—HFERERTWEC
EEBRALET,

X:Zo0HlTE, 10.0.10.024DEEXRZFEALTVET, chik, COHIORVIL—ZTERE
NTVBHTZRY MCHRIELTVWET,



VPC Security Groups - AllowCiscoLab Edit inbound rules
Edit inbound rules i

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Type Info Protocol Port range  Info Source Info Description - optional  Info

Info

rr— R e Co— e
o 10.0.10.0/24 X

Add rule

/A NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends on that rule to be dropped for a very
brief period of time until the new rule can be created.

o oo (D

AFY7 16

LARICYERL U 7= VPN#E#: &38R L . [Download Configuration)Zi&#R L £ 7

(o5 RS e B Bl | Download Configuration || Actions v

Q Filter by tags and attributes or search by keyword

[ ] Name + VPNID +«  State +  Virtual Private Gateway -

(@ ToCiscoLab : available | AWS_WAN |

RV16X/RV26X, RV34X)L—RTHOH A MEDERE
F IR 1
BHRILFL YT LEEALTL—RCOT 12 LET,

el
CISCO

Router

Uscrnamoc
Passwvword

English -—

T

2018 Cisco Systel
Cisco. the Cisco Logo. and the Cisco
of Cisco Systems. Ine and/or its -

FIF 2

[VPN] > [Ipsec Profiles]ic BEIL £F. Chic&kV), IpsecZ7OAT7 7 AIIR—JHARRES O, BN



TAA(+) 2L ET,

£ System Configuration

@ waN
& LAN
@ Routing

B Froval Microsoft_Azure Auto IKEV1

VPN Setup Wizard

\\\\\\

L@

Site-to-Site

Client-to-Site
OpenVPN
PPTP Server
GRE Tunnel

VPN Passthrough

FIE 3

WRIC, IPSECTO7 740N %KL ET. Small Business/L—2X TIPsec7O7 7L ZERT S
Balk., 7T—X1lCxwL _C[DHd)ll—7°2]7§‘“i§?Ré hTWBEez#EIALET,

X AWSTRE, BLARILOBESILERAEANYR—RENERT, COHITIE. AES-256& SHA2-
256" EAENET,

Add/Edit a New IPSec Profile

Profile Name: AWS_Lab
Keying Mode: Auto Manua
IKE Version: IKEv1 KEvZ

Phase | Options

DH Group: Group?2 - 1024 bit w

Encryption: AES-256 v

Authentication: SHA2-256 v

SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)
FMH 4

TI=X20F7>aUN, 72I—X1TaA2EA7>arE—HLTVWR L Z2BAELET,
AWSMDIBE., DHI I —T72%FERITZHENFHVET.



Phase |l Options

Pratocol Selection:
Encryption:
Authentication:

SA Lifetime:

Perfect Forward Secrecy:

DH Group:

FIR5

ESP ~

AES-256 ~

SHAZ2-256 v

3600 sec. (Range: 120 - 28800. Default: 3600)
Enable

Group? - 1024 bit v

[BAZHRTE, IPSECR—DICBBLET. LT[ERZES —EFRLTEZL,

IPSec Profiles

Apply Cancel

+ [w]

O Name Policy IKE Version In Use
O Default Auto IKEv1 Yes
O  Amazon_Web_Services Auto IKEv1 No

FIF 6

[VPN< Clientto site]lc B&8L, 954 T MDA SH A MNAODR=DTTSA(HNTAA2HLE

EE

Getting Started X .
Site-to-Site
@ Status and Statistics

48 Administration Number of Connections:

£ System Configuration

WAN
O Connection Name

0 connected, 1 configured, ma:

ximurn 19 supported.

Remote Endpoint Interface

IPSec Profiles

Local Traffic Selection Remote Traffic Selection Status Actions

Q
& LAN

= Wireless

0 s25.01

& Routing

Firewall

1

VPN Setup Wizard

IPSec Profiles

Client-to-Site
OpenVPN
PPTP Server
GRE Tunnel

VPN Passthrough

Resource Allocation

ATYTT

172.17.92.109 WAN Default

192.168.1.1 172.17.92.109

IPsect /4 NEEZEERT2EEE. BIOFIETHERL ZIPsecZ7O7 PAIINEBRL TS EE
Wo UE—RIVRRAVNDRATZ[BENIPIICREL, TIAR—RNENLEAWSER TEE
ENETRLAZADLET, AWSASITIVAR—PNENEBRTRAETENZEGFHEF—ZA

HLET,
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Small Business/)L—2ZOO—AHIEBEFEZADLET, COI MUK, AWSTHERENE
Customer Gatewayt — BT 2 HLEN H V) £F, Small Business/)L—ZDIPP RLAEH T XY K
NAVEBADLET, COI MUK, AWSOVPN ConnectionlciBinE hi=®WIPTL 7149
AL—HITBIHBENH ') ET, Small Business)L—2ZDIPF RLAEYT Y NRXATVZADL
£F9., COIRMUIE, AWSOVPN ConnectionlCiBiNE hiz®BWIP L 71 OAE—HTD %
ENFHYUERT,

Local Group Sertup

Ty Local v 1= ~

Remorte Group Saetup

FIE 9

AWSHEHZED DU E—RNEBRIFZANLET, Chlk, AWSH A NBEVPNESGD N> XL OEHHED
TILRTENET, AWSELHDIPPRLAEYTEXY NIYAVZEANLET, AWSELIF
AWSOEREHRICEZBENEL =, KIZ, [Apply|ZHLET,



Remote Group Setup

Remote Identifier Type: Remote WAN IP v
Remote ldentifier: o 13.56.216.164

Remote IP Type: Subnet v
IP Address: 172.16.10.0

Subnet Mask: 9 255.255.255.0

Aggressive Mode: (]

FIE 10

[lp Site to Site]R—= T, [Apply]Z#LE T,
Site-to-Site Cancel

Number of Connections: 0 connected, 1 configured, maximum 19 supported

+Ea
O Connection Name Remote Endpoint Interface IPSec Profiles Local Traffic Selection Remote Traffic Selection Status Actions
o s2s_01 172.17.92.109 WAN Default 192.168.1.1 172.17.92.109 Disconnected Qe

e o

T, RVIU—=XI—ZEAWSREIZH A NBEVPNA'EEICERENEL . Y4 NEVPNIZ
951 "714F14ANYy>3a2 I 2LV TIE. Cisco Small Business Support Community /&
—JICBEL., Y4 MNEVPNEREL TLSEETL,



https://community.cisco.com/t5/small-business-support-community/ct-p/5541-small-business-support
https://community.cisco.com/t5/small-business-support-community/ct-p/5541-small-business-support
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