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[ General [WUANS [ stavsns [ Fauts [ mvemtsl

&, Filter | = Export |igz Print

VLAN VLAN ID Oper VLAN Native VLAN E
1750 1750 |fabric/lan/net-1750 ®
1785 1785 |fabrician net-1785 ®
1786 1786 |fabric/lanjnet-1786 ®
default 1 [fabrican/net-default [G]
qam-121 121 |fabricflan,|fnet-qam—121 (@]
gam-221 221 |den'c;‘|an;‘net—qam—2‘21 ®
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interface port-channel 1

description U Uplink

swi tchport node trunk

pi nni ng bor der

switchport trunk allowed vlan 1,121,221, 321, 1750, 1785-1786
speed 10000

F240- 01- 09- UCS4- A( nxos) #

F240- 01- 09- UCS4- A(nxos) # show vl an private-vlan
Primary Secondary Type Ports

1750 1785 i sol ated
1750 1786 conmuni ty

VMware DVS



£ VmwareDVS Settings

Properties | Network Adapters  Private VLAN |Nn.=-.tFIuw | Port Mirroring |

Enter or edit primary private VLAN 1D,

Enter or edit a secondary private YLAN ID and Type.

Primaty private VLAN ID

1750

[Enter a private VLAN ID here]

Range: 1-4094

Remove |

Secondary private YLAN ID | Tvpe

1750 Fromiscuous
1785 Isolated
1786 Community
[Enter a private VLAM ID here] Select

Range: 1-4094

Help | Cancel
VmwareDVs )
g dvPortGroup 0| % =1 VmwareDVS-DVUplinks-728 o
VLAN ID: -- 7] ﬁ dvUplink1 {1 NIC Adapter)

Virtual Machines (0)

% pvlan_1785 (5]
Private VLAN: Isolated (1750, 1785)
=1 Virtual Machines (1)
win_1750_vmw_isolated

O

% pvlan_1786 a

Private VLAMN: Community {1750, 1...

=1 Virtual Machines (2)
win_1750_vmw_community [ &
win_1750_vmw_community2 [ &
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feature private-vlan

vlan 1750 private-vlan primary private-vlan associati on 1785-1786

vlan 1785 private-vlan isol ated

vlan 1786 private-vlan community

interface WVl anl1750
ip address 10.10. 175. 252/ 24 private-vl an mappi ng 1785-1786

no shut down

interface port-channel 114

Description To UCS

swi tchport node trunk

switchport trunk allowed vlan 1,121,154, 169, 221, 269, 321, 369, 1750, 1785- 1786

spanni ng-tree port type edge

spanni ng-tree bpduguard enabl e

spanni ng-tree bpdufilter enable

vpc 114 <=== if there is a 5k pair in vPC configuration only then add this line to both N5k
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Switch(config-if)#sw tchport node trunk
swi tchport private-vlan mapping 1785-1786
swi tchport node private-vlan prom scuous
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interface G gabitEthernet0/1.1
encapsul ati on dot 1Q 1750

| P address10. 10. 175. 254/ 24
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H 51 Feature: Autoconf iguration Enahbled
[+ ’:m Diagnos:

- | C:sUsers“Administrator>

- B C : \||sers Adninistrator>ping 10.10.175.252

[+ \--" Storage

Pinging 18.18.175%_252 with 32 bhytes of data:

Reply from 18.180.175.252: hytes=32 time=1ms TTL=255
18.18.175.252: bytes=32 time<ims TTL=255
18.18.175.252: bytes=32 time<ims TTL=255
18.18.175.252: bytes=32 time<ims TTL=255

Ping statistics for 10.18.175.252:

Packets: Sent = 4, Received = 4, Lost = B (B loss>,
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = 1ms,. Average = Bms

C:~Uszsers~Administrator>ping 18_.160_.175_132

Pinging 18.18.175%.132 with 32 bhytes of data:
18.18.175.131: Destination host unreachable.
18.18.175%.131: Destination host unreachable.
18.18_.175.131: Destination host wunreachahle.

Reply from 18.18.175.131: Destination host unreachable.

Ping statistics for 18.18.175.132:
Packets: Sent = 4, Received = 4, Lost = B (8% loss),

C:xUzers~Administrator>
C:slUserssAdministratorXipconfig Aall

Windows IP Configuration
WIN-QHHIS16UTA4

Hybhrid
Ho
Mo

Hozt Mame . . . -
Primary Dnsz Eufflx
Mode Tupe . . .

IPF Routing Enahled.
HINS Proxy Enahled.

Ethernet adapter Local Area Connection 4:

Connection—specific DHE Suffix
Degcription . . . . . - . . .
Phyzical Address. . . . .

DHCP Enabled. . . . . . .
Autoconf iguration Enabled

IPv4 Address. . . & g
Subnet Mask . . .

Default Gateway .

umxnet? Ethernet Adapter #3
B8-58-56-8E-57-7F

Mo

Yes

18.18.175%.131 (Preferred>
255_.255 25509

18.18.175_252

MAC 7 RLA FT—7IEFAXNT, MACHEBENTVIEMERIELET., IXNTOARASYF
T. BER—PMNEBALEARAMYTFZRE. MACRKIBEHVLANRAICH D HENF HVET, EEZFIR
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: show mac address—table | inc 577E

# 1785 0050.568e.577E dynamic 170 F F Polla
f241-01-08-55%6-a7 show mac address—tabkle | inc T3c?
# 1786 0050.568e.,T3c2 dynamic 10 F F Polla
f241-01-0E-55%6-a% show mac address—-table | inc Ted7
# 1786 0050.568e ., T76d7 dynamic 30 F F Poll4
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feature private-vlan

vl an 1750 private-vlan primary private-vlan association 1785-1786

vl an 1785 private-vlan isol ated



vlan 1786 private-vlan community

same uplink port-profile is being used for regular vlans & pvlians. In this exanple vlan 121 &
221 are regular vlans but you can change them accordingly

port-profile type ethernet pvlan-uplink-no-prom

swi tchport node trunk

nmtu 9000

switchport trunk allowed vlan 121,221, 1750, 1785- 1786
channel - group auto node on nac- pi nni ng

system vl an 121 no shutdown state enabl ed vimware port-group

port-profile type vethernet pvlan_1785

swi tchport node private-vlan host

swi tchport private-vlan host-association 1750 1785
swi tchport access vlan 1785

no shut down

state enabl ed

vmar e port-group

port-profile type vethernet pvlan_1786 sw tchport node private-vlan host swi tchport access vlan
1786 switchport private-vlan host-association 1750 1786 no shutdown state enabl ed vmvare port -
group
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