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@ RF 21X KNTIE, Unified Computing System(UCS)4th Generation Fabric
Interconnect(F1)6454 7 T M Embedded Logic Analyzer Module(ELAM)Y —)LOERSEEE. TD
ERAEICOVWTHBALET,

Bl SRAF

CORFIXYNIBFHRFHEHYTEA,

24
ROBEICEIDABI BB EREhET,
-UCS 64547 7 7)Y U4 RX =% K
FERAITDAVR—FV BN
CHORFIXRNOERIE. BEOTRBEILHDTFNARCETVTERENELE, COR
FIAIXVRNTEAITZIXNTOTFNA AR, I (F7#ILDN ) REOREL SEBLTVET

o BEEBHPORY ND—UTR., FEONVRIEL>TRID AN H2EEZ +OEEL T
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UCSERAERFIC K, ELAMF ¥ 7 F ¥ ZRITI2HEEN H V) E£T . ELAMF ¥ 7°F ¥ IFASICICHE
HRIAETNTVET,

ELAMY —)LZERATD &, ASICLRIILTEEENBINTY NEVTILEZALTRRITERT,
RDESBENTY NOFMERTTERY,



CANBROHEIA 2 EZ—T AR
CRAEEIZY NMTUH A X
- VLANZ T
CREERTINARAERET/NAADMACT RLAEIPT RLA
SNy ROY 7T ERRA
- Quality of Service(QoS)N—F> ¥
ELAMINT Y NEREOFMZRMLET, F—XTL—2ICHLTHHEhET,

AR E
OV RSA VA4V R—T I A(CL)TUCSIOY A LET,

RODIX RZERITLET,

#connect nxos a|b

#attach module 1

#debug platform internal tah elam asic 0

#trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1
#set outer ...

#start

#report

S SEAHAFIE, 1D DASIC(asic ) E1DNDATA A (ATAA0) BEZE1D2DI Y
NED1=N(ED21—I) ZBALED >INV OVIZYRNTT, TOHIZESELT
<EEWV,

RCH-SV-FFAIII-A (nx-o0s)# show hardware internal tah interface ethernet 1/30
iidssdsdzasddadddsddddsatadadaasdandnatsi
IfIndex: 436222464

DstIndex: 6028

IfType: 26

Interface name Ethernetl/30

Asic: O

Asic: 0 <<

AsicPort: 49

SrcId: 98

Slice: O <<

PortOnSlice: 49

Table entries for interface Ethernetl/30

RUH—=ANTY NBM Tu-a2d 11 ICED<KELAMICK L TERAEThE T, E6E1IE. ThEh
Fin-selecty & Tout-selecty ICEHENET

Fsetoutery ANV RET7A4INETT, TR, FYy7TF+323N\NT7Y NE2EXLTFICER
£F9, 7723008 NEL, BDEICHUTEZODHEHILKERETEET,

module-1 (TAH-elam-insel6) # set outer ?



arp ARP Fields

fcoe FCoE Fields

ipv4d 1IPv4 Fields

ipvé IPv6 Fields

12 All Layer 2 Fields
14 L4 Fields

module-1 (TAH-elam-insel6) # set outer 12 ?

cfi CFI Setting

cntag vld CNTag Information Valid

cos Class of Service

dst mac Destination MAC Address

gtag vld VLAN Tag Information Valid

snap vld SNAP Header Information Valid
Src_mac Source MAC Address

vlan VLAN Id (Present only in case of FEX)
vntag dvif VNTAG Destination vif

vntag looped VNTAG Header Looped Valid
vntag pointer VNTAG Header Pointer Valid
vntag svif VNTAG Source vif

vntag vld VNTAG Information Valid

module-1 (TAH-elam-insel6) # set outer ipv4 ?

checksum Checksum

dscp Diff. Serv. Code Point
dst ip Destination IP Address
ecn Explicit Congestion Ntfn
fragment-off Fragments Offset
header-len Header Length

more-frags More Fragments Available
next-protocol Next Protocol

packet-len Packet Total Length
pyld-len Payload Length

src_ip Source IP Address

ttl Time to Live

version Version

74N EERLELS, OV Retartz RITL, ELAMY =L ZRITLE T, 712542
ETEOFAEFYTFrERTVWEWVWEERE, ROKXSICRTEIET,

module-1 (TAH-elam-insel6) # report

ELAM not triggered yet on slot - 1, asic - 0, slice - 0

X Tsety OX Y RIFELAMZEBAI TEHRLET., ZBDIP. MACBREDRNS 74V D%
FYTFVYLRDETDECIZ Tresety ANV REETID L Z2HBEOHLET,

&l

1. VM 172.16.35.314' 5" — RN T T 1172.16.35.126l_pingL £ 7

RCH-SV-FFAIII-A (nx-o0s)# attach module 1
module-1# debug platform internal tah elam asic 0
module-1 (TAH-elam) # trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1

param values: start asic 0, start slice 0, lu-a2d 1, in-select 6, out-select 1



module-1 (TAH-elam-insel6) # set outer ipv4 src_ip 172.16.35.31 dst_ip 172.16.35.126

module-1 (TAH-elam-insel6) # start

GBL C++: [MSG] rocky elam wrapper init:54:asic type 8 inst 0 slice 0 a to d 1 insel 6 outsel 1
GBL C++: [MSG] rocky elam wrapper enable:149:asic type 8 inst 0 slice 0 a to d 1

GBL C++: [MSG] - writing
data=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000056
08118F800000
000000000000000000560811BF0000000000000000000000100000000000000000000000000000000000000000000000
0000000000001

GBL C++: [MSG] - writing
mask=0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000000007F
FFFFFF800000
0000000000000000007FFFFFFF8000000000000000000000380000000000000000000000000000000000000000000000
0000000000001

module-1 (TAH-elam-insel6) # report

HOMEWOOD ELAM REPORT SUMMARY
slot - 1, asic - 0, slice - O

Incoming Interface: Ethl/33

Src Idx : 0x1002, Src BD : 35

Outgoing Interface Info: dnod 1, dpid 4
Dst Idx : 0x604, Dst BD : 35

Packet Type: IPv4
Dst MAC address: 8C:60:4F:CD:FD:7C
Src MAC address: 00:25:C5:00:00:1E

.1lg Tag0 VLAN: 35, cos = Ox1

Dst IPv4 address: 172.16.35.126
Src IPv4 address: 172.16.35.31

Ver = 4, DSCP = 0, Don't Fragment = 0
Proto = 1, TTL = 64, More Fragments = 0
Hdr len = 20, Pkt len = 84, Checksum = 0x5f19
L4 Protocol : 1

ICMP type 8

ICMP code I

Drop Info:

LUA

LUB

LUC

LUD

Final Drops:

src_ip 172.16.35.318 & Tidst_ip 172.16.35.126 D/ ¥ MEVLAN 35128 V), R— N1/33 ( BE
A2B—TIARA)ICEBL, AR —TITA4A Tdpidd,) ICETSNIz (REAEX—TIAA
) o fI? Tdpidy EASICAR— BN ORZREEIF T, YYE>TE Tshow interface hardware-
mappings) TR TEERT,

Incoming Interface: Ethl/33
Src Idx : 0x1002, Src BD : 35



interface Ethernetl/33
description S: Server, Port-channel 1025
no pinning server sticky
switchport mode fex-fabric
priority-flow-control mode on
fex associate 1
channel-group 1025
no shutdown

Outgoing Interface Info: dmod 1, dpid 4
Dst Idx : 0x604, Dst BD : 35

RCH-SV-FFAIII-A (nx-0s)# show interface hardware-mappings

Legends:
SMod - Source Mod. 0 is N/A
Unit - Unit on which port resides. N/A for port channels
HPort - Hardware Port Number or Hardware Trunk Id:
HName - Hardware port name. None means N/A

FPort - Fabric facing port number. 255 means N/A
NPort - Front panel port number

VPort - Virtual Port Number. -1 means N/A

Slice - Slice Number. N/A for BCM systems

SPort - Port Number wrt Slice. N/A for BCM systems
SrcId - Source Id Number. N/A for BCM systems

Name Ifindex Smod Unit HPort FPort NPort VPort Slice sSpPort Srcld

Eth1/13  1a001800 1 0 4 255 48 -1 0 4 8
—® Tdpid 4, k. Tshow hardware internal tah interface ethernet 1/131 A" RITHABICER L
TVWET,

RCH-SV-FFAIII-A (nx-os)# show hardware internal tah interface ethernet 1/13
iigsssdsdzassdsdddsddsdsasadadaasaandtddsdi
IfIndex: 436213760

DstIndex: 6096

IfType: 26

Interface name Ethernetl/13

Asic: O

Asic: O

AsicPort: 4 <KL

SrcId: 8

Slice: O

PortOnSlice: 4 <<

NT Y RME, ELAML A V44 Z7ORINICER2TA U E—FY N X Yy =270
(ICMP)E L TERIENEL A, IINAZORIILBEOUARNESBLTILKEEV, HED
MTUB A AXTT7AIILRITETBEETEET, ELAMIE, EEBMTUAEY NLEBEICD
HxRDH—ZTNET,

module-1 (TAH-elam-insel6) # set outer ipv4 src_ip 172.16.35.31 dst_ip 172.16.35.126 packet-len
1500

Dst IPv4 address: 172.16.35.126
Src IPv4 address: 172.16.35.31

Ver = 4, DSCP = 0, Don't Fragment = 1
Proto = 1, TTL = 64, More Fragments = 0
Hdr len = 20, Pkt len = 1500, Checksum = 0x1758


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

L4 Protocol 1
ICMP type 8
ICMP code : 0
REIZ VMDA ST Y TARN)—LZY NDO—IOANDARPER, MACT RLARRGZ71)ILREL

TREENET,

RCH-SV-FFAIII-B(nx-os)# attach module 1
module-1# debug platform internal tah elam asic 0
module-1 (TAH-elam) # trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1

param values: start asic 0, start slice 0, lu-a2d 1, in-select 6, out-select 1

module-1 (TAH-elam-insel6) # set outer 12 src_mac 00:25:¢c5:00:00:1e dst_mac ff:Eff:ff:££:E££:FFf
module-1 (TAH-elam-insel6) # start

GBL C++: [MSG] rocky elam wrapper init:36:asic type 8 inst 0 slice 0 a to d 1 insel 6 outsel 1
GBL C++: [MSG] rocky elam wrapper enable:95:asic type 8 inst 0 slice 0 a to d 1

GBL C++: [MSG] - writing
data=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000
00000015820463E004B8A00003C000000000000000000000200000000000000000000000000000000000000000000000
0000000000001

GBL C++: [MSG] - writing
mask=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000
0000001FFFFFFFFFFFFFFFFFFFE000000000000000000000380000000000000000000000000000000000000000000000
0000000000001

module-1 (TAH-elam-insel6) # report
HOMEWOOD ELAM REPORT SUMMARY
slot - 1, asic - 0, slice - 0

Incoming Interface: Ethl/33

Src Idx : 0x1002, Src BD : 35

Ooutgoing Interface Info: dnpd 1, dpid 4
Dst Idx : 0x604, Dst BD : 35

Packet Type: ARP

Dst MAC address: FF:FF:FF:FF:FF:FF
Src MAC address: 00:25:C5:00:00:1E
.1g Tag0 VLAN: 35, cos = 0x1

Target Hardware address: 00:00:00:00:00:00
Sender Hardware address: 00:25:C5:00:00:1E
Target Protocol address: 172.16.35.110
Sender Protocol address: 172.16.35.31

ARP opcode: 1

Drop Info:

LUA:
LUB:
LUC:
LUD:
Final Drops:

INTY NEPATALICK2TARPELTREAIENET, Chik, VMEEZFS—RKIJIALAXRIT
FTEEBARPI NUNBHZHEICEICERTT,



%% I3HE, TCPIUDPR—REUARNENET, SSHIXDBATTARENET,

RCH-SV-FFAIII-B(nx-o0s)# attach module 1
module-1# debug platform internal tah elam asic 0
module-1 (TAH-elam) # trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1

param values: start asic 0, start slice 0, lu-a2d 1, in-select 6, out-select 1
module-1(TAH-elam-insel6)# set outer ipv4 src_ip 172.16.35.126 dst_ip 172.16.35.31
module-1 (TAH-elam-insel6) # start

GBL C++: [MSG] rocky elam wrapper init:36:asic type 8 inst 0 slice 0 a to d 1 insel 6 outsel 1
GBL C++: [MSG] rocky elam wrapper enable:95:asic type 8 inst 0 slice 0 a to d 1

GBL C++: [MSG] - writing
data=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000056
0811BF0000

000000000000000000005608118F80000000000000000000001000000000000000000000000000000000000000000000
000000000000001

GBL C++: [MSG] - writing
mask=0x0000000000000000000000000000000000000000000000000000000000000000000000000000000000000007F
FFFFFF8000

000000000000000000007FFFFFFF80000000000000000000003800000000000000000000000000000000000000000000
000000000000001

module-1 (TAH-elam-insel6) # report

HOMEWOOD ELAM REPORT SUMMARY
slot - 1, asic - 0, slice - 0

Incoming Interface: Ethl/14

Src Idx : 0x604, Src BD : 35

Outgoing Interface Info: dnpd 1, dpid 44
Dst Idx : 0x1002, Dst BD : 35

Packet Type: IPv4

Dst MAC address: 00:25:C5:00:00:1E
Src MAC address: 8C:60:4F:CD:FD:7C
.1g Tag0 VLAN: 35, <cos = 0x0

Dst IPv4 address: 172.16.35.31

Src IPv4 address: 172.16.35.126

Ver = 4, DSCP = 0, Don't Fragment = 0
Proto = 6, TTL = 64, More Fragments = 0

Hdr len = 20, Pkt len 60, Checksum = 0x27f5

L4 Protocol : 6
TCP Dst Port : 22
TCP Src Port : 15067

Drop Info:

LUA:
LUB:
LUC:
LUD:
Final Drops:

NZ7L>1—b



ROYZ7ERBFENET, FIRARPERZ ROY L ET,

RCH-SV-FFAIII-B(nx-o0s)# attach module 1
module-1# debug platform internal tah elam asic 0
module-1 (TAH-elam) # trigger init asic 0 slice 0 lu-a2d 1 in-select 6 out-select 1

param values: start asic 0, start slice 0, lu-a2d 1, in-select 6, out-select 1
module-1(TAH-elam-insel6)# set outer 12 src_mac 00:25:c5:00:00:1e dst_mac ff:ff:ff:ff:ff:£ff

module-1 (TAH-elam-insel6) # start

GBL C++: [MSG] rocky elam wrapper init:54:asic type 8 inst 0 slice 0 a to d 1 insel 6 outsel 1
GBL C++: [MSG] rocky elam wrapper enable:149:asic type 8 inst 0 slice 0 a to d 1

GBL C++: [MSG] - writing
data=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000971400007BFFFF
FFFFFFFC00001

GBL C++: [MSG] - writing
mask=0x00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000003FFFFFFFFFFFFFFEFFE
FFFFFFFC00001

module-1 (TAH-elam-insel6) # report
HOMEWOOD ELAM REPORT SUMMARY
slot - 1, asic - 0, slice - 0

Incoming Interface: Ethl/18

Src Idx : 0x603, Src BD : 35

Ooutgoing Interface Info: dnpd O, dpid 0
Dst Idx : 0x0, Dst BD : 35

Packet Type: ARP

Dst MAC address: FF:FF:FF:FF:FF:FF
Src MAC address: 00:25:C5:00:00:1E
.1g Tag0 VLAN: 35, cos = 0x1

Target Hardware address: 00:00:00:00:00:00
Sender Hardware address: 00:25:C5:00:00:1E
Target Protocol address: 172.16.35.99
Sender Protocol address: 172.16.35.31

ARP opcode: 1

Drop Info:

LUA:

LUB:

LUC:

LUD:
MC_RPF_FAIILURE
SRC_VLAN MBR

Final Drops:
MC_RPF_FAIILURE
SRC_VLAN MBR

Flik, R4 —H XY MNVEthyZR— M TO—AI)ICFEH E 1 /200:25:¢5:00:00:1e DEE STMAC &
FERALT, R—N/NM8(FTY TV UKR—K) TARPERZZFELET, COREICKY),
Reverse Path Forward(RPF) RO Y A KU H—EhFETF, REA > Z—7 I 14 A1BH Tdpid



o(ROY A HFHREETNET,

VLAN 357 R— MN1/18 TR EFT e nhd., chickV) ROY 7SRC_VLAN MBRE N H—&hE
T,

RCH-SV-FFAIII-A (nx-0s) # show run interface ethernet 1/18

interface Ethernetl1/18
description U: Uplink
pinning border
switchport mode trunk
switchport trunk allowed vlan 1
channel-group 105 mode active

BEE1T

. ELAM OB =
cTO_AIL HR—BNE RFI X2 N - Cisco Systems



https://www.cisco.com/c/ja_jp/support/docs/switches/nexus-7000-series-switches/116648-technote-product-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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