CiscoWebtF1UF 1 FPTS5ALAF > AWSA)T
Office 366 8T 7 4 Y DV ZRAB LT ESILH, S
BRAT B A&

&

&
Ml

fri}

Tl

SEFIE

1. Office 36547 1 — REZFHA L THAZLURLAT AV 2ERT S
2. Office 36582 7 4 v O DIDZ’O7 7 A DIERR

3.Office 36585 7 1 Y DV &EESIRI—DASKBRIALET

£

B=

CDFETIE, Office 365857 1 v V& WebEFI1UTFT A TT 54T A(WSA)DFRIEH L&
SLSHEATZ O ICHBRETOEACOVWTHALE T, Office 365& 7O+ ICIFBEAD
ERMEOBBEN V< OABH Y ET, Office 365877 1 v VDRI L BSLEZRATZE, Ch5
DEED—FICRIEELT,

ha]]

X ChBEWeb7OFHASOELBNANATREL, NZT714YIDOESILERNTS
&. WSAKOffice 3650 7 A T MZR 2 TERE NI SLENIZHTTPSRZ 7 1Y D
ZRETEBLLBZYET,

REFIR

BE .

1. Office365AZ 7 41— REFAL THARXRAURLAT OV 2K TS
2. Office 3658574 v OMIDZO7 7 4 ILDOER
3. Office3650 R 71 v I RETILRIS—DSKBRALET

X 2070OtATE. Office 365ICEEMR TS NIZFTNTOURL/IPT RLAZET., BW
([ZE# & n B Office 365/A8FJSONT 1 — REFEATIHEN BV ET,

F:ZOT714—ROYR—KNIE, AsyncOS/N—2 3 21053 BB X115 D /N—> 3
VTRMENTVET,

1. Office 36527 1 — RZFEAL THARAURLDFTIVEERTS

- [Web Security Manager] -> [Custom and External URL Categories]ic BB L £ 7
- [Add Category]Z2 V7 UY VL&Y
- AFIVICEEEEY) YT, AFTT) R A7 &L T[External Live Feed Category] Z 23R L .



Office 365 Web—E AEIRL £9.

- WSAAH" Office 365 JavaScript Object Notation (JSON)7 4 — RZHA > O—RTEZHESH
ZTANTBEEE. [TANOBEBIZIVYILET,

. FTED[Auto Update the Feed] # 7> 3> %&[Hourly] IFREL . RFE%Z00:05 (59 & ) ICL
E3rC)

- [Submit] RX > &2 O )Y OLET,

Custom and External URL Categories: Add Category

Edit Custom and External URL Category

Category Mame: |l2ll"‘-’||:vn365
List Orger: |,

I Cotegory Ty | External Live Feed Category E

Routing Table: Management

Feed File Location: | Cigea Feed Format |7 (Hifice IG5 Fead Ferenat L¥ D Office JE5 Wb Service ¥

Welr Service URL: |hl'lp::f.'mu-puln‘.s.-:llrlnn.curnim:

Start Test |

Chiscking OMNS resolution of feed server...
Success: Resolved 'endpdints, office.com’ address: 138,91.80,132

Retrieving feed content from sareer...
Success: Downloaded and Paried the feed file,

Test completed successhally,

S
Excluded Sites: Sort URLs |

Ciick bhe Sort UIRES
bwiton [o sont alf site

AR A Adpha- apvmericad order
(e J0000F, 20004200:80:1:.: 5, example, covm. )
¥ ddvanced Mabch specific URLs by reguiar capressions
Auto Update the Feed: Bo not auto update
n Haurly E Every (M08 (MM )
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- [Web Security Manager] -> [Identification Profiles]ic BB L £ ¥

- [Add Identification Profile]2 2 JY 2 L&

- BEZEY) HT. Tidentification and Authentication: Z "Exempt from
authentication/identification ICEZEL £,

- [Advanced]/R2 > &2 1) v 9 L. [URL Categories] D#EICHD V0% IVYOLET

-BOFIETHERLEATIVZERRL, TOATIVEBRLTIR—DOTEHETARAYO—
LU, [RTIREZ>ZOVYOULET,



Identity Profilies: Policy "Office365.ID": Membership by URL Categories

Advanced Membership Definition: URL Category

Select any row below to use that AL Category as membership criterla. Leawe all rows unselected # membership by URL Category Is not desired.

BAZ7O77ANRBROESICBEYET,

Identification Profiles: Office365.1ID

Client / User Tdentification Profile Settings

Enable Identification Profile

Name: (7' | [office165.1D
RS ettt —
Deseription:

| e
Insert Above: 1 (Global Prodile) B

Usar Identification Mathod

Identification and Authentication: |7/ | Exemnpt from authentication / identification B

Thiz aplicn may mal be valid if any preceding [dentification Proffite reg £ suthantication an &y
Subimels,

Hembearship Definition

Memberghin & defined by any combdaation of the folfewing eptions. AV criberis must be med for the polcy o fake effect,

Define Members by Subnet:

o
fexcarrmples; §0,1, 1.0, 10,0, 1.0024, 10.0.0.1-10, 2000 :420:800 105, J000; G0 1-2000;:0b8;:10)

Diefine Members by Protocod: B WTTEHTTES
Mative FTP

= Agvanced | Use the Advanced options to define or edit membership by proxy port, destination (URL Category], or
User Agents.

Thie follewing sdvarnced membership criteria Rave bean dafingd:

Proxy Ports! Mone Selected
| uRL Categories: Office3ss |
User Agents: Mone Selected

The Advanced opbiont may be protocol-gpecific. For ingfance, uwier sagenl efrings are applicabde only
far HTTP and decrypted HTTRS, Simidadly, AL Categories, mclnding Cusfam URL Calegonied ana Aol
mapderbie for SOCKS Iransactions o trdnsparent HTTPS funless decnypted), When Advanced oplions
Ewal do nol appdy to a profocol are sefected, no fransactions in thal profocod will maboh bhis Tdembily,
regardiess of the protocol selection above.

== [uorot |
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- [Web Security Manager] -> [Decryption Policies]icBE L £ ¥



. [Add Policy|2 7)Y O ULE¥

- BEEEYET, BA7O77ALNEI Y174 —I)LRTIO2ULOBRZ7O7 7LD
BIRF 723> &BRL T, #5OFIETOSice 3650 MBI 2 RIRLE T,

Decryption Policy: Add Group

Policy Settings

£ Enable Policy

Policy Mame: .7 | Offics 55 0P

TR TIr T DAy,
Descripbion: |

Insert Above Policy: 1 (Glabal Policy) B

Palicy Expines:
Sal Exparatian far Policy

On Date:

.l\'l.'l"lrne:| oa :| et

Pelicy Member Definition

Membership is defined by the combination of the following options. AN criteria must be mel far the policy fo take effect.

ldentification Prafiles and Users: frlect Gne or Mers Idontifleation Mroflles E

[dertdfication Profile Authorized Users snd Growps Add [dentifcation Profile

Authenticalion informabion may notd be available at HTTPS connedtion Bime. For iransgparent

L L Lo e L L e L L e e

Eifica 610 E N authentication required

F Adwanced | Define additional group membershio criteria.

- [Submit] RE>ZDVY IO LET,

"URL Filterings ® FIZ& % "Monitor:1"
. Office 365M 17 1) & [Passthrough]ICEXE L. [SubmitjRX>%Z OV UYILET,
Decryption Policies: URL Filtering: Office365.DP

Custom and External URL Category Filtering

These AL Coregoniss arg defingd 85 group mamBersiig ontenis. Al other categones are nol applicals for this podicy.

Use Orwerride Global Settings
;:I-TI Pags Through | Monitor Decrypt Drop 7. | Quota-Based | Time-Based
g% -
¥ i a ]
Category Category Type | Select all Select all Foelect &l | Select all  Select all | (Unavallable) | (Unavallable)
) oMice6s

Exterrial Feed - w

- REIC. GUIOE LFBICH 2 EEO[Commit Changes] RZ> &2 01Uy LT, EEZHEEL
F£9,
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