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Cisco Catalyst 3560 & fzl& 3750 A1 ¥ FT Web Cache Communication Protocol ( WCCP ) %&
BETBICEESTNEVWVWTT D,

BRI : Cisco Web Security Appliance ( WSA ) & Cisco Catalyst 3560 & 7= & 3750

WCCP (&, 10S 12.2(25) LAFE T IP Services & /=& Advanced IP Services #gttzY R ZETL T
W% Catalyst 3560/3750 TO &P R—KENFET, IPBase ety N WCCP ZHR—KL
FA. WCCP I, O PBRZHR—KNTBSDM T 7L —KNTODEHYR—KEhET, 7
DA N—TFT427, BXOEFATILIPVANG IL—T 12T,

ROBITE, "routing" T 7L —KNEEALET,

Catalyst 3560/3750 £ET®D SDM 77 L— KD
BRIE :

Switch (config) #sdm prefer routing
Switch (config) #do wr mem

Switch (config) #reload

X SDMTY7L—MNOEEEZBVC TR LEHICVT—NIZIBEFHVET.

B WCCP R&E :

Switch (config) #ip wccp web-cache
Switch (config) #interface

<client vlan_int>
Switch(config-if) #ip wccp web-cache
redirect in

1

!'!" and don't forget to save config
11

Switch(config-if) #do wr mem

£S5V U BERREEZEATSE, WCCPURALIKN UANZEALTWCCP URAL IS
IAVHASKREDRELRY ND—DJZBRATERT, ZOFITRE, VAALIZ3aTPs
RFC1918 7 RLAFBTDOKRT 71 Y U EZBRALET,



DAALOBN VANZERL = WCCP RE :

Switch (config) #access-1list 110 deny ip any 10.0.0.0
0.255.255.255

Switch (config) #faccess-1list 110 deny ip any 172.16.0.0
0.15.255.255

Switch (config) #access-1list 110 deny ip any
192.168.0.0 0.0.255.255

Switch (config) #access-1list 110 permit ip any any
Switch (config) #ip wccp web-cache redirect-list 110
1

'l With redirect list, traffic to internal
destinations will not be

'l redirected, and will bypass the Cisco WSA

1

Switch (config) #interface <client vlan int>

Switch (config-if) #ip wccp web-cache redirect in

1

!'!" and don't forget to save config
11

Switch (config-if) #do wr mem
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TIN—=T\OSM%zHFAT2IP T RLAZFIPRL, WCCP/NRAD—REBMIZITDENTE
F9, COBTR, UXALIKN VRN, JIL—7 UAKN (192.168.50.2 & 192.168.50.3 |Z
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iE :

11
!'' we'll use access list 110 for the redirect-list
1

Switch
Switch
Switch

Switch
11

config
config
config
config

#access-1list 110 deny ip any 10.0.0.0 0.255.255.255
#access-1list 110 deny ip any 172.16.0.0 0.15.255.255
#access-1list 110 deny ip any 192.168.0.0 0.0.255.255
#access-list 110 permit ip any any
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'l we'll use access list 20 for the group-list
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Switch (config) #access-1list 20 permit 192.168.50.2

Switch (config) #faccess-1ist 20 permit 192.168.50.3
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!'! enable the wccp service id 0 (web-cache) with password 12345
1

Switch (config) #ip wccp web-cache redirect-list 110 group-list 20
password 12345

1

!'! With redirect list, traffic to internal destinations will not be
!'! redirected, and will bypass the Cisco WSA

1

Switch (config) #interface <client vlan int>

Switch (config-if) #ip wccp web-cache redirect in

1

!'! and don't forget to save config

1

Switch (config-if) #do wr mem

HR—BEhTWELW WCCP #igE

- ip wccp redirect out
GRE

+ WCCP SNMP

EAAFZIVvUIDRFERATZHESIE. web-cache F—J—RORDHVYICH—ERIDEEZA
HIBE72BRVT, REFRBELUTT,

EAAFTZIVOH—ERIDNEBEESR. BEAEDFNAAENDERMZERIETS =6 ID 90
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E4E. LT o FCatalyst Switch Software Configuration Guidea ICEEEEhTWET,

3560 :
http://www.cisco.com/en/US/docs/switches/lan/catalyst3560/software/release/12.2 44 se/confiqur

ation/quide/swwccp.html

3750 :
http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2 44 se/confiqur

ation/quide/swwccp.html
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