FA—N—FYVTFBDTFAR—NZXY ND—D
ZED2E80 CiscoVPN 3000 >t ML —
XD IPsec

(W |

&

BE
HIIR R
4
FATDAAR—F b
XY RNI—UK
REE
VPN 3000 Ot RL—2 A DRE
Cisco VPN 3000 >t RL—2 B OERE
B
VPN 3000 Ot RL—% A DREDHESR
VPN 3000 Ot hL—%2 B DEREDTESR
NP |7 Tl N
VPN3000 Ot RL—ZRADQEREDRS TN 2 —F1429
VPN3000 Ot RL—2BOBREDORS TN 1 —F125
EBEN

Bz

CORFAIXNTEE, VPNTF—RKRITIADERICA-N—FYTITEZXYRND—U FRLA
HH3H A4 N IPSec VPN IZ Cisco VPN 3000 Ot NL—RERETADHEICOVTHBAL
£9, COHITE, VPN3000 At ML—2 N—2 32 36 TEAThL@EtEhIERZY K
J—9 7 RLAZHE (NAT ) #eEx2 AL T, IPsec VPN R RIILOBBIOA—N—ZY T 92
XY RND—DZZ|LT, 7—N—Z Y 7LBEVEHEHOT7 RLAICEELTLVET,

LI Sua
BEf

COREEMBIBHIC, ROBHABLENATVSZEERBLTILEE L,

. CiscoVPN 3000 >t NL—ZRICETHHE
. IPSec VPN (Z B89 % &8

FATRIIR—Fb




CORFIXVRNOBRE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

. Cisco VPN 3000 Ot NL—&2 N—2 3> 3.6 L&
CORFIXNDERE, BENDTARREICHDT/NAAICEIVWTEREhELE, COR
FIAIXKRTHEATIINTOFNA R, FH (F72I)IEK ) REODRELASEBLTVET
o WROZXY RD—INEBEBEFITHDEBEICIE., EORSBIATRICOVTE, TOEEN
FECODVTHERICERL THKMLENHYET,

XY RhDO—OR

CHORFIXIRNTR, ROXYRND—=U vy N7y 7T 2ERALET,

14.38 B0.x 14.38.100.x
14.38.100.100 172 18,124 132 172 18,124 131 14.38.100.3
- Cohiiid - =
Frivale LAN % % rivate LAN
Cisco VPN 3000 Cisco VPN 3000
Concanirator Concsniralon
14.38.100.x 14,38 200 x

T7ZAXR—=KLAN1ET T A RX—KLAN 20 F DIPH T Z Y ME14.38.100.024TF, <hid,
IPSech > XL OBBAIOEERIT DT RLAZEZ>I1L—HMLET,

COBITIEE, VPN3000 A E ML —R2RBERAED NAT ZB#ZTVET, TOLH, 2207
ZANX—NLAN [F IPSec R RITEBRETEET. cOEHEE, 7T 4 X—HN LAN1 4 IPsec

ROFRILZNLTTZAX—N LAN 2 Z 14.38.200.0/24 £FBHEL. 7T A4 X—K LAN2 &
IPsec RZILZNHNLTTZAR—KLAN1 Z 14.38.80.0124 BB IT D ZEKRLE T,

REEZE

RFIXDNREOFME, "ROATI_ANTAVTADOREE 2ZRBLTEEL,

VPN 3000 Ot bL—2 A ORRE

VPN 3000 OVt RL—2 AZRETZICE. XROFIEZRTLERT,

1. [Configuration] > [System] > [Tunneling Protocols] > [IPSec] > [LAN-to-LAN] > [Modify] (Z %2
L. LAN-to-LAN v 2 a2 iERE, VPN I KL —% A @O LAN-to-LAN O /NT X —
2 ZRELET, [Local Network] 203> T, [IP Address] 7 1 —JL RIZ 14.38.80.0/24
ZABIULET, [Remote Network] 20> 32T, [IP Address] 7 1 —JL RIZ 14.38.200.0/24
ZBABLET, TETLES. [Applyl 20U Y OLET,
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Modify an [PSec LAN-to-LAN comection

Samme VPN TURNSEL Enter the same for this LAN 0 LAN comection
[t e | thermet 2 (Pubie ) (172 B2} =] Select the mserface for this LAN-10-LAN connection.
Fﬂm Enter the IF address of ihe remote peer lor fhis LANS0-LAN comeoiion
Digitad Certificate |Hors (Lo Presharsd Keys) =) Select the digitall certificate ro wee
: Certificate © t;:r;:"f::;';::lz Choaise bow 1o send the digital conificats 15 the TKE peer.
Preshared Koy figwpn Ender the presbared key for this LAN-15-1AN connection.
Authemtieution [FSPMOSHMAC 178 =] Specify the packost mibeaiicaton mechaniom e o
Encryplisn 3005 158 = Specify the emorypiion mechmism (o use,
IKE Proposal [KE3DES MDS =) Select ibe IE Proposal to use for this LASN-te-LAN commeciion.
Filies | Mo =| Chacse the filter to apply to the eraffic that is sineled throogh tis LAN-to-LAN comection
[PSec NAT-T | L‘Ihtr_‘t o bet NAT-T compatible [PSec peers establizh this LAN-to-1AN comme ction throwsh a NAT device.
¥ ou must aleo emabde [PSec over NAT-T mder NAT Trosparency.
Bandwidh Palicy | None =) Chiscse the bandwidth palicy to apply o this LAN-to-LAK comection
Rowting | Mo = (hionse the rouing swtch 10 st Par % hebow are kgnored iF Yetwork Amtediscovery b chosen.

Lacal Network: I§a LAN-fo-LAN MAT rele is aeed, this is the Trans lsbed Metwork: sddress
Metwark Lint [Uss 5 Addrass Wakdcard mask bokre =] Specily the kool sepaork address 15 or the [P address and wildeard mask for this LAN-te-LAN comection

Ly -I-i-l'rnl'll-“ BO.0 Note: Enter & wikdeand k. wiklch is the reverse of @ subset maak. A waldoard mask har Lo in bid
i Bind b giaie, D6 @ bl painhions 0 melch, For cosmple, 101000000000 255 = all 10101, mni
Wildomrd Muk 00,0358 aadidrgsses

Kemsie Metwork: Il LAN-ts-LAN MAT rele s woed, this is te Bomobe Metwork addeess
ﬂ ﬁn\:ﬁrlh reanate sebaerk mldreas it or die [P addiess and wilidoard iaailk foe this LANm1AN
e lm

Metwark List |l}u- F* Adrdie s Wildeaid sk bk

IF Address 1438 2000
Mote: Enter w wikdrand k. which is the reverse ol m subsel muak. A valdosrd ek b 1som b

Wikdcard Munk 028 poaEitions b ignore, 0 in bil positions to mach, For exsmple, 10,1001.0/00000255 = all 10.10,1.500

mbbrisrs
_Agply | Comeal |

2. [Configuration] > [Policy Management] > [Traffic Management] > [NAT] > [LAN-to-LAN Rules]
> [Modify] ICBEL, 754 R—KLANTICAADSTTAR—KNLAN2 DRAEZT A YD
NAT Z#ER L £, [IP Address] 1T, [Source Network] 7 1 —JL KRI(Z 14.38.100.0/24,
[Translated Network] 7 1 —JL KIC 14.38.80.0/24, [Remote Network] 7 1 —JL R(C

14.38.200.0/24 Z AL L., [Applyl €9V YILET,

[

Mlodsly o LAN-1o-LAN NAT rulc

= Sinkic Statle: maps source [P addresses 1o translated 1P addresces on n one-fo-one bazie. Shatic mappings npply to both ishoand and
HAT Type © Diymama: Dymaamlc . maps sowrce 7 addresees 10 one of a pool of svaslahle rumlated [ sddrossgs. Dynemic mapping spply bo oatbound
traflic enly.
“PAT PAT: Dvaamic mappang with Porm Address Translation. PAT applies to oathomnd raffic oaly

Semrce Network: specifies the source 1P address amed wibdoard sk to be translated

Transliled Metwork: specifien the rmmilated 1P address and wildenrd masl for the Lacald Nedwerk 11 b0 the loonl sddress of the LAN t0-LAN constction

Remote Network: specifies the destination [P sddross amd wildeard mask fer which shis rule applive. To allow amy remote network, set [P sddress wildoard nsask 10
00000235 2552183 258 1t is the remede sddress of the LAN-t0-LAN connection

Source Medwark Trusslated Medwork Hemnie Neiwork
IF Address |14.59,1000 i s - [l 2000
Wikdewrd Mask D00 265 T T T
ety | Comenl |

3. [Configuration] > [Policy Management] > [Traffic Management] > [NAT] > [Enable] (C# &L
. [Check to enable NAT rules on LAN-to-LAN tunnels] Zi#RU &£ 9, [Apply] 22 JY I L
X7,



Thiz section lets vou enable svstem-wide NAT rules.

Interface NAT Bules Enabled © Check to enabhle MAT rules on interfaces.
LAN-to-LAN Tunnel NAT Rule Enabled ¥ Check to eénable NAT rules on LAN-to-LAN tunnels.

Apply | Cancel |

Cisco VPN 3000 > b L —%& B DEE

Cisco VPN 3000 Ot hL—2 B ZRETDICE. ROFIEZRITLET,

1. [Configuration] > [System] > [Tunneling Protocols] > [IPSec] > [LAN-to-LAN] > [Modify] (C %
L. LAN-to-LAN v 2 a2 ERE, VPN It KL —2% B @ LAN-to-LAN O /NT X —
RZFREL ET, [Local Network] 29> 3 2T, [IP Address] 7 1 —JL RIZ 14.38.200.0/24
ZABDUET, [Remote Network] 293> T, [IP Address] 7 4 —JL RIC 14.38.80.0/24
ZABLET. ETLES., [Apply] 20U Y OLET,

Modily mn [IPRee LAN=0=LAN commsction

———

Numme FTFRAT TLINNEL
Iwterfaoe [Ethernst 7 (Publie) (172.18.174.131) =]  Select the imerface for this LAN-to-LAN comection

Peer P20 LA EEE Emier the [P nddress of the remote peer for this LAN-lo-LAN comection
Salect the digital certificate to use

Essier the nane foe this LAN-G0=LAN comrction.

IFigital Certilicale -HllF' i Py i F'“'THIE
Cervificas © Fnvire cenificme chisn

Trumcmissisn = ldentity certificate only
Proshared Koy -rlp'\-'pl
Amtbenticsisn |FSPMOGHMAC 178 =
Encryptisn 1005163 =)
[KE Propossl IKE IDCS M5 =]
Filier |- Mane
PHec NAT-T ¢
Bandwidih Palicy | Hors =
Ropimg |Fane £l

Chooss how ko send the digséal cortalicnis io the TEE peer

Enter the predhared ey for S LAN=10-LAN conssclisn
Specify the packer nuthentication mechnss am 1o uee

Specify the encryplion mechanizm o we.

Salect the IKE Propoaal 1o ww For s LAN-lo-LAN conssdlion

=| Choose e filter 1o spply o e teaffie e i nmeeled drough this LAN$0-LAN cemnection

Check to et KATT compatible [PSec peers esinblish this LAN=oe LAN consectson through o MAT devace.
Yoo mmist wlso emahle [FSec over MAT-T mder NAT Tressparency.

Choose the hamdwidth podicy o spply 1o this LAN-f0-LAN comnection
Choose the routme mechanism to e Paramet erx below are gnered if Network Amisdiscovery is chaven

Lasal Metwork. I o [LANo=LAM NAT rule v used, this e the Translmoed Network addses.
Netwark List [Use 1P Adress Wiklcasd mask ek w| Speeify e local wetwork address list or e [P address snd wildeard mask for s LAN-0-LAN comection

IF Address 1458 7K.0 Mate: Enter @ wibdoerd mask, which is the reverse of 8 subaet mask. A wildeard mask bas 12 in bin

. ot 1o ignire, Da in bil positions to malch. For example, 10.10.1.000,0.0025% = alll 10,10 1.8
Wildvard Nask 060255 T ——

Remote Metwork: I o LAN-o-LAN KAT rule is used. ihis is the Bemote Network sddress

Sedmwogk List U 1P Addiens Wikdcand mask bolaw | ﬁpl:nh: B remnoty metwork sddreee [t or the [P sddoree and willdeard mask for thie LAN-0-LAN
pomEctian

IF Address 1458800
* Mote: Fnler a wikdvord mask, which bs the reverse of o subael mashe A i ldoard mask bas 15 m bl

positions io ignore, s n bl positions bo maich. For example. 10.10.1.00.0.0.23% < all 10,101 amn

Wildeard Mask 0000255
— ndidrecses.

2. [Configuration] > [Policy Management] > [Traffic Management] > [NAT] > [LAN-to-LAN Rules]
> [Modify] ICBE8L, 754 R—KNLAN2 ICAADTTZAR—KLANT1 DRETAY D
NAT Z#ER L £, [IP Address] 1T, [Source Network] 7 1 —JL KI(Z 14.38.100.0/24,
[Translated Network] 7 4 —JL RiC 14.38.200.0/24, [Remote Network] 7 1 —JL K
14.38.80.0/124 Z A AL . [Applyl 20 JY I LET,



Modly o LAN-pe=LAN MAT mele

T Smdic Siutic- maps e [P addresses fo troans lated [P addresees on n one-to-one basie. Stabhc mappings apply fo both ibound and
oo traffic
MNAT Type © Crmpnmic Dmainks maps scwce [ addrosses do one of @ pool af evalshls Fanslaged [P addrossgs, Dn o] apgly o oull
irallic anly.
FPAT

PAT: Dynamic magping with Pon Address Translation. PAT apgles o oathomnd omffic only

Senrce Netwerk: specafies the sowrce TP sddress and waldoard mask 1o be ranslaged
Trunslwied Metwork: specifics the ranslsted 1P scldreas and wildessd mask for the Logal Medwerle It 1 the locnl sddoem of the LAN0<LAN comection

Remoie Netwerk: specifies the destination [P address md wil dewrd mask for whacls this rule spplies. To allow ey remete network, sel [P sddress'wildeord mask o
00,000 235, 235 255, 255, It is dhe remote nddress of the LAN=io-LAN comection

Saree Merwark Transkued Merwark Remare Metwark
IF Address [14.38.1000 : [azszoon T
Wikdeard Mask 000556 T o s

ot | [oume |

3. [Configuration] > [Policy Management] > [Traffic Management] > [NAT] > [Enable] (C# &L
. [Check to enable NAT rules on LAN-to-LAN tunnels] Z3&iRU £, [Applyl EV VY I L
F9,

Thiz section letz vou enable svstem-wide NAT rules.

Interface NAT Rules Enabled T Check to enable WAT rules on interfaces.
LAN-to-LAN Tunnel NAT Rule Enabled ¥ Check to ennble WAT rules on LAN-to-LAN tunnels.

Apply Cancel

R

VPN 3000 >t hL—% A DERTEDTEEE

CCTR, BRENELKHELTVWA L ZHABIDLHICEATIERERLET,

—#®D show ANV REZIRTY RN AVEZ=—TVEZY=)LIcL2THR—REIATVET (X
BI1—HEH), COV—)ILEFHRTREILEL2T. show AX REIDDMERERTRT
EEY,

ARV EBEBIBICE. TTAR—KLAN2 F/V1 A (14.38.200.10 ) A 5T F/4 R—K
LAN1® IP 7 RL A (14.38.80.200 ) |= ping Z#EL £,
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Ble Edi Yew Ca Traunfr Hep

D= &3] 05 =)
PrivatelLANZH -]
Privatel AN2#
Privatel AN2H
PrivatelL ANZ2#
Privatel AN2H
PrivatelAN2#
Privatel AN2H
PrivatelLAN2#
PrivatelANZH
PrivatelLANZ2#
Privatel ANZ#ping 14.38.80.200

Iype escape sequence to abor

%ﬁT?}ng 9, 100-byte ICHP Echua to 14.38.80.200, timeout 1s 2 seconds:

Success rate is 100 percent (5/9). round-trip minfavo/max = &/5/8 ms

Privatel ANZ#

Privatel ANZH

Privatel AN2#

Privatel ANZH

Privatel ANZ2#

Privatel ANZH

PrivatelANZ2#

Privatel AN24_ :I
A

Comrected 0:20:24  Autodetect  [TCPP

- [Administration] > [Administer Sessions] > [Detail] ICBEL T, 1 > X—XY N F—TIV K
FIVY (IKE) B IPsec Yy aryH, NAT ZFERLETSARX—KNLAN1 BKTT
ZAX—NLAN2 THBD L ZRRBLET,

Bk i Sessiolis

U onmeiiisn Maine IF Adddieas Protedal Enciypiisn Lagin Tmae Dunalion Byiea Tx Bytes Hx
VPN TUNNEL T8 1131 IPSecLAN-To-LAN 3DES-168 Aung 06 13:30:24 53840 1456 1040

IKE Sessions: |
IFher Sevvdon; |
IKE Session
Sewslon 11D 1 Encrypilen Adgariibenm J0ES-168
Hasking Algerithm 51002 DHifie- Hellman Groap Croaps 2 {1004 bitp
Amibentication Mads Fre-Slared Keys IKE Negotlatbm Mode Main
Bekey Thne Inferval S6100 arionds
IFSec Sesshon
Sewslon [ 2 Remoie Address 14 78 2000000255
Lacal Addresy 14 33, 8000.0.0.253 Encryptisn Algerithm 3DES-168
[anabing Adgertihm %007 SEF |
Encapsslatisn Made Tumnel Bekey T Interval 23800 wrconds
Bytes Becelved 1040 Bytes Transusliied 1436

VPN 3000 >t hL—% B DREDTHEE

CCTRR, RENELKHEELTVWA L ZHIBIZDLOICERATZHEREZRLET, VPN 3000
A2tV NL—ROESEOBEORNS TN 1—T42 760D, RESICEEBOT OFH
C2WTE, TVPN3000 AVt NL—ROEHOBBEONS TN a1—FT 120y #5RL
TL<EEW,

—#®D show ANV RETZIRTY RN AEZ=—TVEZY—=)LIcL2THR—REIATLVET (X
BI1—YEHA), COVY—IILZFATREICEP2T, show AN REIODMERERTRT
EFXT,



//www.cisco.com/warp/customer/471/vpn3k-conn.html
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[Administration] > [Administer Sessions] > [Detail] ICBEL T, IKE B KXY IPsec v > a > H,
NAT ZERALETTAR—NLAN2 BRFTFARX—KNLAN1 THDEZBALET,

SaCK 10 D i

Ui Ui M adiee I Address FPradacal Emcrypllon Lagin 1isne Dyl B Byies Ix Eyies Hx
ETF BAT TUNNEL 173081 24.132 IPRec LAM -o-LAK IHES-1 68 Auag 0F 13:17:22 TE9:05 10 1456

IKE Seuninam: 1
[FSes Soesnboms: |

IEE Session
Seedsbam ILF | Emeryprion Algsrihm 310ES-168
Hasklng Algorihms W07 DiiMe Hlelimis Ui Lo 2 (102Kt
Awibvewilemiion Wade Pre-Shared Feys IKE Segoarion Mede Man
Rekey Thne Interval 6100 seoonds
[PSec Sessbon
Seaxion 1D 2 Remate Sddress |14 28 8000000023
Laiald Adedbrean 14 38 D00.000.0.0.233 Encrvpilon Algesdihm J1HES-168
Hushking Algorithes %04 SEF 1
Fiigapamlation Yads T i | Rikiey Thiiie lndeqval 500 secads
Bytes Receiod 1456 Bytes Trasumitted 1000

N | R Rl

VPN 3000 Ot RL—2 ADBREDORNS TN 21—F142Y

VPNt hL—&7T, OF > JZF>IZL, [Configuration] > [System] > [Events] >
[Classes] > [Modify] Z#IRLET, ROFA T3 Z2FERATEET,

- IKE
- IKEDBG
- IKEDECODE
- IPSEC
- IPSECDBG
- IPSECDECODE
.OJICRTRERE=1~ 13
COAVY=ILICRTRERE =1~ 3
AR N OY%%ETSIZIE. Monitoring > Event Log Z3&IRL £ ¥,

VPN 3000 >t NL—ZOEGHOBREBEORNS TN 1—FT142 01803, RESLVHER
OJ OFFMIC DOV T, 'T'VPNSOOO])t)hb—?@ﬁﬁ@ﬁﬁ%ﬁ@l\37)l«/l — T4
l E;’}/Hﬁl/_c<7‘:‘é\1\o

1 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52040 172.18.124.132
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

3 08/09/2002 13:14:22.690 SEV=9 | KEDBG 0 RPT=52041 172.18.124.132
processi ng SA payl oad

4 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52042
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Proposal # 1, Transform# 1, Type | SAKMP, Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Auth Method:
Rcv' d: Preshared Key
Cfg'd: XAUTH with Preshared Key (lnitiator authenticated)

10 08/ 09/ 2002 13:14:22.690 SEV=7 | KEDBG 0 RPT=52043 172.18.124.132
Cakl ey proposal is acceptable

11 08/09/2002 13:14:22.690 SEV=9 | KEDBG 47 RPT=28 172.18.124.132
processi ng VID payl oad

12 08/ 09/ 2002 13:14:22.690 SEV=9 | KEDBG 49 RPT=24 172.18.124.132
Recei ved Fragnmentation VID

13 08/ 09/ 2002 13: 14:22.690 SEV=5 | KEDBG 64 RPT=6 172.18.124.132
| KE Peer included |IKE fragnmentation capability flags:

Mai n Mode: True

Aggr essi ve Mbde: True

15 08/ 09/ 2002 13:14:22.690 SEV=9 | KEDBG 0 RPT=52044 172.18.124.132
processi ng | KE SA

16 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52045
Proposal # 1, Transform# 1, Type | SAKMP, |Id | KE
Parsi ng received transform
Phase 1 failure against global |KE proposal # 1:
M smat ched attr types for class Auth Method:
Rcv' d: Preshared Key
Cfg'd: XAUTH with Preshared Key (lnitiator authenticated)

22 08/09/2002 13:14:22.690 SEV=7 | KEDBG 28 RPT=5 172.18.124.132
I KE SA Proposal # 1, Transform# 1 acceptable
Mat ches gl obal I KE entry # 2

23 08/09/2002 13:14:22.690 SEV=9 | KEDBG 0 RPT=52046 172.18.124.132
constructing | SA_SA for isakmp

24 08/09/2002 13:14:22.690 SEV=9 | KEDBG 46 RPT=26 172.18.124.132
constructing Fragnmentation VID + extended capabilities payl oad

25 08/09/2002 13:14:22.690 SEV=8 | KEDBG 0 RPT=52047 172.18.124.132
SENDI NG Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) ... total length : 108

27 08/09/2002 13:14:22.700 SEV=8 | KEDBG 0 RPT=52048 172.18.124.132

RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

30 08/09/2002 13:14:22.700 SEV=8 | KEDBG 0 RPT=52049 172.18.124.132
RECEI VED Message (nsgi d=0) with payl oads :



HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

33 08/09/2002 13:14:22.700 SEV=9 | KEDBG 0 RPT=52050 172.18.124.132
processi ng ke payl oad

34 08/09/2002 13:14:22.700 SEV=9 | KEDBG 0 RPT=52051 172.18.124.132
processing | SA KE

35 08/09/2002 13:14:22.700 SEV=9 | KEDBG 1 RPT=83 172.18.124.132
processi ng nonce payl oad

36 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=29 172.18.124.132
processi ng VID payl oad

37 08/09/2002 13:14:22.700 SEV=9 | KEDBG 49 RPT=25 172.18.124.132
Received Cisco Unity client VID

38 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=30 172.18.124.132
processi ng VID payl oad

39 08/09/2002 13:14:22.700 SEV=9 | KEDBG 49 RPT=26 172.18.124.132
Recei ved xauth V6 VID

40 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=31 172.18.124.132
processi ng VID payl oad

41 08/09/2002 13:14:22.700 SEV=9 | KEDBG 38 RPT=9 172.18.124.132
Processi ng VPN 3000 spoofing | OS Vendor |ID payload (version: 1.0.0, capabilities
20000001)

43 08/09/2002 13:14:22.700 SEV=9 | KEDBG 47 RPT=32 172.18.124.132
processi ng VID payl oad

44 08/09/2002 13:14:22.700 SEV=9 | KEDBG 49 RPT=27 172.18.124.132
Received Altiga GNWNVID

45 08/09/2002 13:14:22.730 SEV=9 | KEDBG 0 RPT=52052 172.18.124.132
constructing ke payl oad

46 08/09/2002 13:14:22.730 SEV=9 | KEDBG 1 RPT=84 172.18.124.132
constructing nonce payl oad

47 08/09/2002 13:14:22.730 SEV=9 | KEDBG 46 RPT=27 172.18.124.132
constructing C sco Unity VID payl oad

48 08/09/2002 13:14:22.730 SEV=9 | KEDBG 46 RPT=28 172.18.124.132
constructing xauth V6 VID payl oad

49 08/09/2002 13:14:22.730 SEV=9 | KEDBG 48 RPT=10 172.18.124.132
Send 10S VID

50 08/09/2002 13:14:22.730 SEV=9 | KEDBG 38 RPT=10 172.18.124.132
Constructing VPN 3000 spoofing |I0S Vendor |ID payload (version: 1.0.0, capabiliti
es: 20000001)

52 08/09/2002 13:14:22.730 SEV=9 | KEDBG 46 RPT=29 172.18.124.132
constructing VID payl oad

53 08/09/2002 13:14:22.730 SEV=9 | KEDBG 48 RPT=11 172.18.124.132
Send Altiga GNVID

54 08/09/2002 13:14:22.730 SEV=9 | KEDBG 0 RPT=52053 172.18.124. 132
Generating keys for Responder...



55 08/09/2002 13:14:22.730 SEV=8 | KEDBG 0 RPT=52054 172.18.124.132
SENDI NG Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) ... total length : 256

57 08/09/2002 13:14:22.770 SEV=8 | KEDBG 0 RPT=52055 172.18.124. 132
RECEI VED Message (nsgi d=0) with payl oads :

HDR + I D (5) + HASH (8) + |1 0OS KEEPALI VE (14) + VENDOR (13) + NONE (0)
length : 92

60 08/09/2002 13:14:22.770 SEV=9 | KEDBG 1 RPT=85 172.18.124.132
Goup [172.18.124.132]
Processing 1D

61 08/09/2002 13:14:22.770 SEV=9 | KEDBG 0 RPT=52056 172.18.124.132
Goup [172.18.124.132]
processi ng hash

62 08/09/2002 13:14:22.770 SEV=9 | KEDBG 0 RPT=52057 172.18.124.132
Goup [172.18.124.132]
conputing hash

63 08/09/2002 13:14:22.770 SEV=9 | KEDBG 34 RPT=9 172.18.124.132
Processing |1 OS keep alive payl oad: proposal =32767/ 32767 sec.

64 08/09/2002 13:14:22.770 SEV=9 | KEDBG 47 RPT=33 172.18.124.132
Goup [172.18.124.132]
processi ng VID payl oad

65 08/ 09/ 2002 13:14:22.770 SEV=9 | KEDBG 49 RPT=28 172.18.124.132
Group [172.18.124.132]
Recei ved DPD VI D

66 08/09/2002 13:14:22.770 SEV=9 | KEDBG 23 RPT=6 172.18.124.132
Goup [172.18.124.132]
Starting group | ookup for peer 172.18.124.132

67 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 1 RPT=7
AUTH Open() returns 9

68 08/09/2002 13:14:22.770 SEV=7 AUTH 12 RPT=7
Aut henti cati on session opened: handle = 9

69 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 3 RPT=9
AUTH Put Attr Tabl e(9, 8c6274)

70 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 6 RPT=6
AUTH_GroupAut henti cate(9, 2f1c798, 599818)

71 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 59 RPT=9
AUTH_Bi ndSer ver (511c62c, 0, 0)

72 08/ 09/ 2002 13:14:22.770 SEV=9 AUTHDBG 69 RPT=9
Aut h Server dbl1704 has been bound to ACB 511c62c, sessions = 1

73 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 65 RPT=9
AUTH_Creat eTi mer (511c62c, 0, 0)

74 08/09/2002 13:14:22.770 SEV=9 AUTHDBG 72 RPT=9
Reply timer created: handle = 66001B

75 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 179 RPT=9
AUTH_SyncToServer (511c62c, 0, 0)

t ot al



76 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 180 RPT=9
AUTH_SendLockReq(511c62c, 0, 0)

77 08/ 09/ 2002 13:14:22.770 SEV=8 AUTHDBG 61 RPT=9
AUTH_ Bui | dMsg(511c62c, 0, 0)

78 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 64 RPT=9
AUTH_Start Ti mer (511c62c, 0, 0)

79 08/09/2002 13:14:22.770 SEV=9 AUTHDBG 73 RPT=9
Reply timer started: handle = 66001B, timestanp = 17178934, timeout = 30000

80 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 62 RPT=9
AUTH_SndRequest (511c62c, 0, 0)

81 08/09/2002 13:14:22.770 SEV=8 AUTHDBG 50 RPT=17
| nt DB_Decode(37f 1908, 149)

82 08/ 09/ 2002 13:14:22.770 SEV=8 AUTHDBG 47 RPT=17
| nt DB_Xnt (511c62c)

83 08/09/2002 13:14:22.770 SEV=9 AUTHDBG 71 RPT=9
xmt_cnt =1

84 08/ 09/ 2002 13:14:22.770 SEV=8 AUTHDBG 47 RPT=18
| nt DB_Xnt (511c62c)

85 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 49 RPT=9
I nt DB_Mat ch(511c62c, 5119cc4)

86 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 63 RPT=9
AUTH_RcvRepl y(511c62c, 0, 0)

87 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 50 RPT=18
I nt DB_Decode(5119cc4, 835)

88 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 48 RPT=9
Int DB_Rcv(511c62c)

89 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 66 RPT=9
AUTH_Del et eTi mer (511c62c, 0, 0)

90 08/09/2002 13:14:22.870 SEV=9 AUTHDBG 74 RPT=9
Reply timer stopped: handle = 66001B, timestanp = 17178944

91 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 58 RPT=9
AUTH_Cal | back(511c62c, 0, 0)

92 08/09/2002 13:14:22.870 SEV=6 AUTH/41 RPT=8 172.18.124.132
Authentication successful: handle = 9, server = Internal, group = 172.18.124.132

93 08/09/2002 13:14:22.870 SEV=7 IKEDBG/0 RPT=52058 172.18.124.132
Group [172.18.124.132]
Found Phase 1 Group (172.18.124.132)

94 08/ 09/ 2002 13: 14: 22. 870 SEV=8 AUTHDBG 4 RPT=8
AUTH Get Attr Tabl e(9, 8c6520)

95 08/09/2002 13:14:22.870 SEV=7 | KEDBG 14 RPT=7 172.18.124.132
Goup [172.18.124.132]
Aut henti cation configured for Internal

96 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 2 RPT=7
AUTH_Cl ose(9)



97 08/09/2002 13:14:22.870 SEV=9 | KEDBG 1 RPT=86 172.18.124.132
Goup [172.18.124.132]
constructing 1D

98 08/09/2002 13:14:22.870 SEV=9 | KEDBG 0 RPT=52059
Goup [172.18.124.132]
construct hash payl oad

99 08/09/2002 13:14:22.870 SEV=9 | KEDBG 0 RPT=52060 172.18.124.132
Goup [172.18.124.132]
conputing hash

100 08/09/2002 13:14:22.870 SEV=9 | KEDBGE 34 RPT=10 172.18.124.132
Constructing | 0CS keep alive payl oad: proposal =32767/ 32767 sec.

101 08/09/2002 13:14:22.870 SEV=9 | KEDBGE 46 RPT=30 172.18.124.132
Goup [172.18.124.132]
constructing dpd vid payl oad

102 08/09/2002 13:14:22.870 SEV=8 | KEDBG 0 RPT=52061 172.18. 124. 132
SENDI NG Message (nsgi d=0) with payl oads :
HDR + ID (5) + HASH (8) ... total length : 92

104 08/09/2002 13:14:22.870 SEV=4 IKE/119 RPT=8 172.18.124.132
Group [172.18.124.132]
PHASE 1 COMPLETED

105 08/ 09/ 2002 13:14:22.870 SEV=6 | KE/ 121 RPT=6 172.18.124.132
Keep-alive type for this connection: DPD

106 08/09/2002 13:14:22.870 SEV=7 | KEDBG 0 RPT=52062 172.18. 124. 132
Goup [172.18.124.132]
Starting phase 1 rekey timer: 73440000 (ms)

107 08/09/ 2002 13:14:22.870 SEV=4 AUTH 22 RPT=38
User 172.18.124.132 connected

108 08/ 09/ 2002 13:14:22.870 SEV=8 AUTHDBG 60 RPT=9
AUTH_Unbi ndServer (511c62c, 0, 0)

109 08/09/ 2002 13:14:22.870 SEV=9 AUTHDBGE 70 RPT=9
Aut h Server dbl1704 has been unbound from ACB 511c62c, sessions = 0

110 08/09/2002 13:14:22.870 SEV=8 AUTHDBG 10 RPT=7
AUTH_| nt _FreeAut hCB(511c62c)

111 08/09/ 2002 13:14:22.870 SEV=7 AUTH 13 RPT=7
Aut henti cati on session closed: handle = 9

112 08/09/2002 13:14:22.970 SEV=8 | KEDBG 0 RPT=52063 172. 18. 124. 132

RECEI VED Message (nsgi d=56fdca09) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 180

115 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52064 172.18.124.132
Goup [172.18.124.132]
processi ng hash

116 08/09/2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52065 172.18. 124. 132
Goup [172.18.124.132]
processi ng SA payl oad

117 08/09/2002 13:14:22.970 SEV=9 | KEDBG 1 RPT=87 172.18.124.132



Goup [172.18.124.132]
processi ng nonce payl oad

118 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 1 RPT=88 172.18.124. 132
Goup [172.18.124.132]
Processing ID

119 08/09/2002 13:14:22.970 SEV=5 IKE/35 RPT=4 172.18.124.132
Group [172.18.124.132]

Received remote IP Proxy Subnet data in ID Payload:

Address 14.38.80.0, Mask 255.255.255.0, Protocol 0, Port 0

122 08/09/2002 13:14:22.970 SEV=9 | KEDBG 1 RPT=89 172.18.124.132
Goup [172.18.124.132]
Processing 1D

123 08/09/2002 13:14:22.970 SEV=5 IKE/34 RPT=6 172.18.124.132
Group [172.18.124.132]

Received local IP Proxy Subnet data in ID Payload:

Address 14.38.200.0, Mask 255.255.255.0, Protocol 0, Port O

126 08/09/2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52066 172.18.124. 132
Goup [172.18.124.132]
Processing Notify payl oad

127 08/09/ 2002 13:14:22.970 SEV=8 | KEDBG 0 RPT=52067
QM | sRekeyed ol d sa not found by addr

128 08/ 09/ 2002 13:14:22.970 SEV=5 | KE/ 66 RPT=8 172.18.124. 132
Goup [172.18.124.132]
| KE Renpte Peer configured for SA: L2L: RTP NAT TUNNEL

129 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52068 172.18. 124. 132
Goup [172.18.124.132]
processi ng | PSEC SA

130 08/09/2002 13:14:22.970 SEV=7 | KEDBG 27 RPT=6 172.18.124.132
Goup [172.18.124.132]
| PSec SA Proposal # 1, Transform# 1 acceptable

131 08/09/2002 13:14:22.970 SEV=7 | KEDBG 0 RPT=52069 172.18.124. 132
Goup [172.18.124.132]
I KE: requesting SPI!

132 08/ 09/ 2002 13:14:22.970 SEV=6 | KE/ 0 RPT=5
Recei ved unexpected event EV_ACTI VATE_NEW SA in state MM ACTI VE

133 08/09/2002 13:14:22.970 SEV=9 | PSECDBG 6 RPT=41

| PSEC key nessage parse - nmsgtype 6, len 208, vers 1, pid 00000000, seq 12, err
0, type 2, node 0, state 32, |abel 0, pad 0, spi 00000000, encrKeyLen 0, hashKey
Len 0, ivlen O, alg O, hnmacAlg O, lifetype 0, lifetimel 21, lifetime2 0, dsld 30
0

137 08/ 09/ 2002 13:14:22.970 SEV=9 | PSECDBG 1 RPT=155
Processi ng KEY_GETSPI nsg!

138 08/ 09/2002 13:14:22.970 SEV=7 | PSECDBGE 13 RPT=9
Reserved SPI 840508266

139 08/09/2002 13:14:22.970 SEV=8 | KEDBG 6 RPT=9
I KE got SPI from key engine: SPI = 0x3219236a

140 08/ 09/ 2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52070 172.18.124.132
G oup [172.18.124.132]



oakl ey constucting qui ck node

141 08/09/2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing bl ank hash

142 08/ 09/ 2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing | SA SA for ipsec

143 08/ 09/ 2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing i psec nonce payl oad

144 08/ 09/ 2002 13:14:22.970 SEV=9
Goup [172.18.124.132]
constructing proxy ID

145 08/09/2002 13:14:22.970 SEV=7
Group [172.18.124.132]
Transmitting Proxy Id:

| KEDBG 0 RPT=52071 172.18.124.132

| KEDBG 0 RPT=52072 172.18.124.132

| KEDBG 1 RPT=90 172.18.124.132

| KEDBG 1 RPT=91 172.18.124.132

IKEDBG/0 RPT=52073 172.18.124.132

Remote subnet: 14.38.80.0 Mask 255.255.255.0 Protocol 0 Port 0

Local subnet: 14.38.200.0 mask 255.255.255.0 Protocol 0 Port 0
149 08/09/2002 13:14:22.970 SEV=9 | KEDBG 0 RPT=52074 172.18.124.132
Goup [172.18.124.132]
constructing gm hash
150 08/09/2002 13:14:22.970 SEV=8 | KEDBG 0 RPT=52075 172.18.124.132
SENDI NG Message (nsgi d=56fdca09) with payl oads :
HDR + HASH (8) + SA (1) total length : 152
152 08/09/2002 13:14:22.980 SEV=8 | KEDBG 0 RPT=52076 172.18.124.132
RECEI VED Message (nsgi d=56fdca09) w th payl oads :
HDR + HASH (8) + NONE (0) total length : 48
154 08/09/2002 13:14:22.980 SEV=9 | KEDBG 0 RPT=52077 172.18.124.132
Goup [172.18.124.132]
processi ng hash
155 08/09/2002 13:14:22.980 SEV=9 | KEDBG 0 RPT=52078 172.18.124.132
Goup [172.18.124.132]
| oading all |PSEC SAs
156 08/09/2002 13:14:22.980 SEV=9 | KEDBG 1 RPT=92 172.18.124.132
Goup [172.18.124.132]
Generating Quick Mde Key!
157 08/09/2002 13:14:22.980 SEV=9 | KEDBG 1 RPT=93 172.18.124.132
Goup [172.18.124.132]
Generating Quick Mbde Key!
158 08/09/2002 13:14:22.980 SEV=7 | KEDBG 0 RPT=52079 172.18.124.132

Goup [172.18.124.132]
Loadi ng subnet:
Dst :
Src:

161 08/09/2002 13:14:22.980 SEV=4
Goup [172.18.124.132]

Security negotiation conplete for
Responder, | nbound SPI

164 08/09/2002 13:14:22.980 SEV=9

14.38.200.0 nmsk: 255.255.
14.38.80.0 nask: 255.255.255.0

= 0x3219236a, Qutbound SPI

255.0

| KE/ 49 RPT=12 172.18.124.132

LAN-t o- LAN Group (172.18.124.132)
= 0x3607c2f 4

| PSECDBG 6 RPT=42



| PSEC key nessage parse - nmsgtype 1, len 622, vers 1, pid 00000000, seq O, err O

, type 2, node 1, state 64, |abel 0, pad 0, spi 3607c2f4,

encr KeyLen 24, hashKey

Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

167 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=156
Processi ng KEY_ADD nsg!

168 08/ 09/ 2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=157
key_msghdr 2secassoc(): Enter

169 08/09/2002 13:14:22.980 SEV=7 | PSECDBG 1 RPT=158
No USER filter configured

170 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=159
KeyProcessAdd: Enter

171 08/09/2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=160
KeyProcessAdd: Addi ng out bound SA

172 08/09/2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=161

KeyProcessAdd: src 14.38.200.0 mask 0.0.0.255, dst 14.38.80.0 mask 0.0.0. 255

173 08/ 09/ 2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=162
KeyProcessAdd: FilterlpsecAddl keSa success

174 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 6 RPT=43

| PSEC key nessage parse - nmsgtype 3, len 335, vers 1, pid 00000000, seq O, err O

, type 2, node 1, state 32, label 0, pad 0, spi 3219236a,

encr KeyLen 24, hashKey

Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

177 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=163
Processi ng KEY_UPDATE nsg!

178 08/ 09/ 2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=164
Updat e i nbound SA addresses

179 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=165
key_msghdr 2secassoc(): Enter

180 08/09/2002 13:14:22.980 SEV=7 | PSECDBG 1 RPT=166
No USER filter configured

181 08/09/2002 13:14:22.980 SEV=9 | PSECDBG 1 RPT=167
KeyProcessUpdat e: Enter

182 08/09/2002 13:14:22.980 SEV=8 | PSECDBG 1 RPT=168
KeyProcessUpdat e: success

183 08/ 09/ 2002 13:14:22.980 SEV=8 | KEDBG 7 RPT=9
| KE got a KEY_ADD nsg for SA: SPI = 0x3607c2f4

184 08/ 09/ 2002 13:14:22.980 SEV=8 | KEDBG 0 RPT=52080
pitcher: rcv KEY_UPDATE, spi 0x3219236a

185 08/09/2002 13:14:22.980 SEV=4 IKE/120 RPT=12 172.18.124.132

Group [172.18.124.132]
PHASE 2 COMPLETED (msgid=56£fdca09)

186 08/ 09/ 2002 13: 14:24.690 SEV=7 | PSECDBG 1 RPT=169
| PSec | nbound SA has recei ved data!

187 08/ 09/ 2002 13:14:24.690 SEV=8 | KEDBG 0 RPT=52081
pitcher: recv KEY_SA ACTI VE spi 0x3219236a



188 08/ 09/ 2002 13:14:24.690 SEV=8 | KEDBG 0 RPT=52082
KEY_SA ACTIVE no old rekey centry found with new spi 0x3219236a, ness_id 0x0

VPN3000 >t RL—2BORBREDORNS TN a—F1424

VPN 3000 Ot RL—ROEHOBEORNS TN 1—FT1 2 TJCHE TR, RESLVHER
OJOFMEICOVWTE, TVPN3000 AVt RL—ROEHOBBEORNS TN 21 —F142T
1 BBRLTLKEEY, debug IV RERITIHHEIC, "debug ANV RICEIT 2 EELER
1 ZZRLTLKEE,

1 08/07/2002 13:27:13.970 SEV=7 | PSECDBGE 10 RPT=4
| PSEC i psec_out put () can call key_acquire() because 590 seconds have el apsed sin
ce last | KE negotiation began (src 0x0e265065, dst 0x01b99224)

3 08/07/2002 13:27:13.970 SEV=7 | PSECDBG 14 RPT=5
Sendi ng KEY_ACQUI RE to I KE for src 14.38.80.101, dst 14.38.200.3

4 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52300
pitcher: received a key acquire message!

5 08/07/2002 13:27:13.970 SEV=4 | KE/ 41 RPT=5 172.18.124.131

IKE Initiator: New Phase 1, Intf 2, |KE Peer 172.18.124.131

| ocal Proxy Address 14.38.80.0, renpte Proxy Address 14.38.200. 0,
SA (L2L: VPN TUNNEL)

8 08/07/2002 13:27:13.970 SEV=9 | KEDBG 0 RPT=52301 172.18.124.131
constructing | SA_SA for isakmp

9 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=26 172.18.124.131
constructing Fragnentation VID + extended capabilities payl oad

10 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52302 172.18.124.131
SENDI NG Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) ... total length : 108

12 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52303 172.18.124. 131
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

14 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52304 172.18.124.131
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 108

16 08/07/2002 13:27:13.970 SEV=9 | KEDBG 0 RPT=52305 172.18.124.131
processi ng SA payl oad

17 08/07/2002 13:27:13.970 SEV=7 | KEDBG 0 RPT=52306 172.18.124.131
Cakl ey proposal is acceptable

18 08/07/2002 13:27:13.970 SEV=9 | KEDBG 47 RPT=31 172.18.124.131
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processi ng VID payl oad

19 08/07/2002 13:27:13.970 SEV=9 | KEDBG 49 RPT=26 172.18.124.131
Recei ved Fragnmentation VID

20 08/07/2002 13:27:13.970 SEV=5 | KEDBG 64 RPT=7 172.18.124.131
| KE Peer included |IKE fragnmentation capability flags:

Mai n Mode: True

Aggr essi ve Mode: True

22 08/07/2002 13:27:13.970 SEV=9 | KEDBG 0 RPT=52307 172.18.124.131
constructing ke payl oad

23 08/07/2002 13:27:13.970 SEV=9 | KEDBG 1 RPT=70 172.18.124.131
constructing nonce payl oad

24 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=27 172.18.124.131
constructing C sco Unity VID payl oad

25 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=28 172.18.124.131
constructing xauth V6 VID payl oad

26 08/07/2002 13:27:13.970 SEV=9 | KEDBG 48 RPT=11 172.18.124.131
Send 10S VID

27 08/07/2002 13:27:13.970 SEV=9 | KEDBG 38 RPT=11 172.18.124.131
Constructing VPN 3000 spoofing | 0S Vendor |ID payload (version: 1.0.0, capabiliti
es: 20000001)

29 08/07/2002 13:27:13.970 SEV=9 | KEDBG 46 RPT=29 172.18.124.131
constructing VID payl oad

30 08/07/2002 13:27:13.970 SEV=9 | KEDBG 48 RPT=12 172.18.124.131
Send Altiga GNVID

31 08/07/2002 13:27:13.970 SEV=8 | KEDBG 0 RPT=52308 172.18.124.131
SENDI NG Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) ... total length : 256

33 08/07/2002 13:27:14.010 SEV=8 | KEDBG 0 RPT=52309 172.18.124.131

RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

36 08/07/2002 13:27:14.010 SEV=8 | KEDBG 0 RPT=52310 172.18.124.131

RECEI VED Message (nsgi d=0) with payl oads :

HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13
) + NONE (0) ... total length : 256

39 08/07/2002 13:27:14.010 SEV=9 | KEDBG 0 RPT=52311 172.18.124.131
processi ng ke payl oad

40 08/07/2002 13:27:14.010 SEV=9 | KEDBG 0 RPT=52312 172.18.124.131
processing | SA KE

41 08/07/2002 13:27:14.010 SEV=9 | KEDBG 1 RPT=71 172.18.124.131
processi ng nonce payl oad

42 08/07/2002 13:27:14.010 SEV=9 | KEDBG 47 RPT=32 172.18.124.131
processi ng VID payl oad



43 08/07/2002 13:27:14.010 SEV=9
Received Cisco Unity client VID

44 08/07/2002 13:27:14.010 SEV=9
processi ng VID payl oad

45 08/ 07/2002 13:27:14.010 SEV=9
Recei ved xauth V6 VID

46 08/07/2002 13:27:14.010 SEV=9
processi ng VID payl oad

47 08/07/2002 13:27:14.010 SEV=9

Processi ng VPN 3000 spoofing | OS Vendor

20000001)

49 08/07/2002 13:27:14.010 SEV=9
processi ng VID payl oad

50 08/07/2002 13:27:14.010 SEV=9
Received Altiga GWNVID

51 08/07/2002 13:27:14.040 SEV=9
Generating keys for Initiator...

52 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
constructing 1D

53 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
construct hash payl oad

54 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
conputing hash

55 08/07/2002 13:27:14.040 SEV=9

Constructing |1 CS keep alive payl oad:

56 08/07/2002 13:27:14.040 SEV=9
Goup [172.18.124.131]
constructing dpd vid payl oad

57 08/07/2002 13:27:14. 040 SEV=8

| KEDBG 49 RPT=27 172.18.124.131

| KEDBG 47 RPT=33 172.18.124.131

| KEDBG 49 RPT=28 172.18.124.131

| KEDBG 47 RPT=34 172.18.124.131

| KEDBG 38
1D

RPT=12 172.18.124.131

| KEDBG 47 RPT=35 172.18.124.131

| KEDBG 49 RPT=29 172.18.124.131
| KEDBG 0 RPT=52313 172.18.124. 131

| KEDBG 1 RPT=72 172.18.124.131

| KEDBG 0 RPT=52314

| KEDBG 0 RPT=52315 172.18.124. 131

| KEDBG 34 RPT=11 172.18.124.131
pr oposal =32767/ 32767 sec.

| KEDBG 46 RPT=30 172.18.124.131

| KEDBG 0 RPT=52316 172.18.124.131

SENDI NG Message (nsgi d=0) with payl oads :

HDR + ID (5) + HASH (8)

59 08/07/2002 13:27:14.140 SEV=8

t ot al

length : 92

| KEDBG 0 RPT=52317 172.18.124. 131

RECEI VED Message (nsgi d=0) with payl oads :

HDR + ID (5) + HASH (8) + | OS KEEPALIVE (14) + VENDOR (13) + NONE (0)

length : 92

62 08/07/2002 13:27:14.140 SEV=9
Goup [172.18.124.131]
Processing ID

63 08/07/2002 13:27:14.140 SEV=9
Goup [172.18.124.131]
processi ng hash

64 08/07/2002 13:27:14.140 SEV=9
G oup [172.18.124.131]

| KEDBG 1 RPT=73 172.18.124.131

| KEDBG 0 RPT=52318 172.18.124. 131

| KEDBG 0 RPT=52319 172.18.124. 131

payl oad (version: 1.0.0,

capabilities

t ot al



conputing hash

65 08/07/2002 13:27:14.140 SEV=9 | KEDBG 34 RPT=12 172.18.124.131

Processing |1 OS keep alive payl oad: proposal =32767/ 32767 sec.

66 08/07/2002 13:27:14.140 SEV=9 | KEDBG 47 RPT=36 172.18.124.131

Goup [172.18.124.131]
processi ng VID payl oad

67 08/07/2002 13:27:14.140 SEV=9 | KEDBG 49 RPT=30 172.18.124.131

Group [172.18.124.131]
Recei ved DPD VI D

68 08/07/2002 13:27:14.140 SEV=9 | KEDBG 23 RPT=6 172.18.124.131

Goup [172.18.124.131]
Starting group | ookup for peer 172.18.124.131

69 08/07/2002 13:27:14.140 SEV=8 AUTHDBG 1 RPT=2
AUTH Open() returns 6

70 08/07/2002 13:27:14.140 SEV=7 AUTH 12 RPT=2
Aut henti cati on session opened: handle = 6

71 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 3 RPT=2
AUTH Put Attr Tabl e(6, 8c6274)

72 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 6 RPT=2
AUTH_Gr oupAut henti cat e(6, 50097dc, 599818)

73 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 59 RPT=2
AUTH_Bi ndSer ver (9a05c60, 0, 0)

74 08/ 07/2002 13:27:14. 150 SEV=9 AUTHDBG 69 RPT=2
Aut h Server 15dd704 has been bound to ACB 9a05c60,

75 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 65 RPT=2
AUTH_Cr eat eTi mer (9a05c¢60, 0, 0)

76 08/07/2002 13:27:14.150 SEV=9 AUTHDBG 72 RPT=2
Reply timer created: handle = 4F0019

77 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 179 RPT=2

AUTH_SyncToSer ver (9a05c60, 0, 0)

78 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 180 RPT=2

AUTH_SendLockReq(9a05c60, 0, 0)

79 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 61 RPT=2
AUTH_Bui | dMsg(9a05c¢60, 0, 0)

80 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 64 RPT=2
AUTH_St art Ti mer (9a05c¢60, 0, 0)

81 08/07/2002 13:27:14.150 SEV=9 AUTHDBG 73 RPT=2
Reply timer started: handle = 4F0019, timestanp =

82 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 62 RPT=2
AUTH_SndRequest (9a05c60, 0, 0)

83 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 50 RPT=3
I nt DB_Decode( 62ea4f 8, 149)

84 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 47 RPT=3
| nt DB_Xnt (9a05¢60)

sessi ons

17231134,

=1

ti meout

30000



85 08/07/2002 13:27:14.150 SEV=9 AUTHDBG 71 RPT=2
xmt_cnt =1

86 08/07/2002 13:27:14.150 SEV=8 AUTHDBG 47 RPT=4
| nt DB_Xnt (9a05¢60)

87 08/07/2002 13:27:14. 250 SEV=8 AUTHDBG 49 RPT=2
| nt DB_Mat ch(9a05c60, 9a09658)

88 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 63 RPT=2
AUTH_RcvRepl y(9a05c60, 0, 0)

89 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 50 RPT=4
I nt DB_Decode(9a09658, 636)

90 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 48 RPT=2
I nt DB_Rcv(9a05c60)

91 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 66 RPT=2
AUTH_Del et eTi mer (9a05c60, 0, 0)

92 08/07/2002 13:27:14.250 SEV=9 AUTHDBG 74 RPT=2
Reply timer stopped: handle = 4F0019, timestanp = 17231144

93 08/07/2002 13:27: 14. 250 SEV=8 AUTHDBG 58 RPT=2
AUTH_Cal | back(9a05c60, 0, 0)

94 08/ 07/ 2002 13:27:14. 250 SEV=6 AUTH 41 RPT=2 172.18.124.131
Aut henti cation successful: handle = 6, server = Internal, group = 172.18.124.131

95 08/07/2002 13:27:14.250 SEV=7 | KEDBG 0 RPT=52320 172.18.124.131
Goup [172.18.124.131]
Found Phase 1 Group (172.18.124.131)

96 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 4 RPT=2
AUTH Get Attr Tabl (6, 8c6520)

97 08/07/2002 13:27:14.250 SEV=7 | KEDBG 14 RPT=6 172.18.124.131
Goup [172.18.124.131]
Aut henti cation configured for Internal

98 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 2 RPT=2
AUTH_Cl ose( 6)

99 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52321 172.18.124.131
Goup [172.18.124.131]
Cakl ey begin qui ck node

100 08/07/2002 13:27:14.250 SEV=4 IKE/119 RPT=7 172.18.124.131
Group [172.18.124.131]
PHASE 1 COMPLETED

101 08/07/2002 13:27:14.250 SEV=6 | KE/ 121 RPT=6 172.18.124.131
Keep-alive type for this connection: DPD

102 08/07/2002 13:27:14.250 SEV=7 | KEDBG 0 RPT=52322 172.18.124. 131
Goup [172.18.124.131]
Starting phase 1 rekey timer: 82080000 (ms)

103 08/ 07/ 2002 13:27: 14. 250 SEV=4 AUTH 22 RPT=27
User 172.18.124.131 connected

104 08/07/2002 13:27:14.250 SEV=9 | PSECDBG 6 RPT=36



| PSEC key nessage parse - msgtype 6, |len 208, vers 1, pid 00000000,

, type 2, node 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen O,

err 0
hashKeyL

en 0, ivlen O, alg O, hmacAlg O, lifetype O, lifetimel 21, lifetime2 0, dsld 300

107 08/07/2002 13:27:14.250 SEV=9 | PSECDBG 1 RPT=135
Processi ng KEY_GETSPI nsg!

108 08/ 07/2002 13:27:14.250 SEV=7 | PSECDBGE 13 RPT=8
Reserved SPI 651287217

109 08/07/2002 13:27:14.250 SEV=8 | KEDBG 6 RPT=8
I KE got SPI from key engine: SPI = 0x26dldabl

110 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52323 172.18. 124. 131
Goup [172.18.124.131]
oakl ey constucting qui ck node

111 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52324 172.18.124.131
Goup [172.18.124.131]
constructing bl ank hash

112 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52325 172.18. 124. 131
Goup [172.18.124.131]
constructing | SA SA for ipsec

113 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=74 172.18.124.131
Goup [172.18.124.131]
constructing i psec nonce payl oad

114 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=75 172.18.124.131
Goup [172.18.124.131]
constructing proxy ID

115 08/07/2002 13:27:14.250 SEV=7 IKEDBG/0 RPT=52326 172.18.124.131
Group [172.18.124.131]
Transmitting Proxy Id:
Local subnet: 14.38.80.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 14.38.200.0 Mask 255.255.255.0 Protocol 0 Port 0

119 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52327 172.18.124. 131
Goup [172.18.124.131]
constructing gm hash

120 08/07/2002 13:27:14.250 SEV=8 | KEDBG 0 RPT=52328 172.18. 124. 131
SENDI NG Message (nsgi d=201d0d40) with payl oads :
HDR + HASH (8) + SA (1) ... total length : 180

122 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 60 RPT=2
AUTH_Unbi ndSer ver (9a05c60, 0, 0)

123 08/ 07/ 2002 13:27:14. 250 SEV=9 AUTHDBGE 70 RPT=2
Aut h Server 15dd704 has been unbound from ACB 9a05c60, sessions = 0

124 08/07/2002 13:27:14.250 SEV=8 AUTHDBG 10 RPT=2
AUTH_| nt _Fr eeAut hCB( 9a05c60)

125 08/ 07/ 2002 13:27:14. 250 SEV=7 AUTH 13 RPT=2
Aut henti cati on session closed: handle = 6

126 08/07/2002 13:27:14.250 SEV=8 | KEDBG 0 RPT=52329 172.18. 124. 131
RECEI VED Message (nsgi d=201d0d40) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
th : 152

I eng



129 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52330 172.18.124. 131
Goup [172.18.124.131]
processi ng hash

130 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52331 172.18.124. 131
Goup [172.18.124.131]
processi ng SA payl oad

131 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=76 172.18.124.131
Goup [172.18.124.131]
processi ng nonce payl oad

132 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=77 172.18.124.131
Goup [172.18.124.131]
Processing 1D

133 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=78 172.18.124.131
Goup [172.18.124.131]
Processing 1D

134 08/07/2002 13:27:14.250 SEV=9 | KEDBG 0 RPT=52332 172.18. 124. 131
Goup [172.18.124.131]
| oading all |PSEC SAs

135 08/07/2002 13:27:14.250 SEV=9 | KEDBG 1 RPT=79 172.18.124.131
Goup [172.18.124.131]
Generating Qui ck Mbde Key!

136 08/07/2002 13:27:14.260 SEV=9 | KEDBG 1 RPT=80 172.18.124.131
Goup [172.18.124.131]
Generating Qui ck Mbde Key!

137 08/07/2002 13:27:14.260 SEV=7 IKEDBG/0 RPT=52333 172.18.124.131
Group [172.18.124.131]
Loading subnet:

Dst: 14.38.200.0 mask: 255.255.255.0

Src: 14.38.80.0 mask: 255.255.255.0

140 08/07/2002 13:27:14.260 SEV=4 | KE/ 49 RPT=9 172.18.124.131
Goup [172.18.124.131]

Security negotiation conplete for LAN-to-LAN Group (172.18.124.131)
Initiator, |nbound SPI = 0x26dldabl, Qutbound SPI = 0x2f285111

143 08/ 07/2002 13:27:14.260 SEV=9 | KEDBG 0 RPT=52334 172.18.124. 131
Goup [172.18.124.131]
oakl ey constructing final quick node

144 08/07/2002 13:27:14.260 SEV=8 | KEDBG 0 RPT=52335 172.18. 124. 131
SENDI NG Message (nsgi d=201d0d40) with payl oads :
HDR + HASH (8) + NONE (0) ... total length : 72

146 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 6 RPT=37

| PSEC key nessage parse - nmsgtype 1, len 622, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 64, |label 0, pad 0, spi 2f285111, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

149 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=136
Processi ng KEY_ADD nsg!

150 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=137
key_msghdr 2secassoc(): Enter

151 08/07/2002 13:27:14.260 SEV=7 | PSECDBG 1 RPT=138
No USER filter configured



152 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=139
KeyProcessAdd: Enter

153 08/ 07/2002 13:27:14.260 SEV=8 | PSECDBG 1 RPT=140
KeyProcessAdd: Addi ng out bound SA

154 08/07/2002 13:27:14.260 SEV=8 | PSECDBG 1 RPT=141

KeyProcessAdd: src 14.38.80.0 mask 0.0.0. 255, dst 14.38.200.0 mask 0.0.0. 255

155 08/07/2002 13:27:14.260 SEV=8 | PSECDBG 1 RPT=142
KeyProcessAdd: FilterlpsecAddl keSa success

156 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 6 RPT=38

| PSEC key nessage parse - msgtype 3, len 335, vers 1, pid 00000000, seq O,

err

0

, type 2, node 1, state 32, label 0, pad 0, spi 26dldabl, encrKeyLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype O, lifetinel 21, lifetine2 0, dsld O

159 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=143
Processi ng KEY_UPDATE nsg!

160 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=144
Updat e i nbound SA addresses

161 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=145
key_msghdr 2secassoc(): Enter

162 08/07/2002 13:27:14.260 SEV=7 | PSECDBG 1 RPT=146
No USER filter configured

163 08/07/2002 13:27:14.260 SEV=9 | PSECDBG 1 RPT=147
KeyProcessUpdat e: Enter

164 08/07/2002 13:27:14.260 SEV=8 | PSECDBG 1 RPT=148
KeyProcessUpdat e: success

165 08/07/2002 13:27:14.260 SEV=8 | KEDBG 7 RPT=8
| KE got a KEY_ADD nsg for SA: SPI = 0x2f285111

166 08/07/2002 13:27:14.260 SEV=8 | KEDBG 0 RPT=52336
pitcher: rcv KEY_UPDATE, spi 0x26dldabl

167 08/07/2002 13:27:14.260 SEV=4 IKE/120 RPT=9 172.18.124.131
Group [172.18.124.131]
PHASE 2 COMPLETED (msgid=20140440)

168 08/07/2002 13:27:15.970 SEV=7 | PSECDBG 1 RPT=149
| PSec | nbound SA has recei ved data!

169 08/07/2002 13:27:15.970 SEV=8 | KEDBG 0 RPT=52337
pitcher: recv KEY_SA ACTI VE spi 0x26dldabl

170 08/07/2002 13:27:15.970 SEV=8 | KEDBG 0 RPT=52338

KEY_SA ACTIVE no old rekey centry found with new spi 0x26dldabl, ness_id 0x0

BOE TR
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