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2. Cisco IOSY 7 R I I F® account B_ID vpc 7 O—OT DEFE LT 53> N ACCOUNT A_ID's
S3_BUCKET NAME.
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5. Secure Cloud Analytics & #& 15 %R M # X ACCOUNT B_ID.

XY ND—IR

Account A

g B ©

Amazon 53

Amazon EC2 Amazon VPC S3_BUCKET_NAME

A
- Account B / T

Amazon EC2 Amazon VPC

Secure Cloud Analytics
F—270—K

BE
1. ACCOUNT_A_ID®S3_BUCKET_NAMEZR') > —%ZEH L TACCOUNT_B_ID7 hV > hO&E
AKERENETS

ACCOUNT_A_ID's S3_BUCKET NAME /NT Y RIRD S —DREZRICRALET, COREICKY), EHY



) (FLEREEOBOTAIUN ) THIY NHFSINT Y MMZEEIAHK(SID-
AWSLogDeliveryWrite), /N7 Y N MACL(SID - AWSLogDeliveryAcICheck)’2F I Y VT&ES LD
&)XY,

. Change ACCOUNT_A_ID & ACCOUNT B D A Y 12 EHTICHSTIREICERLET,
. Change s3_BUCKET NAME TNENDO/NT Y RBIZEREL E T,
CAWSRMEICHSUT 74— Y NEBRETEET,

{

"Version": "2012-10-17",

"Statement": [

{

"Sid": "AWSLogDeliveryWrite",

"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},

"Action": "s3:PutObject",

"Resource": ["arn:aws:s3:::S3_BUCKET_NAME", "arn:aws:s3:::S3_BUCKET_NAME/*"],
"Condition": {

"StringEquals": {"aws:SourceAccount": ["ACCOUNT_A_ID","ACCOUNT_ B_ID"]},
"ArnLike": {"aws:SourceArn": ["arn:aws:logs:*:ACCOUNT_A_ID:*","arn:aws:logs:*:ACCOUNT_B_ID:*"]}
}

I

{

"Sid": "AWSLogDeliveryAclCheck",

"Effect": "Allow",

"Principal": {

"Service": "delivery.logs.amazonaws.com"

I

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::S3_BUCKET NAME",

"Condition": {

"StringEquals": {"aws:SourceAccount": ["ACCOUNT_A_ID","ACCOUNT_B_ID"]},
"ArnLike": {"aws:SourceArn": ["arn:aws:logs:*:ACCOUNT_A_ID:*","arn:aws:logs:*:ACCOUNT_B_ID:*"]}
}

}

]

}

2. ACCOUNT_A_ID®S3_BUCKET_NAMEICVPC7 O—OY &i%XETS L SICACCOUNT_B_ID7
HIORNERETS

VPC7O—0O%7 MR Account B ID < M T/N A AldE ACCOUNT A_ID'sS3_BUCKET NAME X DEIZRT
&DIZ. N7 Y NMARNZBEICEELET,
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EEE Services Q E ﬂg- @ N. Virginia v

VPC Create flow log Account ID:
Destination
The destination to which to publish the flow log 4 B TInT
Send to CloudWatch Logs
© Send to an Amazon S3 bucket Organization
53 bucket ARN Service Quotas

The ARN of the Amazon 53 bucket to which the f

folder in the bucket using the bucket_ARM/folde _—
Billing Dashboard

am:aws:s3::53 BUCKET_NAME
o o Security credentials

SINT Y NDERAELSREENTVWEWVWEERF, RORDELSBIIT—ARRENET,

(x) Unable to create flow log

Access Denied for Logl:lestinattun:ééﬂ.%.g'@m Please check LogDestination permission

VPC Your VPCs Create flow log

Create flow log i

3. ACCOUNT B_IDODAWS IAMA Y < 278— RTIAMAR ) S —&ERT S

swc_rolelZ BB TS h TWBIAMR ) 2 —§&TE ACCOUNT B_ID XD EH V) TT,

swc_single_policy

{

"Version": "2012-10-17",
"Statement": [

{

"Action": [
"autoscaling:Describe*",
"cloudtrail :LookupEvents",
"cloudwatch:Get*",
"cloudwatch:List*",
"ec2:Describe*",
"ecs:List*",
"ecs:Describe* ",
"elasticache:Describe*",
"elasticache:List*",
"elasticloadbalancing:Describe*",
"guardduty:Get*",
"guardduty:List*",
"iam:Get*",

"iam:List*",
"inspector:*",
"rds:Describe*",
"rds:List*",



"redshift:Describe*",
"workspaces:Describe*",
"route53:List*"

1,

"Effect": "Allow",
"Resource": "*"

Y,

{

"Action": [

"logs:Describe*",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"logs:PutSubscriptionFilter",
"logs:DeleteSubscriptionFilter"
1,

"Effect": "Allow",

"Resource": "*"

Y,

{

"Sid": "CloudCompliance",
"Action": [
"access-analyzer:ListAnalyzers",
"cloudtrail:DescribeTrails",
"cloudtrail:GetEventSelectors",
"cloudtrail:GetTrailStatus",
"cloudtrail:ListTags",
"cloudwatch:DescribeAlarmsForMetric",
"config:Get*",
"config:Describe*",
"ec2:GetEbsEncryptionByDefault",
"iam:GenerateCredentialReport",
"iam:Get*",

"iam:List*",

"kms : GetKeyRotationStatus",
"kms:ListKeys",
"logs:DescribeMetricFilters",
"logs:Describe*",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"organizations:ListPolicies",
"s3:GetAccelerateConfiguration",
"s3:GetAccessPoint",
"s3:GetAccessPointPolicy",
"s3:GetAccessPointPolicyStatus",
"s3:GetAccountPublicAccessBlock",
"s3:GetAnalyticsConfiguration",
"s3:GetBucket*",
"s3:GetEncryptionConfiguration",
"s3:GetInventoryConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetMetricsConfiguration",
"s3:GetObjectAcl",
"s3:GetObjectVersionAcl",
"s3:GetReplicationConfiguration",
"s3:ListAccessPoints",
"s3:ListAl1lMyBuckets",
"securityhub:Get*",
"sns:ListSubscriptionsByTopic"
1,

"Effect": "Allow",

"Resource": "*"

Y,

{

"Action": [



"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetObject"

1,
"Effect": "Allow",

"Resource": [
"arn:aws:s3:::S3_BUCKET_NAME/*",
"arn:aws:s3:::S3_BUCKET_NAME"

]

}

]

}

4. ACCOUNT_B_IDDOAWS IAMA ¥ 2 1 78— RTIAMO—I)L ZER T %

1.32#1R Roles.

2.3ER create role.

3. TRIOAWST7 AV NO—ILEA47 1 Z2BRLET,

4. "PAHIUNDy 74 =)L RIZ T7579728101561 EAHLET,
5. TAABIDABE, #7322 BRLET,

6. Secure Cloud Analytics®WebR— X )L & % External ID.
7.21) Y % Next: Permissions .

8. swc_single policy R > —ZERKLEL &=,
9.71) Y 9 Next: Tagging.

10.7 1) Y 7 Next: Review.

11. "O—J)L%1 I "swc_roles EAHNLET,

12.aE AN LUET, Description (1 EXWE, VART AV NT O AZFATAHO-ILBE
) o

13.7 1) Y 7 createrole .

14.0—J)LARNZOE—L T, 7L—2FFARIFARICHYNSTERT,

5. ACCOUNT_B_ID®Secure Cloud AnalyticsZ7 L >3 ¥ L DE&EE

1. Secure Cloud AnalyticsiCE% 14 >/ L,  settings > Integrations > AWS > Credentials.
2.71) Y 2 Add New Credentials.

3. Name, HERENBHHEAF—IF Account_B_ID_creds (= & ZIF. 012345678901 _creds)ZE 7 H™
RZELCHYWIAKET,

AT OFIEOO—)LARNZELY) 13T, RoleARN 7 4 =)L RICTO—7BEREZALLET,



5.01)Y 7 create.
CchUEDEREFIEESHEH Y EEB A,

ST, RENFERCHBELTVWRIAESHERRBLET.

Secure Cloud Analytics WebR—2 OVPC7O—OI9R—2 &, H1KERICXDEROKRSZ%
U ES 3- - VPC/70O—0O 7’\°— > M URL: https:/iportal-name.obsrvbl.com/v2/#/settings/integrations/aws/vpc_logs

AWSTBRHRHR—JBIRD LS ICH ) &T

WS Q_redemiala + Add New Credentials

State Role ARN Name ©
8 arm:aws.iam:: ACCOUNT: A ralefswc_role ACCOUNT A _creds rd i
a arn:aws:iam:: (YSBENRRER role/swe_role JACCOUNTAE BREERE N

NZ7)L21—hk
TR, REORNZ TN 1—FTA VI IERATERR/RERLET,

VPC7O—AOJR—=ZICAILHERNIERRENBEVESEEK., AWSS3OH—NNT7OEAOT%#EM
CTDUENFHYNET,

S3IH—NTHEAOX T OHI ( S3H S DSCALY H—GET-ingF—= ) :

acfb735656a2b1bbd16c05582b753d11a9306f3a8dc20a4b9edc8c999aefodd2 S3_BUCKET_NAME [10/Apr/2022:22:55:12 +0000]
10.0.129.197 arn:aws:sts::ACCOUNT_A_ID:assumed-role/swc_role/b401ed3c-58d1-472d-ab20-4801d0a7


https://portal-name.obsrvbl.com/v2/#/settings/integrations/aws/vpc_logs
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-server-access-logging.html

CSQPM6SBOYZNWEO3 REST.GET.BUCKET - "GET /?list-
type=2&delimiter=%2F&prefix=AWSL0ogs%2FACCOUNT_B_ID%2Fvpcflowlogs%2F&encoding-type=url HTTP/1.1" 200 - 421 - 13
13 "-" "Bot03/1.17.85 Python/3.6.9 Linux/5.4.0-1064-aws Botocore/1.20.85" -
ghD4028lk0G1X3A33qCtXIg4gDRfo4eN3uebyV+tdCBQ6tOHK5XVLHGwWbd7/EKXdzX+6PQxLHys= SigV4 ECDHE-RSA-AES128-
GCM-SHA256 AuthHeader S3_BUCKET_NAME.s3.amazonaws.com TLSv1.2 -
acfb735656a2b1bbd16c05582b753d11a9306f3a8dc20a4b9edc8c999aefodd2 S3_BUCKET_NAME [10/Apr/2022:22:55:12 +0000]
10.0.129.197 arn:aws:sts::ACCOUNT_A_ID:assumed-role/swc_role/b401ed3c-58d1-472d-ab20-4801d0a7
CSQTXPDG4G6MY2CR REST.GET.BUCKET - "GET /?list-type=2&delimiter=%2F&prefix=AWSLogs%2F&encoding-type=url
HTTP/1.1" 200 - 445 - 33 33 "-" "Bot03/1.17.85 Python/3.6.9 Linux/5.4.0-1064-aws Botocore/1.20.85" -
geCd2CjQUgwxYjVs0JUt+gyEuKw92p3iJt52gx0A+bOaWhjaiNI770xGgmvFIIZpMT5GePh6i9Y= SigV4 ECDHE-RSA-AES128-
GCM-SHA256 AuthHeader S3_BUCKET_NAME.s3.amazonaws.com TLSv1.2 -
acfb735656a2b1bbd16c05582b753d11a9306f3a8dc20a4b9edc8c999aefodd2 S3_BUCKET_NAME [10/Apr/2022:22:55:12 +0000]
10.0.129.197 arn:aws:sts::ACCOUNT_A_ID:assumed-role/swc_role/b401ed3c-58d1-472d-ab20-4801d0a7 CSQVVKEPV0XD9987
REST.GET.BUCKET - "GET /?list-type=2&delimiter=%2F&prefix=AWSL0ogs%2FACCOUNT_A_ID%2Fvpcflowlogs¥%2F&encoding-
type=url HTTP/1.1" 200 - 421 - 11 11 "-" "Bot03/1.17.85 Python/3.6.9 Linux/5.4.0-1064-aws Botocore/1.20.85" -
hHR2+J5engOwp/Bi7Twn5ShsDXNYnH5rcB8YBYFJIP50NnZb64S1Y7/d+c7BSbBb861TpuJ0Jtpes= SigV4 ECDHE-RSA-AES128-
GCM-SHA256 AuthHeader S3_BUCKET_NAME.s3.amazonaws.com TLSv1.2 -

O77 14— ROSER
: https://docs.aws.amazon.com/AmazonS3/latest/userquide/LogFormat.html



https://docs.aws.amazon.com/AmazonS3/latest/userguide/LogFormat.html
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