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CORFIAIXVRNTE, ROXRY ND—OBHEFEALTVET,

ECORETHEALTWAIPTRLAARAF—LR, A=Y NETERICIL—FT 12 U7
BEEENTROYEEA, cholk, FRRRETHEAESNEREC1918 D7 RLATTY,

ASDM 5.2(2) &#{ L = ASA 7.2(2) DERE

CHORFIAKNG, /1B —TIA AREBREDELRERENTTICITONATVWTHEHYIICEEL
TVWBZEZEFHRBELTVET,

ZE:ASA Z ASDM TRETED&LSICTBICIE. TASDM AD HTTPS 7OV ADEF . 25 R
LTL<EZL,

3¥:WebVPN & ASDM &, R—KhBEZZELABVRY, EBUASAAMRX—T7IAALTRE
MICTEEFLBA, FHMICOVTE, TASADREUAR—T IALAATEMCBS ASDM BT
WebVPNag 2B L TSEEL,

ASA £ T SSL VPN on a stick ZFRET B ICIE. ROFIEZRITLET,

1. [Configuration] > [Interfaces] ZiEIR L . [Enable traffic between two or more hosts connected
to the same interface] FT Y J7RY JRAZFICLT, SSLVPN hZ 71y DU &EFLUA >
R—TIAATHREETEDLSICLET,

2. [Apply] 20V Y OLET, X AEOCLI O 74F1L—>3a3> AN RERICEFE
CP

3. [Configuration] > [VPN] > [IP Address Management] > [IP Pools] > [Add] Z3&IRL ., IP 7 R
L A 7'—)JL vpnpool #ERL £7,

4. [Applyl ZO VY OLET, B AZEOCLI AV 74F21L—>3> ANV RERICETE
CP

5. WebVPN % A 2—7JLIZLE T, [Configuration] > [VPN] > [WebVPN] > [WebVPN Access]
ZBEBRL, AFHA > RX—T 14 A&ZBIRLET, [Enable] 2T VY UL ET, [Enable
Tunnel Group Drop-down List on WebVPN Login Page] F T Y 9RY V9 A%ZFICLT, 1
—HHFATA D R=DHPSEFNTFNOITIN—TEZBIRTEDELSICLET, [Apply] 20 V)
v~ LEY, [Configuration] > [VPN] > [WebVPN] > [SSL VPN Client] > [Add] %;&4R L .
SSLVPN DI TZATURNAX=DZASADT SV XTEUNSEMUET, [OK] Z2
)y OLET, [OK|ZI)YOILET, [SSLVPNClient]| FI YOI RYOIREVIYIL
F9, ZRAEOCLI OV 74F1L—>3a> AN RERICEFET,

6. JI—7 R —%FKEL FT, [Configuration] > [VPN] > [General] > [Group Policy] >
[Add ( Internal Group Policy ) ] DIEIZEIRL . WETIL—7 R > — clientgroup Z¥ERK L
£J. [General| 7%V, [WebVPN| FIVYIRYODREFVIZL, RRUY
4 77OKJ)LEL T WebVPN ZEICL £9, [Client Configuration]| 722 UvY I L,
[General Client Parameters] X 7 &2 1) v 2 L £, [Split Tunnel Policy] ROY 7" X~
|) AN S [Tunnel All Networks] Z3#RL, UE—KNPCASOIXTONTY RA, %
17 RORLEBBTEDELSICLET, [WebVPN] > [SSLVPN Client] 2 7 O IEE =5 1)
YHLT, ROATS IV EBIRLET, [Use SSL VPN Client] 773 3> T, [Inherit] F
IVYO RYDAZEFTICL, [Optionall 77> 3> REVEIVYIOLET, cOFT> 3
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VEBIRTDE, UE—NIVTAT RN SVCEZEADO—RIIHLESHZBIRTED
ESICEVET, Always ZiBIRTSH &, SSLVPN EHOLECICUE—RKN D=0 AT—
IVICSVCHRIVO—RENDBKSICHKVY ET, [Keep Installer on Client System] 77’
32T, [Inherit] FIY O RYIVREFTICL, [Yes] A7 23> RER&EIVVYILE
To cODATSAVIZKI2T, SVCYTRIVITRITZFAT NIV EICEETFYET,
ChIZkY), ASA FEHZENBIUTEDETICSVCYTINIITEISATMNIADO—
REBMBENBLKBYET, cOFAT2avR@E, dRARY ND—VICHBREICTIOEATS
DE—F I—¥FBIRTBDICEL TVWET, [Renegotiation Intervall 77> 3> T,
[Inherit] FT Y U RY DRAZATICL., [Unlimited] FT YD RY VRZFT7IZL, F—DE
EEFITONDETCORRE (2 ) ZAILET, FEF1VT 1@, F—INEUTHHE
BICHIBRZER TS C & T@ibE E T, [Renegotiation Method] #7°S 3> T, [Inherit] ¥ T
VO RYODRAEATIZLT, [SSL1 AT 23> RERZVVYOLET, F: BRI I—
aviFk, BEOSSL NOXLFEFBXRIDS>I—2a > AICHICERENEFHFLWVDNY
ZINEFEATEELET, SSLVWPN VUS4 T NOBHIBRORTRIKSICRETSD LI
TV ET, OK|ZZUYHLT, [Applyl 82Uy HLET, EEZOCL IV 7 4%1
L—>3a> OAX Y RERICEFET,

7. [Configuration] > [VPN] > [General ] > [Users] > [Add] Zi&RL, HILLWI—HY FHO K
ssluser!t Z¥ER L £ T,

8.[OK|ZVUYOLT, [Applyl 20V Y ULET, E:RBFEDCLI AN REROKRSIZH
WET,

9. [Configuration] > [Properties] > [AAA Setup] > [AAA Servers Groups] > [Edit] ZEIRL £7,

10. F7 AN =N TI)—7 LOCAL %#3&IRL . [Edit| 20V Y I LET,

11. [Edit LOCAL Server Group] X4 7OJ7RY 2 AT, [Enable Local User Lockout] F T ¥ &
RYOR&EDUYIL, [Maximum Attempts] TF AN RY VAL 16 EABLF T,

12.[OK|Z2UYOLET, F:RAEOCLI ANV REFRODKSICKYET,

13. N> ZI TIN—T2F&EL E 9, [Configuration] > [VPN] > [General] > [Tunnel Group] >
[Add (WebVPN 7O 1A )] OIEISERL, FILW KR JIL—7 sslgroup ZERK L &
9. [Generall 7% 0 1)v UL, [Basic] 27 %0 '1JY U LET, [Group Policy] ROY 7
A 1) ARNND S [clientgroup] ZiBIR L £9, [Client Address Assignment] X 7 &9 1) v
0L, RICAA) &2V UY O LTHRIAREELZRT RLA 7= vpnpool ZE|V) HTET,
[WebVPN] 27 %22 1)Y 2L, RIZ [Group Aliases and URLs] 2720 UYL &ET, /\
FX—=BRYDAICTIAVTABEZALL, [Add] 20 Y UL T [Loginl| R—> DT )L—
TEODVANIIAVTFTABEEMLET, [OK]ZVUYOLT, [Applyl ZVUY UL E
T FBBFEOCLIOV74F2L—232 XY RERICEFET,

14. NAT OERE : [Configuration] > [NAT] > [Add] > [Add Dynamic NAT Rule] %323R L. Inside
XYRND—=IODASORNT T4V UK Outside IP 7 RL A 172.16.15 ZERA L TEBRTZE D
ESICLET, [OK]ZV Y U LET, [Configuration] > [NAT] > [Add] > [Add Dynamic
NAT Rule] Z3&iR L. Outside &Y R —% 192.168.10.0 A5 D KNZ 7 4 ¥ U Outside
IP7RLA 1721615 Z#FHAL TERTEDLSICLET, [OK|ZIUYILET,
Applyl 200y O LET, FREOCLI OV 74F2L—23> OXY RERIZEFE
P

ASA 7.2(2) CLI DERTE

Cisco ASA 7.2(2)

ci scoasa#tshow runni ng-config
. Saved




ASA Version 7.2(2)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface Ethernet0/0

namei f inside

security-level 100

i p address 10.77.241. 142 255. 255. 255. 192

nterface Ethernet0/1

narei f outside

security-level O

i p address 172.16.1.1 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed

ftp node passive

sane-security-traffic permt intra-interface

I--- Conmmand that permits the SSL VPN traffic to enter
I--- and exit the sanme interface. access-list 100
extended pernmit icnp any any pager lines 24 ntu inside
1500 ntu outside 1500 ip | ocal pool vpnpoo

192. 168. 10. 1- 192. 168. 10. 254

I--- The address pool for the SSL VPN Cients. no
failover icnp unreachable rate-limt 1 burst-size 1 asdm
i mage di sk0:/asdm 522.bin no asdm history enable arp

ti meout 14400 global (outside) 1 172.16.1.5

I--- The gl obal address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provi ded by your ISP. nat (inside) 1 0.0.0.0 0.0.0.0

I--- The NAT statenent to define what to encrypt !---
(the addresses fromvpn-pool). nat (outside) 1
192. 168. 10. 0 255. 255. 255.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02




timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05:0

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02:

ti meout uauth 0:05:00 absol ute

group-policy clientgroup interna

l--- Create an internal group policy "clientgroup."
group-policy clientgroup attributes
vpn-tunnel - prot ocol webvpn

I--- Enabl e webvpn as tunneling protocol. split-tunnel-
policy tunnel al

I--- Encrypt all the traffic comng fromthe SSL VPN
Clients. webvpn
svc required

I--- Activate the SVC under webvpn node svc keep-
installer installed

I--- Wen the security appliance and the SVC performa
rekey, they renegotiate !--- the crypto keys and
initialization vectors, increasing the security of !---
the connection. svc rekey tinme 30

--- Command that specifies the nunber of minutes from
the start of the !--- session until the rekey takes
place, from1l to 10080 (1 week). svc rekey nethod ss

I--- Command that specifies that SSL renegotiation takes
pl ace during SVC rekey. username ssluserl password
ZRhWB5j ZgEaVd5P. encrypt ed

l--- Create an user account "ssluserl." aaa |oca
aut hentication attenpts max-fail 16

l--- Enable the AAA |l ocal authentication. http server
enable http 0.0.0.0 0.0.0.0 inside no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup Iinkdown coldstart tunnel -
group sslgroup type webvpn

I--- Create a tunnel group "sslgroup"” with type as
WebVPN. tunnel -group ssl group general -attributes
addr ess- pool vpnpoo

I--- Associate the address pool vpnpool created.
defaul t-group-policy clientgroup

I--- Associate the group policy "clientgroup" created
tunnel -group sslgroup webvpn-attributes

group-alias sslgroup_users enable

l--- Configure the group alias as sslgroup-users. telnet
timeout 5 ssh timeout 5 console tinmeout 0 ! class-map

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_nmap paraneters
nmessage- | engt h maxi mum 512 policy-nmap gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect




sip inspect xdncp ! service-policy global _policy globa
webvpn
enabl e outside

I--- Enable WebVPN on the outside interface. svc inage
di skO:/sslclient-win-1.1.4.179.pkg 1

I--- Assign an order to the SVC i mage. svc enable

l--- Enable the security appliance to downl oad SVC
i mges to renpte conputers. tunnel-group-list enable

I--- Enable the display of the tunnel-group list on the
WebVPN Logi n page. pronpt hostnane context

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
ci scoasa#

SVC & @ SSL VPN D

IRDFIEZRITL T, ASA &0 SSL VPN itz L ET,

1. Web 72 9HOF RLA 74—)LRIC, ASA D WebVPN 1 X2 —7 T4 AD URL £1=l&F
IP7RLAZAHDLET, RIC, flEZRLEXT,

ci scoasa#show runni ng-config
Saved

ASA Version 7.2(2)

!

host name ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes

!

nterface Ethernet0/0

nanei f inside

security-level 100

i p address 10.77.241. 142 255. 255. 255. 192

nterface Ethernet0/1

nanei f outside

security-level 0O

ip address 172.16.1.1 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

nt erface Managenent0/0
shut down

no nanei f

no security-Ieve

no i p address

|

passwd 2KFOnbNI dI . 2KYQU encr ypt ed



ftp node passive
same-security-traffic permt intra-interface

l--- Conmand that permits the SSL VPN traffic to enter !--- and exit the sane interface
access-1ist 100 extended pernit icnp any any pager lines 24 ntu inside 1500 nmtu outside
1500 ip local pool vpnpool 192.168.10.1-192.168.10. 254

1--- The address pool for the SSL VPN Clients. no failover icnp unreachable rate-linmt 1
burst-size 1 asdmimage di sk0:/asdm 522. bin no asdm history enable arp timeout 14400 gl obal
(outside) 1 172.16.1.5

1--- The gl obal address for Internet access used by VPN Clients. !--- Note: Uses an RFC
1918 range for lab setup. !--- Apply an address from your public range provided by your
ISP. nat (inside) 1 0.0.0.0 0.0.0.0

1--- The NAT statenent to define what to encrypt !--- (the addresses from vpn-pool). nat
(outside) 1 192.168.10.0 255.255.255.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05:0
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:
ti meout uauth 0:05:00 absol ute

group-policy clientgroup interna

l--- Create an internal group policy "clientgroup.” group-policy clientgroup attributes
vpn-tunnel - prot ocol webvpn

l--- Enabl e webvpn as tunneling protocol. split-tunnel-policy tunnelal

l--- Encrypt all the traffic coming fromthe SSL VPN Cients. webvpn
svc required

l--- Activate the SVC under webvpn node svc keep-installer installed
l--- Wen the security appliance and the SVC performa rekey, they renegotiate !--- the
crypto keys and initialization vectors, increasing the security of !--- the connection. svc

rekey time 30

--- Conmand that specifies the nunmber of minutes fromthe start of the !--- session unti
the rekey takes place, from1 to 10080 (1 week). svc rekey nmethod ss

l--- Conmand that specifies that SSL renegotiation takes place during SVC rekey. usernamne
ssluser1l password ZRhW85j ZqEaVd5P. encrypt ed

l--- Create an user account "ssluserl." aaa |local authentication attenmpts max-fail 16

l--- Enable the AAA |l ocal authentication. http server enable http 0.0.0.0 0.0.0.0 inside no
snnp-server | ocation no snnp-server contact snnp-server enable traps snnp authentication

I'i nkup |'inkdown col dstart tunnel-group sslgroup type webvpn

l--- Create a tunnel group "sslgroup"” with type as WebVPN. tunnel -group ssl group general -
attributes

addr ess- pool vpnpool

l--- Associate the address pool vpnpool created. default-group-policy clientgroup

1--- Associate the group policy "clientgroup" created. tunnel-group sslgroup webvpn-
attributes

group-alias sslgroup_users enable



1--- Configure the group alias as sslgroup-users. telnet timeout 5 ssh timeout 5 console
timeout O ! class-map inspection_default match default-inspection-traffic ! ! policy-map
type inspect dns preset_dns_map paraneters nmessage-| ength maxi num 512 policy- nmap

gl obal _policy class inspection_default inspect dns preset_dns_map inspect ftp inspect
h225 inspect h323 ras inspect netbios inspect rsh inspect rtsp inspect skinny inspect
i nspect sqlnet inspect sunrpc inspect tftp inspect sip inspect xdncp ! service-policy
gl obal _policy gl obal webvpn

enabl e outsi de

h323
esnt p

Enabl e WebVPN on the outside interface. svc inmage diskO:/sslclient-win-1.1.4.179.pkg 1

l--- Assign an order to the SVC i mage. svc enabl e

l--- Enable the security appliance to downl oad SVC i mages to renote conputers. tunnel -
group-list enable
l--- Enable the display of the tunnel-group list on the WbVPN Logi n page. pronpt hostnane

context Cryptochecksum d41d8cd98f 00b204e9800998ecf 8427e : end ci scoasa#

2. A—HHENAT—RZANL, [Group] RAYTHE T UARDLSETAENDOT I —T %
BIRLUET, E:SSLVPN IVZA TR ZEZ VD O0—RIBHIIC ActiveX V7RI TF 2]
VEI-RIZAVARN I LTHBLKBENFHYET, BRSBIEThDIE, C0X4T70O7
RY DANRTRENET, BEREIEIEIhDE, COXYE—IHARRENET,

3. BT hES, OVEI—RDEAIN—ICRRENBDECVRBTAAV =S TILY
1)v 2 L&ET, [Cisco Systems SSL VPN Client] ¥4 7O KR Y U AIZ, SSL ##HEICDOWT
DEBIRRENKT,

42

CcOtEU>a>TR, RENFEERICHELTVA L Z®FELET.

Output Interpreter Tool ( OIT ) ( BEH&I—HYEHAH ) Tk, HEOD show X RAHYR—KEh
TVWET, OITZFEAL T, show AN RE I DB ZRRTEET,

. showwebvpnsvc : ASA 75 v 21 XEVICHEMENLZ SVC A X—DZRRLUET,
ci scoasa#show webvpn svc
1. diskO:/sslclient-win-1.1.4.179.pkg 1
Cl SCO STC wi n2k+ 1.0.0
1,1,4,179
Fri 01/18/2008 15:19:49.43

1 SSL VPN Client(s) installed

- show vpn-sessiondb svc : D SSL #H#HEIC DV TOEHREXRRLET,

ci scoasa#tshow vpn-sessi ondb svc

Sessi on Type: SVC

User nane ssluserl

I ndex 1

Assigned | P 192.168.10.1 Public IP 192.168.1.1

Pr ot ocol svC Encryption 3DES

Hashi ng SHAL

Bytes Tx 131813 Bytes Rx 5082

Client Type Mozilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.1; SVI1)
Client Ver Ci sco Systens SSL VPN dient 1, 1, 4, 179

Group Policy :
G oup :

Tunne

clientgroup
ssl group
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Logi n Time : 12:38:47 UTC Mon Mar 17 2008
Dur ati on : 0h: 00m 53s
Filter Name

. show webvpn group-alias : T FEE BTN —TICHITIREZFADIAN I T AZRRLET

o
ci scoasa#tshow webvpn group-alias
Tunnel G oup: sslgroup Group Alias: sslgroup_users enabl ed

. ASDM T, [Monitoring] > [VPN] > [VPN Statistics] > [Sessions] Zi#iRF B &, ASA DERED
WebVPN v 2 a2 (L3R EHRAIRTENET T,

ST aA—F142T

CITR, REONS TN 1—F A VT CRI>BRICDVTHALET,

- vpn-sessiondb logoff name <username> : HFEN 1—E DO SSLVPN v > 3a>zO00 %7
LET,

ci scoasa#vpn-sessi ondb | ogoff name ssluserl

Cal | ed vpn_renove_uaulth: success!

webvpn_svc_np_tear_down: no ACL

NFO Nunber of sessions with nanme "ssluserl1" |ogged off : 1

B4 (. vpn-sessiondb logoffsvc AN REFEATHE, IXTOSVC Y>3 &iT
TEEXT, EPCHAZUNA E—REFLBFKRIEREE— RICK 2 23FE. SSL VPN ikt
BRTIBENTEERT,

webvpn_rx_data_cstp

webvpn_rx_data_cstp: got nessage

SVC nessage: t/s=5/16: Cient PCis going into suspend node (Sleep, Hi bernate, etc)
Cal | ed vpn_renopve_uaut h: success!

webvpn_svc_np_tear_down: no ACL

ci scoasa#show vpn-sessi ondb svc
INFO There are presently no active sessions

- Debug webvpn svc <1-2565> : Y>3 ZUTHDLHIC, UTILEA LD WebVPN 41X
YhERBLET,

Ci scoasa#debug webvpn svc 7

ATTR_Cl SCO AV_PAIR: got SVC ACL: -1

webvpn_rx_dat a_t unnel _connect

CSTP state = HEADER PROCESSI NG

htt p_parse_cst p_net hod()

...input: ' CONNECT /CSCOSSLC/ tunnel HTTP/1.1'

webvpn_cst p_parse_request _field()

...input: 'Host: 172.16.1.1'

Processing CSTP header line: 'Host: 172.16.1.1'

webvpn_cst p_parse_request _field()

...input: 'User-Agent: G sco Systenms SSL VPN dient 1, 1, 4, 179
Processing CSTP header line: 'User-Agent: Cisco Systens SSL VPN dient 1, 1, 4,
179

Setting user-agent to: 'Cisco Systens SSL VPN Client 1, 1, 4, 179
webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Version: 1'

Processi ng CSTP header |ine: 'X-CSTP-Version: 1'



Setting version to '1'

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Hostnane: tacweb'

Processi ng CSTP header |ine: 'X-CSTP-Hostnane: tacweb'

Setting hostname to: 'tacweb'

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Accept-Encodi ng: defl ate; g=1.0'

Processi ng CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0'

webvpn_cst p_parse_request _field()

...input: 'Cookie: webvpn=16885952@ 0@ 205757506@4886D33FBF1CF236DB5E8BE70B1486
D5BC554D2'

Processi ng CSTP header line: 'Cookie: webvpn=16885952@0@205757506@4886D33FBF1
CF236DB5E8BE70B1486D5BC554D2"

Found WebVPN cooki e: ' webvpn=16885952@.0@205757506@4886D33FBF1CF236DB5ESBE70B1
486D5BC554D2'

WebVPN Cooki e: ' webvpn=16885952@0@205757506@4886D33FBF1CF236DB5ESBE70B1486D5B
C554D2"

Val i dating address: 0.0.0.0

CSTP state = WAl T_FOR_ADDRESS

webvpn_cst p_accept _address: 192.168.10.1/0.0.0.0

CSTP state = HAVE_ADDRESS

No subnet mask... nust calculate it

SVC. NP setup

webvpn_svc_np_setup

SVC ACL Name: NULL

SVC ACL ID -1

SVC ACL ID -1

vpn_put _uaut h success!

SVC. adding to sessngnt

SVC. Sendi ng response

CSTP state = CONNECTED

- ASDM T, [Monitoring] > [Logging] > [Real-time Log Viewer] > [View] Zi&IRL TUTIL XA
LhARYRERRLULET, RIC. ASA172.16.1.5 BEHDA VR —% Y MI&H TS, SVC
192.168.10.1 & Webserver 10.2.22 OO Y > a U EHROHlZRLFT,

BEE1E ]

Gl
AT

. Cisco 5500 ' V—ABREELFI1VTA PTSAFTOARACHTDRYR—K R—=D

BN RAZ—FY NVPNonaStick D% D PIXIASATXB LT VPN I2SATF > NHEDOER
EHl

. ASDM ZfER L = ASA T® SSL VPN Client ( SVC ) QO E&EH

- TIO_ AN YER—-—PERFI XD —Cisco Systems
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