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I el e i ! Private indicators

Inchicators

Indficators describa & patom of bohasics of & sot of conditions which indicabe malicious Babuior, Leam Mon [5
Croatd Indepice

Thinast-InieSggenca- LR ® Source: Privafe
Indicator Modified -

Threat=-ineliggence-URLs
ndicanor corrlaining URLS: we w 1o ok 2023-01-30T22:47:21.1
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Create Judgement

Create & new Juedgemant for domainomaticlous-fake ~domadn.com
Indicators® &

Threat=Inteliggeance=-URLs

Dispogition®
Malicious

Euxpiration®
3 3| Days

Threat-Inteliggence-URLS edit indicator

Description D https://private.intel. amp.cisco.com
Indicator containing URLs we wish to block
Producer Cisco - MSSP - Jobarrie
Short Description Source
Indicator containing URLs we wish to block
Create Date 2023-01-30T22:47:21.076Z
Likely Impact Last Modified 2023-01-30T22:47:21.0552
Expires Indefinite
Revisions 1
Kill Chain Phases
Confidence High
Saverity High
Judgements TLP Red
Judgement Type Start/End Times e
malicious-fake-domain.com ® Domain 2023-01-30T23:34:24.5...
Malicious 2023-03-02T23:34:24 5.,
5  perpage Showing 1-1 of 1
Ennda
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Create Feed URL

Titie* @
Threat-Intelligence-TH=-URLs
Indicator® "
Thraat-inteliggence-URLs - Indicator containing LRLS we wish to block

Output @
Obsenables

Expiration® '
January 30, 2023
Forever
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s Fag
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Feds Search *
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Threat-Inteligence-TR-URLs 2023-01-31T00:33:26.28BF
Observabbes Admin El meno meno 2
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Creator Admin El meng moen 2
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URL: hitega: [ peivai. int ol areg, cigso, come 44 3stn Teedfead - 1 631550 -8 1 Sa-4n0e - 0038- 1018301 454 79w, D T s cBbpo B0n - Te 1 2-4380-a307 - 75101 dopdc 20
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TID Detection

@ The system is currently publishing TID observables to elements. Click Pause to stop publishing and purge TID
observables stored on your elements.

Pause Resume
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This site can’t be reached

malicious-fake-demain.cem took too long to respond.

Ty
= Checking the connetion
« Checking the prosy and the firewall

* Running Windows Metwaork Diagnostics

o
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Bockmark This Page | Reporting | Dashboard | View Bookmark

Security-Related Connection EVents imissase

1l 2023-01-31 08:20:18 - 2023-01-1

Mo Search Constraints (Edit Search)

Security-Related Connections with Application Detals  Table View of Security-Related Connection Events
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FIDLINAR Y 7F v 2RI E, BROFIVITIYRRSAVNDSEEOHSHURLAD
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ICSnotT UM ERE D, ROVIERARENDZEICEEZELTLSEEV, SnortT
OIOUTR, BROMEBEEIMBLVTERL TREZELK N A—TBLHIC, KRODO/NTY
RDOHEAEDLBEFATAIUREN HDEICTELTLKEEVY, FIDLINAF Y7 F v O
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7: 18:28:46.965449 0050.56b3.£fd77 0050.56b3.de22 0x0800 Length: 571
10.5.5.5.63666 > 10.31.124.250.443: P [tcp sum ok] 2993282128:2993282645(517) ack 2622728404 win
1024 (DF) (ttl 128, id 2336)

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 1926 ns

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x14745cf3b800, priority=13, domain=capture, deny=false
hits=553, user_data=0x14745cf4b800, cs_id=0x0, 13_type=0x0

src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0000.0000.0000

input_ifc=Inside, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Elapsed time: 1926 ns

Config:

Implicit Rule

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x14745c5c5¢c80, priority=1, domain=permit, deny=false
hits=7098895, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000

dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=Inside, output_ifc=any

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Elapsed time: 3852 ns

Config:

Additional Information:

Found flow with id 67047, using existing flow
Module information for forward flow ...
snp_fp_inspect_ip_options
snp_fp_tcp_normalizer

snp_fp_tcp_proxy

snp_fp_snort

snp_fp_tcp_proxy

snp_fp_translate

snp_fp_tcp_normalizer

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options



snp_fp_tcp_normalizer
snp_fp_translate
snp_fp_tcp_proxy
snp_fp_snort
snp_fp_tcp_proxy
snp_fp_tcp_normalizer
snp_fp_adjacency
snp_fp_fragment
snp_ifc_stat

Phase: 4

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Elapsed time: 31244 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 5

Type: SNORT

Subtype: appid

Result: ALLOW

Elapsed time: 655704 ns

Config:

Additional Information:

service: HTTPS(1122), client: SSL client(1296), payload: (0), misc: (0)

Phase: 6

Type: SNORT

Subtype: SI-URL

Result: DROP

Elapsed time: 119238 ns

Config:

URL list id 1074790412

Additional Information:

Matched url malicious-fake-domain.com, action Block

Result:

input-interface: Inside(vrfid:0)

input-status: up

input-line-status: up

Action: drop

Time Taken: 813890 ns

Drop-reason: (si) Blocked or blacklisted by the SI preprocessor, Drop-location: frame
0x000056171££f3c0b0 flow (NA)/NA
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