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Edit Physical Interface™ 1 > R M General2 7 T, XOBEZTVET,
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Edit Physical Interface

General IPv4 IPv6

Path Maonitoring

Name:
Outside1

Enabled

Management Only

Description:

Mode:

MNone

Security Zone:

Outside1_Zone

terface 1D

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:

A2 B8—7 I A AGI0/0£HZ

IPv4Z2 7T, XOFEIEZEITLET,
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Advanced
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Add Static Route Configuration (1]
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<#root>

> show zone
Zone: Outside ecmp
Security-level: 0

Zone menber(s): 2

Qut si de2 G gabitEthernet0/1

Qut si del G gabitEthernet0/0

1Y > Rshow running-config route2R1TL T, L—FT AV IREORTIAV 74 F 1L —2a 0 2RBLET, cOBFE. IL—b
RSZYIDHB2DDAZTAYII—RIFHYET,

show route

<#froot>

> show running-config route

route Qutsidel 0.0.0.0 0.0.0.0 10.1.1.2 1 track 1



route Qutside2 0.0.0.0 0.0.0.0 10.1.2.2 1 track 2

ARV RERFTLTIN—FTAVIT—TINEBELET, COBE. 12 F—7 I 1 Aoutsdel&outside2Z B EIARND2DO0
FT7AILRNIL=RAEHY, NFT714YOZ2DQISPEBEEATORTEEXT,

show sla monitor configuration

<#root>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, Cutside2

[1/0] via 10.1.1.2, Cutsidel

C 10.1.1.0 255.255.255.0 1is directly connected, Outsidel

L 10.1.1.1 255.255.255.255 is directly connected, Outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, Outside?2

L 10.1.2.1 255.255.255.255 is directly connected, Outside2
C 10.1.3.0 255.255.255.0 is directly connected, Inside

L 10.1.3.1 255.255.255.255 is directly connected, Inside



ARV RZEZRITLT, SSATZROREZHEDRLET,

show sla monitor operational-state

<#root>

> show sla monitor configuration
SA Agent, Infrastructure Engine-II
Entry number: 1

Owner:

Tag:

Type of operation to perform echo

Target address: 10.1.1.2

Interface: CQutsidel

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 2



Owner:
Tag:

Type of operation to perform echo

Target address: 10.1.2.2

Interface: CQutside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ONVREEZEFTLT, SSATZZOREEBERELET, COBFE. IV REHIC "TTimeout occurred: FALSE EXRRENTL
nE, Y — R IIA/ADICMPTIO—HFRBELTWVWRCEZRLET, LEN 2T, BAEAVEZ—TIAARZRATZDT 74K
LWN=—RNETIOF147THY), —FAIF—TINICAVAR=ILENTVET,

<#root>



> show sTa monitor operational-state

Entry number: 1

Modification time: 09:31:28.785 UTC Thu Feb 15 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 82

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 10:52:28.785 UTC Thu Feb 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

Entry number: 2

Modification time: 09:31:28.785 UTC Thu Feb 15 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 82

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 10:52:28.785 UTC Thu Feb 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

a—RNZ22YT



FIDENULERIMORZ 714V JIZkY), ECMPY—2 O —RNJIABTECMPO—RNS VI VTN NS T4 v O EUETS
NESHEBRBLET. <DBEA. Inside-Host1(10.1.3.2) & Inside-Host2(10.1.3.4) A2 S Internet-Host(10.1.5.2) (2 [ bF T Telnetig s Z B 1A
L., OX> RKRshowconn ZETL T, RFT7A4YIN2ODISPUVIBTO— RNV AENTWVWAH L EERLET, Inside
Host1(10.1.3.2)lk 1 > 2 —7 I A AoutsidelZ&EiB L. Inside-Host2(10.1.3.4) 1 > X —7 I 1 Aoutsde2Z BB L £9,

> show conn

2 in use, 3 nost used

I nspect Snort:

preserve-connection: 2 enabled, 0 in effect, 2 nost enabled, 0 nost in effect

TCP I nside 10.1. 3. 2: 46069 CQutsidel 10.1.5.2:23, idle 0:00:24, bytes 1329, flags U O N1
TCP Inside 10.1.3.4:61915 CQutside2 10.1.5.2:23, idle 0:00:04, bytes 1329, flags U O N1




ERNSTav O, RERERWEDIPFRLA, BEAVZ—T7I(4A, 7O, EERERBER—NENYD
1F2TINIAVXAICESVT, BEENES—RNIIABTO—RNZ IV TENhET, TANERTITDE, &
ZAL—KFBRTT714v 0k, NV 22T INAVXLDEHICALY—RNIIAIN—TFAITEELES, ChiEF
Beh, \VIVI1EEREZZFTHLHI6DDRTI)L (EETIP, BEIP, BEAVEZ—T7I4AX, 7AOKRIIL, EE

tR—K, BBER—N)BATOEELEELET,

Kbhtzv—hk

BADISPT—RIIAANDOIINZTILTVWREHEER, PZI1L—MNI2HBIADT—KNIIAIIN—3R2 v Y RNITDULE

Fo FIDASLAEZ A TSI VRN TEEENLELEWMERAN—HICRADISPF— NI IA A SII—HEEZZELEVES

RANGFEEFREELE RGBS, IV ELTN—VENET, BHOT—RKNIIANODRNSYFIRKIL—KNEIL—FT 12T
F=7TIhSHIBRENET,

show sla monitor operational-state

IRV REZRFTLT, SATZZOBEEVREEZERELE T, COFEE. OV RHEHIC "Timeout occurred: Trues ERRJENT
Whit, FH0ISPF— R IIAADICMPT N BELTWEVWCEEZRLTVET,

show route

<#root>

> show sTa monitor operational-state

Entry number: 1

Modification time: 09:31:28.783 UTC Thu Feb 15 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 104

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 11:14:28.813 UTC Thu Feb 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: O RTTMax: O

NumOfRTT: O RTTSum: O RTTSum2: O



Entry number: 2

Modification time: 09:31:28.783 UTC Thu Feb 15 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 104

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 11:14:28.813 UTC Thu Feb 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

IRV RERTUTREDIN—TFTAVIT—TILEFIVILET, 12 8—7 T A Routsidel 2 BHL 2HEHADISPSF— R T T A
ADIIL—RHHIBREN, 41287 T4 Aoutside2Z BH U L2BB QISP — R I IANDTITATBTFTHINL—RA1DL
PHUEREA,

show conn

<#froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, Cutside2



C 10.1.1.0 255.255.255.0 is directly connected, Outsidel

L 10.1.1.1 255.255.255.255 1is directly connected, Outsidel
C 10.1.2.0 255.255.255.0 is directly connected, Outside2

L 10.1.2.1 255.255.255.255 1is directly connected, Outside2
C 10.1.3.0 255.255.255.0 is directly connected, Inside

L 10.1.3.1 255.255.255.255 1is directly connected, Inside

IRV RERTITDE, 200EHBENELEBIAUTATVDZEN DAY ET, Insdde-Host1(10.1.3.2) & Inside-Host2(10.1.3.4) TE,
Wedoenltdnaty > avAToTF147ICB)ET,

<#root>

> show conn

2 in use, 3 nost used

I nspect Snort:

preserve-connection: 2 enabled, 0 in effect, 2 nost enabled, 0 nost in effect

TCP I nside 10.1. 3. 2: 46069 Qutsidel 10.1.5.2:23, idle 0:00:22, bytes 1329, flags U O Nl

TCP Inside 10.1.3.4:61915 CQutside2 10.1.5.2:23, idle 0:00:02, bytes 1329, flags U O N1



iE : show conn® B T, Inside-Host1(10.1.3.2) A5 Dtelnettzy a3 k(4 > Z—7 I A Aoutsidel ZBZH L TVE T,
AR =7 T4 AoutsidelZBEATETF 7 AN RNIL—REIL—F 12 TFT—=TIHSHIBRENTVET, ChidFH
hiEEETHY ., BEFLE, EBORNS 714 v 0@ A422—7 I 4 Routside2ZBHL £, Inside-Host1(10.1.3.2) 4 5
Internet-Host(10.L5.2NDFH L WERZBKRTHE, TXTORFTA YV IN A2 2 —7 T 4 Routside2ZBBL TLW S
CENDHLYET,

RZ7LZa—k



N—F1I9F—TIIOEEEBRITSICIE, debugiproutingd<X > REERFTLET,

COPITR, BRADISPTF—RIIANDUINEIFTRDE, AVR—T I Aoutsidel Z AT DI —RAIIN—FT 12T T7—
TIhSHIBRENET,

show route

<#root>

> debug ip routing
IP routing debugging is on

RT: ip_route_delete 0.0.0.0 0.0.0.0 via 10.1.1.2, Cutsidel

ha_cluster_synced 0 routetype 0

RT: del 0.0.0.0 via 10.1.1.2, static nmetric [1/0]NP-route: Delete-Qutput 0.0.0.0/0 hop_count:1 , via 0.

RT(mgmt-only): NP-route: Update-Qutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, CQutside2

NP-route: Update-Input 0.0.0.0/0 hop_count:1 Distance:1 Flags:0X0 , via 10.1.2.2, Outside2

OV RERGTLT, REOIL—TFTAIT7—TI)EHRELET,

<#root>



> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, CQutside2

C 10.1.1.0 255.255.255.0 is directly connected, Outsidel

L 10.1.1.1 255.255.255.255 1is directly connected, Outsidel
C 10.1.2.0 255.255.255.0 is directly connected, Outside2

L 10.1.2.1 255.255.255.255 1is directly connected, Outside2
C 10.1.3.0 255.255.255.0 is directly connected, Inside

L 10.1.3.1 255.255.255.255 1is directly connected, Inside

BUDISPTF—RIDIAANDIINBOTYTITDE, 1R —T7 I AoutsidelZBHATBDIN—MFIN—F 120 09F—TIICE
mEhxE,

show route

<#root>

> debug ip routing
IP routing debugging is on

NP-route: Update-Qutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, Qutside2

NP-route: Update-Qutput 0.0.0.0/0 hop_count:1 , via 10.1.1.2, Qutside2



NP-route: Update-lnput 0.0.0.0/0 hop_count:2 Distance:1 Flags:0X0 , via 10.1.2.2, CQutside2

via 10.1.1.2, Qutsidel

IRV R2RGTLT, REOIL—FTAIT7—TIBELET,

<#root>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, Cutside2

[1/0] via 10.1.1.2, Cutsidel
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255.
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255.
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255.
255.
255.
255.
255.
255.

0 is directly connected, Outsidel
255 is directly connected, Outsidel
0 is directly connected, Outside2
255 is directly connected, Outside2
0 is directly connected, Inside

255 is directly connected, Inside



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



