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« Secure Socket Layer(SSL)ZEEAE

* OpenSSL

e LinuxdY¥ > R

c VDE—RT7IVEABETZAR—KZY NT—2(RAVPN)
+ Secure Firewall Device Manager(FDM)

» Security Assertion Markup Language(SAML)

* Microsoft Azure
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OpenSSL/N—=<) 3 >/ CiscoSSL 1.1.1].7.2sp.230
 Secure Firewall Threat Defense(FTD)/\—> 32/7.2.0
« Secure Firewall Device Manager/\—>32/7.2.0

- RERFZEL/E(CA)

CORFIXVNOEHRE. REDFARRELCHZITNARAICETVWTERENELZ, DR
FAXKTEATDIIXNTOTFNAAGR, JUTBE(T7FIN ) RETHERZRKLTLE
T BHEEBPORY ND—OTR., FEONVRIEL>TRCDAEMNI HE2FEZ THOEIELT
<EEL,

BERuH

RAVPNEHS R ZOMOZLOT 7V T—> 32 ICRNTBSAMLERIIOFERAR. TORRD -
OICFREFIERIERLTVET, SAMLE, FBASLTHFABHRZN—T 1. BETATFUT
174 7ONAE—(1dP)EF—ERTONAF —(SP) DB TRIRT R ODF—T VAR S —
RTI,

SAMLEBSEAICHR— R ENTVBIAPADUoD & TH B EHEE. FDMNN—2 372X T TEREE
NAFTDICIR&EIBRABHVYET, cnsO/N—2 3> Tk, SAMLEELICER T 2EHERFDMIZ
7 v 70— R3BEIC, Basic Constraints: CATRUEE WS IR F T ITRDHREN BV ET,

C M=%, SAMLEREEA ®Microsoft Azure’s E DM DIAPs ( XEBHBILRFEFLEHEV ) ICK2T
RBHEENEHMBPAEF NSON—23 0 TRAT AT ICHR—REATOVWEVZ®H, SAMLERE
FRETDFERICKYET,

~ EFDMN—2 3273 xBA BT, FILWIEBHEZ 7Y 7O—RIBEEIC TCAFIV IO %R
AFYTTB, A7V EEMCTEXRT, Chiky), CORFIXNTHEAEINT
WD HIRABRENE T,

Basic Constraints: CA.TRUEHLRA 75 W Azure A S IRt h B AIEAE ZFEH L TSAMLEERE T
RAVPN%ZERE T 5 154E . show saml metadata <trustpoint name>1Y > R&E4{TL TFTDIN
RSZAZAVE—TIALAACLYAS AR TF—2ZMETDE, HABRZERIZBENET, RICHD
ZRLULET,

<#root>
firepower#

show sam net adat a

SP Metadata

IdP Metadata
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COHIRZBRTDIEOICHRENDZ TSR, EF AT T77A4T7 04— &2N—23 27308
CTFYTITL—RIBDETT, EEL, 77ATIA—=ITN=23 720 T2 ERTITIHE
& BF &, Basic Constraints: CATRUEILRZE U W AR LAEZERTHET, <D
HREEMTEET, LHENNDARXALCAICI > TERENEER, COHARLIHEEERDY)
ICEERATBICE. Azure SAMLEBRAR— R I DR EZETHIHEN HVET,

AT Y 7 1: TBasic Constraints: CA.TRUE, #iiEZFH L iIAZBLEXR
(CSR)D¥ER

Ot 3> Tlk, OpenSSLZERA L TCSREZ/EMR L. Basic Constraints: CA:TRUE
ExtensionZ &6 3 HFEIC DOV THBALE T,

1.0penSSLTZA 7SN AV AR=ILENTVBRI YRR NZOTFA 2V LET,

2. (AF7°232 ) mkdir <folder name>_IN > RZFEAL T, COMHABICHKELRT 7ML Z2EE
TERTALIORNVZERLET,

<#root>
root@hostl:/home/admin#

nkdir certificate

SHLWFALIRMNVZERLESEE., TALINUVEZOTALIRNJUICEEL, openssl
genrsa -out <key_name>.key 4096 1Y > RZRTL TH L LWHEBEF—ZER L ET T,

<#root>
root@hostl:/home/admin/certificate#

openssl genrsa -out privatekey. key 4096

N sE4006E Y N, COBREFDF—EEELET., LECHUT,. BVF—EEETEE
¥,

4. touch <config_name>.confdX > REFERAL T, A 714F¥21L—23a> 774 I)L&2ERLE
CB

5T7FARNITFARTITAINERELET, COBITE., VImAERAE 1, vim



<config_name>.confdNX > RAFRITEhET, TOMOTFANITFA RZEZFEATEXT,

<{froot>

vi m confi g. conf

G.AIFAEBEER(CSR)ICELADBHREAILET, RICRITKRSIC, 77AI)LIC
basicConstraints = CA:truediiR FZBML £,

<{froot>

[ req]

default _bits = 4096

default _nd = sha256

pronpt = no

encrypt _key = no

di stingui shed_nane = req_di sti ngui shed_nane

reg_extensions = v3_req

[ reg_distinguished_nane ]

count ryName =

stat eOr Provi nceNane =



| ocalityNanme =

or gani zati onName =

or gani zati onal Uni t Nane =

comonNanme =

[ v3_req ]

basi cConstraints = CA: true



~ 7E:basicConstraints = CA:trueld, FTDASERAEZEEICA AN =)L TR =HICFERAEIC
PEBRBFEES T,

THIOFETERLEF—EAT74F2L—232T7 74 )N ZERAL T, openssl req -new
<key_name>.key -config <conf_name>.conf -out <CSR_Name>.csr1¥ > R CCSRZERTE F
CB

<tfroot>

openssl req -new -key privatekey. key -config config.conf -out CSR csr

8.ZCNDIANY ROETHE, 7FIAIC<CSR name>.csr7 ZPAIINRRENET, CDT774)L
. BEIBCAH—NICEETIHEN HBDCSR77AILTT,

MIIErTCCApUCAQAWSTELMAKGALUEBhMCTVgxFDASBgNVBAgMCO11aXhjbyBDaXR5
MRQWEgYDVQQHDAtNZW14Y289gQ210e TEOMAWGALUECgwWFQ212zY28wggIiMAOGCSqG
SIb3DQEBAQUAA4ICDwWAWggIKA0ICAQDRWH+1ij26HUF/Y6NVITCkD5VIa6KRssD]8
[...]

Output Omitted

[...]
1RZ3ac3uV0yOkG6FamW3BhceYcDEQN+V0SInZZZQTw1Q5h23]sPkvImRpKSiTlc7w
3rkKfTXelewT1lIJdCmgpp6qrwmEAPYrj/XnYyM/2nc3E3yILxbGyT++yiVrr2RIeG
Wu6XM40410LcRdaQZUhuFL/TPZSeLGIB2KU6XuqPMtGAvdmCgqdPSkwWc9mdnzKm
RA==

) FEAzure DEMH/ICK V), SHA-256F 12 [FSHA- A BREE N-CATCSRIZZZR THHLEND
WET, 50L0WE, 7Y 7 O—REICAzure IAPAREAEZERLE T, FHHICOWVT
. XDV 0 Z5RLTLKEEV, SAMLM—O > OEERIIHEEEAT 3>

9.ZMCSR77AI)LECAILIEEL T, BENEAREZRELET,

ATY T 2:PKCS127 7 A4 )L DERK

IDEEBAEN BREhI=S, RD3D2ND 7 7 A4 )L%EH L TPublic-Key Cryptography
Standards(PKCS#12) 7 7 A L ZER T D HEHN H V) F T,

- ERNEIDAIAE
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IDEEEAE ECARERREF I —2 1k, MBEF—ECSR7V7AINZERLEOERUFNA AICIE—
TEEXT, 3207 7AIDERE /=5, openssl pkes12 -export -in <id_certificate>.cer -certfile
<ca_cert_chain>.cer -inkey <private_key_name>.key -out <pkcs12_name>.pfx 1Y > RZE1TL T
. AEAAEZPKCSH#HI12ICEBLE T,

<#root>

openssl pkcsl2 -export -in id.cer -certfile ca_chain.cer -inkey privatekey. key -out cert.pfx

EII_I;

ANV REZETIRDE, NAT—ROANZEROSNET, cONADT—REF, iEAEZAA

R=ITBEEICHETT,

OXY RHIEEICETENDE, T<pkes12_name>.pfxs EVSBEIOFHL W7 7 AN RED
TFALIORNVIZERENE T, ChHAFLVPKCS#HI2FIEAE T,

ATY 7 3: PKCS#HI2iIFAE ZAzure EFDMIC7Z Y 77O—RLULE T

PKCS#127 7 A I &BERL =5, AzureEFDMIC7 Y 7O— RIBHREHNFHV)ET,

AzureNQIIAEO 7Y 7’O—R

1. Azure R—ZJ)LICOT AL, SAMLRRIETCRE T DIV X—T A AT 75— ICBH
LT, [T AF1%2BIRLET,

2. SAML Certificatestz2> 3> & TA2O—J)L L. More Options7 4 12> EditZEIRL £,



e SAML Certificates

Token signing certificate

Status Active

Thumbprint G

Expiration 12/19/2026, 1:25:53 PM

Matification Ermail

App Federation Metadata Url https://login.microsoftonline.com/ .. D
Certificate (Basegd) Download

Certificate (Raw) Download

Federation Metadata XML Download

Verification certificates (optional)

Required Mo
Active 0
Expired 0

3.RIZ. Import certificate A 7> 3 > & BIRLE T,

SAML Signing Certificate X

Manage the certificate used by Microsoft Entra 1D to sign SAML tokens issued to your app

&l save < Mew Certificate| T Import Certificate &Y Got feedback?

Status Expiration Date Thumbprint

Active 12/19/2026, 1:25:53 PM 99

4L HIZHER L I=PKCS127 7 A )L Z#&FKL ., PKCS#127 7 A I DERKICA DL IZNADT—R
ZFERALET,



SAML Signing Certificate X

Marnage the certificate used by Microsoft Entra 1D to sign SAML tokens issued to your app

= save <+ New Certificate T Import Certificate £ Got feedback?

Import certificate

Upload a certificate with the private key and the pfx credentials, the type of this file should be pfx and using RSA for
the encryption algorithm

Certificate: . "cert.pfx” | E
PFX Password: | sesssess o
A

]

L A

5.8 %\, Make Certificate Active 4 7’> 3 > ZBIRL £ T,
SAML Signing Certificate X
Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app
] save + New Certificate T Import Certificate a4 Got feedback?

Status Expiration Date Thumbprint

Active 12/19/2026, 1:25:53 PM 99’

Inactive 12/13/2026, 2:43:39 PM E6 .

. (" Make certificate active
Inactive 1242172026, 5:58:45 PM 9E
4 Basetd certificate
d load

Signing Option Sign SAML assertion owmes o

| PEM certificate download
Signing Algorithm SHA-256 b
Raw certificate download

4=

Motification Email Addresses Dovirload federated

certificate XML

e

[i] Delete Certificate

SFRZEOFDMAOT Y 70— KR

1. Objects > Certificates D JEIZ#E L . Add Trusted CA certificate2 2 )YV LE T,



Y Fite #l v

Praset filters: Svstem defined, User defined
Add Internal CA

ACTIONS
&dd Internal Ceartificata

‘ Add Trusted CA Certificate ‘

2EEDRSARNKAY RERASIL, (PKCS#I27 7 AL TiE%< ) IdPA SIDIIRED & %
7y 7O—KRL%ET

Add Trusted CA Certificate

MName

azurelDP

Cerlificate

«=HEGIN CERTIFICATE=== |

MI IEC JCCALQRAWIBAR TBF raANBgkqhk | GO AQs FADS biadwerl g YDWQQL Ewli? 0 GAX
L |5-."'H-,|"||-‘1'L|'|-I'_'I|H-'n|||:ll: P el EVIMOOHE RN E.HH_.I.LH.:I-F-I';H-]"h-‘q'LI'I-,l"l "-.-!l]lI'I.I'LU"U'IkIL- -ﬁ;
"
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Validation Usage for Special Services

CAMNCEL

3.SAMLA 7TV RNCHLUVIEAEZRXEL., TEZEMALE T,



httpa://login, microgoftonline com/aessms Sam S s e e

Sign Out URL

httpa:j/login.micrasoftonling comjsmmms S R G R e

Service Provider Certificate Identity Provider Certificate

ftdSAML W azurelDP e
Request Signature Request Timeout

None e

This SAML identity provider (IDP) is on an internal network

Reguest IDP re-authentication at login

IIIIII:::IIIIII

ﬁE_L‘,\

show saml metadata <trustpoint name>1Y > R&ZRITL T, FIDCLIN S XX TF— X ZFEHTE
Pl EBRALET,

g

<#root>
firepower#

show sanml netadata azure

SP Metadata



xmins="urn:oasis:names:tc:SAML:2.0:metadata">

protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

MIIDbzCCA1egAwIBAgIBDDANBgkghkiG9wOBAQwFADBbMQwwCgYDVQQLEWN2cG4x

...omitted...



HGag+/IfNKKgkhgT6g4eggMHiA==

Location="https://[...omitted...]/+CSCOE+/sam1/sp/Togout" />

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Location="https://[...omitted...]/+CSCOE+/saml/sp/Togout" />

IdP Metadata



xmins="urn:oasis:names:tc:SAML:2.0:metadata">

MITIEcjCCA1qgAwIBAgIBFzANBgkghkiG9wOBAQsFADBbMQwwCgYDVQQLEWN2cG4x

[...omitted...]



3Zmzsc5faZ8dMX0+1lofQVvMaPifcZZFoM70B09RK2PaMwIAV+Mw=

Location="https://login.microsoftonline.com/[...omitted...]/sam12" />

Location="https://login.microsoftonline.com/[...omitted...]/sam12" />



Location="https://login.microsoftonline.com/[...omitted...]/sam12" />
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